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Cnucok cokpawieHnmn

AD Active Directory
API Application Programming Interface
ARP Address Resolution Protocol

DDoS Distributed Denial of Service

DNS Domain Name System

GUID Globally Unique Identifier

HTTPS | HyperText Transfer Protocol Secure

ICMP Internet Control Message Protocol

IEEE Institute of Electrical and Electronics Engineers

IGMP Internet Group Management Protocol

IIS Intenet Information Services

IP Internet Protocol

LDAP Lightweight Directory Access Protocol

LDS Lightweight Directory Services

MBR Master Boot Record

NTFS New Technology File System
NTLM NT LAN Manager

0OSI Open Systems Interconnection

PCI Peripheral component interconnect

PCMCIA | Personal Computer Memory Card International Association

PIN Personal Identification Number
RDP Remote Desktop Protocol
RFC Request for Comments

SCCM System Center Configuration Manager

SIEM Security Information and Event Management

SMBIOS | System management basic input/output system

SSL Secure Socket Layer

SQL Structured Query Language

TCP Transmission Control Protocol

TLS Transport Layer Security

UEFI Unified Extensible Firmware Interface
ubDP User Datagram Protocol

URL Uniform Resource Locator

USB Universal Serial Bus

XML eXtensible Markup Language

AK AnnapartHas KoHburypaums

APM ABTOMaTM3NpOBaHHOe paboyee MecTo
AC ABTOMaTM3NpOBaHHas cmMcTemMa

ACY TN | ABTOMaTM3npoBaHHas cCMcTema ynpas/ieHUsi MPON3BOACTBEHHBIMU U TeX-
HOMTOrM4YeCKMMM NpoLeccamm

B Basza gaHHbIx
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rmc FocyaapcTBeHHast HMOpPMaLMOHHasa cucTema
EBC EnvHas buomeTtpmyeckas cuctemMa

3nc 3aMKHyTasi NporpaMMHasl cpeaa

nc WNHdopmaunoHHas cpeaa

ncnau | MudopmaumoHHas cMcteMa NepCcoHanbHbIX AAHHbIX

Knun Kputnyeckas nHdopMaLmoHHas CTpyKTypa
KL KoHTposnb uenoctHocTn

M3 Mex ceTeBol aKpaH

ocC OnepaunoHHas cuctema

OoCP O6WwenocTynHbIA CETEBOM pecypc

oy OnepaTtuBHOe yrnpasneHue

NMNAK MporpamMMHO-annapaTHbIi KOMM1eKc

no MporpamMmHoe obecneyeHne

Cb CepBep 6e3onacHoCTH

C3un CpencTteo nnu cucTema 3awmTbl HdopMaumm
cnc CnpaBo4HO-NpaeoBas cucrtema

cyba CucTtema ynpasneHus 6azamm gaHHbIX

DK DYHKUMOHANbHbIA KOHTPO/b
usg LleHTpanbHas 6asa gaHHbIX
uy LleHTp ynpaBeneHus

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa
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BBeaeHue

YcnoBHbIe
0003HavyeHus

oO>p

Opyrue
MUCTOYHMKM

UHcpopmaLmm

JlaHHOoe pyKOBOACTBO NpeaHasHa4YeHo 4ns agMMHucTpaTopos magenus "Cpeacrso 3a-
wmTbl MHPopMaumm Secret Net Studio” RU.88338853.501400.001 (panee — Secret
Net Studio, cucrema 3awmThl, u3genne). B Hem cogepxartcs cneaytowime cBeaeHuns:

e npuHUMNbI paboTbl M BO3MOXHOCTK Secret Net Studio;

®  MOpPAAOK YCTAaHOBKM, OBHOBNEHUNS U yAANEHUS N34eNns;

e CpeAcCTBa I0KANbHOrO M LLEeHTPasiM30BaHHOro ynpas/ieHs CMCTEMOM 3aLnThl;
e CpeAacTBa MOHWTOPWHIA;

e nopsaok paboTbl C LEHTpannM3oBaHHbIMK XypHanamu Secret Net Studio.

B pykoBoaCTBe Ansi BblAENEHUS HEKOTOPbIX 3/IEMEHTOB TEKCTa MCMONb3yeTcs psj
YC/IOBHbIX 0603HauYeHui.

BHYTpeHHUe cCblfkn 06bI4HO coaepXXaT yKasaHne Ha HOMEP CTpaHuubl C HY>XXHbIMU
CBEAEHUNAMN.

BaxkHasa 1 gononHuTenbHas nHdopmMauna opopmieHa B Buae npumedanmii. CreneHb
BaX>XHOCTW coAepXaLmXcs B HUX CBeAeHM oTobpaxkaloT NMUKTOrpaMMbl Ha MOSX.

. Tak obo3Ha4vaeTcs AonofHMTeNbHas MHd)OpMaLLMFI, KOTOpas MOXET CoAep>XXaTb
NpUMeEpPLbI, CCbIJTIKN Ha Apyrue AOKYMEHTbI NI YaCTu 3TOro pyKkosoAaCTBa.

e Takol NWKTOrpaMMon BblAenseTcs Ba)kHas MHdopMauns, KoTopyro Heobxoammo
NPUHSATb BO BHUMAHMeE.

e DTa NMKTOrpaMMa CornpoBOXAaeT UHOPMaLMIO MpefoCcTeperaLlero Xxapakrepa.

WUcknroueHms. MpumeyaHist MOryT He COMpOBOXAATLCS NUKTOrpamMMami. Ha nonsx, NOMMMO MUKTOrpamm
MpUMeYaHmii, MOryT BbITb NPUBEAEHBI U ApYrue rpaduyeckie aNeMeHTbI, HanpuMep, N306paxeHNst KHO-
MoK, AACTBMS CKOTOPLIMM YNIOMSAHYTbI B TEKCTE PACTONOXEHHOTo psifioM ab3aua.

Caut B MHTepHete. MHdopmaums o npoayktax komnaHum "Koa BesonacHoctn"
npeacraBneHa Ha cante https://www.securitycode.ru.

Cny>x6a TexHMuyeckoi noppaeprkku. CBSA3aTbCA CO CNyX 60l TexXHUYeCcKor noa-
OEPXKM MOXHO no TenedoHy 8 800 505-30-20 unau no 3NEKTPOHHOM nouTe
support@securitycode.ru.

YyebHble Kypcbl. OCBOUTb annapaTHble W MporpaMMHbie MpPOAYyKTbl KOMMaHUM
"Kon besonacHocTn" MOXHO B aBTOPU30BaHHbIX Y4ebHbIX UeHTpax. [lepeyeHb
yyebHbIX  LUEeHTpoB U1  ycnoBusl  obyuyeHMsa  npeacTaBneHbl  Ha  cauTte
KoMnaHuu https://www.securitycode.ru/company/education/training-courses/. Ces-
3aTbCs C NpeAcTaBUTENEeM KOMMaHUM No BOMNpocaM opraHm3auunm obydeHns MOXHO no
3NeKTpoHHOM noyte education@securitycode.ru.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 1
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Oowume cBegeHun o Secret Net Studio

Ha3HauyeHue cucrtembl

Cucrema Secret Net Studio npegHasHayeHa ans obecneyeHns 6esonacHoctn NC Ha
KOMMnbloTepax, MYHKUMOHUPYOLWNX noa ynpaeneHnem OC MS Windows 10/8/7 un
Windows Server 2019/2016/2012/2008.

[Mpn ncnonb3oBaHMM COOTBETCTBYOLLMX NOACUCTEM n3genue obecneunBaeT:

3alMTY OT HECAHKLMOHMPOBAHHOro [AOCTyna K MHMOPMALMOHHLIM pecypcam
KOMMbIOTEPOB;

KOHTPOJIb YCTPOMCTB, MOAKIHUYAEMbIX K KOMMNbIOTEPaM;
obHapyxeHune BTop)xeHuin B NC;

AHTUBMPYCHYIO 3aLUNTY;

MeXCeTeBoe 3KpaHMPOBaHMe ceTeBoro Tpaduka;
aBTOPM3aLNIO CETEBbIX COEANHEHU.

YnpaBneHue dyHKUMOHMpoBaHNneM cucrtembl Secret Net Studio MoxeTr ocy-
LLeCTBNATbCS LeHTPaAM30BaHHO UM JIOKasIbHO.

OcCHoBHbIe PYHKUUK

Cucrema Secret Net Studio peannsyeT cneaytouime OCHOBHbIe PYHKLUN:

KoHTposib BX0oAa NMosib3oBaTenein B cucteMy (MAeHTUdMKaUNA 1 ayTeHTUdDUKaums
rnonb3oBartenemn).

JncKpeunoHHoe pasrpaHnyeHune gocryna K gannoBbiM pecypcaMm, yCTPOMCTBaM,
npuHTEpPaM.

MaHaaTHoe (MOJIHOMOYHOE) pasrpaHuueHue AocTyna K ainioBbiM pecypcam,
yCTpoOiCTBaM, MpUHTEpPaM, CETEBLIM MHTepdeicaM, BKovas:

e  KOHTpPOJb MOTOKOB KOHMMAEHUNaNbHON NHdOpMaLmn B CMCTeMe;

e KOHTpOJb BbiBOAA MHMOPMALUM HA CbEMHbIE HOCUTENN.

KOHTpPOJIb COCTOSIHMS YCTPOMCTB KOMMNbOTEPA C BO3MOXHOCTAMMN

e  6nOKMpOBaHUS KOMMbKOTEPA MNPU  M3MEHEHWU COCTOSHUS  33aAAHHbIX
YCTPOWNCTB;

e  6/0KMpPOBaHUS MOAK/HOYEHMSA 3arnpeLlleHHoro ycrponcrea (ycrponcrea wm3
3anpeLieHHon rpynnobl).

TeHeBOe KONMUpoBaHue MHd)OpMaLI,VIVI, BbIBOAMMOW Ha BHELLHME HOCUTENWN M Ha ne-
4aTb.

ABTOMaTMYECKas MapKMpOBKa AOKYMEHTOB, BbIBOAMMbIX Ha Me4yaTb.
KoHTposb LenoctHocTn daiinoBbix 06bEKTOB 1 peecTpa.

Co3paHuve 3aMKHYTOM NpOrpamMMHON cpedbl 415 nofnb3oBaTenen (KOHTPOsib 3anyc-
Ka MCNOSHSEMbIX MOAYyNeNn, 3arpy3ku AMHammuyeckmx b6ubnunotek, ncnonHeHus
CKpunTOB No TexHonoruu Active Scripts).

OuuncTKa onepaTMBHOM M BHELLIHEN NaMATH NPy ee nepepacnpeaeneHnm.
M30onaumsa npoueccos (BblMOAHAEMbIX MPOrpamMM) B ONepaTtuBHOMN NaMsATH.

3amnTa CoAep>XKUMOro sIoKasbHbIX XEeCTKUX ANCKOB Npwu HecaHKLI,MOHMpOBaHHOVI
3arpyske OﬂepaLl,MOHHOﬁ CNCTEMDI.

LncdpoBaHme AaHHbIX Ha XECTKUX ANCKAx KOMMbOTEPa.

CozfaHune foBepeHHoM cpeapl (BHELHMM No oTHoLleHMo K OC KOHTpOsb paboThl
OC 1 CUCTEMbI 3aLLMUTbI, YCTAHOB/IEHHbIX Ha KOMMblOTEpE).

AHTMBMpPYCHas 3alimMTa KOMMbIOTEPOB.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 2
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e ObHapyxeHue BTOPXKEHUN.
e MexceTeBoe 3KpaHMpOBaHMe ceTEBOro Tpaduka.
e ABTOpM3aLMs CETEBbIX COEANHEHUA.

e YnpaBneHue komnsaekcom "Cobonb" (ynpaBneHMe MNosib30BaTENSIMU, KOHTPOJIEM
LLeNIoCTHOCTU, Noy4YeHme cobbiTuiA 6e3onacHocTn).

L4 (DYH KLUWOHaNbHbIN KOHTPOJ1b K/HOYEBbLIX 3alllMTHbIX MOACUCTEM.

° Camo3zalmTta OT HECaHKLUMOHUPOBaHHbIX BO3JENCTBUI Ha K/OYEBbIE 3alUUTHbIE
noACUCTEMDI.

e Perucrtpaums cobbiTmnin 6e30nacHoCTu.

° LleHTpanu3oBaHHOE 1 NIOKasibHOE yrpaBieHne napamMmeTpamm pa6OTbI MEXaHN3MOB
3alnThbl.

e LleHTpanu3oBaHHOE W NoOKasbHOe YynpaBneHue napaMeTpamMm paboTbl MOsb-
30BaTenemn.

e MOHWTOPUHT 1 onepaTUBHOE yrnpaBieHne 3allMiLaeMblMU KOMMbIOTEPAMK.
e LleHTpann3oBaHHbI CO0P, XpaHEHME N apXMBUPOBAHME XYPHASIOB.

CoctaB yCTaHaBJinBaeMbiIX KOMNOHEHTOB

Cucrema Secret Net Studio coctouT 13 cnegyrownX MporpamMMHbIX MakeToB, ycCTa-
HaBJ/IMBaeMbIX Ha KOMMblOTepax:

1. "Secret Net Studio" (qanee — knNneHT).

2. "Secret Net Studio — CepBep 6e3onacHocTn" (aanee — cepsep 6e3onacHoOCTN Un
Cb).

3. "Secret Net Studio — LleHTp ynpasneHunsa" (ganee — LleHTp ynpasneHus).

KnueHr

KnuneHT cuctemnbl Secret Net Studio npegHasHaveH gns peannsaunm 3awMTbl KOMAbIO-
Tepa, Ha KOTOPOM YCTaHOB/IEH AAHHbI KOMMOHEHT. 3awnTta peanmsyercsa nyTem npu-
MEHEHUA 3alUTHbIX MEeXaHU3MOB, pacWunpdaroumnx wn AONOJHAKWUX CpeacTtBa
6esonacHoctn OC Windows. 3awunTHble MeXaHWU3Mbl — 3TO COBOKYMHOCTb Ha-
CTpanBaeMblX MPOrpaMMHbIX CPeACTB, BXOASWMX B COCTaB KiaMeHTa u obec-
neyunsamLmnx 6e3onacHoe NCcnosib30BaHNE pecypcos.

KnueHT MOXeT hyHKLMOHNPOBaTb B ClieAy oL MX pexunmax:

e aBTOHOMHbIM pexXuM — npeaycMaTpuBaeT TO/bKO JSIOKaJbHOE ynpasieHue 3a-

WNTHBIMN MeéXaHN3MaMH,

. ceTeBoW peXxnMm — npeaycMaTpmuBaeT JIOKaJlbHOE U LEHTPAZIN30OBAaHHOE ynpaB-
neHne 3allUTHbIMN MeXaHU3MaMU, a TaKXe UEHTpPaIn3oBaHHOE MOosly4YeEHUE UH-
(bOpMaLI,VIVI N NSMEHEHUE COCTOAHUA 3alllnliaEMbIX KOMMbHOTEPOB.

PexxnM pyHKUMOHMPOBAHMS ONpeaensieTcs Npy ycraHoBKe KameHTckoro MO n moxeT
6bITb N3MEHEH B Npouecce aKcnyaTaumm knmeHTa (cM. cTp.229).

CepBep 6e3onacHoCcTH

CepBep 6€30MacHOCTM peann3yeT BO3MOXHOCTU LEHTPaM30BaHHOrO YrMpaBeHus
KIMEHTaMU B CETEBOM pexuMe GYHKUMOHMPOBaAHMA. [laHHbIi KOMMOHEHT obec-
neymBeaer:

¢ XpaHeHWe JaHHbIX LEHTPA/IM30BAHHOIO yNnpaBieHU4;

e  KOOpAMHAUWIO paboTbl APYrMx KOMMOHEHTOB B MpOLEeCcce LEeHTPaM30BaHHOro
ynpaBneHns CUCTEMOM ;

e nony4dyeHue n 06paboTky NHbOPMaLMK O COCTOSIHUM 3aLiMLLAEMbIX KOMIMbIOTEPOB;
e yrnpaB/ieHWe NoJsb30BaTeNSIMN N aBTOPU3aLNEN CETEBbIX COEANHEHNIA;
e  LleHTpann30BaHHbIN C6Op, XpaHEHNE U apXMBUPOBaAHME XYPHAsOB.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 3
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LleHTp ynpaBneHus UCnonb3yeTcs 418 LEeHTPASIM30BaHHOMO YNpaB/eHUs cepBepamMm
6e30MacHOCTM U KIIMEHTAMWN B CETEBOM pexxnme GyHKLUMOHNPOBaHUS. [laHHbI KOMMOo-

HEeHT obecneynBaerT:
e ynpaBfieHMe napaMeTpaMm 06bEKTOB;

e oTob6paxeHne MHDOPMaLMKN O COCTOSIHUM 3aLUMLLAEMbIX KOMMbIOTEPOB U NMPOU30-

Wweawmnx cobbITUsAX TPEBOIU;
e 3arpysKy XYpHanoB cobbiTUiA;
e OnepaTMBHOE yrnpaBfieHNEe KOMMbOTEPAMU.

INMTnueH3un Ha ncnonb3oBaHue NOACUCTEM

MexaHu3Mbl 3aWmTbl cncteMbl Secret Net Studio gocTynHbI Ans ncnosnb3oBaHMA Npu
HaM4YMM COOTBETCTBYIOLLNX 3aperncTpMpoBaHHbIX IMLEH3UN. JIMLLEH3UPYIOTCA Cne-

aAywune MeXaHnU3Mbl !

e MexaHW3Mbl, Bxogsuwme B 6a3oByto 3awnTy (0bs3aTensHas nMueH3uns);

e [MCKpeuMOoHHOe yrnpasfieHne AOCTYrMnoM;
e  KOHTPOJIb YCTPOWCTB;

e 3aTMpaHue OaHHbIX;

e 3aMKHyTas NporpaMMHas cpeaa;

® MOJSIHOMOYHOE yrpaBfeHue AOCTYMNOM;

e KOHTpPOJIb MeyaTu;

e 3alunTa ANCKOB M WNdPOBaAHNE AAHHbIX;

*  MOJIHOAMCKOBOE WNdpoBaHUE;

® MEeXCeTeBOW 3KpaH;

e aBTOpM3auUUs CETEBbLIX COEANHEHUN;

e obHapyXeHue 1 npeaoTBpaLLeHne BTOPXKEHUN;
e aHTUBUPYC;

e nacnopt NO;

e JOBepeHHas cpeaa;

e 6e3onacHas cpega.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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CocTaBHbIe YacTu KrnueHTa

pynnbl GyHKUMOHANBbHLIX KOMNOHEHTOB KIIMEHTa

B cocTtaB knmeHTa cucteMmbl Secret Net Studio BxogaT cneaytouime gyHKLUMOHaNbHbIE
KOMIMOHEHTbI

OCHOBHbI€ NporpamMMHble cilyx6bl, MOAYM U 3aWnTHLIE NoacucTeMbl (6a3oBas 3a-
wuTa);

AONOJIHUTENBHO NMoAaK4YaeMble CDYHKLI,VIOHaJ'IbeIe KOMIMOHEHTbI, YCZIOBHO pa3-
AENEHHbIE Ha cneayumne rpynnbl:

® JIOKaJlbHasa 3aWnTa,

e [OBepeHHas cpeaa;
[ ]

3almTa OT BUPYCOB U BpefiloHocHoro MNO;

ceTeBasd 3aluTa.

0606w eHHas CTpyKTypHas cxeMa K/iMeHTa npeacrTaBiieHa Ha cnefytolem pucyHke.

OcHoBHblE d)yHKLl,VIOHaJ'IbeIe KOMMOHEHTbI Moaknioyaemble q)yHKU,I/IOHaJ'IbeIe KOMMOHEHTbI

JlokanbHaA 3awmTa

3awwuTHble ll

noAcucTembl

JlokanbHas
6asa
BaHHbIX

[osepeHHas cpena

3awutHas
nogcvcrema

Cnyx6a sapa
XKypHan
Secret Net Studio,

CeTeBas 3awmTa

3aluTHblE ll

~

Moacuctema nokanbHon
ayTeHTudunKaumm
J

~
Moacuctema kKoHTpoNs

L

Cpegacrtea LieNoCTHOCTH ) : : NOACUCTEMbI
nokanbHOro N
npasneHns Moacuctema paboTsl c) -
annapaTHoii : I T R .
NoAAEPKKON ) o : 3awmTa oT BMpPYyCOB 1 BpeaoHOocHoro MO |
N
Moacnctema . .

camozawmnTbl

3alwuTHble ll
NOACUCTEMBI

BbasoBas 3awuTta

B 6a30Byt0 3alUNTY BXOAAT CleAyoLMe MPorpaMMHble CyX6bl, MOAYAN U 3aLLMUTHbIE
NOACUCTEMbI:

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

A4po;

areHT;

CpeAcTBa NIoKasibHOro yrnpaB/ieHUs;

noacucTeMa slokanbHoN ayTeHTUdUKaumu;
NOACUCTEMA KOHTPONS LLeNIOCTHOCTH;
noacucremMa paboTbl C annapaTHOM NOAAEP)KKON;
NoACUCTEMA CaMO3aLUUThI.
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fAnpo

Cnyxb6a sapa aBTOMaTU4eCKM 3amnycKaeTCsd Ha 3aliuliaeMoM KOMMbKTEpe Nnpu ero
BKJIIOYEHUWN U DYHKLUMOHMPYET Ha NPOTSHXKEHMWN BCEro BpeMeHu paboTbl KOMMbloTepa.
OHa ocywecTBnsieT ynpasreHue noagcmcreMamm n obecneymBaeT nx B3amMMmoaencremne.

AP0 BbIMONHAET crieayowme GyHKLUN:

e obecneumaeT 0bMeH JaHHbIMM MeXay noacMcTeMaMmn knmeHTa u 06paboTky no-
CTynawLwmnx KoMaHa;

e obecneunBaeT AOCTYN APYrMX KOMMOHEHTOB K MHMOPMaLnMmM, XpaHsLwencs B no-
KanbHoW 6a3e aaHHbIX Secret Net Studio;

e obpabaTbiBaeT NocTynawwyl MHGOpPMauMio O cobbiTUSX, CBSA3aHHbIX C 6e3-
OMacHOCTbH CUCTEMbI, N PETUCTPUPYET MX B XXypHane Secret Net Studio.

Moacncrema perncrpaummn SBnsSieTCS OOHMM U3 3JIEMEHTOB siapa knneHTa. OHa npega-
HasHauyeHa oNs ynpasieHns perncrpaumen cobbiTnii, cB3aHHbIX C paboTol cncTeMmbl
3aWmnThl. Takne cobbiTUsS perncrpmpytotTcs B XypHane Secret Net Studio. 3ta uH-
dopmauma nocrynaet ot noacmcreMm Secret Net Studio, kKoTopble cneasT 3a npouvc-
xogawmmm cobbitnammn. [MepeveHb cobbiTnii Secret Net Studio, noanexawmx
perncrpaunm, ycraHaBnmBaeTcs agMMHUCTpaToOpoM 6e30nacHoCTy.

B nokanbHon B[] Secret Net Studio xpaHuTCca nHpopMaLmsa 0 HacTpoliKax CMCTEMbI 3a-
WnTbl, HeobxoamMbIX Ansa paboTbl 3awmuwaeMoro KomMnetotepa. JlokanbHas B[] pas-
MewaeTcs B peectpe OC Windows 1 cneuunanbHbix darinax.

AreHt

AreHTOM ABNSIETCS NPOrpaMMHbI MOAY b B COCTaBe KAMEHTa, obecneynBatolmnin B3a-
UMoAeNncTeune c cepeepoM 6€30MacHOCTM. AreHT NpUHMMaEeT KoMaHbl OT cepBepa 6e3-
OMacHOCTM 1 OTMPABASET EMY AAHHbIE O COCTOSIHUU KOMMbIOTEpPA.

AreHT UCNOosb3YyETCs TONIbKO B CETEBOM pexmnMe PYHKLMOHUPOBAHUS KIMEHTA.

CpepfcTBa NIOKanbLHOro ynpaBneHus

CpefcTtBa IoKanbHOro ynpasneHusi obecneunBatoT:

e ynpaBneHne obbekTamm 3aWwnThl (yCTpocTtBamMm, ainamm, katasnoramm);
e ynpaBfieHMe NapaMeTpaMu Nob3oBaTeNen 1 3alnTHbIX MEXaHU3MOB;

e hopMMpoBaHMeE 3aAaHNIi Ha KOHTPOb LLETOCTHOCTH ;

®  MPOCMOTP NIOKasbHbIX XXYPHAOB.

Moacuctema nokanbHOW ayTeHTUMKaLMK

MoacMcTeMa MCNob3yEeTCsl B MEXaHU3Me 3allunTbl BXoaa B cucteMy. CoBMecTHO ¢ OC
Windows noacmncremMa obecrneymBaeT:

* MpOBEepKY BO3MOXHOCTW BXO/la NO/Ib30BaTENSA B CUCTEMY;

e OrMNoOBELlEHME MOMb30BATENSA O PeasIM30BaHHbIX B CUCTEME MepaX 3aluTbl MH-
dopmMaumm 1 o nocneaHeM BXOAE B CUCTEMY;

. onoBelweHne OoCTallbHbIX MO,CI,YJ'IEI;'I O Hau4ane wmnan 3aBepleHnn paGOTbI nosb-
30BaTend,

e 6110KMpOBKY paboTbl Nonb30BaTeNS;
e 3arpy3Ky AaHHbIX C MepCoOHaNbHbIX MAEHTUMMKATOPOB Nob30BaTeNs;
®  YCUIEHHYIO ayTEHTUdMKALMIO NOMb30BaTENS NPU BXOAE B CUCTEMY.

Mpu 06paboTke BXOJa MOJSIb30BaTeNss B CUCTEMY OCYLLECTBASETCA dhopMmpoBaHue
KOHTEKCTa NoJb30BaTeNIa: onpeaeneHmne ero NnpuBuIeruin, ypoBHs aonycka v ap. fo-
MOMHUTENbHO BbIMOMHAETCS (DYHKLUMOHANbHbLIA KOHTPO/b paboToOCNOCOB6HOCTU CU-
crtembl Secret Net Studio.
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Moacuctema KOHTPONSA LIENOCTHOCTH

MoacucremMa KOHTPONS LENoCTHOCTM obecneyvMBaeT MpPoOBEpPKY HEW3MEHHOCTU pe-
CypCOB KOMMNbloTEpa: KaTtanoros, paisios, KNKOYEN U 3HaYeHU peecTpa. B coctaBe me-
XaHW3Ma KOHTPO/S LENOCTHOCTM MnoAcucTeMa peanusyeT 3alwuTy OT MNOoAMEHbI
pecypcoB, CpaBHUBas X C onpeaeneHHbIMU 3TaNoOHHbIMU 3HaYeHNsaIMN. [laHHas noa-
CUCTEMa BbIMOJSIHSAET KOHTpoAMpytowme GyHKUMmM He npu obpalieHnn nosb3oBartens
K pecypcamMm, a Npu HacTynJieHnn ornpeaeneHHbiX cobbITUN B cucTeme (3arpyska, BXo4
NMoNb30BaTenNs, KOHTPO/b MO pacnmMcaHuio).

Moacuctema paboThbl C annapaTHOW NOAAE PKKON

Moacucrema Mcnonb3yeTcs B MexaHu3Me 3aluTbl BXOAa B cucTeMy Ans paboTtbl C
yCTpOMCTBaMM annapaTHor noaaepxkm. OHa obecneumBaeT B3anMMOAENCTBME CU-
ctembl Secret Net Studio ¢ onpegeneHHbIM HAabopoM YCTPOMCTB M COCTOUT U3 cne-
AyoWnx Mmoaynem:

e Moayfb, obecneunBalOLWMA eauMHbIA MHTepdenc obpalleHus KO BCEM Moa-
AepXUWBaeMbIM YCTPOMCTBAM anmnapaTHON NOAAEPXKHN;

e Moaynu paboTbl C ycTpoicTBaMm (Kaxabliit Moaynb obecneumBaeT paboTy C KOH-
KPETHbIM YCTPONCTBOM);

e [paWBepbl YCTPONCTB annapaTHOM noanepXku (ecnm oHM Heobxoammbl ).

Moacucrtema camosawmThbl

OdaHHas noacucrema obecneunBaeT (OYHKLMOHMPOBAHME MeXaHM3Ma CaMO3alUUThI
(cM. cTp.24).

Moakno4vyaemblie q)yHKLI,VIOHaHbeIe KOMMNOHEeHTbI KITneHTa

NokanbHas 3awuTa

K rpynne nokanbHOW 3almnTbl OTHOCSATCA MOACUCTEMbI, peanm3yrlme npuMeHeHme
cnenyowmx MexaHM3mMoB 3aLUThbl

e  KOHTpPOJSb YCTPOWCTB;

e KOHTpOJ/b MeyaTu;

e 3aMKHyTas NporpaMmMHas cpeaa;

* MOJIHOMOYHOE ynpaBfieHMe AOCTYMNOM;

*  ONCKpeLMOHHOe yrnpasfieHne AOCTYMNOM K pecypcam aiisioBor CUCTEMbI;
e 3aTUpaHWe AaHHbIX;

e 3awWuTa MHGOpPMaALMKM Ha JIOKaAbHbIX ANCKAX;

e wudpoBaHMe AaHHbIX Ha ANCKaX;

* MOJHOAMCKOBOE WKdpoBaHUeE;

e wudpoBaHMe faHHbIX B KPUNTOKOHTEMHEpPAX;

e nacnopTt 0.

[loBepeHHas cpeaa

Moacuctema "[oBepeHHass cpeaa" peanusyeT MpUMEHeHMe OAHOMMEHHOro Me-
XaHu3Ma 3awnTol (cM. cTp.40).

CeTeBas 3awura

K rpynne ceTesomn 3alWnTbl OTHOCATCA NOACUCTEMLI, peann3yroumne npuMeHeHne cne-
Ayrwnx MeXaHM3MOB 3allNThbl:

e  MEXCeTeBOW 3KpaH;

o aBTOpn3auund CETEBbLIX COG,DMHGHVIVI.
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3awmra oT BUpPycoB 1 BpeaoHocHoro N0

K rpynne 3awuTbl OT BUPYCOB U BpeAOHOCHOro O OTHOCATCA MOACUCTEMbI, pe-
anusylolne NpMMeHeHne cneayrowmx MeXaHM3MoB 3aLlUnThl:

e ob6HapyxeHWe n NpefoTBpaLLEHNE BTOPXEHWN;

® aHTMBUpYC.
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[naBa 3
MexaHu3mbl 3aLUTbI

3awuTa Bxoga B cUCTEMY

3awunTa Bxoaa B CUCTEMY obecneumBaet n penorBpalleHmne AoCctyna NoCTOPOHHUX NNy
K KOMMbloTepy. K MEXaHW3MY 3alMTbl BXOAA OTHOCATCA Ceaytoume CpeacTsa:

® CpeAcTBa Ana naeHTuduUKaumm n ayteHTudunkaunm nonb3osartenen;
e cpeacTBa 6710KMPOBKM KOMMbIOTEPA;
e annapaTHble CpeacTBa 3almnTbl OT 3arpy3ku OC CO CbeMHbIX HOCUTENEN.

UpeHTudmkauma v ayteHTudpMKaums nonb3oBatenen

NaeHTndunkauma n ayteHTMdMKaLMsa Nonb30BaTeNs BbIMOJHAKTCS NPU KaXXA0M BXO-
Ae B cuctemy. LWtatHasa ana OC Windows npoueaypa Bxoda npeaycMaTpuBaeT BBOA
MMEHW W Mapons nosb3oBaTens UM WUCMNofb30BaHME annapaTHbiX CPeacTB, Nnoa-
AepXnBaeMbliX ONepaLMoOHHON CUCTeMOM. TakxXe BO3MOXEH BXO4 B CUCTEMY C Mo-
MOLLbIO yYeTHOM 3anucu Microsoft n Bxoa no rpagpmyeckomy naposo.

B cucrteme Secret Net Studio naeHTUdUKaLMa Nonb3oBaTENEN MOXET BblIMO/IHATLCS B
CneayLmx pexmmax:

e "o MMeHn" — Ana BxoAa B CUCTEMY MOJIb30BaTE/Ib MOXET BBECTU CBOWU YYETHbIE
AaHHble (MMS M naponb) WAM UCNONAb30BaTb annapaTHble CcpeacTBa, NoAa-
aepxuBaemble OC;

e "CMellaHHbIN" — Ana BXxoAa B CUCTEMY MOJIb30BaTe/lb MOXET BBECTU CBOU YUET-
Hble IaHHble (MMS M Naposb) UM NCNONb30BaTb NEPCOHANbHbIN AeHTUdUKATOP,
noaaepxuBaemblii cncrtemon Secret Net Studio;

e "Tonbko No maeHTndUKaTopy" — Kaxapl monb3oBaTenb 415 BXOAa B CUCTEMY
pomkeH 06s3aTenbHO MCNOMb30BaTb MNEpPCOHasnbHbIN  MAEHTUdUKaTop, Noa-
Aepxuneaembln cuctemon Secret Net Studio.

B kauectBe nepcoHanbHbiX MaeHTUdUKaTopoB B Secret Net Studio npumeHsioTcs
cpeacTtBa MAeHTUUKaUMM U ayTeHTUdMKaunum Ha 6ase naeHtTndunkatopos eToken,
RuToken, JaCarta, ESMART unu iButton. YT0o6bl Mcnonb3oBaTb 3TN YCTPOMCTBA, HEOO-
XOAMMO 3aperncrpmpoBaTh UX B cMCTeMe 3awnTbl (MPUCBOUTL MOb30BaTeNaM).

AyTeHTndMKaumMa nosb3oBaTesnie MOXET BbIMOHATLCA B YCU/IEHHOM pexume C A0-
NoONHUTENbHOW NMPOBEPKONM Naponsa nonb3osatens cucremon Secret Net Studio. B pe-
XWUMe YCUIEeHHOM ayTeHTuduMKauMnu naponn nonb3oBaTenen MNpoBepATCaS Ha
cooTBeTCcTBME TpeboBaHMAM NOMTUKM Maposien Kak B onepaumoHHON cucTeMe, Tak n
B Secret Net Studio.

JononHutenbHoO Ans 3awmnTbl KOMAbloTEPOB B Secret Net Studio npeaycMoTpeHbl cne-
Ayloline peXxxnmbl :

e pa3spelleHne NHTEPAKTMBHOIO BX0oAa TOMbKO A1 AOMEHHbIX MOJb30BaTenen — B
3TOM pexunme 610KNMpyeTCcsa BXO4 B CUCTEMY JIOKA/NbHbIX Mosib3oBartenen (nog no-
KaNbHbIMU YYETHbLIMW 3aMnUCsaMn);

e  3anpeT BTOPUYHOrO BXOAA B CUCTEMY — B 3TOM peXMMe B6I0KMpPYeTca 3anycK Ko-
MaHZ 1 CETEBbIX MOAK/OYEHWNI C BBOAOM YUETHbIX AaHHbIX APYroro nosib30Bartens
(He BbINOMHWBLIEr0 MHTEPAKTUBHbIA BXOJ, B CUCTEMY).

BnokupoBka KoMnbloTEpa

Cpep,cha 6nokmn POBKM KOMMNbKOTEPA NpeAHa3Ha4Ye€Hbl ANnd npeaoTBpalleHnAa He-
CaHKLMOHWPOBAHHOI0 NCMNOJIb30BaHUA KOMMbloTepa. B 3ToM pexunme 6ﬂOKMPYETCﬂ TEe-
Kyllaa ceccus nosnb3osaTend. oka 6ﬂ0KMpOBKa He CHATa, BX04 B CUCTEMY pa3peLleH
TONIbKO aAMUHUCTPATOopy.
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BnoKupoBKa Npu HeyAa4YHbIX NONbITKAX BXOAA B CUCTEMY

Ona nonb3oBateneit MoryT 6biTb YCTAHOBMEHbI OrpaHMYEHUS Ha KOMYeCTBO Hey-
Aa4yHbIX NOMbITOK BXOAA B cMcTeMy. B gononHeHWe K cTaHd4apTHbIM BO3MOXHOCTSM OC
Windows (6noknpoBKka y4eTHOW 3anMcu Nosb30BaTens nocie onpeaeneHHoro Yyncna
MonbITOK BBOAA HEMpaBuIbHOro napons) cucrema Secret Net Studio MoXeT KOHTpO-
NMpoBaTb HeyZaudHble MOMbITKM BXOAA B CUCTEMY MPU BKIIKOYEHHOM peXuMe yCcu-
NeHHon ayTeHTuduKaumnu no naponto. Ecanm  nonb3oBaTtens onpegeneHHoe
KOMIMYECTBO pa3 BBOAUT Maposib, KOTOPbIN He bbin coxpaHeH B B[] Secret Net Studio,
— cucrema bnokupyet KomnbtoTep. PasbnoknpoBaHme KOMMbloTEPa OCYLLECTBASETCA
aAMMHUCTPaTOpPoM. CYeTUMK HeyAauHbIX MOMbITOK OBHYNseTcs npyv yaayHOM BXoAe
Nnonb30BaTens uiam nocne pasbiokMpoBaHMa KOMMNbOTepa.

MOXHO HacTpOUTb BPEMEHHYH GIIOKMPOBKY MpPU AOCTUXEHUW MAKCUMAsbHOro Ko-
JNIMYeCTBa HeyAauHbIX NOMbITOK BXoAa B cMcTeMy. B gaHHOM ciydyae 610KMpoBKa CHU-
MaeTcs Mo WCTeYEeHWM 3aJaHHOro BpPEMEHW C MOMEHTa MNoc/ieaHen HeyaayHow
NOMNbITKN BXOAA.

BpemeHHasa 6nokupoBka KoMnbioTepa

Pexxnm BpeMeHHOM 6710KMPOBKM BKIKOYAETCH B C/IeAYOLWMX CyYvasx:
* eCM NoNb30BaTESb BbIMOMHWA AEUCTBME 415 BKIOYEHNS 6OKMPOBKN;
®  ec/n UCTeK 3afaHHbl MHTEepBaa HEaKTMBHOCTM (MPOCTOSA) KOMMbIOTEPA.

Ona BkNtoUYeHMa 610KMPOBKM NOMb30BaTENb MOXET NPUMEHUTb CTaHAAPTHbLIN CNocob
610KMpPOBKK pabouert CTaHUMW UM U3bSATb CBOM MAEHTUMOUKATOP U3 CUMTbIBATENS.
YTobbl BbINONHANACh 60KMPOBKA NPU U3bATUN MAeHTUdMKATOpa, aAMUHUCTpaTOpPY
HeobxoANMO HACTPOUTb PeakLWo Ha 3TO AENCTBME B MOSIMTUKAX C MOMOLLbO Mpo-
rpaMMbl yrpaBneHns. BNokMpoBKa Npu U3bSTUK NAEHTUGUKATOPA BbIMONHAETCA NpuU
YC/IOBUW, YTO MOJSIb30BaTESb BbIMNOMHWUA BXOA B CUCTEMY C WUCMOJSIb30BAaHUEM 3TOrO
maeHTudurkaTopa.

BJ'IOKI/IpOBKa no Nctev4eHnun 3aaHHOro MHTepBajla HEaKTUBHOCTU OCYLLECTBNAETCA aB-
TOMaTU4YeCKN N paCnpoCcTpaHAETCA Ha BCEX nosib3oBaTesnien KoMn blOTEpPA.

Onga cHatug BDEMEHHOVI 6ﬂOKMpOBKVI Heobxoanmo YKa3aTb Napojib TEKYLWEro nojb-
30BaTend nam npeabsaBnuTb €ro VIE,EHTMCbVlKaTOp.

Bnoxuposka KoMnblOoTEpa npm pa60're 3almMTHbBIX noagcmcTemMm

BnokupoBka KoMMNbloTEpPa NpeaycMOTPeHa M B anropuTMax paboThbl 3alUMTHbLIX MOA-
cucrteM. Takol Tun 6/10KMPOBKN UCMOSb3YETCS B CNEAYOLLMX CUTYaLUaX:

* Mpu HapyweHunn MGyHKLMOHaNbHOM LenocTHocTn cuctembl Secret Net Studio;

* MNPV N3MEHEHUSX annapaTHOM KOHMUrypaunm KoMNbloTepa;

e MNPV HapyLeHNN LeNOCTHOCTU KOHTPONpPYyEMbIX 06bEeKTOB.

Pa3bnoknpoBaHMe KOMMNbOTEPA B 3TUX CllyYasX OCYLLEeCTBNSETCS aAMUHMUCTPATOPOM.

BnokKupoBKa KOMNbIOTEpa aAMUHUCTPATOPOM OonepaTUBHOro
ynpasneHus

B cereBoM pexume ¢YHKLUMOHMPOBaHMA 610KMpOBKA M pa3bnokupoBaHue 3a-
LLMLAEMOrO KOMMblOTEPA MOTYT OCYLLECTBASATLCA YAANeHHO MO KOMaHAe Nosib-
30BaTens LleHTpa ynpasneHus.

AnnapaTHble cpeAcTBa 3aluThI

B Secret Net Studio nopgnepxuBaeTtca pabota C annapaTHbIMW CpeacTBaMu, nepe-
UMCNEHHbIMU B CnegytoLlen Tabnmue.
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AnnapaTHble cpeacTBa OCHOBHbI€E peliaeMblie 3afaum

CpeacTea naeHTMdMKaumnm e NaeHTdUKaUMA U ayTEHTUDMKALMA BO BPEMS BXOAA
1 ayTeHTUdMKauumn Ha 6ase nonb3oBaTtens nocne 3arpysku OC.

naeHTudunkartopos iButton, e MaeHTMdUKaumsa n ayTeHTuduKaums Bo BpeMsi Bxoaa
eToken, RuToken, JaCarta, rnosnb3oBaTens C yaasneHHoro KoMnbloTepa.

ESMART, GuardantID, o CHsITME BpEMEHHOM 6JI0KMPOBKM KOMMbIOTEPA.
vdToken e XpaHeHue B naeHTUdMKaTope napons un

KpUnTorpachmyeckoro Koya

MNAK "Cobonb" o NpeHTndunkaumsa n ayteHTMdurkaums nonb3osaTenen 40
3arpy3ku OC.

e UaeHTndurkaums n ayteHTUdUKaLms BO Bpems BXoaa
nonb3osaTens nocne 3arpyskm OC.

e MaeHTndurkaums n ayteHTudurKaLms Bo Bpems BXoaa
nonb3oBaTens C yaaneHHoro KoMnbtoTepa.

e 3anpet3arpy3ku OC CO CbeMHbIX HOCUTENEN.

e KOHTpPO/b LIeN0CTHOCTU NPOrpamMMHON CpeAbl KOMMNboTepa
no 3arpyskm OC.

e CHsATVE BpeMeHHON 6/10KMPOBKM KOMMbOTEPA.

e XpaHeHue B naeHTUdUKaTope napons un
Kpuntorpagunyeckoro Ki4ya

Ana naeHTMdUKaUMM U ayTeHTUdDMKALUM MoMb3oBaTenell MoryT NpMMeEHSTbLCSA Cre-
Aytouime cpeacTea:

e naeHTudwmnkaTopsl iButton (nopgaepxusaembie Tunel DS1990 — DS1996). Cun-
TbiBatoLlee yCcTpoicTBo iButton nogkntovaetcs k pasbemy nnatel NMAK "Cobonb";

e USB-kntoum n cmapTt-KapTthbl (C 1to6biMM coBMecTuMbiMn USB-cunTbiBaTENSAMN).
MONHbIN CMNCOK NAEHTUPUKATOPOB NpUBEAEH B Tabnmue HMXe.

Mpoaykr

USB-knwoun

CMapr-KapTbl

eToken PRO (Java)

eToken PRO (Java)

eToken PRO (Java) SC

JaCarta PKI

JaCarta PKI
JaCarta PKI Flash

JaCarta PKI SC

JaCarta PKI/BIO

JaCarta PKI/BIO
Jacarta-2 PKI/BIO/IOCT

JaCarta PKI/BIO
JaCarta PKI/BIO/IF'OCT
Jacarta-2 PKI/BIO/IOCT

JaCarta FOCT

JaCarta FOCT
JaCarta PKI/TOCT
JaCarta FOCT Flash

JaCarta OCT SC

JaCarta-2 roCt

JaCarta-2 roCt
JaCarta-2 PKI/TOCT

JaCarta-2 PKI/IOCT SC

JaCarta SF/TOCT

JaCarta SF/TOCT

JaCarta PRO

JaCarta PRO
JaCarta-2 PRO/I'OCT

JaCarta PRO SC
JaCarta-2 PRO/I'OCT SC

JaCarta WebPass

JaCarta WebPass

JaCarta-2 SE

JaCarta-2 SE

JaCarta U2F

JaCarta U2F

JaCarta LT

JaCarta LT

RuToken S

RuToken S (Bepcus 2.0)
RuToken S (Bepcus 3.0)
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Mpoaykr

USB-knoun

CMmapT-KapTbl

RuToken 3LMN

RuToken 3LMN

RuToken 3UM 2.0

RuToken 3UM Touch

RuToken 3LIM PKI

RuToken 3UM 2.0 Flash
RuToken 3LMN Bluetooth
RuToken 2LIM 2.0 Touch
RuToken 3UM 2.0 Flash Touch

RuToken 3LMN SC
RuToken 3LM 2.0 SC

RuToken Lite

RuToken Lite

RuToken Lite SC

RuToken 2151

RuToken 2151

RuToken 2151 SC

ESMART Token

ESMART Token

ESMART Token SC

ESMART Token FOCT

ESMART Token FOCT
ESMART Token FOCT D

ESMART Token NOCT SC
ESMART Token FOCT D SC

Guardant ID Guardant ID -
Guardant ID 2.0

vdToken vdToken 2.0 —

R301 Foros R301 Foros R301 Foros

O6wwue cBepeHuns 06 uHterpauum Secret Net Studio u komnnekcos
"Cobonb"

Secret Net Studio moxeT dyHKUMOHMpOBaTbL coBMecTHO ¢ MNAK "Cobonb". Mpu 3TOM
MNAK "Cobonb" obecneunBaeT AOMNONHUTENBHYIO 3aWMUTY OT HECAHKLMOHUPOBAHHOIO
AocTyna K MHMOpMaUnOHHbLIM pecypcaM KOMMbIoTepa, Ha KOTOPOM YyCTaHOBNEHA Cu-
crema Secret Net Studio.

MpumeyaHue. B Secret Net Studio Bepcum 8.4 n Huke peanusoBaHa uHTerpauus ¢ MAK "CoGonb" Bepcuit
3.

B Secret Net Studio Bepcuu 8.5 v Bbiwwe peanusosana uxterpaums c MAK "Cobonb" Bepcuu 4. TAK "Co-
Bonb" Bepcum 4 BNSIETCS HOBLIM NOKONEHWEM NpoaykToBOM nuHeliku MAK "Cobonb", apxutekTypa 1 uH-
Tepdeiic KoToporo 3HaumTensHo oTnmdatoTes ot MAK "Cobonb" Bepcuii 3.x. OcobeHHOCTU COBMECTHOM
pabotbl Secret Net Studio ¢ MAK "Cobonb" Bepcuu 4 ByayT ykasaHbl 0TAeNbHO b0 B NpUMeYaHum K ume-
IOLLIMCS B PYKOBOACTBAX CBEAEHUSM.

B MAK "Cobonb" ansa wHTerpaumm c Secret Net Studio peanusoBaH pexum CcoB-
MEeCTHOro mcnonb3osaHus. Takxe MAK "Cobonb" MoXeT (PyHKUMOHMPOBATH CaMo-
CTOSITENIbHO B @BTOHOMHOM peXunme.

B aBTOHOMHOM pexxume pabotbl MAK "Cobonb" peannsyet cBOM OCHOBHble YHKLNMU
[0 CTapTa onepauMoHHOW cucTeMbl He3aBucmMo OT Secret Net Studio. YnpaBneHue
NMonb30BaTeNsIMU, XXYPHANOM perncrpaunm cobbiTUin, HacTporika obwmx napamMeTpos
OCYLLEeCTBNSAIOTCA CpeACcTBaMu agMMHNCTPMPOBaHUS KoMmekca 6e3 orpaHnyeHuni.

B pexxuMe COBMECTHOro MCrnofnb30BaHUSA (MHTerpaummn) 3HaunTenbHas 4actb PyHK-
UMA ynpaBfieHUS KOMMJIEKCOM OCYLLECTBASETCA CpeAcTBaMuM aAMUHUCTPUPOBAHMUSA
Secret Net Studio. NMepeyeHb PyHKUMIN NpeacTaBneH B cnepyowen tabnmue.

DyHKUMA OonucaHue

YnpaBneHne BX0AOM Mosib30BaTesns

Secret Net Studio B MAK "Co6onb" ¢
NOMOLLbIO nAeHTUdMKaTopa,
WHULUMaNU3MpOBaHHOIro U MPUCBOEHHOIO
nonb3oBaTento B cucteme Secret Net Studio

Monb3oBaTento NpeaoCcTaBNAlOTCA Npasa Ha
aBTOMaTUUECKUI1 BXOZ B KOMMJIEKC U Aarnee B
CUCTEMY NpY OAHOKPATHOM NpeabsBieHnn
naeHTUdUKaTopa. Takxe ANs BXoAa MOXET
MCMOJIb30BaTbCs Maposb, 3anNuCaHHbIN B
namsTb NepCoHanbHOro naeHTUdUKaTopa

YnpasneHue paboToin NoaCUCTEMDI
KOHTpons uenoctHocTn MAK "Cobonb"

Ons NAK "Cobonb" 3apaHns Ha KOHTPOSb
LLeNoCTHOCTH (hanoB XXECTKOro Ancka m
06BbeKToB peecTpa GOpMMPYHOTCS CpeacTBaMm
aaMMHUCTpMpoBaHua Secret Net Studio
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DyHKLUUA OnucaHue

Ynpaenenue napametrpamum MNAK "Cobonb" 3Ha4yeHus napameTpoB "MuUHUManbHasa AnuHa
napons" n "Konnyectso HeyAauyHbIX MOMbITOK
ayTeHTMdUKaunmn", yctaHoBneHHble B Secret

Net Studio, nepenatotcs B MAK "Cobonb"

ABTOMaTMUecKas nepegada sanucemn MNepepnava 3anuceri 1 nx npeobpasoBaHue

XypHana permctpauunm cobbimnii MAK OCYLLECTBASIOTCS aBTOMaTUYECKN NPU 3arpy3ke

"Cobonb" B xypHan Secret Net Studio NoACUCTEMbI annapaTHon noaaepxku Secret
Net Studio

MoapobHble cBeaeHMA 0 peanu3aunm 3TMX GYHKUUI coaepX)aTca B AOKyMeHTe [2],
pasaen "Ncnonb3osaHue MNAK "Cobonb" B pexkxnme nHterpaumm c Secret Net Studio”.

BHumaHue!

* B pexume uHterpauum cuctemsl Secret Net Studio u komnnekca "Cobonb" naeHtudmkatop iButton
DS1992 He ucnonbayeTcs. Pekomenayetcs ucnons3oath uaeHTUdukatopsl DS1995, DS1996 nnm
USB-kntoun n cMapT-kapThl, noaaepxueaemble MAK "Cobonb".

* [ins ncnonbsoBannsa Secret Net Studio coBmecTHo ¢ komnnekcom "Cobonb" He0bX0AMMO yCTaHOBUT
BcromoratensHoe 10 komnnekca (CM. JOKYMEHTaLMI0 Ha u3genue).

Ons obecneyeHus 3alWnTbl AaHHbLIX B Mpouecce LEeHTPasM30BaHHOro ynpasrieHus
MAK "Cobonb" B Secret Net Studio peanusoBaH pag kpunTorpaduyecknx npeob-
pa3oBaHun Ha ocHoBe [OCT28147-89, FOCTP34.10- 2001. MNepeyeHb wuc-
Nnosb3yeMblX KNoYen WwndpoBaHMs NpeactasneH B cnegytouen Tabnmue.

HaunMmeHoBaHue
Ha3HauyeHue Mecto xpaHeHusn
Kao4a
CUMMETPUYHbIN LndposaHue ayTeHTudukaTopos MepcoHanbHbIN
Kkntou LY B XpaHUIuLie 06 BEKTOB LLIEHTPANM30BaHHOro | MAEHTUdUKATOP
ynpasneHus Secret Net Studio. aAMUHUCTpaTopa

PacueT nMMTOBCTaBKM A9 CAMCKA AOCTYMHbIX
NOSIb30BATENO KOMMbIOTEPOB

3aKpbITbii K1Y | PacyeT cecCMOHHOro Kito4a KoMnbloTepa npu | -"-

Ly BbINOJTHEHUM OMnepaunin aaMUHUCTPUPOBaHUS

OTKpbITLIN KMOY | PacyeT ceCCMOHHOrO K/1toua KOMMbloTepa npu | JlokanbHas 6a3a AaHHbIX

Ly BbINOJTHEHUM OMepaLnin CUHXPOHU3aLMK yrpasnsemMoro
KoMnbtoTepa

3aKpbITbIi KNOY | PacyeT cecCMOHHOro KItoua KoMmnbioTepa npu | -"-
KoMMbtoTepa BbINO/THEHUM OMepaLUnin CUHXPOHU3aLMn

OTKPbITLIN KMOY | PacyeT cecCMOHHOro Kitoua KoMmnbioTepa npu | Cnyx6a kaTtanoros

KOMMNbloTEPA BbIMNO/THEHMM Onepauunii aaMUHUCTPUPOBAHNS
CeCcCUOHHbIN LLndposaHme nHdopmaunm, He xpaHuTcs
K04 KOMMblOTEpa | NpeAHa3Ha4YeHHOoW AN 3alumLLaemMoro (BblUMCNISIETCS B Mpouecce
KOMMblOTEPA paboTbl)
Kntoy B MAK "Cobonb" Bepcuit 3.x — wudposaHue | B MAK "Cobonb" Bepcuit
npeobpasoBaHns | MHPOPMaLMKN B 3aKPbITOM NaMATU NNaThbl 3.X — 3aKpbITas namsTb
naponem komnnekca "Cobonb". nnaTtbl KOMMekca
KOMIJ1EKCOB B MAK "Cobonb" Bepcuin 3.x 1 4 — "Cobonb".
"Cobonb" wrdpoBaHMe nHbOpMaLUmK, XpaHswencs B B MAK "Cobonb" Bepcuu 4
nokanbHoM 6a3e AaHHbIX 3almLLaemMoro — flokanbHas 6asa
KOMMbloTEpa AaHHbIX YpasaseMoro
KOMMNblOTEpPa
YHWKanbHbIN PaclwmndposaHne nHdopMaLmmn n3 oTkpbiTon | JlokanbHas 6asa AaHHbIX
HOMep nnaThi2 namsT nnatel komnaekca "Cobonb". ynpasnsemoro
Moanuch BHEWHNX 3anpocoB KOMMNbloTEpa

1 AyTeHTUhIKATOp — CTPYKTYPa AaHHLIX, XpaHSLLASCS B CIIYXBE KaTanoros, KOTOpasl COBMECTHO C NaporeM Nofb-
30BaTens UCMomnb3yeTcs B NpoLieaype ero ayTeHTudnkalmm.
2 Tonbko ansiuHTerpauum ¢ MAK "CoBonb" Bepcui 4.
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quHKLI,I/IOHan bHbIN KOHTpPONb NnogCcUctTem

GJYHKLLMOHaﬂbeIVI KOHTPOJIb NpegHa3Ha4yeH aAns obecneueHuns rapaHTuUn TOro, 4YTO K
MOMEHTY BXOAa MoJib30BaTeNd B oC (T. €. K MOMEHTY Ha4ana paGOTbI I'IOﬂb3OBaTeJ'IF|)
BCeE KJllo4yeBbl€ 3alUNTHbIE NOACNCTEMDbI 3arpy>XeHbl U qDYHKLI,MOHVIPYPOT.

B cnyyae ycnewHoro 3aeeplweHns GyHKUMOHANbHOrO0 KOHTPONsA 3TOT daKkT perun-
CcTpupyeTcs B XXypHane Secret Net Studio.

Mpu HeycrnewHoM 3aBeplieHnn PyHKLNOHANbHOro KOHTPONs B XypHane Secret Net
Studio perncrpupyertcs cobbiTve C yKasaHWeM NpuumH (3TO BO3MOXHO MpU yCIOBUK
paboTocrnocobHocTn sapa Secret Net Studio). Bxoa B cucTeMy paspeluaercs ToSbKo
NoJsib30BaTeNAM, BXOAALLMM B JIOKabHYO rpynny agMUHUCTPaTOPOB KOMMbOTEPa.

OfHoM M3 BaXKHbIX 3a4a4 PYHKLUMOHaNbHOrO KOHTpoNs sBnserca obecrneveHue 3a-
LW MTbI pecypcoB KoMnbtoTepa npu 3anycke OC B 6e3onacHoM pexume (Safe mode). be-
30MacHbIN pPeXWMM 3anyCKa He ABNIFAETCA WTaTHbIM peEXXMOM QJYHKLI,I/IOHI/IDOBaHVIﬂ ansa
cuctembl Secret Net Studio, ogHako npn HeobxoANMMOCTU agMUHUCTPATOP MOXET ero
MCNoJ1b30BaTb A4J151 yCTPaHEH U Henonaaok. Nockonbky B 6€30MacHOM peXxume He aen-
CTBYIOT HEKOTOpPbIE (PYHKLMN CUCTEMBI 3alnTbl, GYHKLMNOHANBbHbIA KOHTPO/b B 3TUX
yC/IOBUSAX 3aBepluaeTcs c ownbkon. B pesynbtate 6noknpyercs Bxoa Aobbix nonb-
30BaTenen, KpoMe aAMUHUCTPATOPOB. M03TOMY Npu Haanexaliem cobnoaeHnmn npa-
BU NOANTUKM 6e30MacHOCTU, Koraa HUKTO U3 06blYHbIX NOMb30BaTesneln He obnagaer
MOHOMOYMSIMM  aAMUHUCTPaTOpPa, AOCTYN K pecypcaM KoMnbitoTepa B 06Xxoa Me-
XaHWMN3MOB 3allUTbl HEBO3MOXEH.

Camo3sawumTa

MexaHun3m caMo3aWnTbl npegoreBpallaeT HECAHKUMOHUPOBAHHYKO OCTAaHOBKY KpU-
Tu4yeckux cnyx6 m npoueccoB W BbIrpy3ky apameepoB Secret Net Studio, obec-
neynsaeT 3aWMTy MNpPOrpaMMHbIX MOAYNEN WU K/IKOYEN CUCTEMHOro peecTpa,
HeobxoanMbix ans pabotbl Secret Net Studio, oT HecaHKUMOHMPOBAHHOW MoO-
,CI,VICbVIKaLLVIVI nnn yaaneHusa. Takxe AOMNOJIHUTENBbHO MOXET OCYLWLEeCTBNATbCA
KOHTPOJ1Ib AOCTYMNa rnonb3oBaTenen c npaBaMn NIOKasbHOro agMMHUCTPaTopa KOMMbHO-
Tepa K crefyoLlmMM cpeacTBaM ynpaBneHus:

e JIOKanbHbIA LEHTP YNpaBieHns;
e nporpamMma "KoHTposb NporpamMM u faHHblX (LEHTPanN30BaHHbIA pexum)";
e nporpamma "KoHTponb NporpaMM n aaHHbIX" B TOKaNIbHOM PEXUNME;

L4 nporpamMmma OOMONHUTENbHOM HaCFDOVIKM noagcncTtemMbl MOJIHOMOYHOIO ynpaB-
NneHna AoCTynowMm,

e LleHTp ynpaBneHus Nonb30BaTeNsAMU;

e MporpamMMa yCTaHOBKM K/IMEHTA B pEXMME yaaneHns;

e ananoroBoe OKHO "YnpaBneHue Secret Net Studio" B [NaHenu ynpaBneHus
Windows.

CobbITnS, CBsA3aHHble C (QYHKUMOHWPOBAHMEM MexaHW3Ma CaMo3aliuTbl, peru-

CTpupytoTcs B XXypHane Secret Net Studio.

YnpaBreHne MexaHW3MOM CaMOo3alUTbl MOXET BbIMOMHSATLCA LLEHTPaSIM30BaHHO B
LleHTpe ynpaBneHusi UAM HenocpeACTBEHHO Ha 3aluMlLiaeMoM KomnbioTepe B Jlo-
KasflbHOM LeHTpe ynpaBfieHUs. YNpaBasTe MEXaHWM3MOM MOryT TO/IbKO MOoJsib30BaTeNu,
obnapatoLme Heo6xXoaMMbIMU NPUBUIErUAMU.

[ns 3SKCTPeHHbIX C/lyYaeB NpefycMOTpeHa BO3MOXHOCTb MepeKsItoUYeHnsl MexaHu3ma

CaMo3alnTbl B CEPBUCHbLIN pexuM. [NepekntoyeHne BbINOSHAETCS C MOMOLLbI YyTU-
JINTbl KOMaHAHOWM CTPOKU B 3aLllMLLEHHOM MK 06bIYHOM pexxnme pabotel OC Windows.
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Perucrpaumsa cobbiTuUn

B npouecce pabotbl cuctembl Secret Net Studio cobbiTUsi, NpoMcxoasaLLmMe Ha KOMMblo-
Tepe U CBsi3aHHble C 6e30MacHOCTbI0 CUCTEMbI, PErMCTPUPYIOTCS B XypHane Secret
Net Studio. Bce 3anucu xypHana xpaHsTcs B ¢aitfie Ha CMCTeMHOM ancke. dopmat
JaHHbIX NAEHTUYEH cdopMmaTy XypHana 6e3onacHoct OC Windows.

MNmMeeTcst BO3MOXHOCTb HAaCTPOMKM NepeYyHs perucTtpupyembix cobbiTUin U NapaMeTpoB
XpaHeHUs XypHasna. 3To No3BosniseT obecneuynTb ONTUMasbHbIN 06bEM COXPaHSEMbIX
CBEeAEHUI C YYETOM pa3Mepa XypHana 1 Harpy3kmn Ha CUCTEMY.

KoHTpOsb LenocTHOCTH

MexaHM3M KOHTPONs LEe/IOCTHOCTM OCYLLECTBASIET C/eXeHUe 3a HeW3MEHHOCTbIo
KOHTPO/MpyeMbIX 06beKTOB. KOHTPOSIb NPOBOAMTCS B aBTOMaTMUYECKOM peXuMe B CO-
OTBETCTBUM C 3aZlaHHbIM pacnucaHuem.

Ob6bekTamMmm KOHTPOsIA MOryT 6bITb alifibl, KaTanorn, 371eMeHTbl CUCTEMHOIO peecTpa
(HacTpamBatoTcsa ¢ noMowbto cpeacts Secret Net Studio), a TakXke CeKTopbl AMCKOB,
PCI-ycTpoicrtBa n crpykTypbl SMBIOS (Tonbko npu ncnosnb3oBaHun MAK "Cobonb").
Kaxxablh TUN 06beKTOB MMEET CBON HAabop KOHTPOSIMPYEMbIX MapaMeTpPOB.

B cucreme npepgycMoTpeHa BO3MOXHOCTb HACTPOMKM MEPUOANYHOCTU KOHTPONS Mo
ornpeAeneHHbIM JHAM U BpEMEHUM B TedeHue AHSA. 3anycK npouecca KOHTPOsS MOXET
BbIMOJIHATLCA Npu 3arpy3ke OC, npu Bxoae Nosb3oBaTesis B CUCTEMY MW NOC/TE BXO-
ha.

Mpwn NpoBepKe LLeIoCTHOCTU MOrYT NMPUMEHSTLCS Pa3fIMyHbIe BapMaHTbl peakunm cu-
CTeMbl Ha BbIMOSIHEHWNE 3aaHMNN KOHTPOS. MOXHO HacTpanMBaTb pernmcTpauunto onpe-
OENeHHbIX TUMOB CObbITUN (Ycrnex nnau owmnbka NpoBEPKU OTAENbHOro obbekTa Mbo
BCEro 3afaHusi KOHTPONs) M AENCTBUA B C/lydae HapylleHus uUenocTHoctTu (ur-
HOpWpOoBaTb OLWMOKY, 3ab6/I0KMpPOBaTb KOMMbIOTEP, MPUHSATL HOBOE 3HAUYEHUE Kak 3Ta-
JIOH).

Bcs nHdopmaumsa o6 obbekTax, MeToAax, pacnmMcaHMaxX KOHTPOSS COCpeaoToYeHa B
cneumanbHoOM CTPYKTYpe, KOTopasi Ha3blBaeTCsl MoZesb AaHHbIX. Moaenb JaHHbIX Xpa-
HWUTCA B NIokanbHOM 6a3e faHHbIX cucTteMbl Secret Net Studio n npeacrasnsiet cobon
nepapxmyeckmii CNMCcoK 06bEeKTOB C ONMCAHMEM CBSA3EN MeXAay HMMU. Micnonb3yroTcs
cneayouime Kateropum o6bekToB B MOpsAKe OT HU3LEro YPOBHS MepapXuMn K BbIC-
wemMy:

®  pecypchl;

e Ipynnbl pecypcos;

e 334auu;

e 33aaHusg;

e CcybbekTbl ynpaBneHus (KOMMbOTEPbI, NOMAb30BATENN, FPYMNMbl KOMMbLIOTEPOB U
rnonb3oBartenen).

Mogenb AaHHbIX SBNsSeTCs obuiel AN MexXaHU3MOB KOHTPOMS LeOCTHOCTM WM 3a-
MKHYTOM NporpaMMHOM cpeabl.

YnpaBneHue foKanbHbIMU MOAENAMN AaHHbIX Ha 3allMLLLaeMbliX KOMMbOTEPax MOXHO
OCYLWEeCTBNSATb LEHTpasiM30BaHHO (415 K/AMEHTOB B CETEBOM pexume QyHK-
LMOHUPOBaHMA). AN LeHTpasiM30BaHHOro ynpasieHnsa B rnobanbHOM Kartasore co-
3[4al0TCs ABE MOAeNM AaHHbIX — A8 KOMMbIOTEPOB NO4 YnpaBneHneM 32-pa3psiaHbiX
Bepcuit OC Windows n pgns KomMnbiloTepoB C 64- paspsiaHbiMM  BEpPCUSIMM  One-
pPauMOHHbLIX cuUCTeM. Takoe pasgefieHuMe Mo3BOMSeT YyuuTbiBaTb cneunduky wuc-
nonb3yemoro NO Ha 3awmuaeMblX KOMNbIOTEPAX C pa3nnyHbIMK naatdopMamu.
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Kaxxgas v3 ueHTpanmM3oBaHHbIX MoAenen AaHHbIX sBnsdetcs obuwen and Bcex 3a-

LWMLaeMblX KOMNbIOTEPOB Mo yrnpasneHnem sepcnii OC Windows cooTBETCTBYOLEN

paspsaHocTu (32- unn 64-paspsaHble Bepcun). INpn 3MeHeHUn napamMeTpoB LieH-

Tpanu3oBaHHOW MOAENN BbIMO/HAETCA JIOKaSlbHash CUHXPOHM3auMa 3TUX U3MEHEHUN

Ha 3awWwulaemMoM KoOMMbloTepe. HoOBble mapamMeTpbl U3 LEHTpasM30BaHHOro Xpa-

HWUMLLLA NepejatoTcs Ha KOMMboTeP, MOMELLalTCs B IOKANIbHYIO MOAENb AAHHbIX U 3a-
TEM NCMNONb3YITCA 3aLMUTHBIMU MEXAHU3MaMU.

CMHXPOHM3aLMA MOXET BbIMONHATLCS B CieAyoW e MOMEHTbI :

® 1pu 3arpysKe KOMNbIOTEPA;

* [pu BXOAE NoJib30BaTeNs B CUCTEMY;

e nocne Bxoaa (B pOHOBOM pexxume BO BpeMs paboTbl nosib3oBaTtens);
* MepuoanyvecKkn Yyepes onpeaesieHHble MHTEpPBasbl BPEMEHMU;

® MpPUHYANTENbHO NO KOMaHAe aAMUHUNCTPATOpPa;

* HenocpeacTBEHHO Nocse BHeceHMs namMeHeHuin B L4 KL-3MC.

PepakTupoBaHne UEHTpanM30BaHHbIX MOAENen AAHHbIX OCYLLeCTBAseTcs Co cne-
AyLWMMM 0COBEHHOCTSIMU : AN UBMEHEHUS AOCTYMHa Ta MoAe b AaHHbIX, KOTOpas Co-
oTeBeTcTBYyeT paspsaHoctn OC Windows Ha pabouem mecte agMmHucTpatopa. Mogenb
OaHHbIX ApYror pa3psaHOCTM AOCTYMHA TOMbKO AN YTeHus (Mpu 3TOM MOXHO 3KC-
nopTMpOBaTb AaHHble U3 3TOM MoAenu B Apyryt). Takum obpa3om, ecnn B cuCTeMe
MMEIOTCH 3almaemMble KOMNbloTepbl ¢ Bepcnamm OC pasnnyHon paspsgHoCTy, Ans
LLeHTPaM30BaHHOro ynpaBaeHUs MoAeNs MU AaHHbIX aAMWUHWUCTPATOpy CheayeTt op-
raHm3oBaTtb ABa paboumMx Mecta — Ha KOMMbloTepe C 32-pa3psgHon Bepcuen un Ha
KoMnbtoTepe ¢ 64-paspsaHon sepcmeit OC Windows.

AnckpeunoHHoe yrnpaBrieHMe JOCTYNOM K pecypcam channoBon

CUNCTEMbI

B coctaB cucrembl Secret Net Studio BXoaAUT MEXaHN3M AUCKPELMOHHOIO YNpaBieHuns

AOCTYynoMm K pecypcam hainnoBoi cMcreMbl. ITOT MeXaHM3M obecneunBaerT:

e pasrpaHu4yeHme J0CTyna Nosib3oBaTesnien K Katanoram u darnam Ha JoKaabHbIX
AMCKax Ha OCHOBE MaTpuLbl A0CTyna cybbekToB (Nonb30BaTenemn, rpynn) K obbek-
Tam JoCTyna;

e KOHTpPOJb AOCTYNa K o6beKkTaM Nnpwu NoKasbHbIX UM CeTeBbIX 0bpalleHnsx, BKKO-
yas obpalLeHns OT UMEHU CUCTEMHOM YYETHOM 3anucu;

e  HEBO3MOXHOCTb AoCTyrna K obbekTaM B 06XoA yCTaHOBMAEHHbLIX MpaB AOCTyna
(ecnn mncnonb3ytotca ctaHaaptHble cpeactea OC MAM NpukiagHble Nporpammbl
6e3 cobcTBeHHbIX ApaliBepoB Ans paboTbl ¢ hanioBon CUCTEMON);

e HEe3aBMCUMOCTb [AeWCTBUS OT BCTPOEHHOr0 MexaHu3Ma u3bupatenbHOro pas-
rpaHnyeHms goctyna OC Windows. To ecTb yCTaHOBMEHHbIE MpaBa AOCTyna K
dannosbiM ob6bekTaM B cucrteme Secret Net Studio He BAMSIOT Ha aHasllOrMYHbIe
npaea gocryna B OC Windows 1 Hao6opoT.

AHanornyHo peanusaumm B OC Windows maTpuua gocryna B cucreme Secret Net

Studio npeacrasnseTr cobor cnuckm damnnoBbiX 06bLEKTOB, B KOTOPbIX ONpeaesieHbl

y4YeTHble 3anMcu C NpaBamMu foctyna. lNpaBa yCTaHaBMBaKT pa3peLleHmns nam 3anpe-

Tbl Ha BblINOSHEHME onepauunii. NepeyeHb NpeayCMOTPEHHbIX MpaB AOCTyna npea-

CTaBfeH B cneaytowen Tabnmue.

MpaBo gocryna AencrBue ana katanora OencrBue ana ¢daina
YTteHue (R) Pa3pelaeTt nnu 3anpewaet Paspeliaet nnu 3anpeLuaer yteHne
NpOCMOTP MMeH dalifioB un LaHHbIX
noaKaTasoros
Pazpelaet nnu 3anpeLlaet npocMoTp atpmbyToB harinoBoro o6 bekTa
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 26
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MpaBo aocryna

[eicTBue ana Karanora

DeiicTtBue ana daina

3anucek (W)

Paspelwaet nnu 3anpewaer
co3faHune NoaKaTanoros u
dannos

Paspewaet nnu 3anpewaet
BHECEHWE U3MEHEHUN

Pa3spewlaeTt nnu 3anpelaet cMeHy atpnbyTos darnosoro obbekTa

BbinonHeHune (X)

Paspelwaet nnu 3anpewaer
nepeMeLleHme no CTpyKType

Paspewaet nnu 3anpewaer
BbIMNO/IHEHNE

nogxKartanoros

Ypanernue (D) Paspellaet nnu 3anpeluaet yaaneHue dannosoro obbekTa

MN3MeHeHMe npas
poctyna (P)

Paspeluaet nnu 3anpeluaer nsmeHeHne nNpas AOCTyna K ¢aiioBoMy
o6bekTy. MNonb3oBaTenb, MMeLWWi pas3peLleHne Ha U3MeEHeHWe Npas
[0CTyna K pecypcy, YC/IOBHO CUMTAETCA aAMMHUCTPAaTOPOM pecypca

MpaBa poctyna ansa dannosoro obbekta MoOryt 6biTb 3agaHbl SBHO MM Ha-
CNenoBaThbCs OT BbILECTOSILLErO 3/IEMEHTA nepapxmun. SIBHO 3afaHHble NpaBa UMeT
6onee BbICOKMI NPUOPUTET NO CPAaBHEH WO C HacneayeMblMM Npasamu. MNpaea gocryna
CUNTATCA 3adaHHbIMU 4BHO, eCnn Ang obbekTa OTKJIOUEH pexnMm HacneaoBaHuna
npas.

[ns ynpasneHus cnvckamMu 4oCTyna K ntobbiM hainoBbiM 06bekTaM npeaycMoTpeHa
cneumnanbHas npusunerns "ANCKPeUMOHHOE yrpaBfeHue AOCTYNOM: YueTHble 3a-
nucK ¢ NpuBMIErneit ynpaeneHms npasamu gocryna". Monb3osaTenu, obnajatowme
3TOW NpUBUAErUeEi, MOTyT U3MEHSATL NpaBa AOCTYNa A8 BCEX KaTasoroB 1 (aiinios Ha
NoKasbHbIX AncKax (He3aBUCMMO OT YCTAHOB/IEHHbIX NpaB A0CTYMNa K o6bekTam).

Mo ymonuaHuio NpuBWIErven Ha ynpaefieHuMe npasamu gocrtyna obnagatwT nofb-
30BaTenun, BXoAsdLWMe B JIOKasbHYO rpynny agMUHUCTPaATopoB. lpn 3TOM ansa Bcex
rnosib3oBaTenen AeMCTBYIOT pa3pellalwme npasa AoCTyna K JIlobbiM pecypcaM Ha uTe-
HWe, 3anuck, BbinosHeHne n yganeHne (RWXD). 3T npaBa HacneaywTcs OT Kop-
HEBbIX KaTasloroB JIOrM4yecknx pasgenos. Bo um3bexaHne HenpeaHaMepeHHOM
6nokmpoBku pabotbl OC, KOTOpas MOXET MpPOM3OMTU WN3-3a HEKOPPEKTHO YyCTa-
HOBJIEHHbIX MpaB A0CTyna K pecypcaM, — OTCYTCTBYET BO3MOXXHOCTb N3MEHEH WA NMpPaB
[OCTyrna A1 KOPHEBOro Kartanora cmcreMmHoro ancka (%SystemDrive%) v Bcero cu-
cteMHoro katanora (%SystemRoot%).

KonupoBaHue un nepemewieHue channoBbiX 06bEeKTOB

Mpn KonnpoBaHUn cbaﬁnosoro obbekTa Ans ero Konum NMPUHYANTENBHO BK/IKOYAETCA
PeXnM HacnegoBaHuA npaB A0CTynNa, AaXxe ec/ii opurnHaibH bIli 06beKT obnagaeT aB-
HO 3a4daHHbIMU NpaBaMu.

MepemeweHne dannoBoro obbekTa B npeaenax CBOEro SIorM4yeckoro pasgena ocy-
LLLeCTBNSAETCA C COXpPaHEHMEM SABHO 3aJaHHbIX NMpaB AocTyna ansa 3toro obbekta. Ecim
Ans obbekTa BK/IHOYEH PeXXUM HacnegoBaHUS — Moce nepemMeLLeHmns BCTynatoT B Ael-
CTBME MpaBa TOro Kartasnora, B KOTOpbli nepemelieH ob6bekT. Npu nepeMeweHnmn
obbekTa B APYroM fIOrMyeckunii pasgen npuHyaUTENbHO BKJIOYAETCH PexunM Ha-
cnefoBaHUS npas.

Ayput onepauum c hannossimm o6 bekTamm

MNpu paboTe MexaHU3Ma AUCKPELMOHHOI0 YNpaB/eHMs AOCTYMNOM B XypHane Secret
Net Studio MmoryT perncrpnpoBaTtbCs CObbITUS YCNELWHOro 4oCTyrna K obbekTam, 3anpe-
Ta AoCTyna unan namMeHeHus npas. [10 yMOMYaHUIO perncrpaums cobbITUM YCNEewWwHOoro
[OCTyna He OCyLLeCTBASETCS, a CObbITUS 3anpeTa A0CTyna U U3MEHEHUS NpaB peru-
CTpUpYtoTCS Ans Bcex hannoBbiX 06beKTOB. BKOUEHME U OTKIIOYEHME permcrpaumnm
YKa3aHHbIX CO6bITUI OCyLecTBAsSeTCd aagMMHUCTpPaTopoM 6e30macHOCTM MNpu Ha-
CTpoVike NapaMeTpoB rpynmnoBbIX NOUTUK.
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Ona dannosbiXx 06bEKTOB MOXHO AeTanM3npoBaTb ayauT MO BbIMOAHSEMbIM oOre-
paunsaM, kKoTopble TpebyloT onpefeneHHbIX npae AocTyna. Hanpumep, BKAOYUTL
ayamT yCrewHoro A4oCTyna npuy BbINO/IHEHMW onepauunin 3annucm B dann nam ero yaa-
neHus. BkroueHne n OTKIIOYEHME ayauTa onepauuii MOXET BbIMOHATL aaMMu-
HUCTpaToOp pecypca Mpwu HacTporkKe AOMNOSHUTENbHbIX NapaMeTpoB MpasB AOCTyna K
dannosomy o6beKTy.

3aTupaHue yaansemMmoun nHidopmaumm

3aTMpaHue yaansemon nHdopmaummn aenaet HEBO3MOXHbIM BOCCTAHOB/IEHWE U MNO-
BTOPHOE MCMOJSIb30BaHME AaHHbIX MOCne UX yaaneHus. FapaHTUPOBaAHHOE YHWU-
YTOXEHWE [OCTUraeTcs NMyTEM 3anucu cnydvalHbiX NocneaoBaTelbHOCTEN UYUCEN Ha
MECTO yAaneHHol nHgopMaummn B ocBoboxxgaemort 061actm namMaTu.

B Secret Net Studio peann3soBaHbl ciegytowme BapmaHTbl 3aTMpaHmsa MHdopMaunmn:

e aBTOMaTUYECKOe 3aTMpaHue Mpu yaaneHUn AaHHbIX C YCTPOWCTB onpeaesieHHbIX
TUMNOB (NIOKanbHble U CMEHHble ANCKM, OMepaTUBHAA MaMsTb) MpPU BKIOYEHUM
byHKUMM 3aTUpaHns B LieHTpe ynpasBneHus;

MpumeuaHue. B Secret Net Studio peannsoBaHa BOIMOXHOCTb UCKIIOYEHMS! BbIOPaHHbIX 06BEKTOB
(dpaitnos n nanok) na 06paboTkM NPy aBTOMATUYECKOM 3aTUPaHWUK AaHHBIX Ha JTOKaNbHbIX AnCKax u
CMEHHbIX HOCUTENAX TOCPEACTBOM CO3[aHNUs CVCKa UCKITOYEHMIA.

e 3aTupaHue npu yaaneHun dainosbix 06bEKTOB, BbIGPAHHbIX MOMb30BaTENEM, MO
KOMaH/1e U3 KOHTEKCTHOIO MEHI0;

e 3aTMpaHue No KoMaHAe U3 KOHTEeKCTHOro MeHto nukTorpammel Secret Net Studio B
naHenn 3agady Windows Bcex AaHHbIX (Bkao4dasa Tabnmuy pasgenos, nornyeckme
ToMa, dannosblie 06beKkTbl M OCTAaTOUHYIO MHMOPMaLMIO) Ha SIOKaNbHbIX AMCKAaX
(KkpoMe CcMCTEMHOro AucKa) W CMEHHbIX HOCUTENaX, MOAKAYEHHbIX K 3a-
LW MLLIAEeMOMY KOMMbLIOTEPY.

Ons 6onblwen HageXHOCTU MOXET ObiTb BbIMOIHEHO HECKOJIbKO LMKI0B (MPOX0A0B)
3aTupaHus.

Mpy HacTpoiike MexaHWU3Ma MOXHO YCTaHOBWUTb PasfiM4yHOE KOMMYECTBO LIMKIIOB 3a-
TUpaHUs anst:

®  JIOKasibHbIX U CMEHHbIX ANCKOB, ONEepaTUBHON NaMsTH;
e (hannoBbix 06HLEKTOB, yAaNAEMbIX C MOMOLLbIO CNeLmanbHON KOMaHAbl;
e HocuMTenem nHgopMaumun NpmM YHUUTOXKEHMM BCEX AAHHbIX HA HUX.

BHuMmaHue! 3aTupaHue chaitna nogkadkum BUPTYanbHOM NamsTi BLIMNOMHSETCS CTaHAAPTHbIMA Cped-
creamn OC Windows npu BbikntoueHumn komnbtoTepa. Ecnn B Secret Net Studio BknoyeH pexum 3aTupanms
onepaTMBHOM NaMATH, PEKOMEHAYeTCH AONOMHUTENBHO B nonmTukax Windows BKMOUMTL AENCTBUE CTaH-
JapTHOro napameTtpa "3aBeplueHne paboTbl: ouMcTKa (haitia nogkaukiu BUPTyanbHOW namsTh" (pas-
Mewwaetca B pasgene KoHdwurypaums komnbtotepa\llapameTpel Windows\MapameTpbl 6e3onacHocTu
\lokanbHble nonuTukmn\NapameTpbl 6e30nacHocTH).

He ocywectensaeTcsa 3atupanue annos npy nx nepemeleHumn B nanky "KopanHa", Tak kak Bo Bpems Ha-
XOXOEHUs B 3TOW nanke hainbl He YAANATCA € Aucka. 3aTupaHue Takux annos npoucxoauT nocne
O4MCTKM cogepxumoro nanku "KopauHa".

[Na CHUXEHMA Harpy3Ky Ha KOMMbIOTEp NpU yaaneHun 60/boro o6bemMa AaHHbIX C
NIOKasbHbIX ANCKOB U CMEHHbIX HocuTenel B Secret Net Studio peannsoBaH MexaHU3M
OT/IOXXEHHOro 3aTMpaHus. OCTaTouHble AaHHble, MoAnexaliue 3aTtupaHuto, aobas-
NATCA B ouepeab Ha 06paboTKy. 3aTupaHuMe BbiMOMHSAETCS B MOPsiAKE ovepean, C Bpe-
MEHHOW 3a4epPXXKOW, M 3aBEepLIAETCA A0 BblKIOUEHUS KOMMbIOTEpPa.
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KOHTpOﬂb noaoKnrw4YeHnAa " SMeHeHunsA yCTpOVICTB KOMMNbHOTEpPa

MexaHWU3M KOHTPONS MOAK/IIOUYEHUSA U U3MEHEeHUd YCTpOVICFB KOMMNbIOTEPa obec-
neymnBaeT:

e CBOeBpeMeHHOe ObHapy>XeHue n3MeHeHWI annapaTtHon KOHMUrypaunm KoMnbo-
Tepa n pearmpoBaHue Ha 3T U3MEHEHUS;

e rnoaaep>XaHue B akTya/lbHOM COCTOAHUU CNUCKa YCTpOVICFB KOMNbIOTEPA, KOTOprl‘/'1
MCNonb3yeTcda MEXaHU3MOM pa3rpaHnMyYeHna A0CTyna K YCTDOVICTBaM.

N3MeHeHns annapaTHOM KOHMUIrypauuun OTCNEXMBAKOTCA CUCTEMOM 3aluTbl AN
YCTPOWMCTB C BKJIIOYEHHbIM PEXMMOM KOHTPOS "YCTPONCTBO MOCTOSAHHO MOAK/THIOYEHO K
KoMnbloTepy".

HauyanbHas annapaTHas KOHdUrypauns KOMNbOTEPA OMNMpeaenseTcs Ha 3Tane ycra-
HOBKM cuCTeMbl. Mpy 3TOM 3HAYeHUs MapaMeTpoB KOHTPOMS 3a4atoTcs Mo yMos-
YaHuo. HacTpoliKy MOAUTMKN KOHTPOSIS MOXHO BbIMOMHUTL WHAMBUAYANbHO ANS
Ka»)K[oro yCTponcTBa MM NPUMEHATb K YCTPOMCTBaM HacleLyeMble napaMeTpb! OT Mo-
[enei, KNaccoB 1 rpynn, K KOTOPbIM OTHOCSATCSA YCTPOCTBa.

Ncnonb3ytoTcs cneayowmne MeToabl KOHTPONS KOHGUrypaumm:

e CraTMyecKkmin KOHTPOSb KOHUrypaumm. Kaxabii pas npu 3arpyske KOMnbloTepa
noacucreMa nonydaet nHdopMaunto 06 akTyanbHON annapaTHOM KOHdUrypaunm
W CpaBHMBAET ee C 3TAJIOHHOM.

e [InHaMmMyecknii KOHTpoNb KOHdUrypaumn. Bo Bpems pabotbl komnbloTepa (a Tak-
XXEe MpU BbIXOAE M3 CrsILLEro pexmnma) aparisep-dunbTp YCTPONCTB OTCNEXMBAET
aKTbl MOAKIOYEHUS, OTKIIOUYEHNSA UM UBMEHEHNS NapaMeTpoB YyCTponCTB. Ecin
MPON30LLIJIO U3MEHEHME KOHUrypaummn, agpansep-OunbTp BblAAET ONOBELLEHNE
06 3TOM 1 cucTema BbINOJSIHSAET OnpeaeneHHble AencTBma (Hanpumep, 610KMpPoOBKY
KOMMbloTEPA).

Mpun obHapy>XeHUn n3MeHeHM annapaTHOW KOHMUIypaunm cMcTtema oOXXnaaeT yTeep-
XKAEHUS 3TUX MU3MEHEeHWI agMUHUCTpaTopoM 6e3onacHoctu. [lpoueaypa yTBep-
XKAEHWS annapaTHOMW KOHdUrypauum HeobxoauMma Ans  CAHKLMOHMPOBAHMWSA
06Hapy>XEHHbIX U3MEHEHUIN U NPUHATUS TEKYLLEN annapaTHOW KOHMUIypauun B Ka-
YyecTBe 3Ta/lOHHOMN.

PasrpaHuyeHue gocTtyna K ycTporucTBam

PasrpaHnuyeHue foCTyna nosb3oBaTenein K yCTpOMCTBaM BblMOJIHSETCS Ha OCHOBaAHUM
CMUCKOB YCTPONCTB, KOTOpble (DOPMUPYIOTCH MEXAHM3MOM KOHTPOJIS MOAKIOYEHNS U
M3MEHEeHUSs yCcTponcTs (CM. CTp.29).

Cucrema Secret Net Studio npepocraBnser cneayrouwime BO3MOXHOCTM AnNs pas-
rpaHnyeHus AocTyna nosib3oBaTesiel K yCTporicTBaMm:

e yCTaHOBKa CTaHAAPTHbIX pa3pelleHnii U 3anpeToB Ha BbINMOJHEHWE onepaunii C
yCTPONCTBaMM;

e Ha3Ha4yeHWe YCTpoOMCTBaM KaTeropuim KOHPUAEHLMANbHOCTU MAW AOMYCTUMbIX
YPOBHEN KOH(PUAEHLMANbHOCTU CECCU MoNb30BaTeNne — YTobbl pasrpaHUyYnTb
AOCTYN C MOMOLL b0 MEXaHM3Ma MNOSIHOMOYHOr O YN paB/ieHUs AOCTYMOM.

BO3MOXHOCTM MO pa3rpaHUYeHuto [OoCTyna 3aBUCAT OT TMMOB YCTPOWCTB. Pas-
rpaHNUYeHME HE OCYLLLECTBAETCS NOTHOCTbIO UM YaCTUYHO AN18 YCTPOMCTB, MMEIOLLNX
0cobyto crneundmKy MCNob30BaHUA UK Heo6XoaAMMbIX Ans paboTkl KOMMbloTepa. Ha-
npuMep, He OrpaHMUMBaETC AOCTYM K MPOLLECCOPY M OMepaTMBHOM MaMsiTW, orpa-
HMYEHbl BOSMOXHOCTMW pasrpaHMyeHns AOCTyna Ans NopToB BBOAA/BbIBOAA.

[ns yCTpOMCTB C OTK/IIOYEHHbIM PEXWMOM KOHTPOAS MM 3anpelleHHbIX AN noa-
KIr4YeHnd He /J,eﬁchyeT pa3rpaHn4yeHune Aoctyna no yCraHoBJIEHHbIM pa3pelleHnaMm
W 3anpeTaM Ha BbliMOSIHEHMe onepaunii. MpaBa AocTyna nosib3oBaTeNell K TakuM
YCTPOMCTBaM He KOHTPONMPYIOTCS.
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Mpwn ycraHoBke knmeHTckoro MO cncrembl Secret Net Studio BbiCTaBnsitoTCA Npasa Ao-
CTyna Anst Bcex obHapy>XeHHbIX YCTPOMCTB, NOAAEPXMBAIOLLMX TaKoe pasrpaHuyeHne
aocryna. 1o yMonyaHuio npefocTaBnsieTcs NOMAHbIA AOCTYN TPEM CTaHAAPTHbIM rpyn-
nam nonb3osartenen: "Cucrema", "AamuHucrpatopbl" 1 "Bce". To ecTb BCeM Mosb-
3oBaTensaM paspeweH goctyn 6e3  orpaHu4YeHMM KO BCEM  YCTPONCTBaM,
obHapyXeHHbIM Ha KoMmnbtoTepe. [anee aamuHucTpatop 6e30macHoOCTM pas-
rpaHVM4YMBaEeT AOCTYN MoJfib30BaTeNiein K yCTpOMCTBaM B COOTBETCTBUM C TpeboBaHNAMMU
NoNNTMKM 6€30NacHOCTU. 115 3TOro MOXHO BbIMOJIHUTb HACTPOMKY NpaBs AOCTyNa He-
NocpeaCTBEHHO AN YCTPOMCTB MK 4715 KNACcCOB M Py, K KOTOPbIM OHM OTHOCSATCS.

Hactpoiika npaB AocTyna Ans KfaccoB UM rpynn no3BofseT NoAroToBMTb CUCTEMY 3a-
WWTbl K BO3MOXHbIM MOAK/OUYEHMAM HOBbIX YCTPOMCTB. MNpy MOAKUYEHUN HOBOE
YCTPOMCTBO BK/IHOUYAETCS B COOTBETCTBYIOLLYIO Ipynny, Knacc U moaens (€cam ecrb).
[ocTyn nonb3oBaTenei K 3TOMy YCTPOMCTBY 6yAeT pasrpaHUyYeH aBTOMaTUYeCKn — B
COOTBETCTBUM C NMpaBuSiaMmn, KOTOPbIE YCTaHOBEHbI [U1S FPYMMbl, KNacca UM Moaenu.

PasrpaHnuyeHne pgocryna nonb3oBaTenem K YCTPOMCTBaM C Ha3HaYeHHbIMKM Ka-
TEropmsaMn KOHPUAEHLMANbHOCTU NN YPOBHAMU KOHMPUAEHLMANbHOCTN CECCUI OCy-
LLLeCTBNSAETCA MEXaHM3MOM NOJIHOMOYHOIO Y paBiieHUs AOCTYMNOM.

3aMKHyTas nporpamMMHas cpea

MexaHu3m BaMKHYTOﬁ ﬂpOFpaMMHOVI CpeAabl NO3BONIAET onpeaennTb Ans noboro nosnb-
30BaTeNId KOMMNbKOTEPA UHAMBUAYASIbH bl nepeyeHb MNporpamMMHOro OGECFIeLIEHMﬂ,
paspeweHHoro Ana ucrnonb3oBaHuda. CucTeMa 3aluTbl KOHTpPOAUpYyeT un obec-
NnevynBaeT 3anpeT NCNosib30BaHNA cneayrwmnx pecypcoB:

e (haisbl 3anycka nporpamMmm n 6nbnmMoTek, He BXOAALME B MEPEYEHb pa3peLl eHHbIX
ANS 3anycka v He yAOBIETBOPSAIOLME ONpeaeieHHbIM YC/I0BUSM;

. CcueHapuun, He BXogdlwmne B NepeyeHb paspeleHHbIX And 3anycka U He 3a-
perncrpnpoBaHHbIE B 6a3e faHHbIX.

MpumeyaHue. CueHapuii (HasbiBaeMbIl Takke CKPUNT) NpeacTaBnsieT cobol nocnesoBaTeNnbHOCTb
UCMONHAEMBIX KOMaHZ 1/unu genctauii B TekcToBom Buge. Cuctema Secret Net Studio kKoHTponmpyeTt
BbINOMHEHWe CLeHapueB, Co3haHHbIX Mo TexHonornn Active Scripts.

MonbITKM 3anycka HepaspelleHHbIX PecypcoB PErncTpupyloTcs B XypHane Kak co-
6bITUSA TpeBoru.

Ha 3Tane HacTporikn MexaHu3Ma COCTaBNSETCS CNMCOK PecypcoB, paspeLlleHHbIX Ans
3anycka v BblnosiHeHus. CIMcoK MoxeT 6blTb CPOPMMPOBAH aBTOMaTUYECKM Ha OCHO-
BaHMWN CBeAEHWWN 06 YCTaHOB/IEHHbLIX Ha KOMMbOTEpPE NMporpaMmmax Uan no 3anunucsam
XXypHanos (kypHan 6e3onacHocTn unm xxypHan Secret Net Studio), cogepxawmx cee-
AeHuns 0 3anyckax nporpamm, 6ubnmoTtek n cueHapues.

Ona dalinos, BXoAAWMX B CMUCOK, MOXHO BK/IOUATb MPOBEPKY LIENIOCTHOCTU C UC-
Nosfib30BaHNEM MexaHM3Ma KOHTPOSA LLeNocTHOCTH (CM. cTp.25). Mo 3Tol NnpuumHe Me-
XaHW3M 3aMKHYTOW MNporpaMMHON cpedbl WU MeXaHM3M KOHTPOSs LEeNOCTHOCTU
NCMOb3YIOT eAUHYI0 MOAENb AaHHbIX.

MexaHn3M 3aMKHYTOM MpOrpaMMHON cpedbl He ocyllecTBnseT 6/710KMpPOBKY 3anyc-
KaeMblIX NporpamMm, 6MbnmoTek n cueHapues B cneayowmnx cydasax:

e MpW HaNMuUKM y NOMb30BaTENa NpUBKUAErMM "3aMKHyTasa nNporpaMMHas cpega: He
OeicTByeT" — KOHTpO/b 3arnyCcKaeMblX MO0J/Ib30BaTEIEM peCcypcoB He Oocy-
LlecTBNAETCS;

* PV BKIIKOYEHHOM MSAIKOM pexunme paboTbl NMOACUCTEMbI 3aMKHYTOM MPOrpaMMHON
cpedbl — B 3TOM peXmMe KOHTPONMPYHOTCS MOMNbITKW 3anycka nporpamm, 6m6-
NINOTEeK M CueHapueB, HO pa3peluaeTtcs ncnonb3osaHune nwboro MNO. AaHHbIN pe-
XM OBbIYHO NCMOJIb3YETCA Ha 3Tarne HaCTPOMKN MeXaHU3Ma.

N3onsuua npoueccos

B cucreme Secret Net Studio MOXET NPUMEHATLCA PEXUM N30MALUM NPOLLECCOB ANS
npeaoTBpawleHnsa CTOpoOHHEro AoCrtyna K AaHHbIM onpegenieHHbIX NCNOoJIHAEMbIX MO-
aynen. Tpu AeNCTBYIOWEM peXxXnMe KOHTPOMPYIOTCA Cneaytolime onepaumn ¢ AaH-
HbIMWU, KOTOPbIMY OBMEHMBAIOTCS pa3IYHble NPOLLECChI :
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* YyTeHue AaHHbIX U3 6ydepa obmeHa;

e YTeHMe JaHHbIX B OKHe Apyroro npouecca;

e  3anuncCb AaHHbIX B OKHO ApYyroro npowecca,;

* NepeMelleHMe JaHHbIX Mexay npoueccamm metoaom drag-and-drop.

I'Ipou.ecc CYMNTaETCA U30/IMpOBaHHbIM, €C/in B MOAeN TN AaHHbIX BK/KOYEHa M3onauuna
ONs pecypca, SBASIOWErocs WMCNofHseMbiM ¢annoM 3Toro npouecca. Ans uso-
JIMpOBaHHOIo npouecca obmeH AaHHbIMMU C ApyrnMMmy npoueccaMm HEBO3MOXEH. Pas-
pewaeTcsa ncnonb3osaHue 6ydepa obMeHa TONbKO MpU 3anuMcuM U YTEHUWN AaHHbIX

OAHOIr0 M TOro Xe npouecca. HensonmpoBaHHbIe npoLeccsl 06MeHNBAOTCA AaHHbIMU
6e3 orpaHn4veHuni.

MN3onauma npoLeccoB peannsyeTcsl Npu BKAKOYEHHOM MeXaHW3Me 3aMKHYTOW Mpo-
rpaMMHoON cpeabl (Ao/mkeH MdYHKUMOHMpOoBaTb ApanBep MexaHn3Ma). Pexxum paboTbl
MexaHu3Ma 3MC MoXeT 6biTb N06bIM. Mpyn 3TOM ANS UCKIIOYEHUS BO3MOXHOCTEN
3anycka Konum NCnonHseMbix dhaiioB B HEM30IMPOBAHHOW cpeae peKOMEHAYETCS Ha-
CTponTb MexaHn3M 3 C 1 BKAOYNTb XXECTKUIN pexnm paboTbl MEXAHM3MA.

NMonHomMmo4HoOe ynpaBiieHne AOCTynom

MexaHW3M NOSIHOMOYHOr 0O ynpasneHnsa A0CTyrnoM obecneumnBaeT:

e pasrpaHuWyeHMe AOCTyna nosib3oBaTenel kK MHhopMaunm, KOTopol HasHavyeHa Ka-
Teropus KoHpunaeHunanbHocTn (KoHpunaeHunanbHas MHdopMauus);

e  KOHTPOJIb MOAKJIIOYEHUS U WCMOMb30BAHUS YCTPOMCTB C Ha3HA4Ye€HHbIMU Ka-
TEropnsamMm KOHGUAEHUMANbHOCTU;

®  KOHTpPOJIb MOTOKOB KOHMMAEHUMANbHON NHMOPMaL N B CUCTEME;
e  KOHTpONb oTO6paxkeHns KoHbunAeHUManbHbIX anaos B MeHeskepax (aiinos;

e  KOHTPO/Ib MCMOMIb30BaHMA CETEBbIX WUHTEPdENCOB, AN KOTOPbIX yKasaHbl [0-
MyCTUMbIE YPOBHM KOH(MDUAEHLIMANbHOCTM CECCUIA MOMb30BaTeNel ;

L4 KOHTPOJ1Ib neYyaTtu KOHCbVI,EI,eH LUnMalibHbIX JOKYMEHTOB.

Mo ymMonYaHuIO B CUCTEME NMpPeAyCMOTPEHbI KaTeropun kKoHduaeHunanbHocTn: "He-
KOHdMaeHUManbHO", "KoOHGnaeHUManbHO" 1 "cTporo KoHguaeHunanbHo". MNpn Heob-
XOAMMOCTM MOXHO YBENMNYNTb KONIMYECTBO MCMOMNb3YEMbIX KaTeropun v 3aaaTb Ans
HWUX Ha3BaHWUS B COOTBETCTBMM CO CTaHAApTaMn, MPUHSTbIMK B BalleW OpraHmnsaumu.
MakcrMManbHO BO3MOXHOE KOJIMYECTBO KaTeropmii — 16.

KaTeroputo KOHGUAEHLNANbHOCTM MOXHO Ha3HaunTb AJ1sl CeAyoLLnX pecypcoB:

e JloKajibHble dur3nyeckme anckM (KpoMe AMCKa C CUMCTEMHbLIM JIOFMYECKUM pas-
aenom) u nobble yCTpoCTBa, BKOYaeMble B rpynnbl ycrpoicte USB, PCMCIA,
IEEE1394 nnu Secure Digital;

e KaTanoru u ¢annbl Ha NoKanbHbIX GU3NYECKNX AMCKAX.

MosicHeHune. Katanoram 1 chaitnam, Haxogswmmcs Ha yctpoiictBax u3 rpynn USB, PCMCIA,
IEEE1394, Secure Digital (cMeHHble HOCUTENM), KaTeropust KOHPUAEHLMANBHOCTH HENOCPEACTBEHHO
He HasHauaeTcs. [N HUX 4enCTBYET KaTeropns KOHPUAEHUMANbHOCTW, Ha3HAYeHHAs YCTPOCTBY.

JocTyn nonb3oBaTtens K KOHMUAEHUMaNbHOM WHQOpMaLMKM OCyLLEeCTBASETCA B CO-
OTBETCTBMM C ero ypoBHEM Jornycka. Ecnm yposeHb AonycKa NoNb30BaTeNs HUXe, YeM
KaTeropus KoHduaeHUunanbHOCTU pecypca, To cucrema 6nokmpyeTt 4OCTyn K 3TOMY pe-
cypcy. lNMocne nonyyeHus AOCTyna K KOHUAeHUManbHoOM nHMopMaunm ypoBeHb KOH-
dunaeHuManbHOCTM  NpOrpaMmbl (npouecca) nosblllaeTca [0 KaTeropum
KOHMUAEHUMANbHOCTU pecypca. OTO HeobXxoaMMO Ans TOro, YTobbl UCKIUYMTL BO3-
MOXHOCTb COXpaHeHUs KOHMUAeHUMaNbHbIX AAHHbLIX B Qannax C MeHbllen Ka-
Teropven KoHpUaeHUManbHOCTU.

MpeaycMOTpeH peXxuM paboTbl MexaHM3Ma MOSIHOMOYHOro YMpaBfeHUs AOCTYMOM,
npy KOTOPOM MoJfib30BaTe/lb B Pas/MuHbIX MeHemxepax ¢ainos yBUAUT TOMbKO Te
aiinbl, kaTeropms KoHbUAEHLUMANbHOCTU KOTOPbLIX HE MpeBbIlAET ero npasa Ao-
CTyna K KoH(UAEHUMaNbHbIM pecypcaM. ®aitfbl ¢ 6051ee BbICOKMMUN KaTEMOPUAMU KOH -
buaeHUNanbLHOCTM NOMNb30BaTENO MOKa3aHbl He 6yayT. B pexuMe KOHTPOS NOoTOKOB
npasa Mosib30BaTeNs ONpeaenstoTcs YpoBHEM KOHbUAEHLMANbHOCTN CECCUN.
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MoNHOMOYHOE pasrpaHuMyeHne JoCTyrna Ha YpPOBHE YCTPOMCTB OCYLLECTBASETCS Cle-
Aytowmnm obpasoM. Ecim ycTpoicTBO noakoyaeTcs BO BpeMsi ceaHca paboTbl Nosib-
30BaTeNA C YPOBHEM [OMYyCKa HUXE, UEM KaTeropus yCTPOMCTBa, cMcTeMa 610KMpyeT
NoAK/IIoYEeHMe yCTponcTBa. Mpu NOoAKIOYEHUN TaKOro YCTPOCTBa A0 Havasa ceaHca
paboTbl Mosib30BaTeNsl — 3arnpeLlaeTcs BXo4 Mosb3oBaTens B cucteMy. B pexunme
KOHTPO/1S MOTOKOB YPOBEHb KOHMUAEHLMANIbHOCTN CECCUMM MOJIb30BATENS AO/KEH CO-
OTBETCTBOBATb KAaTEropusiM BCEX MOAKJIIOUEHHbIX YCTPONCTB.

DYHKUMOHMPOBaAHME YCTPOMCTBa pa3peLleHO He3aBNUCMMO OT YPOBHS AOMycKa Mosb-
30BaTeNs, ecsiM AN 3TOro yCTPOMCTBA BKJIIOUEH pexuM "6e3 yyeTa KaTeropmm KOoH-
dunaeHumanbHocTU" . [laHHbIN PEXMM BKJIKOUYEH MO YMOTYAHUIO.

Joctyn K copoepXuMoMmy KoHduaeHumanbHoro ddarna npeaocraBnsercs Mnofb-
3o0BaTento, ecnn kateropms darna He NpeBbilWaAeT YPOBEHb AOMYyCKa NoJjb3oBaTens.
Mpn 3TOM TakxXe yunTblBaeTCs KaTeropmsa KoHuaeHuManbHOCTU yCTPONCTBa.

KaTeropus KoH®UAEHLNaNbHOCTN NOKaNbHOO (PM3NYECKOro AMcka MMeeT bonee Bbl-
COKWIA MPUOPUTET, YeM KaTeropum darnoB (KaTanoro), pacnosiOXXEHHbIX Ha 3TOM
ycrponctBe. Ecnm  kateropus danna (kaTanora) HWUXE KaTeropmm  KOH-
dbunaeHLManbHOCTU YCTPOMCTBA, CUCTEMA CYMTAET KaTeroputo anna (katanora) pas-
HOWM KaTeropmu ycTtpouctBa. Ecim xe kateropus ¢anna (kaTanora) npeBbilIaeT
KaTeropuio KOHMUAEHUMANbHOCTU YCTPOMCTBA, TaKoe COCTOSIHWME CUYMTAEeTCs He-
KOPPEKTHbIM 1 AOCTYN K (anny (KaTanory) 3arnpeLLaeTcs.

Pexum KOHTpPONA NOTOKOB

Mpy MCMONb30BaHMM MeXaHW3Ma B peXxuMe KOHTPO/S MOTOKOB KOHMUAEHUMANbHOM
MHdOpPMaL MK BCceM npoLeccaM 06paboTku AaHHbIX B CUCTEME NpPUCBanNBaETCA eanHbI i
YpOBEHb KOHMUAEHUMANBHOCTU. HyXHblI YPOBEHb KOH(MUAEHLMANBHOCTU U3 YnCia
JOCTYMHbIX NOSb30BaTeNt0 BblGMpaeTca nepes HavyanoMm ceccum paboTbl Ha KOMMbHO-
Tepe. ITOT ypOBEHb HESb35 U3MEHWUTL A0 OKOHYAHMWS CECCUU.

B peXxuMme KOHTpOSS MOTOKOB COXpaHeHuMe nMHdOopMaunmM paspelleHo TOMbKO C Ka-
TEeropuemn, paBHoOM YpOBHIO KOHMUAEHLMANTBHOCTM ceccumn. MONHOCTbIO 3anpeLlaeTcs
AOCTYyNn K AaHHbIM, KaTeropmsa KOoTopbliX MpeBbIWLIAET YPOBEHb KOHCbVI,D,eHLI,I/IaJ'IbHOCTI/I
ceccun (Aaxke ecnm ypoBeHb AOMyCcKa Nonb30BaTens No3BoNseT AOCTYN K TakKUM AaH-
HbIM). TakmuM 06pa3oM, pexxnM KOHTPONS NOTOKOB obecrneunBaeT cTporoe cobnogeHme
MPUHLUWMOB TMOJIHOMOYHOrO pasrpaHuUYeHnst JocTyna W npeaoTBpallaeT He-
CaHKUMOHMPOBaHHOE KOMMpoBaHWE WM MnepeMelieHune KOHCI)M,EleHLLMaﬂbHOVI NH-
dopmaumu.

B pexxumMe KOHTPONS MOTOKOB 3arnpeLlaeTcs UCrob30BaHUE YCTPOMCTB, KOTOPbLIM Ha-
3HayeHa KaTeropms KOHOUAEHUNANbHOCTK, OTMYaoWwascs oT BbiIGpaHHOro YpPOBHS
ceccnun. Ecnn Ha MOMEHT BXoZa Monb30BaTeNs K KOMMbIOTEPY MOAKIIOYEHbI YCTPOW-
CTBa C pa3/IMyYHbIMN KaTEropmsiMn KOHMUAEHLMANbHOCTN, BXOA 3anpeLaeTcs no npu-
YMHEe KOHMNNKTA MOAKIOYEHHbIX YCTPOMCTB. Mcnonb3oBaHme yCTPOUCTB, KOTOPbIM
Ha3HayeHa kateropms KOHMOWAEHUWANbHOCTW Bbille, YeM YPOBEHb AOMyckKa Mosb-
30BaTenNs, OrpaHMYMBaETCH TaK Xe, Kak MU Npu OTK/IIOYEHHOM peXUME KOHTPONs no-
TOKOB.

PeXXnM KOHTPO/S MOTOKOB MO3BOMISIET YCTAHOBUTb OFPaHUYEHUS Ha MCMNOJb30BaHMe
ceTeBbIX MHTepdercoB. s Kaxa0ro ceTeBoro nHTepdenca MOXXHO BblbpaTb YpOBHMU
KOHMUAEHUMANbHOCTN CECCUM, B KOTOPbIX 3TOT MHTepdenc byaer agocTtyneH nosb-
3oBaTento. Ecnm oTKpbiTa ceccusi ¢ ApyruM ypoBHEM KOHMUAEHUMAanbHOCTU, MYHK-
LMOHMpPOBaHUeE 3TOoro nHtepdenca 610KMpyeTcs CUMCTEMON 3alUTbl. DTO NO3BONSET
opraHu3oBaTb paboTy nosb3oBaTess B Pas/iMyHbIX CETAX B 3aBMCUMMOCTM OT Bbl-
6paHHOro ypoBHs KOHMOUAEHLMANbHOCTU CECCUN.

[ns ceTeBbIX NHTepdENCcoB NpefyCcMOTPEH PEXUM AOCTYNHOCTM "Aaantep AOCTyneH
Bcerga" (BK/IKOYEH MO yMONYaHuio). B 3ToM pexunme pyHKUNOHNPOBAHME CETEBOr0 UH-
Tepdeica pa3peLleHo HeE3aBMCMMO OT YPOBHS KOH(UAEHLMANbHOCTN CECCUN.
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CkpbiTne KoHcaeHUanbHbIX channos

Ecnun BKOYEH PEXWUM CKPbITUSI HEAOCTYMHbIX KOH(pMAEHUMaNnbHbIX dhannos, Nosb-
3oBaTeslb He 6yaeT BuMAETb B MeHemxkepax dannoB Te dalfbl, KaTeropms KOH-
draeHUManbHOCTM KOTOPbIX MPEBbILWAET TEKYLWWNA YPOBEHb KOHMOUAEHUNANbHOCTH
ceccnu.

BbiBoa KOHhMaeHunanbHon MHcopmaum

MexaHM3M MOSIHOMOYHOrO yrnpaBfieHUs AOCTYNMOM OCYLLECTB/SIET KOHTPO/b BblBOAA
KOHUAeHUManbHOM MHMOPMaLMM Ha BHELWHWE HOCUTeNn. BHEWHWMM HoCUTensaMmn B
cucteme Secret Net Studio cunTatoTcst CMeHHbIE ANCKU, ANS KOTOPbIX BKOYEH PEXUM
pocryna "6e3 yyeTa kateropnm KoHdbuaeHumanbHoctn". NMpu KONUpoBaHUK NN Nnepe-
MelLeHMn KoHdMaeHUNanbHOro pecypca Ha Takon HOCUTeslb He COXPaHSETCs ero Ka-
Teropus  KoHpwuaeHumanbHoctu. [lo3TOMy  4yTObBbl  OCYLLECTBAATb  BblBOA
KOHMUAeHUMaNbHOMW MH@OPMaLMKM Ha BHELWHNE HOCUTENN B PeXUME KOHTPOSS Mo-
TOKOB, NMOJSb30BaTesb AO/MKeH 061aaaTh COOTBETCTBYOLEN NpUBUAErnen.

Ons npepoTBpalleHUss HECAHKLMOHMPOBAHHOIO BbiBOAA KOHMUAEHUMaNbHbIX A0-
KYMEHTOB Ha JIOKaslbHble N CETEBbIE MPUHTEPbI UCMOJIb3YETCS MEXaHM3M KOHTPONS ne-
yaTu. MexaHn3m obecrneumBaeT BbIBOA KOH(MUAEHUMATbHBIX JOKYMEHTOB Ha nevyaTb
TOJIbKO MPU HaNM4YMM COOTBETCTBYOLLEN NpuBMAErnn. Takxe B pacrneyaTtbiBaeMble J0-
KYMEHTbl MOXEeT aBToMaTu4yeckn A06aBnsaTbCa cneumanbHbln Mmapkep (rpud), B KO-
TOPOM YKa3bIBaeTCsA KaTeropns KoHbOUAEeHLNANbHOCTU AoKyMeHTa. CobbiTnsa nevaTtu
perucTpupyroTca B xxypHane Secret Net Studio.

KoHTponb neyartu

MexaHW3M KOHTPOSIA neyaTu obecrneymBaer:
e pasrpaHuyeHue AOCTyna Nonb30oBaTenei K NpuHTepam;
e perucrpaumio cobbiTUii BbiBOAA AOKYMEHTOB Ha MeyaTb B XypHane Secret Net

Studio;
. BbIBOA Ha nNe4yaTb [OKYMEHTOB C OMNpefesieHHOW KaTeropuven  KOH-
dunaeHumanbHOCTH;

e aBTOMaTu4yeckoe pobaBneHue rpuca B pacnedyaTbiBaeMble AOKYMeEHTbl (Map-
KMPpOBKa AOKYMEHTOB);

e TeHeBOeE KonunpoBaHMe pacnevyaTbiBaeMbliX JOKYMEHTOB.

Ons peanusaumm YHKUMA MapKUPOBKM W/WAM TEHEBOro KOMWPOBaHWS pac-
neyaTblBaeMblX JOKYMEHTOB B CUCTEMY A06ABAAIOTCA ApaiiBepbl "BUPTYasbHbIX NPUH-
TepoB". BupTyanbHble MPUHTEPbI  COOTBETCTBYIOT  peasibHbiM  MpUHTEpaM,
YCTaHOBMIEHHbIM Ha KoMMbtoTepe. CMUCOK BUPTyasnbHbIX MPUHTEPOB aBTOMATUYECKM
bopMMpyeTcs MpU BKOUYEHNN KOHTPOSIS MeYaT U pexmMa TEHEBOIO KOMMPOBAHMS.
MeyaTb B 3TOM C/lyHae paspeLlaeTcs TobKO Ha BUPTyasbHble MPUHTEPSI.

Mpn neyatm Ha BUPTyalbHbI MPUHTEP BbINONHATCA AONOJHUTENbHbIE Mpeob-
pasoBaHus Ans nonyvyeHus obpasa pacnedyaTbiBAaEMOro JAOKyMeHTa B dopmaTte
XML Paper Specification (XPS). Janee XPS-A0OKYMEHT KOMUPYeETCA B XpaHunvuie Te-
HEBOro KonupoBaHus (ecnn Ans nNpuHTepa BKAYeHa GYHKUMS TEHEeBOro Ko-
NMUPoOBaHMA), MOANMULIMPYETCA HYXHbIM 06pa3oM M Mnocsie 3TOro rnepenaercs Ans
rneyaTu B COOTBETCTBYIOLLEE NeyaTatoLiee yCTPONCTBO.

TeHeBoOe KonnpoBaHue BbiBOAUMbIX AaHHbLIX

MexaHu3M TEeHEeBOro KonvpoBaHUs obecneunBaeT co3gaHue B cucTteMe Ay6nvMkaTos
[JaHHbIX, BbIBOAMMBIX Ha CbeMHble HocuTenu uHdopmaumun. AybnukaTbl (Konuwu)
COXPaHSIOTCS B CrneumanbHOM XpaHUnuLLe, AOCTYN K KOTOPOMY MMEKT TOMbKO YNos-
HOMOYEHHble Nonb3oBaTenu. lencTBue MexaHn3Ma pacrnpoCcTpaHseTcs Ha Te YCTpon-
CTBa, ISl KOTOPbIX BKIIIOYEH PEXUM COXPaHEHUS KOMUIA Npy 3anncK nHdopMaumu.
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Mpy BKIKOYEHHOM PEXUME COXPaHEHUS KOMUI BbIBOA AAHHbIX HA BHELIHEE YCTpoW-
CTBO BO3MOXEH TOJIbKO MPU YC/IOBMU CO3AAHMUS KOMUM 3TUX JaHHbIX B XpaHUAULLE Te-
HeBOro konupoBaHus. Ecivm no kakum-nM60 npuuMHam co3patb  Aybnukar
HEBO3MOXHO, OnepaLms BblBoAa AaHHbIX 610KMpyeTCs.

TeHeBoe KonMpoBaHue NoaaepXX MBaeTCs A48 YCTPOWCTB Cleayowmx BUAOB:
e MOAK/NOYAEMbIE CMEHHbIE ANCKN;

e aMcKOBOAbI TMBKMX AUCKOB;

e OMCKOBOAbI ONTUUYECKNX ANCKOB C PYHKLMEN 3anncu;

e TpPUHTEPSI.

Mpu BbIBOAE AAHHbIX HA NOAK/IHOYAEMbIN CMEHHBIN ANCK B XpaHUanLLEe TEHEBOrO KO-
NMMpPOBaHMS CO34al0TCA Konuu $anios, 3anMcaHHbIX HA HOCUTENb B XO4e onepaunm
BblBOAA. ECnn dhann oTKpbIT ANs pefakTMpoBaHMs HeENocpeacTBEHHO CO CMEHHOMO HO-
cuTens, nNpu CcoxpaHeHWun HOBOW Bepcuu anna B XpaHunuuwe 6yaeTr cosgaH ero
oTAenbHbI gybnukar.

[ns ycTpocTBa 3anmMcn ONTUYECKMX AMCKOB MEXaHW3M TEHEBOro KOMMpoBaHWUSA Co-
3[aeT B XpaHunuwe obpas ancka, ecniv 4ns 3annucu ncnonblyetcs nHtepderic Image
Mastering API (IMAPI), unn konuu ¢annios, ecin 3anmcb OCyLEeCTBNSeTCS B opMaTe
dannoson cucrembl Universal Disk Format (UDF).

BHuMmaHme! HekoTopble nporpaMMHble NakeTbl, MMELWME hYHKLUMIO 3annUC ONTUHECKUX OUCKOB, WUC-
Nosb3ytoT COOCTBEHHBIE APaBEPLI YNPaBNeHUs YCTPOACTBaMM. Takue apaiBepb MOTYT OCYLLECTBNIATL A0
CTYN K yCcTpoicTBY B 06X0A MeXaHW3Ma TEHEBOTO KonupoBaHus. [ins obecneyeHmnst rapaHTMpPOBaHHOIO
KOHTPONS 3anuCb AWCKOB HEOBXOAMMO OCYLIECTBNNATH TONBKO C MCMONb30BAHMEM LUTATHBIX CPEACTB
OC Windows.

TeHeBOe KOMMPOBaHME pacrneyaTbiBaeMbiX [OKYMEHTOB OCYLLECTB/SIETCA C MC-
Nnonb30BaHMEM MexaHM3Ma KOHTpons neyatu (cMm. cTp.33). B kauyecTBe konuu Bbl-
BOAMMOW Ha ne4yaTb MHGOPMaUMM COXpaHSieTcs obpas neyaTaeMmMoro AOKyMeHTa B
dopmaTte XPS (cokp. ot XML Paper Specification) — oTKpbITbIn rpacdmnyeckmii dgopMat
duKCcnpoBaHHOM pa3MeTkn Ha 6as3e sa3bika XML, paspaboTaHHbI KOMMaHWEWn
Microsoft.

KOHTposb BbIBOAA A@HHbIX C MOMOLLbIO MEXaHU3Ma TEHEBOrO KONMMPOBaHUS SBNSETCS
ogoHoOM 13 3agady ayauTa. CobblTMA BbIBOAA AAHHbIX PErMCTPUPYIOTCS B XypHane
Secret Net Studio. [ljocTyn Kk gybnvkaTam B XpaHunvLLe TEHEBOro KONMMPOBAHUS OCY-
LeCTBNSETCS C MOMOLLbI JIoKanbHOro LeHTpa ynpasneHus. lporpamMma npeao-
CTaBnsieT CPeACcTBa A/ MOMcKa No COAEPXMMOMY XpaHUMLLA.

AOMUHUCTPATOp HacTpamBaeT GYHKLWUOHUPOBAHME MexaHW3Ma TEHEBOro Ko-
nupoBaHus B LieHTpe ynpaBneHus. Mpu HacTpoiKe onpeaensatoTca napameTpbl xpa-
HUAULLA TEHEBOrO KOMMUPOBaHMSA, a TakXXe BKJIOUYAETCA MM OTK/IIOYAETCS AeincTeue
MexaHW3Ma 4151 YCTPOMCTB U MPUHTEPOB.

3awuta VIH(*)OpMaLI,VIVI Ha NOoKaJibHbIX ANCKaX

MexaHn3M 3amnTbl MHHOOPMALMKN Ha NIOKaNbHbIX AMCKax KOMMNbOTepa (MexaHn3M 3a-
LWMTbl ANCKOB) NpeAHa3HaveH ans 610KMpoBaHMs 4OCTYNa K XXECTKMM AUCKaM npu He-
CaHKLUMOHMPOBaHHOWM 3arpyske KoMMbloTepa. 3arpyska cumTaeTcsa
CaHKLUMOHMPOBAHHOW, €C/IM OHa BbIMO/IHEHA CPeACTBaMU OnepauMoOHHON CUCTEMbI C
yCTaHOBNEHHbIM KneHTCckMM MO Secret Net Studio. Bce gpyrue cnocobbl 3arpysku
OC cunTaroTcd HeCaHKLMOHUPOBAHHbLIMK (HanpuMmep, 3arpy3Kka C BHELWHEro HoCuTens
nnn 3arpy3ska gpyrovn OC, yctaHOBNIEHHOW Ha KOMMbtOTepE).

MexaHu3M obecrieuMBaeT 3alWMTy WHGOPMaUMKM NpU MNoMbITKAxX AOCTyna, ocy-
LLLECTBMAEMbIX C MOMOLLbIO LLTATHbLIX CPEACTB ONepaLMoHHON CUCTEMBI.

Jencreme mexaHm3Ma 3almTbl AMCKOB OCHOBAHO Ha MoanduKaunm 3arpy304HbIX CeK-
TOpoB (boot-cekTopoB) NOrMUYecknxX pasgesioB Ha XeCcTKUX Auckax Komnbitotepa. Co-
OEepXUMOoe 3arpy304HbIX CEKTOpPOB MOANPUUMPYETCA NyTEM KOAMPOBAHUA C
ncnonb3oBaHMeEM cneunmanbHOro Kju4a, KOTOprVI aBTOMaTU4eCKN FreHeEpUpyeTcd npu
BK/TOYEHNN MeXaHW3Ma. |_|pl/l 3TOM 4acCTb CJ'IY)KeﬁHbIX JAaHHbIX And MeéXaHW3Ma 3a-
LWNTbl ANCKOB COXPaHAETCA B CUCTEMHOM peecTpe.
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Moaudurkaums no3BONSET CKPbITb MHMOOPMaLMIO O JIOFMYECKMX pasaenax npu He-
CaHKLWOHMPOBaAHHOW 3arpy3ke KOMMbloTepa — pasaesbl C MOANdULNMPOBAHHbIMK 3a-
rPY304YHbIMWN CEKTOpPaMu 6yayT BOCMPUHUMATLCA CUCTEMOM Kak HedopMaTUpPOBaHHbIE
WA NoBpeXxAaeHHble. [lpu  CaHKUMOHWPOBAHHOW 3arpyske KOMMbKTEpa Ocy-
LLeCTBISIETCS aBTOMaTUUYECKOE pacKoAMpPOBaHME coAepXMMOro boot- cekTopoB 3a-
LWMLLLEHHbIX JIOFMYECKUX Pa3aesioB npu 06palleHnn K HUM.,

Bbi6op nornyeckux pasaenos, AN KOTOPbIX YCTaHaBAMBAETCA PEXWUM 3aliuTbl (TO
eCcTb MoandUUMpytoTCs boot-cekTopbl), OCYLLLECTBASAET aAMUHUCTPATOP.

MexaHWu3M 3alUnTbl AUCKOB MOXET UCMONb30BaThC NPU YCIOBUU, eCniv PU3MYECcKuii
AVCK, C KOTOPOro BbiNosiHseTcs 3arpy3ka OC, 0THOCUTCS K OAHOMY U3 ClieayoLUnX T1-
nos:

e auCK C Tabnmuen pasgenoB Ha naeHTudukatopax GUID (GUID Partition Table —
GPT) Ha koMnibloTepe ¢ nHTepdercom UEFI. Mpun BKAOYUEHUN MEXaHM3Ma Ha ANCK
3anuncbiBaeTcs cneymanbHbii 3arpy3umk Secret Net Studio B CKpbITOM CUCTEMHOM
UEFI-pa3gene, nocne yero 3arpysuunk perucrpupyetcs B UEFI;

e JNCK C OCHOBHOWM 3arpy3o4Hon 3anucbto MBR. Mpu BKAOYEHMU MeXaHM3Ma Ha
3TOM Ancke moamduumpyetca MBR 1 yacTb OCTanbHOro NpoCTpaHCTBa HyNeBou A0
POXKW ANCKa.

BHumanme! Mpu ucnonb3oBaHMM Aycka ¢ OCHOBHOM 3arpy30uHOM 3anuceto B HacTpoikax BIOS
KoMnbloTEPa JOMmKHA ObITh OTKMOYEHa (PYHKLNS NPOBEPKM 3arpy304HOrO CEKTOpa Ha Hanuuue Bu-
pycos. [Ins oTkNIOYeHUs yHKUMKM ycTaHoBUTE 3HayeHne "Disabled” gns napametpa "Boot Virus
Detection" (Hanuume gaHHOW (PyHKLUWW W HA3BaHWe napameTpa 3aBUCUT OT UCMONb3yeMON Bepcum
BIOS).

Mpu paboTte MexaHM3Ma obecneunmBaeTcsa 3awmTa A0 128 nornmyecknx pasaenos npu
obuiem konnyectse GU3MUECKNX AMCKOB A0 32. Jlornyeckme pasgenbl, Ans KOTOPbIX
YCTaHaBIMBAETCH PEXUM 3alUNTbI, AO/MKHbI UMETb darinosyto cucremy FAT, NTFS nnn
ReFS. Pasgenbl MOryT 6biTb Ha PU3NYECKMX AMCKaX C OCHOBHOWM 3arpy3o4yHol 3a-
nuceto (MBR) nnun c Tabnuuen pasgenos Ha naeHtTudukatopax GUID (GPT). Aucku ¢
APYruMmn Tunamum pasbrveHus Ha Noruyeckme pasaesnbl He noaaepXuBarTcs (Hanpu-
Mep, AMHaMN4ecKme ANCKN).

Mpn ncnonb3oBaHMM MEXaHM3Ma 3allMTbl ANCKOB Ha KOMMbIOTEPE A0/MKHa bbITb yCTa-
HoBJieHa Tonbko ogHa OC. Ecnn yctaHoBneHo Heckonbko OC, nocne BKAKYEHUS Me-
XaHu13Ma B O4HOWM U3 HUX HE rapaHTUpyeTcs ycTtonumBasa paboTta octanbHbix OC.

BHumaHue!

¢ 3awwnpoBaHHbI pa3aen XecTkoro Aucka HeBO3MOXHO NOCTaBUTL Ha 3aLLMTY C MOMOLLBI0 MEXaHWU3Ma
3awnTbl ancka Secret Net Studio. M Hao6opoT, 3alLLMLLEHHBI pa3aer XecTKoro Aucka HEBO3MOXHO 3a-
LWnchpoBaTh C MOMOLLbH MEXaHW3Ma NONHOAMCKOBOTO g poBanus Secret Net Studio.

* He nopgepxuBaeTcs OLHOBPEMEHHOE (YHKLMOHMPOBAHME MEXaHU3MOB 3alLWTbl Aucka M [o-
BepeHHoii cpeabl Secret Net Studio.

* He nopnmepxuBaeTcs KOppeKkTHOE (PYHKLUMOHMPOBAHWE MeXaHW3Ma 3alyuTbl AMCKOB, CNN Ha CH-
CTeMHOM [u1CKe CO CTPYKTypoil pasgenos MBR umeetcs pasgen ¢ EFl-3arpy3unkom.

LUndpoBaHme aaHHbIX Ha AUCKaX

MexaHun3M nonHoauckoBoro wundpoBaHusa Secret Net Studio no3BonsieT wundposaTb
AaHHble Ha HocuTensx wuHdopMauuMn [nsa  npeaoTBpalleHuMsl MonbITOK  He-
CaHKLUMOHMPOBaHHOIO AOCTYNa K KOH(MAEHLManbHON MHGOpMaLMK, XpaHSaLWwencs Ha
3TUX HOCUTENAX.

MNopnepxunsaeTcs WN@PPOBAHNE CUCTEMHbBIX U HECUCTEMHbIX Pa3AefioB XeCTKUX Auc-
KOB CO CTpyKTypol pasaenos GPT u pexxumom 3arpyskun UEFI, a Takxke wndposaHmne
HECUCTEMHbIX Pa3AesnioB XeCTKMX AMCKOB CO CTPYKTYpoK pa3saenos MBR.

MakcrManbHOe Konn4ecTso 3aLUVId)pOBaHHbIX pa3aenoB Ha O4AHOM XXECTKOM ANCKE —
32. Konn4yectBo XeCTKUX AWCKOB He OrpaHmyeHo. MakcumanbHOe MOoJSIHOe KO-
NIMYECTBO 3aLl VICprBaHHbIX pas3nenoB Ha BCeX XeCTKUX Anckax — 66.

MosicHeHue. B ykasaHHble OrpaHnyeHus Takxe BXOAST Pasaersl, 3allULLeHHbIE C MOMOLLbI0 MEXaHU3Ma
3awmtbl gucka Secret Net Studio.
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WndposaHne BbinonHaeTca no anroputmy AES-256. KnodeBas nHdopmaumnsa xpa-
HUTCA B 3awndpoBaHHOM Bumae Ha HesawwndpoBaHHOM pasgene ESP (EFI System
Partition).

Ons nonydeHma pgoctyna K 3awndpoBaHHbIM AMckaM HeobxoauM naponb, ycTa-
HOBfIEHHbIN NpWU WNPPOBaHNM AaHHbIX. LLndppoBaHne HECKONbKMX AMCKOB OCYy-
LLLeCTBNSETCA C OAHMM NaposeM AoCTyna.

Moacmncrema nonHoamckosoro wudgposaHma Secret Net Studio npepocrasnser cne-
AytoLme BO3MOXHOCTH

e JlokanbHoe wWudpoBaHMe [AHHbIX NOJb30BaTesieM C JIoOKaJibHbIM Xpa-
HEeHUEM [faHHbIX BOCCTAHOBJIEHUS . [aHHbIA pexXuM Mo3BoNAsET MNosb-
30BaTeno WndpoBaTb AaHHbIE Ha ANMCKaX Ha KoMnbloTepe ¢ Secret Net Studio B
aBTOHOMHOM MW/IN CETEBOM pexuMe GYHKUMOHUPOBaHUA. onb3oBaTtenb Bbl-
6UpaeT ANCKM U pasaenbl, YCTaHaBMMBAET Maposib, COXPaHSET AaHHble BOCCTa-
HOB/EHUS.

Bo3MOXHOCTb paCLIJI/ICprBaHMﬂ M BOCCTAQHOBJIEHUNA OaHHbIX UMEETCA TOJIbKO Y
nonb3oBartend.

[na npegocTaBneHus Nonb30BaTe o BO3MOXHOCTU LWNMPOBAHUSA AaHHbIX Ha ANUC-
Kax agMUHWUCTpaTop 6e30MacHOCTM Ha3HauyaeT eMy COOTBETCTBYIOLLYI Mpu-
Bunervio B Secret Net Studio ¢ HacTpolikoii, UTo Nosib30BaTe/lb CAMOCTOATENBHO
COXPaHSIET AaHHble BOCCTAHOB/IEHUS.

o JlokanbHoe wudpoBaHMe pAaHHbIX MNoOJib30BaTeIeM C  LEeH-
Tpasn30BaHHbIM XpPaHEHUEM [AaHHbIX BOCCTAHOBJIEHUSA. [JaHHbIN peXnM
No3BOSSIET MOJSIb30BAaTENO WN@POBaATbh AaHHble Ha AMCKax Ha KoMMbkTepe C
Secret Net Studio B ceTeBOM pexunme yHKLMOHMPOBaHUA. Nonb3oBaTenb Bbl-
6bupaeT AMCKM W pasgenbl, YCTaHaBAMBAET MNaposib. [aHHble BOCCTaHOBMIEHUS
COXPaHSAIOTCSA B LLEHTpann30BaHHOM xpaHunuule Secret Net Studio.

Bo3mMoxHOCTb paCLIJVI(prBaHVIFI N BOCCTAHOB/NEHUA OaAHHbIX UMEETCA Yy NOoJb-
3oBaTend n agMMHUCTpaTopa.

,D,J'ISI npeaocraBneHnda Nosib30BaTesIlo BO3MOXHOCTU LIJI/ICprBaHMﬂ AAHHbIX Ha AnNC-
KaX aAMMHUCTpaTop 6€30MacHOCTM Ha3HayaeT €My COOTBETCTBYHOLLYI Mpu-
Bunernto B Secret Net Studio ¢ HacTporkon, UTo AaHHble BOCCTaHOBIEHUSA
AOJKHbI XPaHUTbLCA LLEHTPa/IM30BaHHO.

e JlokanbHoe wudpoBaHUe AaHHbIX aAMUHUCTPATOPOM. B AaHHOM pexume
aAIMMHUCTPATOpP OCYLLIECTBAAET LWMdbpoBaHUE OMNpeaeneHHoro pasaena Jo-
KaslbHOMOo XEeCTKOro ANCKa KoMnbtoTepa ¢ Secret Net Studio B aBTOHOMHOM Unn ce-
TEBOM pexume (YHKLUMOHUPOBAHUSA. AAMUHUCTPATOP BbIBMPAET pasaen,
yCTaHaBNMBAET BPEMEHHbI Maposb, BKAOUasi MapaMeTp CMeHbl Mapons mnocne
MepBOro BXoAa B CUCTEMY U COXPaHSAET AaHHble BOCCTaHOBNEHUS. AAMUHMCTPATOP
nepefaeT Monb30BaTeN0 BPEMEHHbIM napofb. onb3oBaTenb yCTaHaB/MBAaET
CBOW Maposib Npu NepBoM BXOAE B CUCTEMY.

BO3MOXHOCTb paclindpoBaHMa U BOCCTAaHOBNEHUS AaHHbIX MMEETCA TObKO Y
aAMUMHUCTpaTopa.

e LeHTpanunsoBaHHoe wn¢gpoBaHne AaHHbIX aAMUMHUCTPATOPOM. B aaHHOM
pexunMme aAMMHUCTPaTOp OCYLECTBNSIET WNdpoBaHNE onpeaeneHHbIX HoCuTenemn
WNKN pa3genoB Ha rpynne koMmnbtloTepoB € Secret Net Studio B ceTeBOM pexunme
(dYHKUMOHMPOBAHNSA. AODMUHUCTPATOP BblOMpPAET HOCUTENN WX TUMbl pa3nenos
ans wnopoBaHns (CUCTEMHblE, HECUCTEMHble uan Bce). lMonb3oBaTtenb ycTa-
HaBNMBAET Naposb. [JaHHble BOCCTAHOBIEHUS COXPAHSAIOTCA B LLEHTPAIM30BaHHOM
XpaHunuuie Secret Net Studio.

BO3MOXHOCTb paclindpoBaHna U BOCCTAaHOBNEHUS AaHHbIX MMEETCA TOMbKO Y
aAMUHUCTpaTopa.

Mpu BKIAOYEHUW MOACMCTEMbI MOSIHOAMCKOBOrO WMQPOBaHMSA Ha KOMMbIOTEp yCTa-
HaBnnBaeTcsa 3arpy3umk Secret Net Studio. Ecnn Ha komnbioTeEpe MMeKTCS 3a-
wmndpoBaHHbIE AUCKN, NPU BKIIIOYEHMW KOMMblOTEPA CTapTyeT 3arpy3unk Secret Net
Studio n 3anpawmnBaeTca Naposb AOCTyNa K ANCKaM.
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B Secret Net Studio ocylecTBnseTcd MOHUTOPUHT U ayAMT NPOLLECCOB WNhpPoBaHNS.
AOMUHUCTPATOP MOXET MpPOCMOTPETb TeKyllee COCTOssHMe TMOACUMCTEeMbl Mof-
HOANCKOBOro WKndpoBaHus B LleHTpe ynpaBneHus unv B JIokasnbHOM LEeHTpe ynpas-
nennsa. CobbiTMS NoACMCTEMbl MOMHOAMCKOBOrO WUQPOBaHMUSA PerncrpupyroTcs B
xypHane Secret Net Studio. Ha koMnbtoTepe ¢ GyHKLMOHMPYOLLEN NOACUCTEMON NO-
ABNAOTCA yBeAOMNEHMS 06 OCHOBHbIX NMpoLueccax WndpoBaHus.

NMetoTCca MHCTPYMEHThbI A1 BOCCTaHOBNEHUS AOCTYNa Npu noTepe napons JocTyrna K
3aul VICprBaHHbIM ANCKaM nnu BbiXoae KOMMNbKOTEPA U3 CTPOS:

L4 €C/In y nosb3oBaTesida UMerTCA AaHHble BOCCTAHOB/IEHUA, MPpU BXOAEe B CUCTEMY
MOXHO BBECTU KOA BOCCTAHOBJ/IEHNA U NapoJib K KOAY BOCCTAHOBJIEHUA, @ TaKXe
CMEHUTbL NapoJib AOCTYMNa K ANCKaM,

e €CAn NoNb30BaTe/lb OCyLLEeCTBAAN LUVId)pOBaHMe M AaHHbl€ BOCCTAHOBNEHNA Xpa-
HATCA B UEHTPaJIM30BAHHOM XpaHunauue, agMUHUCTPATOp BbICblN1Aa€T MOJib-
30BaTENI0 KOA BOCCTAHOBJIEHUA W NONb30BaATE/lb MEHAET Mapojib A0CTyMna K
ANCKaM;

e eCIn KOMMNbKTEp C 3aWuM@poBaHHbIMWM AaHHbIMW BblWen U3 CTPOs, OCy-
LLLeCTBNSETCA 3arpys3ka C JAMCKa aBapuMMHOro BOCCTaHOBMEHUS AN BOCCTa-
HOBMIEHNA KOHPUrypauuun 3awundpoBaHHbIX pasgenos uam pacwndpoBaHns
OaHHbIX.

[JaHHble BOCCTaHOBNEHUS LWKNEPYOTCS C NOMOLWbI Koya goMeHa 6e3omnacHoCTm
Secret Net Studio. Kntou goMeHa 6e30nacHOCTM CO3a4aeTcs Npu CO3A4aHMUM AOMEHA UK
obHoBNEHNN cepBepa 6€30MacHOCTN U MOXET 6biTb O6HOBNIEH aAMUHUCTPATOPOM A0-
MeHa 6e30nacHoCTU.

[Ons ncnonb3oBaHUs NoacUCTEMbl MOMHOANCKOBOro wudgpoBaHusa Secret Net Studio
HeO6XO,EI,VIMa oTAaeNbHaaA NMUEH3nd. Mo ncreyeHmnn CpOKa ,EI,GVICTBI/IFI NINUEH3nn BO3-
MOXEH AO0CTYN K 3awndpoBaHHbIM AAHHbIM, @ TaKXe AOCTYMHbl ornepaunn pacwmng-
poBaHNA 1 BOCCTaHOBEHNA AOCTYNa.

BHumaHwue!

*  3awndpoBaHHbI pa3aen XecTkoro Aucka HeBO3MOXHO NOCTAaBUTH HA 3ALLUTY C MOMOLLBI0 MEXaHW3Ma
3awuTbl gncka Secret Net Studio. M Hao60opoT, 3aLLMLLEHHDI pa3gen XecTKoro Aucka HEBO3MOXHO 3a-
LMcpoBaTh C NOMOLLBK MEXaHU3Ma NONHOANCKOBOTO LWndposaHmus Secret Net Studio.

* He nogaepxuBaetcs OOHOBPEMEHHOE (DYHKLMOHMPOBAHWE MEXaHW3MOB MOMHOAMCKOBOIO M-
poBaHus 1 goBepeHHom cpepbl Secret Net Studio.

* He noaaepxnBaeTcs yHKLMOHUPOBAHME MeXaH13Ma NOMHOANCKOBOIO LN POBaHMS Ha KOMNBIOTEPE
¢ Heckonbkumm OC.

* He nopmepxvBaeTcsi  KOPPEKTHOE  (DYHKUMOHWPOBAHME  MexaHu3Ma  MOSTHOAMCKOBOTO
WNhpOBaHUS, €CMIM HA CUCTEMHOM AUCKe CO CTpYKTypol pa3genos MBR umeetcs pasgen ¢ EFI-3a-
rPY34MKOM.

* HenoppepxuBaeTcs WNpOBaHME OMHAMUYECKMX AUCKOB.

* He nogaepxvBaeTcs U3aMeHeHUe KOHUrypaumm 3awmndpoBaHHbIX Pa3aenoB KECTKUX AUCKOB (nepe-
pacnpegeneHue XecTkoro aucka u ap.).

* He noppepxvBaeTcs napannensHas pabota ¢ Apyrumm cucteMamm LWchpoBaHMst AUCKOB (Hanpumep,
Bitlocker).

LUndcpoBaHue AaHHbLIX B KPUNTOKOHTEMHepax

Cucrtema Secret Net Studio npegocraBnsieT BO3MOXHOCTb WNHPOBaHUSA COAEPXKMMOIO
o6bekToB harnosor cucremol (parnos 1 nanok). Ansa onepaunin 3awmndpoBaHns m
pacwndpoBaHNSa MCNOMNb3YIOTCA CneunanbHble XpaHnnuwa — KpunTtorpaduyeckme
KOHTEMHEepPbl NN KPpUNTOKOHTENHEPDI.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 37
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

dunsmyeckn KpUNTOKOHTEHep npeactasnser cobon ann, KOTOPbIA MOXHO MNOA-
KIOUYNTb K CUCTEME B KayecTBe AOMOSIHUTENbHOro AMcka. KpunToKOHTenHep sB-
nsetca obpasom Aucka, HO BCe AENCTBMS C HUM BbIMOMHAKTCSA 4yepe3 apaneep
MexaHun3Ma wudposaHma. [lpansep obecneunsaeT paboTy C N0Nb30BATENLCKUMN AAH-
HbIMW B KOHTEMNHEpPE B pexuMe "npo3payHoro wmgposaHmsa". To eCTb NonNb3oBaTeNb,
nocne NoAKIYEHUS KPUNTOKOHTENHEpPA B KayecTBe AMCKa, BbIMOJIHAET onepauum ¢
dannamMm Ha >5TOM AuCKe TaK Xe,Kak M Ha nwobom pgpyrom Hocutene. [o-
MONHUTENbHbIX AENCTBUIN AN 3andpoBaHns nnm pacwmndposaHus Ganios He Tpe-
byetca. Bce kpunTtorpadumueckme onepaumm C  dansiamm  BbINOSHAKTCA
aBTOMaTU4YeCKMU.

KpUNTOKOHTEMHEPLI MOXHO MOAKOYaTb K CUCTEME C JIOKaSbHbIX ANCKOB, CMEHHbIX
HOCMTENEN WM C CETEBbIX pecypcoB. [OCTYMNHbIM 06beM Ans 3anMch AaHHbIX yKa-
3blBAeTCS MpU CO34aHMU KPUMNTOKOHTElHepa. lNpenenbHoe orpaHMyeHne obbema
onpeaensieTcs Ncxoas M3 cBoboAHONO MPOCTPaHCTBa Ha pecypce 1 TMna ¢aliIoBon cn-
CcTeMbl. MMHMManbHbIN pa3Mep KoHTeHepa — 1 Mb6anT.

Ona pasrpaHuyeHus AOCTyna nonb3oBaTenien K KPUMNTOKOHTEMHepaM B CUCTEME
Secret Net Studio npeaycmoTpeHbl cnegytowime npaea:

* YTeHWe AaHHbIX — NpPeaoCTaBASET TObKO BO3MOXHOCTU YTeHUS dhaliioB B Kpun-
TOKOHTENHeEpE;

® MOJSIHbIA AOCTYN K AAHHbIM — MpefoCcTaBnsieT BO3MOXHOCTU YTEHUS U 3anucu
¢annoB B KpMNTOKOHTENHEPE;

e  yMnpaBfiEHNE KPUMTOKOHTEMHEPOM — MpPefoCTaBAsIET BO3MOXHOCTU yMNpaBieHuns
CMMCKOM MOMb30BaTeNeN, UMELWNX AOCTYN K KPUNTOKOHTEMHEPY, a TakXe uTe-
HUS 1 3anmcn dhalinos.

Co3faHue KpUNTOKOHTEMHEPOB AOCTYMHO MOSb30BATENSAM C COOTBETCTBYIOLLEN MpU-
Bunernen. Mo yMonyaHuo aTa NpuBUIErns NpeaocTaBfieHa BCEM YUYETHbIM 3aruncsamM,
KOTOPble BXOASAT B JIOKANIbHbIE rPynnbl aAMUHUCTPATOPOB UM MOJIb30BaTENEN.

Monb3oBaTenb, CO3AaBLUNI KPUMTOKOHTENHED, MOMYyYaEeT NpaBo Ha ynpaBieHne UM u
B Aa/ibHeWlleM MOXeT AenernposaTh (MPeaocTaBuMTb) 3TO MpaBo AOCTyna Apyromy
nosb3osaTento. MNpy Heo6X0AMMOCTM Co3aaTeNb KPUNTOKOHTENHEpPa MOXET 6bITb yaa-
NleH 13 crnucka rnosib3oBaTeneit C npaBamMu AOCTyna C TeM YCIOBMEM, UTO B Ccrincke 6y-
[JeT MpUCYTCTBOBaTb XOTA 6bl OAMH MONb30BaTeNb C MpaBaMW Ha YynpaBfeHue
KPUNTOKOHTENHEPOM.

[Onsa paboTbl € WK@pPOBaHHbLIMK pecypcaMu rnosib3oBaTeNn AO/MKHbI UMETb KIOUM Wnd-
poBaHua. [lpoueaypbl reHepaumuM W BblauYu K/KOYEW BbINOMHAKTCA aaMU-
HUcTpatopoM 6e3onacHocTM. [ns  nonb3oBaTenen  co34aloTca  K/4yeBble
napbl, Kaxaas U3 KOTOPbIX COCTOMT U3 OTKPbITOro M 3aKpbITOro koyen. OTKpbITbie
KJIOUN XpaHATCa B oblieM xpaHunuuwe (418 KNoYen nokasabHbIX Nonb3oBaTenen nc-
nonb3yetca nokanbHas B[l Secret Net Studio, Ans AOMEHHbIX — XpaHUAULLE T0-
6anbHOro Kkatanora). 3aKkpbiTble KJ/IUYM XPaHATCA B  K/KOYEBbIX HOCUTENsX,
NMPUCBOEHHbIX NONb30BaTeENAM. HOCUTENSAMU AN XPaHEHMSA 3aKpbITbIX KA4Yen (K-
yeBOM MHGOPMaLMM) MOFYT ABAATLCA MAEHTUPUKATOPbLI UM CMEHHbIE HOCUTENN, Ta-
Kne Kak rew-kapTbl, prew-Hakonmtenam n 1. n.

O6wmMe cBegeHMs O KIIOYeBoOMn cxeme

Peannsauus kn4eBor cxeMbl WNGPOBaAHNA KPUNTOKOHTEMHepoB 6a3npyeTcs Ha an-
roputmax NOCT P 34.10-2012, TOCT P 34.11-2012 n F'OCT 28147-89. Bo Bpems
KpunTorpadunyeckmx onepaumin reHepmpyrTCcs U BblUMCASIOTCA ornpeaefieHHble Ha-
60pbl KKOYEN N AONONHUTENbHbBIX 3HAYEHUN, NCMOJb3yeMbIX ANA AOCTyna K Kpum-
TOKOHTenHepy.

KpUNTOKOHTENHEP COAEPXKUT Crieaytowme rpynmnbl 4aHHbIX:

e ynpaenswLwWwas MHpopMaumsa KpUNTOKOHTENHepa — npeacTtaBnseT coboin CTpyk-
TYpy 3awndpoBaHHbIX KNOYEN U 3HaYEHUN 415 A0CTyNa K KpUNTOKOHTENHepY;

e  3awundpoBaHHble AaHHble Mosb3oBaTenell — KpunTorpaduyecku npeod-
pasoBaHHble haitsibl, MOMELLEHHbIE B KPUNTOKOHTENHEP NOb30BaTENAMM.
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Ynpasnswowas nHdopMaumsa KpUnToKOHTeNHepa (opMUpPYeTCa NpU ero co3gaHuwn.
N3Ha4anbHO B 3TOM CTPYKTYpe COBMECTHO C APYrMMU CBEAEHUSAMU COXPAHSAETCA OTKPbI-
TbIA K/KOY NOMb30BaATENS, CO34aBLUEero KpMnTokoHTeHep. Janee B npouecce ¢dop-
MUPOBAHMSA CNMCKA MoNb30BaTeNen, MMELWNX AOCTYN K KOHTeNHepy, OTKpbiTble
KIOUYN 3TUX NOMb30BaTeNleNn TakxXe MoMewarTcs B CTpykTypy. C ncnonb3oBaHueM
OTKPbITbIX K/OUEN WNhPYOTCA COOTBETCTBYOLWME YaCTU CTPYKTYPbI.

dalinbl, NoMellaemMble MNOMNb30BaTENSIMU B KPUMTOKOHTENHEp, WNdhpPYTCS C UC-
Nnonb30BaHMEM KJtoyel WnhpoBaHUS, pacCUMTaHHbIX Ha OCHOBE 6a30BOro Ksova
wndpoBaHms — obliero Anss BCEX MOSb30BaTeNen KpUMTOKOHTeMHepa. ba3oBbii
K/OY WK DPOBaHMUSA FEHEPUPYETCS NMPU CO3A4aHUM KPUMNTOKOHTEHEepa. BbluncneHune
K/Il0Ya OCYLLECTBASIETCSH MPU AOCTYNe K KPUMNTOKOHTEMHEpPY C MOMOLLbIO 3aKpbITOro
KJIloYa Nosib3oBaTenNs.

Ons  pononHuTenbHOM 3awmTbl  6a30BOro  Kaw4ya WU@poBaHMS MOXET WUuC-
MoNb30BaTbCs CNeLmanbHbl "KOpnopaTMBHbLIN KNOY". [JaHHbIN KOY FreHepupyeTcs
npu CO34aHWM KPUMNTOKOHTEMHEpPa, eCnu BK/IYEeH napameTrp "Mcnonb3oBaTb KOp-
nopaTuBHbIN kao4d". Knwu coxpaHaeTcss B CUCTEMHOM peecTpe KoMnbioTepa v npu-
MeHseTcs Ans 3awmdpoBaHus 1 pacluimdposaHusa 6a3o0Boro Kawo4a.

Mpn NCNoNb30BaHWN KOPNOPATMBHOMO KJIloUa AOCTYM K KPUMTOKOHTENHEPY BO3MOXEH
npu YCNoBUKN, ECAIM KIKOY XPaHUTCS B CUCTEMHOM peecTpe (B 3awundpoBaHHOM BUAE).
Mo3ToMy ANna AOCTyNa K KPUMNTOKOHTENHEPY Ha APYroM KOMMbHOTEPE KOPNOPaTUBHbI
KoY HeO6X0AMMO UMMOPTMPOBATL B PEECTP 3TOr0 KOMMblOTepa.

CmeHa Knoueun

B npouecce akcnayaTtaunm CUCTEMbI CrieayeT PerynsipHO BbIMOMHATbL CMEHY KJIO4eNn
nonb3oBaTtenen n 6a30BbIX KIOYeN WKNdPOBAHNSA KPUNTOKOHTENHEPOB.

CMeHa k/4el Mnosb3oBaTens BbIMOJHAETCS CaMuMM Mosib30BaTtenieM WAM agMu-
HucTpaTopom 6e30nacHOCTU. NepnoanyYHOCTb CMEHbI K/TKO4Eel nosib30BaTenie KOHTpo-
NNpyeTcsa CMCTEMOM N MOXET HacTpanBaTbCs MyTEM OrpaHMYEHMS MaKCUMaibHOro u
MWHUMaNbHOr0 CPOKOB AENCTBMSA Kaouen. [Npn cMeHe KYen nonab3oBaTens B Cu-
CTEMe COXPaHAKTCa ABe K/oYeBble Napbl — TeKkywas v npeabiaywas. lNpeabiayuas
KnoyeBas napa Heobxoguma Ans nepewndpoBaHUS Ha HOBOM K/4ye Co-
OTBETCTBYIOLWEN YacTu ynpasnsiowen nHdopmaumm B KPUMNTOKOHTEWHepax MNoJfib-
3oBartens. [lpouecc nepewmndpoBaHns ynpasnsowen MHdopMauumn 3anyckaercs
aBTOMaTM4eCKM NOC/e CMEHbI KOYeNn.

BHumaHme! ABTomaTiyeckoe nepelundpoBaHme ynpasnstowen MHhopMaLmm BO3MOXHO NpK YCIoBMM
[OCTYNHOCTU KPUNTOKOHTEeNHepa. Hanpumep, ecrniv KpUnTOKOHTENHEP HEJOCTYNEH MO CETU UIW HAXOAMTCA
Ha CMEHHOM HOCHUTENE, KOTOPbIN He NOAKIOYEH B JaHHbLIN MOMEHT, — NepeLumgpoBaHne He NPOUCXOAMT.
B aToM cryyae nocne cMeHbl Knioyen Ans nepelumnpoBanmns ynpasnstLlei HhopmaLmumn nonb3osaTento
HeobXxoaMMO BbINOMHUTL KaKyl-nMbo onepawmio ¢ TakuM KpUNTOKOHTEMHEPOM (HanpuMep, NOLKIOUMTb
KPUNTOKOHTENHEP) [0 CMEAYIOLLEl CMEHbI KNtovei. MHaye Bo Bpems criedyioLeil cMeHbl OyaeT 3ameHeHa
npeaplayLias Knioyesas napa, ¥ nonb3oBaTesb He CMOXET NOMYYUTb JOCTYN K KPUNTOKOHTENHEPY 13-3a He-
coBnafeHus kntoveit. ins Bo30OHOBNEHUs gocTyna noTpebyeTcs yoanuTs Nonb3oBaTtens u3 cnucka nve-
IOLLX BOCTYN K KPUNTOKOHTEMHEPY M 3aTEM CHOBA J06aBUTH B 3TOT CUCOK.

CMmeHa 6a30BOro ksw4a wWNhpPoBaHUSA KPUNTOKOHTEMHEPa BbINOJHAETCH MNOJb-
30BaTeNieM C rnpaBaMn Ha ynpaBieHue KPUNTOKOHTenHepoM. s cMeHbl 6a30BOro
KNoYa  nonb3oBaTeflb MHUUMMPYET  npoueaypy  nepewn@poBaHUa  Kpun-
TOKOHTeNHepa, B pe3ynbTaTte Yero BCe 3awmndpoBaHHble AaHHblE KPUNTOKOHTENHepa
6yayt nepewundpoBaHbl Ha HoBOM 6a3oBoM kaw4ye. [py MCNOMbL30BaHUKM KOp-
MOpaTMBHOIO K/Il0Ya ero CMeHa NponcxoauT aBTOMaTUYeCKM Npu cMeHe 6a30B0Oro K-
ya.

Macnopt NO

MexaHu3M "MacnopT MO" npeaHasHauyeH Ans KOHTPOs cocTtaBa W LenoctHoctu MO,
YCTQHOBJ/IEHHOr0O Ha 3alLMLLaeMbIX KOMMNbloTepax. KoHTposb MO ocylecTensieTcs no-
CPeACTBOM CKaHWPOBAHWS UCMOMHAEMbIX (aifoB U pacyeTa UX KOHTPOJbHbIX CyMM.
CoBOKYMHOCTb KOHTPONMPYEMbIX haitioB Ha AMCKax KOMMbOTepa NpeacTaBseT npo-
rpaMMHYyto cpefly Ansi cbopa faHHbIX Y aHann3a N3MeHeH Ui,
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PacnosHaBaHune ncnonHsaeMblX hanios OCyLLEeCTBSETCA N0 paclUpeHnsaM nMeH. lMe-
peyeHb paclwmMpeHunit M Katanornm nowucka ¢danaos MOXHO HacTpamBaTb. Cka-
HWpOBaHME BbINO/HAETCA MNEepUOANYECKM MO PacnMCaHUI0 UM B MPOU3BOJIbHbIE
MOMEHTbl BpEMEH M MO KOMaHAe rnosib30BaTens.

Mocne ckaHMpoBaHWUA MONyYEHHbIE AaHHbIE O COCTOSAHUMU ﬂpOFpaMMHOVI cpedbl 3a-
wniaemMoro KOMnbOTEPA 3arpy>xXarTcda Ha cepBep 6e3onacHoCTn n nony4yaroT CTaTtycC
rnpoekTa nacrnopTa A1 KOMNbloTepa. 3TU AaHHble CPaBHUBAKOTCS C pe3ybTaTaMu npe-
OblAyuiero CKaHMpoBaHMS, KOTOpble XpaHATCA B BUAe YTBEPXAEHHOro nacnopra. U3-
MEHEHWNA aHaANN3NPYKTCA, U NpU HeobxoanMoCTH MPOEKT NMacnopTa yTBEPXAAETCA B
Ka4yecTBe TEKYLLEro nacnoprta 3almuaemMoro KomnbotTepa.

NoBepeHHas cpeaa

JosepeHHas cpega Secret Net Studio saensetca MexaHu3MoMm 3awuTbl, obec-
neynBaroLWmMM BHELWHMI N0 OTHOWeHuto K OC KoHTposnb pabotbl OC 1 cncTembl 3a-
WKNTbI, YCTAHOBMIEHHbIX Ha KOMMbloTepe. KOHTPOMb AOCTUraeTcsl BbIMOIHEHUEM
cneayowmx GyHKunm 6esonacHoCcTu:

e KOHTpOJIb uenocTtHocTn moaynen Secret Net Studio (apansepoB, cnyx6, npwu-
NOXEHUN);

e KOHTPOJSb 3anycka u pyHKUMOHMpoBaHusA moaynen Secret Net Studio (apanse-
poB, Cnyx6, NpUNoXeHnn);

e 6M0OKMPpOBKa OT 3aNMUCK CTPaHUL, NaMATH, B KOTOPbIX pa3MeLlatoTcsa moaynm Secret
Net Studio;

e obHapyXeHue KOMMbIOTEPHbIX aTakK, UX MpeaoTBpalleHne WA aBapuiiHoe 3a-
BepleHue paboTbl OC KOMMbIOTEPA NPU HEBO3MOXHOCTM MpeaoTBpalleHus aTa-
KW;

e perucrtpaums cobbiTnii B xypHane 4C.

Mpn dyHKumoHmnpyrowen AC 3arpyska OC KOMMAbIOTEpPa OCYLLECTBASETCA C WUC-

NoONb30BaHMEM 3arpy304HOro HOCUTENsi, MOArOTOB/IEHHOr0 3apaHee CpeacTBaMu

Secret Net Studio.

Mpumeyannue.

* [CpoctynHa B Secret Net Studio Bepcum 8.5 n BbiLLe.

* He noanepxuBaeTcs OAHOBPEMEHHOE (hYHKLIMOHMPOBAHME AOBEPEHHON Cpedbl U MexaHuama nos-
HoawckoBoro LwndposaHus Secret Net Studio.

BbesonacHasa cpena

Be3onacHas cpeaa siBSeTCS MEXaHM3MOM 3aLLUMTbl, MO3BOMISAOLWMM NPeaoTBpaTUTb Ha-
HeceHue ywepba pecypcam 3aLmLLLaeMOro KOMNbOTepa NyTeM 3anycka HEM3BECTHOro
nporpamMMHoro obecneyeHus B M30IMpOBaAaHHON cpeae. 3anyck Hem3secTHoro MO Mo-
XET BbIMOJZIHATLCA NoNb30BaTeENAMNU N aAMUHUNCTPATOpPaMu.

Mpu B3aMMoOAENCTBMM MNosib3oBaTens ¢ nposepsieMbiM MO BesonacHas cpefa ocy-
LLECTBSET MOHUTOPUHT M aHaIN3 NMPON3BOANMbIX AENCTBUIA:

Ecnn noeegeHue IO oTnvyaeTca oT npuemnemoro, besonacHas cpega npu-
HyAMTenbHO 3aBeplaeT paboTy NporpamMMbl, BHOCUT ee B CNMCOK 3ab/10KMPOBaHHbIX
(4epHbIN CNCOK) 1 OMoBeLLLAET Nob30BaTens 06 OCyLLEeCTBNIEHHbIX AENCTBUSIX.

Ecnn nosegeHune MO He aBnsaeTcs noAo3pUTENbHLIM N AOCTUIAET yKa3aHHoro B 1Y
ypoBHS nosepus, besonacHas cpefa BHOCUT ero B nepeyveHb A0BEPEHHbIX MPOrpaMM.

Ecim nosb3oBaTeNlb 3aKaHuMBaeT paboTy MporpaMMbl paHblle OKOHYaHUS ee Mpo-
Bepku, besonacHas cpeaa coxpaHsieT KOHTEKCT aHanmsa MporpaMMbl U UCMOMb3yeT
ero rnpv cneaytoLleM 3anycke nporpammbl B besonacHoi cpeae.

BHumanwue! [Ins chyHkumoHnpoaHus 6esonacHoil cpepbl Tpedyetcs OC Windows 10 Bepcuit 1809, 2004,
20H2 v Enterprise 2019 LTSC.
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MexceTeBoun 3KpaH

Secret Net Studio o6ecrnieuvBaeT KOHTPO/b CETEBOro Tpaduka Ha CETEBOM, TpaHC-
MOPTHOM M MPUKIAAHOM YPOBHSAX HA OCHOBE (hOPMUPYEMbIX MPaBuU huabTpaLmm.

Moacmncrema mMexceTeBoro akpaHupoBaHusa Secret Net Studio peanmayet cneaytowme

OCHOBHble DYHKLMN:

e (PuabTpauMsa Ha CETEBOM YPOBHE C HE3ABUCUMMbIM MPUHSATUEM PELUEHUN NO KaxX-
AOMy nakeTy;

e dunbTpaumsa nakertoB cnyxebHbix nportokonos (ICMP, IGMP u T1.4.), Heob-
XOANMbIX AN AMArHOCTUKM U ynpasfiieHns paboTol ceTeBbIX YCTPOMCTB;

e (unbTpaumsa C y4eToM BXOAHOrO M BbIXOAHOrO CETEBOro MHTepderica ans npo-
BEpKWN NOAIMHHOCTM CETEBbIX aApecoB;

e (dunbTpauns Ha TPAaHCNOPTHOM YPOBHE 3arnpoCcoB Ha YCTaHOB/IEHNE BUPTYalbHbIX
coeamHeHunn (TCP-ceccnin);

e (puabTpauus Ha NpPUKIAAHOM YpOBHE 3aMpocoB K MPUKIAAHBLIM CepBMcaM
(pnmnbTpaumns No CMMBOIbHOM NOCNEA0BATENbHOCTU B NaKeTax);

e (unbTpaumsa C y4eToM Nnosien CeETEBbIX MaKeTOB;

e dunbTpaums C y4eTOM AaTbl/BpEMEHU CYTOK.

dunbTpaumsa ceteBoro Tpadmka ocyllecTBnseTcs Ha nHtepdencax Ethernet (IEEE

802.3) n Wi-Fi (IEEE 802.11b/g/n). CobbiTnS, CBA3aHHbIe C paboTol MexceTeBoro
3KpaHa, permcrpmpyrotca B xxypHane Secret Net Studio.

ABTOpM3aLMs ceTeBbIX COeaAUHEHUN

MNpun pencTByOWEM MEXaHU3Me aBTOPM3aLMN CETEBbIX COEANHEHU OCYLLLECTBNSETCS
nobasneHune cneumanbHoM ciy>xebHon nHdopMaunm K CeTEBbIM NakeTaM, C MOMOLLbIO
KOTOpoK obecneunBaeTcs ayTEHTUYHOCTb U LIe/IOCTHOCTb NepefaBaeMblX AAHHbIX U
3awmTa OoT atak Tuna Man in the Middle.

MoacncTeMa aBTOpPU3aL MK CETEBLIX COeANHEHU obecneynBaeT:

* MoOJly4yeHue C cepsepa aBTopm3aunu, BXOASLWEro B COCTaB KOMMNOHeHTa "Secret
Net Studio — Cepsep 6e3onacHocTn", npaBma aBTOpU3aUnmM coeamHeHmnn (CNMcok
napameTpoB COEAMHEHWI, B KOTOpble fgobaBnseTcsa cnyxebHasa nHdopmauums);

* ony4YeHWe C cepeBepa aBTOPMU3aLMN CECCMOHHbLIX AaHHbIX AN gobasneHuns cny-
»xebHon nHdopMauun;

e pobaBneHne B ceTeBOM TpaduK cneunanbHom cnyxebHon nHgopMaumu ans na-
KeTOB, YAOBNETBOPSAOLWMX NpaBuiaM asTopm3aumm;

e pa3bop cneuymanbHoOM ciyxebHoM MHpOpMauMmM BO BXOASALWMX NakeTax U nepe-
Aayy nHdbopMaLmMmM 0 KOHTEKCTE yAaseHHOro Mosb3oBaTens B NMOACUCTEMY MeX-
CETEBOro 3KpaHMpoBaHMS Ans hunbTpaummn no npasmaam.

ABTOpM3aLNA CeTeBbiX COEAMHEHWI OCyLlecTBNseTca Ha uHTepdencax Ethernet
(IEEE 802.3) n Wi-Fi (IEEE 802.11b/g/n).

OOGHapyxeHue U npenoTBpaLLeHne BTOPXKEHUA

Secret Net Studio peanusyer obHapyXxeHue un 610KMpPOBaHME BHELWHWUX U BHY-
TPEHHWUX BTOPXXEHUIN, HanpaBfieHHbIX Ha 3aLl MLl aeMblii KOMMAbIOTEP.

HacTtpoka mnapamMeTpoB MexaHu3Ma OcCyLlecTBasieTca agMMHuUCTpaTtopoMm 6e3-
OMacHOCTM C MOMOLbIO FPyNMoBbIX U IOKanbHbIX NOAMTUK B LleHTpe ynpaBneHus
Secret Net Studio.

Bcs nHdopmaums 06 akTMBHOCTM MexaHu3Ma obHapy>XeHWsa 1 NpeaoTBpalleHns BTop-
XEHUWN perucTpupyeTtcs B XypHane Secret Net Studio.
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DyHKLUUA

OnucaHue

AeTekTopbl
ceTeBbIX aTak

dunbTpaums BXoasero Tpaduka, ncrnonbsyemas ansi 6J10KMpOBKU
BHELIHMX aTakK. [leTekTopbl aTak PYHKLMOHMPYIOT Ha KaHafbHOM, CETEBOM U
TPaAHCMNOPTHOM YPOBHSX Moaenu OSI. AHanu3 BXoASLWMX AaHHbIX
NpOoV3BOAMUTCS METOAOM U3YUYEHUSI MOBEAEHUS

CUrHaTypHbI

KOHTpO/Mb BXOASILLEr0o M MCXOASILLEro CETeBOro Tpaduka Ha Hanuune

aHanus 3/1EMEHTOB, 3aperncTpuposaHHbIX B 6a3e pewatowmx npasun (BPM) n 6asax
onacHbIX Be6-pecypcoB. ATaKytoLMe KOMMbOTepPbl MOTYyT 610KMpOBaTbCA Ha
3a[aHHbIA NPOMEXYTOK BPEMEHM

BnokupoBka | bnokupoBka c6opa AaHHbIX 0 cucTeme cpeactsamm OC Windows

TenemMerpum

Windows

KoHTponb KOHTponb BKIlOYEHMSI Hepa360opuMBOro pexmma

ceTeBbIX

apanTepos
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[naBa 4
Obwue cBeaeHNs O LEeHTPaNnn3oBaHHOM
ynpaBneHuun

B3aumopencrTByrowme KOMMNOHEHTbI

CepBep 6e3onacHocTH

OcHoBHble hyHKLMW cepBepa 6e30MacHOCTy

o nonyvyeHue I/IHCbOpMaLl,VIVI OT areHToB Ha 3aulu1iliaeMblX KOMNbOTEPAX O TEKYLLEM
COCTOSIHMM paboumx cTaHUMi n ceccmax paboTbl Nosb30BaTenen;

. onepaTtnBHOE MNoslydeHNE U nepefada CBeAeHUI 0 CobbITMAX TpeBOrn, 3a-
PErMCTPUPOBAHHbLIX Ha 3allMlaEMbIX KOMNbOTEPaX,

o OTNpaBKa KOMaHA ynpaBJIEHNA Ha 3allnlllaeMble KOMMNbKOTEPDI,;

e noslydeHne nHdopMaLmmn o0 COCTOSHUN 3aNTHBIX MOACUCTEM Ha KOMMbIOTEPAX U
OTnpaBKa KOMaHA Ha N3MeHEeHWe COCTOSIHUSA 3aLLUTHbIX MOACUCTEM;

e MONy4YeHMe N Nepefada Ha 3allMLLaeMble KOMMbIOTEPbI NapaMeTpPoB FPyNMnoBbIX
NoNIMTUK, 3adaHHbIX B LleHTpe ynpasneHus Secret Net Studio;

e  KOHTPO/b AENCTBUTENbHOCTU NINMLEH3UA Ha WMCNONb30BaHWE KOMMOHEHTOB CU-
crembl Secret Net Studio;

® MOJly4YeHWNe NoKaNbHbIX XXYPHANO0B C 3allMLLaeMbliX KOMMNbIOTEPOB 1 Nepeaaya co-
OEPXMMOro XXypHanos B 6a3y AaHHbIX cepBepa 6e3onacHoCTy;

e 06paboTka 3anpocoBs K 6ase AaHHbIX;

o apxXmBmnpoBaHMe N BOCCTaHOBJIEHUNE COAEPXKNMOTI0 XYPHa/oB B 6aze AaHHbIX;

* MpOTOKOAMpOBaHMe obpalleHunin K cepeepy.

CepBep 6e30nacHOCTM peanm3yeT MYHKLUMM KOHTPOMS U yNpaBfeHus 3almilaeMbiMn

KOMMbIOTEPAMU MPU YCNIOBUM MX noavMHeHuns. CepBepy MOryT ObiTb MOAYMHEHbI

KOMMbIOTEPbl C YCTAHOBNEHHbIM KaMeHTOM Secret Net Studio, komnbioTepbl nog

ynpasneHuem OC cemericTBa Linux ¢ yctaHoBneHHbIM N0 Secret Net LSP, a Takxe apy-
rve cepsepbl 6e3onacHoCTu.

BHumanme! [ins komnbioTepos nog ynpasnexnem OC cemeiicTa Linux ¢ yctaHoBneHHbIM 10 Secret Net
LSP 1 ans noguMHeHHbIX cepBepoB 6e30MacHOCTH HEKOTOPLIE (PYHKLMM cepBepa HEAOCTYNHbI (CM. CTP.47
1 CTP.45 COOTBETCTBEHHO).

Ons dyHKumoHupoBaHus cepBepa 6e3onacHocTn Tpebyetcs Hanuume CYB[, pe-
anmsyemoit cepepoMm CYB[ MS SQL. CepBep 6e3onacHoctn n cepsep CYB[, moryT
6bITb yCTaHOBMIEHbl Ha pas3HbiX KOMMblOTEepax (peKkoMeHAyeTcs) WM Ha OLHOM
KOMMbloTEpe.

CepBep aBTOpPpU3aALUMU

B cocras MO cepsepa 6e30MacHOCTU BXOAUT OTAENbHOE MPUSIOKEHME — cepBep aB-
Topu3sauuun. [laHHoe NpusoxeHne obecneumsaer paboTy MexaHW3MOB MEXCETEBOro
3KpaHa W aBToOpu3aLMKM CeTeBbiX coeaMHeHuit. Cepeep aBToOpM3auMKM ycCTa-
HaBnMBaeTca U yaanserca Bmecrte ¢ MO cepsepa 6€30MacHOCTU.
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Wwno3

B cocraB N0 cepBepa 6e€30MacHOCTM TakXXe BXOANT OTAE/bHbIA KOMMOHEHT — LUJIHO3.
LLnto3 saBnsetcsa cnyxboi, koTopas obecneynmBaeT B3aMMOAENCTBME ABYX CEPBEPOB
6€e30MacHOCTM, HaxXoASLMXCS B pa3HbIX M HECBSA3aHHbIX necax AoMeHoB AD. OanH mn3
HUX SIBNISIETCA POAUTENBLCKMM WM KOPHEBBIM MO OTHOLWEHMIO K Apyromy. Bsa-
MMOAECTBME COCTOMT B Nepeaaye AaHHbIX 0 DYHKUMOHMPOBAHUM areHTOB CEPBEPOM
13 gouyepHero goMeHa AD KOpHEBOMY CepBepy M nepeaaye nHbopMaunm o0 NoAnTMKax
6e30MacHOCTM C KOpPEBOro cepeepa B AoYepHUii nec gomeHoB AD. Takxxe ecTb BO3-
MOXHOCTb Ha KOPHEBOM CepBepe BbINOMHATL YNpaBfeHne areHTaMm U3 Apyroro feca
AD.

LieHTp ynpaBneHus

LleHTp ynpaBneHWss ycTaHaBMMBaeTCsa Ha pabouymx MecTtax aAMUHUCTPATOpPOB W
MCNOMb3YeTCs ANS LEeHTPaM30BaHHOM0 yYrpaBieHns 3allinLLaeMbiMM KOMMbOTEPAMU.
MporpaMMa oCyLLECTBNSET B3aUMOAENCTBME C cepBepoM 6e30MacHOCTM, Yepes KOoTo-
pPbl BbINOSHAKTCA HEO6X0ANMbIE AENCTBUS.

KnueHT B ceTeBOM pexume (byHKLIVIOHMpOBaHMFI

[na peanvsauunmn LEHTPanM30BaHHOMO YNpaBieHnsa Ha BCEX 3allMLLaeMblX KOMMbHO-
Tepax Ao/mKeH BbiTh YCTaHOBMEH KAneHT Secret Net Studio B ceTeBoM pexume dhyHK-
LIMOHMPOBaHMSA. DTN KOMMbIOTEPLI HEOBXOANUMO MNOAYMHUTL CeEpBEpaM 6e30MacHOCTH.

CeTteBas cTpykTypa Secret Net Studio

[lomeHbI 6e30nacHOCTH

B cucrteme Secret Net Studio peanusaumns LeHTpanM30BaHHOIO yNpaB/ieHUS KOMMbHO-
TepaMu U CMHXPOHM3aLMKN NapaMeTpoB 3alnTbl 6a3npyeTcs Ha KoHLUEeNnunm 4OMEHOB
6e3onacHocTn. [loMeHbl 6e30nacHOCTM (hOPMUPYIOTCH M3 06bEKTOB, BK/IOYEHHbIX B
onpegeneHHble KOHTelHepbl Active Directory — opraHmsaunoHHble NoapasaeneHuns
(Organizational Unit) nnm Becb gomeH AD.

dopmmnposaHume gomeHa 6esonacHocTm B foMeHe AD npoucxoauT npu yCTaHOBKe cep-
Bepa 6e3onacHocCTu.

CeteBas cTpykTypa cuctembl Secret Net Studio ctponTcs no NnpMHUMNY NOAYNHEHUSA
3al ML aeMblX KOMMNbIOTEPOB CETU cepBepy 6e3onacHocTu. ns nogunHeHuns cepeepy
6e30nacHOCTN KOMMbIOTEP A0/MKEH bbITb B COCTaBe AoMeHa 6e30nacHoCTy.

Cepsep 6e3onacHocTn ncnonb3yeT 6a3y AaHHbIX cnyX6 obneryeHHOro gocryna K Ka-
Tanoram Active Directory (Active Directory Lightweight Directory Services, AD LDS).
KOHTpONb MonyyYeHnss U NpUMEHEeHUs NapaMeTpoB Ha 3aliMLLiaeMbliX KOMMblOTepax
OCYLLEeCTBNSAETCSH CaMUM cepBepoM 6€30MacHOCTy.

Mpu co3gaHuy AoMeHa 6€30MacHOCTM Ha3Ha4YaeTcsa rpynna nosfib30BaTesiei, KoTopbIM
6yayT NpeaocTaBfieHbl NpaBa aagMUHUCTPUPOBAHNA AOMeHa 6e30MacHoCTM, — rpynna
aIMMHUCTPATOPOB JOMeHa 6e30MacHoCTH.

BHumanwme! Ytobbl 0becneunTts becnepeboiiHoe thyHKLUMOHMPOBaHME 3aLLMLLAEMbIX KOMMBIOTEPOB, Cre-
BYET NpefycMOTPeTh Hannume B JoMeHe 6e30MacHOCTH MOCTOSIHHO paboTaloLLero pe3epBHOro cepBepa
BesonacHocTy.

lleca gomeHOB Ge30nacHOCTH

Mo aHanormmn c gomeHammn Active Directory Heckonbko gomMeHoB 6e3onacHocTu (co
CBOMMU cepBepamMm 6e3onacHOCTM) MoryT 06pa3oBbiBaTh JleC LJOMEHOB.

[na neca HasHavaeTcsa rpynna nonb3oBaTesiei, KOTopbIM ByAyT NpefoCTaBfeHbl npa-
Ba Ha Co34aHWe HOBbIX IOMEHOB 6e30nacHoCTW. Ta rpynna 6yaeT ABNaTbCsA rpynnou
aAIMMHUCTPATOPOB fieca AOMEHOB 6e30MacHoCTy.
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B pamkax neca JOMEHOB MOXHO OpraHu30BaTb PYHKLMOHNPOBAHME HECKObKUX cep-
BepoB 6e30MacHOCTU C NMOAYMHEHMEM MO MepapxXmyeckoMmy npuHuuny. MNpu 3TOM
nepapxms rnogdnHeHus cepBepoB He 06sa3aTeslbHO A0/MKHA COOTBETCTBOBATb CTPYK-
Type AOMEHOB B Jlecy. Ha pucyHKe npeacraBfieH npuMep Ucrnosib30BaHUS HECKONbKUX
cepsepos Cb1 — CB4.

Kaxabln cepBep KOHTPONMPYET paboTy CBOEM rpynnbl 3allMLLaeMbIX KOMMNbIOTEPOB U
MMeeT cBOoto 6a3y AaHHbIX. [1pn 3TOM HEKOTOpPbIE Onepaumnn AOCTYMHbI U B OTHOLLIEHNN
06BbEKTOB, OTHOCSLLMXCA K NOAYMHEHHbIM cepBepaM. Kak BUAHO U3 pUCyHKa, CEPBEPSI
6e3onacHoctn Cb2 n CBE3 sBnstoTcs NnogYMHEHHbIMM No oTHoweHuto k CB1, a Cb4 —
NoAYMHEHHbIM NO oTHoweHuto kK Cb2.

®epepauusn

Cucrema Secret Net Studio no3BonsieT opraHn30BaTb MEPAPXUYECKYIO CTPYKTYPY Je-
COB A0MEHOB 6e30MacHOCTM Ha OCHOBE HEeCBf3aHHbIX necoB aoMeHoB Windows AD.
Moa mocneaHMMM MOHMMAIOTCS OTAeNbHble neca agoMeHoB Windows AD, mMexay Ko-
TOPbIMU HE YCTaHOB/EHbI JOBEPUTENbHbIE OTHOLLEHUS.

B aTOoM cnyyae oanH 13 necoB gomMeHoB 6e3onacHocTn Secret Net Studio craHoBuTCA
KOPHEBbIM WM poANTENbCKUM, @ OCTalbHble neca 6e30MacHOCTN CTaHOBATCA MO OT-
HOWEeHWIo K HeEMY NOAYNHEHHbBIMUN U AOYEPHUMN.

[ns B3anMoaencrens necoB 6e30nacHoOCTM NCMOb3yeTCs creumnasnbHblit witos. LWnos
pasMeLLaeTcs B KaX4OM U3 [oUYepHUX N1IecoB 6e30nacHoCcTU. Bce oHU permcTpupytoTcs
Ha poauTenbCKoM cepBepe 6e3onacHoCcTU. Bce neca 6e30MacHOCTM, OTHOCAWMEC K
JaHHOMy cepBepy, hopMMpPYIOT eanHoe o6beanHeHne, HasbliBaeMoe dheaepaLmeit.

[Ona cMHXpOHM3aummn AaHHbIX Mexay necamm AD BBoAMTCS oTAenbHasn cnyxba. Cnyx-
6a CcMHXpoOHM3auMK yCTaHaBAMBAaETCA Ha CTOPOHE AoyepHero cepeepa. Cnyxba pas-
BepTbIBAETCS OTAE/IbHbIM YCTAHOBLUMKOM, KOTOPbIA BCTPOEH B MPOLECC YCTaHOBKMU
cepsepa 6e3onacHoOCTU.

Mocne Takoro o6beanHeHUs agMUMHUCTpaTopy, paboTaloweMy C poanTeNbCKUM cep-
BEpoM 6e30MacHOCTW, NPeaoCTaBASIOTCA Cleayolmne BO3MOXHOCTU MO YNpaBieHMIo
3aMLLAEMbIMY KOMMbIOTEPAMMU U3 JOYEPHMX S1ecoB 6e30MacHOCTH

e noJlyyeHue nHdopMaLMm 0 COCTOSSHUM 3alLMULLLAEMbIX KOMMbIOTEPOB;
e OTNpaBKa KOMaHZA OnepaTMBHOMO yrpaBfieHUs Ha 3allMLLaeMble KOMMbIOTEpbI;

® [0OJly4EHME ONOBELWEHUI O COBbITUAX TPEBOrM U CHOP NOKasNbHbIX XXYPHAasoB C 3a-
WML aeMbIX KOMMbIOTEPOB;

¢ ynpaBneHuMe napaMeTpamu 6e30nacHOCTN 3TUX KOMI bOTEPOB NOCPEACTBOM Irpyn-
MOBbIX NOJINTUK, 3aAaHHbIX Ha POANTENIbCKOM CeEpBEpE 6e3onacHocCTw.

B paMkax ceTeBoW CTPYKTypbl MOXHO OpraHn30oBaTh (YHKLUNOHUPOBAHME HECKOTbKUX
necoB 6€30MacHOCTM C MOAYMHEHMEM MO MEepapXUYeckoMy MpuHUMUMY. Ha pucyHke
npeacTaBfeH NpuMep, WIOCTPUPYIOWMIA NOAYMHEHME OAHOrO feca 6e3onacHoCcTH
Apyromy.
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PoOouTensckHMiA nec De30nacHoCTr
CE1 - POOWTENBCHHMA

JouepHuid nec Ge3onacHoCTH
CE 1b - GouepHMi, cycTaHoBAEHHBIM LLNKo3om

B Kaxxaom necy uMeeTtcsa CBos nepapxusa cepsepos 6esonacHoctu. Ha cepsepe Cblb
YCT@HOBJIEH LUJIKO3, CBSA3bIBAOLWMIN 3TOT AOYEPHUIA CEPBEpP C POAUTENbLCKMM CEPBEPOM
CB1. Npu paboTte ¢ poantenbckmm cepsepom Cb1l agMnHucrpatopy 6esonacHoctn 6y-
AEeT AOCTYNHO ynpaBsieHne Kak BCeMU cepBepaMn M 3aliunaeMbiM KOMMNbOTEPAMU
poaAnNTENbCKOro s1eca, Tak U BCeMU cepBepaMn U 3alinllaeMbiMM KOMMNbOTEPAMUN O0-
yepHero neca (B orpaHM4YeHHOM 0bbeMe nepeuncneHHbIX Bbille BO3MOXHOCTEN ).

OrpaHunuyeHus

Mpn nnaHMpoBaHMM M pa3BepTbiBaHMW NOAO6HON CeTeBOW CTPYKTYpbl HeEob6xoanMo
YyUYMTbIBaTb Clieaytolime orpaHMyYeHmns ee NCnosib30BaHus:

. LN B3anMoAeNCTBUS ABYX necoB 6e30nacHOCTU MOXHO WMCMoJIb30BaTb TONbKO
OAWH W03, BTOpOﬁ LUJIH03 B AAHHOWN nape yIeCcoB YCTAaHOBUTb HENb34,

e MOAAEPXMBAETCS TOMbKO ABYXYPOBHEBas mepapxmsa necoB 6e30macHOCTU. ITO
O3HayaeT, YTo AoYepHeMy Jiecy 6€30MacHOCTN HeNb3s NOAYMHUTL elle OANH J0-
yepHun nec 6e3onacHoCTH.

OcobeHHOCTH hopMUpPOBaHUS CETEBON CTPYKTYPbI

CeteByto cTpykTypy cucrtembl Secret Net Studio MoxHO popMmpoBaTb C y4eTOM pas-
JNINYHBIX OCO6EHHOCTEN NOCTPOEHMNS CETU N pacnpeaeneHnsi NOsIHOMOYUIA MeXay aaMu-
Huctpatopamm. OAHWM M3 OCHOBHbIX (aKTOpPOB, BAUAKOWWX Ha QopMMpoBaHue
CEeTeBOM CTPYKTYypbl cuctembl Secret Net Studio, sBnseTcs Bonpoc HageneHus non-
HOMOUMSIMM agMMHKUCTpaTopoB 6e3onacHocTu. MNpu HeobxoanMMOCTM pasgenvTb Mos-
HOMOYMS aAMUHUCTPATOPOB cnegyeT chopMmpoBaTb AOMeHbl 6e3onacHoCTn Ha 6ase
OpraHM3auMoHHbIX NoapasaeneHnii. Takon BapuaHT NMO3BONSIET B HYXHOM 0b6beme
pasgenMTb MOSHOMOYMSA aAMUHMCTPATOpoB 6e30MacHOCTM M aAMUHWUCTPATOPOB A0-
MeHa Active Directory, NoCKosbKY B paMKax opraHu3aLmMoHHOro noapasaeneHns agMm-
HUcTpaTopy 6e3onacHoOCTK MOryT 6bITb MpeaocTaBieHbl BCe HeobxoanMble npaBa Ha
aAMWUHUCTpUpOBaHUe.

B oanH nec 6e3onacHOCTM, HE3aBMCMMO OT KOJIMYecTBa cepeepoB 6e30macHOCTU B
HeM, pekoMeHayeTcs Bk/oYaTh He 6onee 15 000 pyHKUMOHMPYIOLWMX KIMEHTOB. Pe-
KOMeHAyeMoe KOJIMYECTBO MOXET BapbMpOBaTbCA B 3aBUCMMOCTM OT KOHMUrypaunm
neca 6esonacHoct n goMeHa AD (HacTpoilku cbopka XypHanos, MOMNTUK, KO-
NIMYecTBa KOHTPOSIMPYEMbIX YCTPOMCTB, KO/AMYECTBA Y4YeTHbIX 3anucen nosb-
30BaTenen un ap.).
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Ob6MeH JaHHbIMM MeXAy KIMEHTaMU N CEPBEPOM OCYLLLECTBSIETCA B peXMUMe CeCCUm.
Mpn nepepade AaHHbIX Mcnonb3lyeTcs npotokon HTTPS. Ha cepBepe nomkeH 6biTb
yCTaHOBNeH cepTudmKkaT ansa obecneyeHns 3awmTbl COEANHEHUN C CEPBEPOM.

YnpaBneHue komnbtoTepamu ¢ C3U Secret Net LSP

B Secret Net Studio nmMmeeTcs BO3MOXHOCTb LLEHTParM30BaHHOIro yrnpaBieHns, MOHU-
TOPUHIra 1 NONyYeHUS SIOKaAbHbIX XXYPHaNoB A1 KOMNbOTEPOB, PYHKLMOHUPYIOLLMX
noa ynpasnennem OC cemencrBa Linux. [lns aToro Ha KoMnbloTepax AOMKHO 6bITb
YCTaHOBNIEHO CpeACTBO 3aWwnTbl MHMopMaunm Secret Net LSP (Bepcun 1.7 v Bbiwwe) n
BbIMOJ/IHEHA@ HACTpolKa yAaneHHoro ynpasfieHusa. OnucaHne nocneaoBaTelbHOCTU
OEeNCTBUA ANs HAaCTPOWKW yaaneHHoro yrnpaeneHust B Secret Net LSP cM. B Aoky-
MeHTaLMM Ha 3TOT NPOAYKT.

Yn paBneHne gOMeHHbIMU NoJib3oBaTeNAaAMHU

HacTponka napaMeTpoB AOMEHHbIX NoJsib30oBaTenen ans paborsl B cucreme Secret Net
Studio ocywecrBnsieTcs B LleHTpe ynpaBneHusa nonb3oBatensmu. lNMporpaMma BXoanT
B COCTaB cpeacTtB ynpasneHus Secret Net Studio v gononHMTENbHO NpeaocTaBnsieT
BO3MOXHOCTU CO34aHUNA WU yaalleHUA YYETHbIX 3arw|cel7|, a TaKXe MNOo3BOoNdeT Ha-
CTpanBaTb OCHOBHbIE€ MapaMeTpbl NONb30BaTENEN U rpynn.

LWtaTHble cpeactesa OC (oCHACTKM Anst yrpaBfieHUs Nonb30BaTeNsiMU) pEKOMeHAYEeTCs
MCNoJ1Ib30BaTb TO/IbKO A1 HACTPOMKM MapaMeTpoB, OTCYTCTBYOWMX B LieHTpe ynpas-
NleHna nonb3oBatenamMu. Mpu co3aaHUM UAM yAANeHUW YUYeTHbIX 3anucei C uc-
NMoNb30BaHMEM LWWITATHbIX CPeACTB HeKoTopble (GYHKUWKM YMNpaBieHUS U KOHTPOSS
MOryT ObiTb HEAOCTYMHbl A0 CUMHXPOHM3ALMWU M3MEHEHWUI B cucteme Secret Net
Studio.

LIeHTpan n3opaHHoe xXxpaHeHune AaHHbIX

KoMnoHeHTbl cuctembl Secret Net Studio ncnonb3ytoT cnegyrowive CTpyKTypbl LLEH-
TPanM30BaHHOIO XpaHEHUS AaHHbIX:

e Ga3za faHHbIX cepBepa 6e3onacHocTM Ha cepeepe CYB — coOepXuT LeH-
Tpanu3oBaHHbIE XYypHasbl U ONepaTUBHYIO MHMOPMaUNIO A1 MOHUTOPUHIa Cn-
CTEeMbI;

e 6asa gaHHbIx cnyx6 AD LDS — copepxunT napameTpbl cnctembl Secret Net Studio,
OTHOCSALLMECS K YHYETHbIM 3aMncsaMm, CNMCKK cepeepoB 6@30MacHOCTM, CIMCKN 3N1eK-
TPOHHbIX NAEHTUHOUKATOPOB N APYTrnX 06beKTOB A5 LLeHTpasiM30BaHHOro yrnpas-
NIeHNs CMCTEMOM 3aLuThl.

PazpgeneHne xpaHunuw, obycnosneHo crneundunkon obpaweHns K aaHHbIM. Ob6pa-
LEeHMS OCYLLeCTBAAIOT TONbKO T€ KOMMOHEHTbI, KOTOPbIM 3TO pa3peLleHo. KOHTposb 1
pasrpaHuyeHmne AoCTyna K XpaHWnLam oCyLLeCTBASIOTCS CaMO CUCTEMOM, NO3TOMY
OT aAMMHMUCTpaTopa He TpebyeTcs AONONHUTENbHBLIX AENCTBUMI ANns obecnedeHus 3a-
LWKNTbI obpaLLeHuni.
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[naBa 5
Pa3BepTtbiBaHue Secret Net Studio

CrpykTypa cuctembl Secret Net Studio asnsetca moaynbHon. MoapobHbie cBeaeHUS
06 apxutekType cncrembl Secret Net Studio cogepxaTtcs B npeablAyLWnx rnasax aaH-
HOro AOKyMeHTa.

CocTtaB yCTaHaBJfinBaeMbiIX KOMNOHEHTOB
Cucrema Secret Net Studio coctouT 13 crnegyrowMX MporpamMMHbIX MakeToB, ycCTa-
HaBJ/IMBaeMbIX Ha KOMMblOTepax:
1. "Secret Net Studio" (qanee — knNMeHT).

2. "Secret Net Studio — CepBep 6e3onacHocTn" (aanee — cepsep 6e3onacHoOCTN Un
Cb).
3. "Secret Net Studio — LleHTp ynpasneHunsa" (ganee — LleHTp ynpasneHus).

TpeboBaHuA K annapaTHOMY U NporpaMmMHOMY obecrne4yeHuro

KnueHr

KomnoHeHT "Secret Net Studio" ycraHaBnmBaeTcs Ha KOMMbIOTEpPbI, paboTatowwme noa
ynpasneHuem cnegyrowmx OC (noanepxunsatotcsa 32- n 64-paspsagHble sepcunm OC ¢
YCTaHOBAEHHbIMW NakeTaMm 06HOBNEHMUI HE HNXKE YKa3aHHbIX):

e Windows 10;

e Windows 8.1 Rollup Update;

e Windows 7 SP1 KB3033929;

e Windows Server 2019;

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update;

e Windows Server 2008 R2 SP1 KB3033929.

BHumaHme! Bo nsbexaHue KOH(IMKTOB CpeacTB 3allnTbl Heobxoammo o yctaHoBku Secret Net Studio
ybeanTLEs B OTCYTCTBIM Ha 3aLLMLLAEMbIX KOMMBIOTEPAX APYTiX YCTAHOBIIEHHBIX aHTUBMPYCHbIX CPEACTB,
CPegCTB 3aLnThbl MHOPMaLMN OT HECAHKLIMOHMPOBAHHOTO JOCTYNa, MEXCETEBbIX 9KPAHOB.

[Nns yCTaHOBKM KJIMEHTa B CETEBOM pexXnMe QYHKLMOHMPOBAHMNSI KOMMbIOTEP AOIKEH
6bITb BK/IOYEH B aoMeH Active Directory.

TpeboBaHuMs K annapaTHON KOHMUIypaLmm KoMNbloTepa:

SneMeHT MuHuManbHoO

Mpoueccop B cooTBeTCTBMU C TpebosaHusamMmn OC 1
OnepatuBHas namsTb 2Tb

XecTtknii anck (cBobogHOE NpoCTPaHCTBO) 4TB

1 Mpwn Mcnonb3oBaHUM KOMMOHEHTa "AHTUBUPYC" HEOBXOANM MPOLIECCOP C ABYMS| (DU3UUYECKUMM
nnu normyeckmmmn (TexHonorus hyper-threading) sapamm.

BHumaHwue!

* [Ins ucnonb3oBaHWs [OBEPEHHON CPedbl KOMMBIOTEP AOIKEH YAOBNETBOPATh TpeboBaHuAM, yka-
3aHHbIM B AOKYMeHTe [2], rnaBa "[loBepeHHas cpeaa”.

¢ [Ins Mcnonb3oBaHNs NOLACUCTEMbI NONTHOANCKOBOTO WEPOBAHUS Ha KOMMbIOTEPE [OMKeH ObITh yCTa-
HOBIIEH pexum 3arpy3skn UEFI.

CucreMHbIM kaTanor OC Windows %SystemRoot% fomkeH pacnonaratbCs Ha TOMe C
dannoson cucremonnt NTFS mnm NTFS5.
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[nsa yCTaHOBKM K/IMEHTa Ha KOMMbloTepe A0/MKHO 6biTb YCTaHOBEHO cneaytouee MNO:
e Internet Explorer Bepcun 8 nnm Bbile.

MpumeyaHue. [ins koppekTHOI paboTbl aHTMBMPYCa TpebyeTcs Intemet Explorersepcun 11. |

Ecnn Ha komnbloTepe 6yayT MCNOMb30BaTbCs annapaTHble cpeactsa 3awmTbl (MAK
"Cobonb" nnn apyrme nopaepXxvBaemble CpeacTBa), PEKOMEHAYETCS BbIMONHUTL NOA-
rOTOBKY YCTPOMCTB K MCNO/Ib30BaHWIO A0 YCTAaHOBKW knneHTckoro MO cucremsbl Secret
Net Studio. lencTBmsa ans NOAroTOBKM YCTPONCTB BbIMOJIHAOTCA B COOTBETCTBUM C A0~
KyMeHTaumen Ha msgenue. YcraHoBky MO ans nopaepxuBaembix USB-knouen um
CMapT-KapT MOXHO BbIMOJIHATb C YCTAaHOBOYHOIro Ancka cucrembl Secret Net Studio.
@annbl Ans yCTaHOBKM pacrosioXXeHbl B COOTBETCTBYHOLLMX MogKaTasorax karanaora
\Tools\ (cBeaeHuns 0 pa3melleHnn dhaksioB CM. B MPUIIOXKEHUN Ha CTP.296).

YCTaHOBKa K/IMEHTa B CeTEBOM pexmme OYHKUUOHUPOBAHUSA MOXET BbIMNOSHATLCA
LLeHTpann30BaHHO NoA ynpaBieHnem cepsepa 6esonacHocTun. B aTom criyyae B 6paHa-
Mayape, eC/iv OH BKJ/IHOYEH, He06X0AMMO pa3peLlmTb UCMOb30BaHME NOPTOB A/1s A0-
cTtyna Kk obwmum pecypcam: UDP -137, 138; TCP - 139, 445. [JaHHble nNoOpTbl NO
YMOMYaH U0 3aKpbiTbl 6paHAMay3poM Mpu OTCYTCTBMM Ha KOMMbIOTEPE CETEBbLIX NarokK
obwero gocrtyna. Kpome Toro, Ao/mkHbl 6biTb OTKpbITEl BCe TCP, UDP-nopTbl, HE06-
Xoanmble ana GyHKUNOoHMpoBaHusa koMnoHeHToB OC Windows B ioMeHe AD.

MosicHeHue. Cnucok Bcex MOPTOB, KOTOPbIE [AOMKHbI OblTb OTKPbLITHI NS KOPPEKTHOMO (PYHK-
unoHupoBaHus Secret Net Studio, npuseaeHs! Ha €Tp.294.

I'IporpaMMa YCTaHOBKW KJIMEHTaA A0 Ha4ana MOLI,M(DI/IKaLI,MVI CUCTEMblI aBTOMAaTU4YECKN
co3paeT TouKy BoccTaHoBneHums OC. B npouecce yCTaHOBKM NMPOBEPSIOTCS U MNPy Heo6-
XOAMMOCTM aBTOMaTMUeCKW yCTaHaBIMBAKOTCA Creaylolme pacrnpocTpaHsieMble na-
KeTbl KoMnaHum Microsoft:

e Microsoft Visual C++ 2015-2019 Redistributable - 14.28.29325;

e Microsoft .NET Framework 4.5;

e MakeTt obHoBneHnn KB2462317;

e cnyx6bl Microsoft Core XML Services (MSXML) 6.0;

e Microsoft XML Paper Specification Essentials Pack (naket XPS EP).

Mocne ycTaHOBKM 06HOBIEHMNIA MOXET NOTpeboBaTbLCS Nepesarpy3ka KoOMNbloTepa.

CepBep 6e3onacHocTH

KomnoHeHT "Secret Net Studio — Cepsep 6e3onacHocTn" ycraHaBnAMBaeTCs Ha
KOMMNbIOTEPLI, BKAOYEHHble B aoMeH Active Directory n paboTtatowime nog ynpas-
neHuem cneagyrowmnx OC:

e Windows Server 2019;

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update;

e Windows Server 2008 x64 R2 SP1 KB3033929.
TpeboBaHMs K annapaTHOM KOHMUIypaLmn KoMibloTepa:

dneMeHT MuHumMmanbHO PexkoMmeHpayeTtcs
Mpoueccop B cootBetcTBMYU C TpeboBaHuamm OC| Intel Core i5/Xeon E3 u Bbiwe
OnepatuBHass namsatb | 8 b 16 Mt

XKecTkuit amnck 150 b

(cBo60AHOE MECTO) PekoMeHAYyeTCS NCMONb30BaTh BbICOKOCKOPOCTHOM XECTKUIA ANCK

1 Mpun pasmewweHmn Cb u cepsepa CYB/] Ha o4HOM KOMMblOTEPE.

Ons dyHKUMOHMPOBAHUS KOMNOHEHTA TpebyeTcs Hanmume cucTemsl ynpasnieHus 6a-
3aMu paHHbIX, peanusyemon cepsepom CYB[ MS SQL. Cepsep 6e3onacHoCTU 1 cepeep
CYB/[, MmoryT 6bITb YCTa@HOBJ/IEHbI Ha pa3HbiX KOMMNbloTEpax (pekoMeHAyeTcs) UM Ha
OAHOM KOMMbIOTEpE.
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Bepcun nporpammHoro obecneueHus cepeepoB 6a3 AaHHbIX, COBMECTMMble C cep-
BepoM 6e3onacHocTu (noaaep>xusatotcsa 32- u 64-paspsaHble BEpCUUK, BKIKOYAs CBO-
6oaHO pacnpocTpaHseMble BapnaHTbl SQL Server Express):

e Microsoft SQL Server 2019;

e Microsoft SQL Server 2017;

e Microsoft SQL Server 2016;

e Microsoft SQL Server 2014;

e Microsoft SQL Server 2012 c naketom o6HoBneHus 1 (SP1) n Bbiwe;

e Microsoft SQL Server 2008 R2 c nakeToM o6HoBneHuss 1 (SP1) u BbiLwe.

MosicHeHue. KoppekTHoe B3aumopeiicTeue cepaepa GesonacHoctn u CYB[ MS SQL obecneunBaeTcs
NPV BbINOMHEHWM YCHIOBUIA, U3MOXEHHDBIX B NPUIOXKEHUM Ha CTP.297.

JononHuTenbHO K KoMn blOTEPY NPEAbABNAIOTCA cneayruine TpEGOBaH na:

e Ha KOMMbloTeEpe A0MKHbI 6bITb CBO60OAHBI M OTKPbITLI TCP-nopTel 50000-50003.
Ecnm 3Tn nopTbl 3aHATbI APYrMMUM NPUIOXKEHUSMU, NPU yCTaHOBKe cepBepa b6e3-
onacHocTu byaeT npeanoxeHo BbibpaTb Apyrue nopTbl 4N UCMOb30BaHMS CyX-
6amu katanoroB. Kpome Toro, Ao/mkHbl 6bITb OTKpbITbI Bce TCP, UDP-nopThl,
HeobxoanMmble a4ns GyHKUNOHMpoBaHUSA koMroHeHToB OC Windows B foMeHe AD;

MosicHeHue. Cnvcok Bcex MOPTOB, KOTOpbIE [OMKHbI BbiTb OTKPLITHI NS KOPPEKTHOMO (HyHK-
unoHupoBaHus Secret Net Studio, npusegeHbl Ha cTp.294.

e B KAuecTBe A3blKa NporpamMM, He NOAAEPKMBAOLLMX CTaHAAPT KOAMPOBaHUSA tOHM-
KOZ, AOSKEH BbITb YKa3aH PyCCKUit A3biK.

MporpaMma yCTaHOBKM aBTOMaTM4YeCKW MpOBepsieT M Mpu HeobXxoAMMOCTM YyCTa-
HaBMBAET CieAyoLW Wi pacnpocTpaHseMblii MakeT KoMNaHum Microsoft:

¢ Microsoft Visual C++ 2015-2019 Redistributable.
Mocne ycraHoBKM 06HOBMEHMN I MOXET NOTpeboBaTLCA Nepesarpy3ka KoMnboTepa.

LieHTp ynpaBneHus

KomnoHeHT "Secret Net Studio — LleHTp ynpaBneHns" ycTaHaBIMBaETCA Ha KOMMbHO-
Tepbl, BKtOUeHHble B goMeH Active Directory n pabotatowme nog ynpasneHunem cne-
ayowmnx OC (nopaepxunsatotca 32- n 64-paspsigHble Bepcun OC € yCTaHOBIEHHbIMU
rnaketamm o6HOBNEHUIN He HNXKE YKa3aHHbIX):

e Windows 10;

e Windows 8.1 Rollup Update;

e Windows 7 SP1;

e Windows Server 2019;

e Windows Server 2016;

e Windows Server 2012 R2 Rollup Update;

e Windows Server 2008 R2 SP1.

TpeboBaHuMa K annapaTHON KOHMUrypaunm KoMnbtoTepa:

neMeHT MuHMManbHO

Mpoueccop B cootBeTCcTBUM C TpeboBaHusMu OC
OnepaTuBHas NaMsiTh 216!

XKecTtknin anck (cBo6oaHOE NPOCTPAHCTBO) 4 162

1Mpu pabote c XypHanamu ykasaHHblii 06beM MaMsTU SBASIETCS [OCTaTOuYHbIM ANSi OTO6-
paxeHus o 1—1,5 mnH 3anucen. YTobbl 3arpyxartb 6onblle gaHHbIX (Hanpumep, AN Npo-
CcMOTpa apxuBoB pa3mepom 6onee 100 MB), Heobxoanmo nnbo yBennuntb o6bem namatu, nmbo
Ncnonb3osaTh GUALTPALMIO 3aMUCEN.
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2Mpu paboTe c apXxMBaMK XYPHAOB yKasaHHbIi 06beM NaMsiT1 SBSIETCS OCTATOUHbIM AN15 pac-
nakoBkn apxueoB A0 80— 100 MB (pa3apxvBupoBaHMe OCYLLECTBASETCA B Narnke BPeMEHHbIX
darnos nonb3oBatens). YTobbl 3arpyxatb 60nee 06beMHbIE apXmBbl, HEO6XOAMMO YBENUNYNTL
cBo60AHOE MPOCTPAHCTBO Ha AWCKE, KOTOPbIA WCMNONb3yeTcs ANs BpeMeHHbIX dainnos.
Hanpwumep, ans pabotbl ¢ apxusamm pa3mepom 200-300 MB Tpebyetcs He meHee 10 ' cBo-
60aHOro NpocTpaHcTaa.

[Onsa yctaHoBkM LleHTpa ynpaBneHnsa Ha KOMMbloTepe AO0/MKHO BbITb YCTAHOBEHO Cle-
aywouwee MO:

e Internet Explorer Bepcun 8 nnm Bbile.

MporpaMmMa yCTaHOBKW TakXKe NpoBepPSIET U NMpu HEO6X0AMMOCTU YyCTaHaBIMBAET B aB-
TOMaTM4yeckoM pexunme naket Microsoft .NET Framework 4.5.

Y CcTaHOBOYHbLIN KOMMJIEKT CUCTEMbI

MporpaMMHOe obecrnedeHue M 3KChyaTaUMOHHas AOKYMeHTauus cucrtembl Secret
Net Studio nocraBnaOTCA B BUAE YCTAHOBOYHOIr0 KOMMIEKTa Ha KOMMNAKT-AMCKE U B
3/1EKTPOHHOM BUAEe (lanee — yCTaHOBOYHbIM ANCK, YCTAHOBOYHbIN KOMMNIEKT). B kop-
HEBOM KaTafore AnCKa pasMelL,aeTcs UCNosHsAeMbIn dalin nporpaMmbl Ans paboTbl C
Anckom (manee — nporpaMma aBTosanycka). O6Las CTpyKTypa KaTasioros AMcKa npea-
CTaB/eHa B creaytoulen tabnmue.

Karanor Copepxxumoe

\Setup\Server\ OncTpnbytne cepeepa 6e3onacHOCTH

\Setup\Console\ | Anctpubytmsbl LleHTpa ynpasneHus

\Setup\Client\ OncTtpnbytmBbl KneHTa

\Documentation\ | Komnnekt gokymMeHTaunmn

\Tools\ BcnomoratenbHble yTUnuTbl, Gainnbl ANs yCTaHOBKM U HacTponkn MO

Mporpamma aBro3anycka

Mpwn BCTaBKe yCTAaHOBOYHOrO ANCKA B NPUBOA A1 YTEHUS ONMTUYECKUX ANCKOB Mpounc-
XOANT aBTOMATU4YeCKMIM 3amnyCcK MporpamMMmbl aBTO3amnyCkKa, KOTOpasi MO3BOSET Bbl-
MONIHATH Creayolme 4eNCTBnUs:

e 3anyckaTb NPOrpaMmMbl yCTaHOBKW KOMMOHEHTOB cucTeMbl Secret Net Studio;

L4 OTKPbIBATb B OTAE/IbHbIX OKHaX KataJiorn aAncka.

MpumeyaHue. Ecrin Ha KoMnbloTEpe OTKMIOYEHa (DYHKUMS aBTo3amycka OMTUYECKMX AMCKOB, aB-
TOMaTUYECKMA 3anyck NporpaMMbl He BbINMONHAeTCA. B atom cnyyae ans paboTbl ¢ nporpamMmon aB-
TO3anycka 3anyctute dann SnAutoRun.exe B KOpHEBOM KaTarnore ucka.

MpuMMep COAEPXMMOrO OKHa MpOrpaMMbl aBTO3anycka MpPeACTaBfieH Ha pUCYHKe
HUXeE.
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: o
=] | SECRET NET STUDIO
i=dl / KOJ BE30MACHOCTH

© 3awmnTHLIE KOMNOHEHTDI
© Cepeep 6e3onacHocTH

© UenTp ynpaeneHua

© Cepeep cbHOBNEHWIA
© [paiieep Secret Net Card
© [JononnutensHoe MO

© [okymeHTauua .

AU BN ES {_,,3"} KOJl BE30MACHOCTH
M

OKHO coAepXXWUT KOMaHAabl ANs BbINO/IHEHUS AeNCTBUIA. HasHayeHne KoMaHg onmcaHo
B ciegytowien Tabnuue.

KomaHpa Ha3HauyeHue

3awmTHble KOMMOHEHTbI 3anyck NporpamMMbl YCTAHOBKW KITMEHTa

CepsBep 6e30nacHoOCTH 3anyck nporpaMMbl yCTaHOBKM cepBepa 6e3onacHoCTH

LleHTp ynpaBneHus 3anyck nporpamMmbl ycTaHOBKM LieHTpa ynpaBneHus

CepBep o6HOBNIEHUM 3anyck nporpamMmbl yCTaHOBKM cepBepa 06HOBNEHM

AononHutenbHoe NO OTkpbiThe katanora \Tools\ B 0TAeN1bHOM OKHE

AokyMeHTauus OTkpbiTne kaTanora \Documentation\ B oTA€N1bHOM OKHE

RU|EN|ES Bbi6op s3bika ANS NpOrpaMmbl aBTo3anycka u
ycTaHasnmsaemoro MO

[ONns BbINOTHEHUS HYXHOro AeNCTBUS BblbepuTe COOTBETCTBYHOLLYH KOMaHAay. He-
KOTOpbleé KOMaHAbl 3arycka MOryT 6biTb HEeAOCTYMHbl M3-3a HEBO3MOXXHOCTU YyCTa-
HOBKW KOMMOHEHTOB U/ €C/IN yCTaHOBKa He TpebyeTtcsa. [ns npocMoTpa CBeAeHUI O
npuynHe 6N10KMPOBKM HaBeanTe yKasaTesNlb Ha KOMaHAy — 4yepe3 1-2 ceKyHAbl Ha
3KpaHe NosSBMUTCH BCnbiBatoLee cooblieHume.

BapMaHTbl YCTaHOBKU KOMIMOHEHTOB
KoMnoHeHTbl cuctembl Secret Net Studio MOXHO ycTaHaBnmMBaTb MNpu paboTe Ha
KOMMbIOTEPE SIOKANbHO MW B TEPMUHASIBHbIX CECCUAX.

KpoMe TOro, ycraHoBKa KJIMeHTa B CETEBOM pexnme PyHKLMOHMPOBAHMNS MOXET Bbl-
MOSIHATLCS LLlEeHTPasIM30BaHHO.
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I'Iopnp,ox YCTaAHOBKU ANA UEeHTParIM3oBaHHOIo ynpaBrieHusA

MoarotoBuTenbHLIE AeUCTBUSA

Mepen ycraHoBKOW KOMNOHeHTOB Secret Net Studio Ans ueHTpannM30BaHHOro ynpas-
NeHnd HGOGXOAMMO BbIMOJTHUTb ,El,el‘/'ICI'BVIﬂ Mo NoAaroToBKe K Co3gaHMO AOMEHOB 6e3-
OMacHOCTM U CceTeBOW CTpPyKTypbl. CBeaeHusa o0 AoMeHax 6e30macHOCTM U ceTeBOoWn
cTpykType Secret Net Studio cM. Ha cTp.43.

CocTaB NoAroToBUTENbHbIX AENCTBUIA:

1. Ecam gomeHbl 6e3onacHoctu 6yayT dopMmpoBaTbcs Ha 6a3e opraHM3aLUnOHHbIX
noapasgefnieHnin, NoAroToBbTE OpPraHM3auMoHHble nogpa3aenieHns 1 BKIUMTeE B
HUX HY>XHbl€ KOMMbOTEpbI.

2. [1ns KaxAaoro neca AoMeHOB 6e30MacHOCTM co3fjaiTe rpynny nonb3oBaTenen, Ko-
Topas byaeT ykasaHa B KayecTse rpynnbl aAMUHUCTPaTOpPOB neca. lNonb3oBatenu,
BXOAsLWMe B rpynny agMMHUCTPATOpPOB fleca AoMeHOB 6e3onacHocTu, 6yayT o6-
fapaTtb NpaBaMm Ha CO3A4aHWE HOBbIX AOMEHOB 6e30MacHOCTM B COOTBETCTBYOLLEM
necy.

3. CosparnTe rpynnbl nonb3oBaTenen, KoTopble 6yAyT yKasaHbl B Kayecrse rpynn
aAMMHUCTPaTOpPOB AOMEHOB 6e30MacHoCTU.

006K nopsaAoK yCTaHOBKU KOMIOHEHTOB

YcraHoBka koMnoHeHToB Secret Net Studio BbinonHsAeTCs B cnefytowem nopsaKe:

1. Ha koMnbloTepe, KOTOpbIN ByAeT NCNONb30BaTbCS B KAUeCTBE KOPHEBOIro cepBepa
6e3onacHocTn (He MOoAYMHEHHOrO APYrMM cepBepaM), BbIMOMHUTE creayolime
DNeNcTBma:

e  BKJ/OUMTE FPynny aAMMHUCTPATOPOB fleca AOMEHOB 6e30MacHOCTU U rpynny
aAMMHUCTPATOpPOB JoMeHa 6e30MacHOCTM B JIOKaNbHYH rpynny aaMu-
HUCTPATOPOB KOMMbloTepa (B COOTBETCTBMM C TEM, K KAKOMy [OMeHYy 6e3-
ornacHocTu 6yeT OTHOCUMTbLCS cepBep);

e ycraHoBuTe N0 cepBepa 6e3onacHocTu (cM. cTp.55).

2. Ha pgpyrMx KomnbloTepax, KoTopble 6yAyT MCMNOMb30BaTbCA B KayecTBe MNoa-
YMHEHHbIX CepBepOB 6e30MacHOCTU, BbINOJIHUTE AeNCTBMS aHanormyHo n. 1.

3. Ha paboumx Mectax aammHucTtpatopoB Secret Net Studio ycraHoBuTe LeHTp
ynpaBneHus (cM. cTp.62).

4. YcraHoBuTe KAMeHT Secret Net Studio B ceTeBOM pexunme yHKLUOHUPOBAHUSA
(cM. cTp.63) Ha KoMMblOTEpax cepBepoB 6e30MacHOCTM, 3aTEM Ha OCTasibHbIX
KOMMbHOTEPAX.

TunoBoM cLueHapui pa3BepTbIBaHUA

Hwuyxe paccmaTpuBaeTcs TUNMOBOW CLEHapUn pa3BepTbiBaHUS KOMMNOHEHTOB CUCTEMbI
Secret Net Studio ansa cnyyast popMmpoBaHusa ogHoOro goMmeHa 6esonacHocTn Ha 6ase
OpraHusaumoHHoro nogpasgeneHns AD. Bce 3awumuiaeMble KOMMNbHOTEPbl MoOA-
UMHSOTCS OAHOMY cepBepy 6e30nacHoCTH.

1. Cwucnonb3oBaHMeM CpeacTB yrnpaBneHus obbektamm Active Directory cosgariTe op-
raHM3aumnoHHOe rnojpasfefieHne U BKJIIUNTE B HEr0 KOMMNbIOTEPBI, HAa KOTOPbIX
6ynet ycraHoBneHo MO cucremsl Secret Net Studio.

2. Co3panTe AOMEHHble rpynnbl Nosb3oBaTener Ans aAMWHUCTPATOpOB feca Ao-
MeHoB 6e30MacHOCTN N aAMUHUCTPaToOPOB AoMeHa 6e3onacHOCTU. BkiounTe B 3TU
rpynnbl y4YeTHble 3annucn, KOTopble AO/MKHbI 06/1a4aTe COOTBETCTBYOWWMMK NOJI-
HOMOUYN MU,
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3. Ha komnbloTepe, KOTOpbln 6yAeT MCNonb30BaTbCsA B KayecTBe cepBepa 6es-
OMacHOCTU, BbIMOJIHNTE Cnieayoumne AGVICTBI/IFI:

e  BK/OUMTE rpynny aAMWHUCTPATOPOB fleca AOMEHOB 6e30MacHOCTU U rpynny
AAMWHUCTPATOPOB A0MeHa 6e30MacHOCTM B fIOKafibHYl rpynny agMu-
HUCTPaTOPOB KOMMbIOTEPA;

e ycraHosuTe N0 cepeepa 6e3onacHocTu (cM. cTp.55).

BHumanme! Ytobbl 06ecneunts GecnepeboitHoe thyHKLMOHMPOBAHHE 3aLLMLLaEMbIX KOMMbIOTEPOB,
CnepyeT YCTaHOBWTL pPe3epBHLIN CEPBEP B 3TOM XXe JOMeHe Be30nacHOCTW. YCTaHOBKa pe3epBHOro
CepBepa BbINONHSETCA B BapuaHTe BKIKYEHUS CepBepa B COCTaB MMeELEerocs gomeHa 6es-
onacHocTtn. lMpu ycTaHOBKe MOOYMHUTE pe3epBHLIN CEpPBEP OCHOBHOMY CepBepy AomeHa 6es-
onacHoctn. OnucaHne 0cobeHHOCTE MCNOMNb30BaHNA PE3EPBHOTO CEpBEPa CM. B MPUNOXKEHUN Ha
cTp.303.

4. Ha koMnbloTepe aaMMHUCTpaTopa 6e30nacHoCTM ycraHoBuTe LleHTp ynpasneHuns
(cM. cTp.62).

5. 3anyctute LleHTp ynpaBneHus M yCTaHOBUTE COEAMHEHUWE C cepBepoM 6e3-
OMacHOCTHU.

6. HactporTe ueHTpanM30BaHHYO YCTaHOBKY KineHTckoro MO Secret Net Studio Ha
KOMMbIOTEPAxX OpraHM3auuMoHHOro noapasgeneHus. [Ans 3toro AobasbTe
KOMMJIEKT YCTaHOBOYHbIX (avnoB KIMEHTa B CMMUCOK LEHTpanM30BaHHO YyCTa-
Hasnmeaemoro MO n chopmmnpyiTe 3agaHns passepTbiBaHus (CM. CTp.67).

7. OTcnexuBaiTe BbiNOMHEHME 3a4aHuit B LleHTpe ynpaeneHus. Mocne ycTaHOBKM
KnneHTckoro MO 1 nepesarpyskn KOMMbIOTEPOB OHW ByAyT MOABNATLCA B CTPYK-
Type ynpaB/fieHns B KaYecTBe NoJuMHEHHbIX 06 bEKTOB cepeepa 6e30MacHOCTU.
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[maBa 6
JlokanbHasa yctTaHOBKAa KOMMNOHEHTOB

YcraHoBKY KOMMNoHeHToB Secret Net Studio MOXHO BbIMOAHATH Npu paboTte Ha
KOMMNbIOTEPE KaK B JIOKAJIbHOM Cceccuu, Tak U B TepMUHANbHOW. YCcTaHoBKa ntboro
KOMMOHEHTa A0/MKHA BbIMNOMHATLCSA MONb30BaTeNEM, BXOAALMM B NOKaNbHYO rpynny
aAMUHUNCTPATOPOB KOMMbOTEPA.

[na UeHTpanM30BaHHOrO YMpaBfieHUs KIMEHTaMM B CETEBOM pexuMe hyHK-
LIMOHMpPOBaHMS HEOBXOANMO YCTaHOBUTL cepBep 6@€30MacHoCTM 1 LIeHTp ynpasneHus.
YnpaBneHue KAMeHTaMn B aBTOHOMHOM PEXWUME OCYLLIECTBISETCA TONbKO fIOKabHO,
NMO3TOMY YCT@HOBKA YKa3aHHbIX KOMMOHEHTOB He TpebyeTcs.

YcTaHoBKa cepBepa Ge3onacHocTHn

Mepen ycraHoBkoW cepBepa 6e3omacHOCTM Heobxoammo yctaHoBuTb O cepBepa
CYb[, MS SQL (cBeneHus o BapuaHTax yctaHoBku 10 cM. Ha cTp.49).

[ns BbINOMHEHWNSI HEKOTOPbIX AENCTBUIA NPKN yCTaHOBKe cepBepa 6€30MacHOCTM MOryT
notpeboBaThbCsl 0cobble Npasa AoCcTyna. HanpuMep, npasa Ha aAMUHUCTPUpPOBaHUE Ne-
ca AoOMeHOoB 6e3omnacHocTn. Ecnm nosb3oBaTtesb, BbINOMHAWLWMIA YCTaHOBKY, He 06-
NafiaeT HYXHbIMW MpaBaMu, NporpaMMa yCTaHOBKUW Ha onpeaeneHHblX 3Tanax MoXeT
3anpallnBaTh YYeTHbIE AaHHbIe Nosib30BaTesel C npaBaMmu A0CTyna.

BHumaHwme! Mocne ycTaHoBku cepBepa 6e30nacHOCTU HeMb3si U3MEHSITh UM KOMMbKOTEpa cepBepa. Ecnu
komnbloTep 6yaeT nepemmeHoBaH, cepBep Be3onacHoOCTM cTaHeT HepaboTocnocobeH 1 HeoCTyNeH Ans
cBA3u ¢ apyrumm komnoHeHTamm Secret Net Studio.

YcraHoBka cepsepa 6€30MacHOCTM MOXeT BbINMOSHATLCS B OAHOM U3 C/leayowmx Ba-

PVUaAHTOB!

e yCTaHOBKa C CO34aHMeM HOBOro fieca n gomeHa 6e3onacHoCTH;

° yCTaHOBKa C CO34aHMeM HOBOro goMeHa 6e3o0nmacHOCTU B MMeloLeMcs necy Ao-
MeHOoB 6e3onacHoCTH;

e yCTaHOBKa C BK/IHOYEHMEM CepBepa B COCTaB MMetoLLerocs gomeHa 6e3onacHocTu.

Co3paHuve neca u AomeHa 6e3onacHoCcTH

Mpu yCcTaHOBKE B CMCTEME MepBOro cepsepa 6e30MacHOCTY HeobXoAMMO MC-
Monb30BaTb BApUaHT YCTAHOBKM C CO34aHMEM HOBOrO Jieca AOMEHOB 6e30MacHOCTU U
HOBOro AoMeHa 6e30MacHOCTU. JaHHbIN BapuMaHT Takxe NpUMEHSETCH NS CO34aHuA
OTAENbHOrO0 Sleca AoMeHOoB 6e30MacHoCTu.

Ans ycTaHOBKM cepBepa C CcoO3jaHMEM HOBOro Jseca M paomeHa 6es-
OonacHoOCTKU:

1. BcraBbTe B NpuBOJA YCTAaHOBOYHbIN ANCK cucteMbl Secret Net Studio. JoxanTtecs
NosIBNEHWNS OKHa NMporpaMmbl aBTo3anycka (cM. ctp.51) 1 3anycTute yCTaHOBKY C
nomoLLbio KoMaHabl "Cepsep 6e3onacHocTn”.

MpumeyaHue. 3anyck yCTaHOBKM MOXHO BbINONMHUTL BPYYHYH0 B3 MCNonb3oBaHMs NporpaMmb! ae-
To3anycka. [lns aToro 3anyctuTe ¢ yctaHoBOYHOro ancka ain \Setup\Server\x64\ setup.ru-RU.exe.

Mocne 3anycka MporpaMMbl YCTAaHOBKM BbIMOSIHAETCA aHafM3 CUCTEMbl Ha CO-
OTBETCTBME MPOrpaMMHbLIM U anmnapatHbiM TPe6oBaHUSAM A8 YCTAHOBKMU KOMMO-
HeHTa. MNpK 3TOM NPoBEPSETCA TEKYLLEE COCTOSIHUE BCTPOeHHOoro B OC MexaHun3Ma
yrnpasneHuns yuyeTHbiMu 3anucamm (UAC).

BHumanue! Ecnin mexaHuam UAC BKMioYeH — Ha 3kpaHe MOSIBUTCS Auaror 3anpoca Ha ero Bpe-
MEHHOe OTKMioYeHne. B aToM cnyyae Haxmute KHOMKy "[a" 4ns OTKMOYeHUs mexaHuama, ne-
pesarpysuTe KOMMLIOTEP M TONbKO MOCIE 3TOr0 CHOBA 3anycTuTe MpoLeaypy YCTaHOBKM cepBepa
6esonacHocTy.
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Mo OKOHYaHMKM NPOBEPKM CUCTEMbI Ha aKpaH byaeT BbiBeAEH AMAnor C nepeyHeM
yCTaHaB/MBAEMbIX KOMMOHEHTOB, MO3BONSAIOWMIN AONONHUTENLHO BbibpaTb Ans
YyCT@HOBKM CNyX 6y CMHXPOHU3aLmu.

MosicHeHune. Cnyx6a CUHXPOHM3aLMK yCTaHaBNMBaeTCs Ha cepBepe 6e3onacHocTH, YTobbl, Bbl-
NonHsas yHKUMIO Wnto3a, obecneunTb B3auMoaenCTBIe TOT0 cepBepa C POANUTENBCKAM CEPBEPOM
BesonacHocTn. YcTaHoBKa AaHHOW CryxObl BbINOMHAETCA OTAENbHOM NPOrpamMMOoN YCTaHOBKM, KO-
Topas 6yaeT aBTOMaTMYECKM 3anylleHa nocne 3aBepLUeHNs YCTaHOBKY cepBepa 6e3onacHocTy (Cm.
cTp.61).

2. Ecan Tpebyetcs yctaHOBUTbL Ha AAaHHOM cepBepe cnyx6y CMHXpOHM3auuu, OT-
MeTbTe none "Cnyx6a cMHXpoHM3aunmn". HaxkxmMmTe KHOMKY "YCTaHoBUTL".

lMporpamMMa yCTaHOBKW cepBepa Ha4HET BbINOJIHEHUE MOArOTOBUTENbHbIX nen-
CTBVII\/II, MO OKOHYaHMW KOTOPbIX Ha 3KpaH GYD,ET BbIBEAEH AManor NpnBeTCTBUA.

3. [1ns Npoao/mKeHMs yCTaHOBKM HaxxMuTe KHonky "[anee".
Ha skpaHe noaBuTcsa ananor NpuHATUS IMLEH3MOHHOIO COralleHuns.

4. O3HaAKOMbTECb C COAEPXXAHWUEM JIMLLEH3NOHHOr0 CornalleHns, OTMeTbTe NMYHKT O
€ro NPUHATUM N HaXXMUTe KHonKy "danee".

Ecin Ha KoMMbloTepe 3aHsATbl MOPTbl AN UCMOMb30BaHMSA C/lyX6aMu KaTanoros
(ntobon nopT 13 ananasoHa 50000-50003), Ha aKpaHe NOSBUTCS AManor A1s Ha-
CTPOMKM NCMOMb30BaHMS MOPTOB.

5. B amanore "HacTtpolika nopToB Ciyx6 KaTtanoros" MOXHO yKa3aTb HOMepa Apyrux
NOPTOB BMECTO 3aHATbIX WX BbINONHWUTb MOMbITKY NepeonpeaeneHns 3aHAaTbiX
nopToB (C NOMOLWbIO KHOMKKW "3ape3epeupoBaTb") ANs UCMOSIb30BaHNA CeEpBEPOM
6e3o0nacHOCTU. BbINOMHUTE HYXXHble AeNCTBUSA N HaXMuTe KHomnkKy "[danee".

Ha akpaHe nossuTca ananor "BknioyeHune cepBepa B AoMeH 6e3onacHocTn" .

j:-%l ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >
BrueHne cepeepa B qoMeH besonacHocTn -
BriSepMUTE BAPMEHT BKMKOYEHKA CEPBEPa B AOMEH BE30NacHOCTH ol
.

(®)Zo30aTh HOBLIA AOMEH B HOBOM NECY AOMEHOB BESONacHOCTH:

O CO303Th HOBLIA AOMEH B CYWECTBYHILLEM NECY AOMEHOEB BesonacHoCTH

() nofiaenTe cepeep B cywecTeyou Aomen fesonacHocTi

Haszan Nanee OTMeHa

6. YcraHoBMTe OTMETKY B none "co3gaTb HOBbIM AJOMEH B HOBOM Jlecy AOMeHOB 6e3-
onacHocTn" 1 HaxmuTe KHonky "[anee".

Ha akpaHe nosBuTcs guanor "®ain c HacTpolikamMmn cepBepa ayTeHTudukauymm",
npeaHasHadeHHbIM Ans co3aaHusa darna ¢ napaMeTpaMu NOAKIOYEHNA cepBepa
ayTeHTUdMKaLnm B HOBOM AOMeHe 6e30MacHoCTH.

7. B amanore ykaxuTe pa3MelleHne 1 nMs co3gaBaeMoro dainia n HaxXMmTe KHOMKyY
"Nanee".

BHumaHwue! daiin ¢ napameTpamu NOLKNOYEHUS COAEPKIUT AaHHbIE AN AOCTYNa K cepBepy. 3T AaH
Hble HeobxoauMbl Npu JobaBneHUM apyrix cepeepoB 6e3onacHOCTM B 3TOT e A0MeH 6e30MacHOCTH.
[ns cozpaBaemoro aina HeobxoaUmo 06ecneunTb YCrOBUS HALEXHOTO XpaHEHNS C 3aLUTOl OT
KOMMpOMETALN COLEPXKALLUXCS B HEM JaHHbIX.

Ha skpaHe noasuTcsa gnanor "Hacrpoika gomeHa 6e3onacHocTn".
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8. BbibepuTe B packpbliBatowWeMCsa CNNCKe KOHTenHep ans hopMnpoBaHms HOBOIo A0~
MeHa 6e3onacHoCTW. B kauecTBe KOHTENHEpa MOXHO BblbpaTb OpraHn3aunoHHoe
noapasgefnieHne, B KOTOPOe BXOAUT KOMMbioTep, uiam nwboe BblwecTosiee op-
raHuM3aumoHHoe nogpasgeneHue (Bknwo4yas Becb AoMeH AD). lNocne Bbibopa
KOHTEerHepa Npu HeobxoANMMOCTU OTpedaKkTUpymnTe NMS co34aBaemMoro gomMeHa 6es-
OMacHoOCTU.

9. HaxmuTe kHonky "[danee".
Ha skpaHe noasuTca gnanor "pynnbl agMmHUcTpaTopoB 6e3onacHocTn".

10.YkaxuTe rpynnbl Nosib3oBaTesel, KOTopbiM ByayT NpeaocTaBfieHbl NpaBa agMu-
HUCTPUPOBaHMSA AOMeHa 6e30nacHOCTM U fleca AoMeHOoB 6e3omacHOCTU. HaxmnTe
KHonky "[anee".

CoBer. B ensx obecneyeHunsi 6e30MacHOCT MHOpMaLMW pasrpaHnybTe JOCTYN afMUHUCTPATOPOB,
€037aB OTAEMbHYI0 rPyNNy Nons3oBaTenen Ans agMMHUCTPATOPOB AOMeHa 6e3onacHocTu. Mcnons-
30BaTb CTaHAAPTHYI0 AOMEHHYI0 rpynny agMnHucTpaTopoB (Domain Admins) He pekomeHayeTcs.

Ha skpaHe nossuTca agnanor "Hacrpolika kaTanoros".

11.0cTaBbTe 3agaHHble N0 YMOYAHUIO KaTaslorn yCTaHOBKM cepBepa 6e30nacHoCTm
W pasMelleHuns cnyxebHbix hannos nnm ykaxuTe gpyrne nytm HasHadyeHus. Ha-
XMUTe KHonky "danee".

Ha sakpaHe nossuTca ananor "Knioy goMeHa 6e3onacHoctu”.

“_[El ¥eranoska Secret MNet Studio - Cepeep BesonacHocoTw - Ed

Kmiou nomena bezonacHocTh

YCTaHOBKAE NaponA K KN4y A0MEHE BEZ0NACHOCTH

YCTaHOBUTE Naponb K KoYy AoMeHa BesonacHoCTH, KDTDDbIIﬁ npeocTaBNAET A0CTYN K
UEHTPANMI0BAHHOMY XPaHMMMLWLY AaHHbIX BOCCTaHOENEHWA AnA 3EILIJIJ1¢|JDEIEIHHbD( AWCKOB.

Mapons AOMHEH CONEPHETE:

- X0TA Bkl 0AHY NaTHHCKYHO 3arnasHyto Gykey (A-Z);

- X0TA Okl 0AHY NETHHCKYHO CTpodHyto Bykey (a-2);

- x0TA Bl oaHy wibpy (0-3);

- ¥oTA Gkl 0AWH neuameon ( ~ @ELSES]_+=\3:"<, =)
MWHMMENEHEA AMMHE Napons - 8 CMMBonos.

Mapons: || |

MoaTeemxAEHME: || |

KOMMEHTaPMIA: |

BHMMaHMe! 3anoMHUTE ASHHEIR Naponk, MHEYe AOCTYN K LEHTPaNM30BaHHOMY XPaHMIMLLY
BYLET YTEPAH.

Hazan fanee | OTHEHA

12.YcraHoBMTE MNapofib K K4y AoMeHa 6e3onacHocTu. Knody M naponb npea-
HasHayeHbl AN MPeaocTaBfeHnss A0CTYyNa K LEeHTPasM30BaHHOMY XpaHWIULLY
[aHHbIX BOCCTAHOBMIEHUS ANsi 3alMdpPoBaHHbIX ANCKOB. Maponb A0/MKEH yaoBe-
TBOPATb TPe6OBAHMAM, YKa3aHHbIM B Anarsiore.

BHumaHue! 3aromHuTe naponb K Kknody [JomeHa GesonacHocTW, WHaye [OCTYN K LeH-
Tpanu3oBaHHOMY XpaHUNKULLY fiaHHbIX BOCCTAHOBNIEHHS ByneT yTepsH.

BeeanTe noarsepxaeHne napons. Npn HeobXoaAMMOCTN YKaXMTe KOMMEHTapui K
naposito. HaxmmTe kHonky "[Janee".

Ha skpaHe nosasuTtca gnanor "Hactporikn CYB". NMpumep coaep>XxmMmoro amanora
NpeAcTaBfieH Ha Ceay oW eM PUCYHKE.
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jﬁ ¥cTanoeka Secret MNet Studio - Cepeep BezonacHocTi - >

HacTpoiikn CYB[

37a wHopMauma HeobxoauMa anA paboTel ¢ CYEL

MmaBA:  |computer-2\SQLEXPRESS ?

WA cxemai BJl:  [SS_SERVER_SCHEMA

YuyeTHas 3anuce agMuHMcTpaTopa B

Wma: |sa

Maponk: || TIIIIIL

YYETHaA 38Nk, MCNONL3YEMaA CEPBEPOM ANA ADCTYNa K B

Wma: |-:||:|

Napone: || sesnnses |

Hazan lanee OTMeHa

13./ns Hactporikun CYB MS SQL BbinonHUTE cneayowme 4eNCTBUS

e YKaxuTe napameTpbl coeAMHeHUsa C TeM 3k3eMnnspoMm B[], KoTopblii npea-
Ha3HayeH Ansa paboTbl C yCTaHaBIMBaeMbIM cepsepoM 6e30MacHoCTuU:

e B none "Nmsa BA" ykaxunTte pacnonoxeHune Bl, ncnonb3lys crieayrowimni
dopmMaT CTpoKu:

<umsi_wnm_IP-anpec_cepeepa_MS_SQL>\<uwms_sk3emrisapa_BA>,<nopr>

MpumeyaHue.

* Ecnn cepsep CYB[ ycTaHoBNEH Ha komnbtoTepe ¢ Cb v ucnonb3yeTcs cTaHgapTHbIN 3K-
3emnnap MSSQLSERVER, To ums unu IP-agpec cepsepa CYB[] ykaabiBaTts He HYXHO.

* Ecnu gns nogkmnioyeHns Ucnomnb3yeTcs MOpT NO YMONYaHUio, TO MOPT MOXHO HE yKa-
3bIBaTh.

e B none "ima cxembl B1" BBeanTe HanMeHoBaHue cxeMmbl B[], koTopas 6y-
[OEeT co3faHa;

MpumeyaHue. [ins kaxaoro cepeepa b6e3onacHoCTM cosgaeTcs OTAeNbHas cxema b,

e B rpynny nonen "YyetHas 3anuncb agMmHucrpatopa b" BBeanTe yueTHble
AaHHble agMnHucTpaTopa Bl Ha cepsepe CYB/[;

e B rpynny nonen "YueTHasa 3anucb, UCNOSb3yeMas CeEpBEPOM AN1S AOCTyna
k Bl" BBeanTe ydeTHble AaHHble, C KOTOPbIMM cepBep 6e3onacHocTn 6y-
[EeT BbINOHATb NogkntodeHune K Bl (bynet cospgaHa yyeTHas 3anucb Ans
NOAKNOYEHNS).

MpumeyaHue.

* CepBep 6e3onacHoCTV He NOAAEPXMUBAET pexum ayTeHTudukaumm Windows npm pa-
6ote c cepsepom CYB[. Moatomy ans coeanHeruns ¢ Bl Heobxoanmo ykasbiBaTb y4eT-
Hble AaHHble NONb30BaTeNs 6a3bl AaHHbIX (He JOMEHHOr0 NoNb3oBaTeNs).

¢ [Ins y4eTHBIX AAHHBIX MCMONb3YNTE NAaTUHCKINE CYUMBOTbI.

e HaxmuTte kHonky "Janee".

14.Ecnun 6a3a gaHHbIX yXe cywecTByeT (ocTanacb OT NpeablAyLiero yCTaHOBIEHHOro
cepBepa), Ha 3KpaHe nosBUTCSA auanor ans Bbibopa BapuaHTa AalbHENLWunX
OEeNCTBUI: NCNONb30BaTb CyLLEeCTBYOWYO 6a3y AaHHbIX WAM CO34aTb HOBYHO. B
ananore BblbepnTe HY>XXHbI BapMaHT U HaXXMnTe KHonky "Oanee".
Ha skpaHe nossuTcsa gnanor "HassaHwe opraHusaumn®.

15.YkaxuTe Ha3BaHUS opraHM3aummn 1 nogpasaeneHums, Kotopoe byaet obcnyxneaTb
yCTaHaBAMBaEMbIN CEPBEP, N HAaXMUTe KHOoNKy "danee".
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MpumeyaHue. 3n JaHHble OyoyT MCMONML3OBATLCA MPW reHepauun cepTudukaTta cepeepa Oes-
onacHocTW. HasBaHus opraHn3saumm 1 noapasaeneHns MoryT ObITb BBEAEHbI NO3LHEE UM 3aMEHEHBI
APYTMMA NP BbINOMHEHUM mpouedypbl "TeHepauus u ycTaHoBKa cepTudumkata cepeepa 6es-
onacHoctn".

Ha skpaHe nosasuTcsa ananor, coobLuatLnii 0 FOTOBHOCTU K yCTaHOBKE.
16.HaxMnTe KHoNKy "YcTraHoBuTbL".

HauHeTcs konmpoBaHue anoB Ha XXEeCTKUIA AUCK U perncrpauns KOMMoOHEeHTOB
B cucreMHoM peectpe OC Windows. Xo4 npoueccoB KOMMPOBAHUS M HACTPOMKM
oTobpaxaetcs B MHMDOPMaUMOHHOM OKHe B BMAE Mosocbl nporpecca. Mpu Bbl-
NOIHEHNUN AENCTBMIN Ha dKpaHe MOryT MOsBAATbCA AOMNONHUTENbHbIE OKHA, B KO-
TOpbIX BbIBOAATCA CnyxebHble cBegeHns 06 oTaenbHbIX 3Tanax. OkHa
3aKpblBaOTCS aBTOMATUYECKN NOC/IE 3aBepLUeHns 3Tarnos.

Mpumeyanue. Ecriv nonb3oBsaTenb, 3anycTUBLLMA MPOLECC YCTAHOBKM cepepa Ge3onacHocTy, He
BXOAMT B rpynny aagMMHUCTPATOPOB AOMeHa 6e30MacHOCTH, TO Ha AaHHOM aTane YCTaHOBKM GyayT
3anpoLLeHbl yYeTHble AaHHbIe NoMbL30BaTens.

Ecnm npu BbinonHeHuWM genicteua 2 6biia BbibpaHa ycrtaHoBKa Cny>xbbl CUMH-
XpoHu3auumn, byaeT 3anyleHa nporpaMMa yCTaHOBKM 3TON CyX6bl. BeinonHuTe
ee YCTaHOBKY TakK, KaK 3TO ONMcaHo Ha cTp.61

Mocne YCHeLUHOVI YCTaHOBKWU U HaCTpOVIKM Ha 3KpaHe NosaBUTCA OKHO C NepeyvyHeEM
onepau,mﬁ rnporpamMmbl yCTaHOBKMW. [locne 3aBeplueHuns BCeX npenyCcMOTPEHHbIX
onepau,mﬁ nosiBuTCs coobLieHne o HeobxoaMMOoCTH nepesarpysku KoMmnbroTepa.

17.Mepe3arpy3nTte KOMNbIOTEP.

BHumaHme! OBbekT HOBOTO cepBepa 6e30MacHOCTM MOXET NOSIBUTLCA B CTPYKTYPE ONEPATUBHOIO ynpas-
NEHUs C HEKOTOpoi 3afepxkoi. B LleHTpe ynpaBneHus, noakniuYeHHOM K Opyromy cepeepy 6es-
OMacHoCTH, 3arpyska 0OHOBNEHHOM CTPYKTYPbI C HOBLIM CEPBEPOM MOXET NPOM30IATH YEPE3 HECKONBKO
MuHYT nocne yctanoskm MO CB (nopsiaka 10-15 MuHyT).

Mpu nepBOM 3anycke cepeepa 6€30NacHOCTU BbIMOMHAETCA CUHXPOHM3ALMS AOMEHHBIX NOMb30BATENEN,
umetowmxcs B Active Directory, ¢ 6a3oit faHHbix Cb. B 3aBUCUMOCTM OT KONMYECTBA YYETHBIX 3anMCEN Npo-
LLeCC CHHXPOHM3ALIMM MOXKET 3aHSATb OT HECKOMbKUX MAHYT A0 OHOTO Yaca. PekoMeHayeTcs foXAaThCs 3a-
BEPLUEHNSI CUHXPOHWU3aLWM U B0 3TOTO BPEMEHW HE BBIMONMHATL Kakue-nmbo AERCTBUS C Y4eTHbIMM
3anucsiMu, BKIoYas NpoLeaypy NEPBOro BXofa Nonb3oBaTens B CUCTEMY Ha 3aLLWLLAEMOM KOMMLIOTEPE.
Ecnu nonb3oBaTens BbIMOMHUT NEPBLIA BXOA L0 3aBEPLUEHUSI CUHXPOHW3ALMK, 3TO MOXET NPUBECTMU K
COXPaHEHWI0 HeakTyasnbHbIX CBEAEHWA 0 HeM B 6a3e [JaHHbIX cepBepa. B yacTHOCTM, BO3MOXHA pac-
CUHXPOHW3aLus CBefeHUiA 0 napone nomnb3oBaTens, nocne Yero noTpedbyeTcs CMEHWUTb Naposnb B Npo-
rpamwme ynpasnexns nonbsoatensmu Secret Net Studio.

Co3faHue fomeHa 6e30nacHOCTM B UMeKOLLEMCS necy

Mpn HanMuMm neca AoMeHoB 6e3onacHoCcTU (CchopMMPOBAHHOIO MPU YCTaHOBKE nep-
BOro cepsepa 6e30MacHOCTM B 3TOM Jiecy) MOXHO CO34aTb HOBbI AOMeH 6e3-
OMacHOCTN M BK/HOYNTb €ro B COCTaB Jieca. ,D,J'IFI 3TOro HEO6XOAVIMO BbINO/THNTb
YCTaHOBKY HOBOro cepBepa 6e30MacHOCTM B BapuWaHTe co3daHus aoMeHa 6es-
OMacHOCTM B MMEoLLEMCS flecy.

Ona ycTaHOBKM cepBepa 6€30MacHOCTU C CO3AaHMEM HOBOro AoMeHa 6e3-
OMacHOCTU B UMeEIoLEeMCS S1ecy:

1. BbinonHuTe gencrtems 1-5 npoueaypbl YCTAaHOBKM CepBepa C Co34aHMeM HOBOro
neca n gomeHa 6e3onacHoctu (cM. cTp.55).

2. B amanore "Bknio4yeHue cepBepa B JOMeH 6e30macHOCTU" yCTaHOBUTE OTMETKY B
none "co3aatb HOBbIV AOMEH B CYLLECTBYHOLLEM flecy AoMeHOoB 6e3onacHocTu" m
HaxmMnTe KHonky "danee".

Ha akpaHe nosBuTcs ananor "®ain c HacTpolikaMmn cepBepa ayTeHTudukauymm",
npeaHasHadeHHbIM Ans co3aaHusa darna ¢ napaMeTpaMu NoAKIOYEHNA cepBepa
ayTeHTUdMKaLnM B HOBOM AOMeHe 6e30MacHOCTH.

3. B amanore ykaxuTe pasMelleHne n nMs co3gaBaemMoro dansia n HaXKMUTE KHOMKY
"Nanee".
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BHumaHwue! daiin c napameTpamu NOLKNIOHEHUS COAEPXKIT AaHHbIE AN AOCTYNA K cepBepy. O AaH
Hble HeobxoauMbl Npu Job6aBneHUM apyrix cepeepoB 6e3onacHOCTM B 3TOT e A0MeH 6e30MacHOCTH.
[ns cospaBaemoro anna Heobxoanmo 06ecneunTb YCrOBUS HALEXHOTO XPaHEHNS C 3aLMTOl OT
KOMNPOMETALN COAEPXKALLUXCA B HEM JAHHBIX.

Ha sakpaHe nossuTca gnanor "MoayunHeHne cepBepa 6esonacHocTn".

4. BbibepuTe B packpbiBatoLeMcs cnucke nons "Poantenbckmin cepeep” MMs KOMMbO-
Tepa, KOTopbl ByaeT aBNSATLCA poaUTENbCKUMM cepBepoM 6e3onacHocTu. B none
"Hactporiku nogknoyeHus" ykaxuTe wWabnoH ceTeBbiX MNapaMeTpoB B3a-
MMOJENCTBUS C POANTENbCKUM CEPBEPOM.

MosicHeHue. LLIabnoH ceTeBbIX NapamMeTpOB B3aNMOLENCTBUS ONpeensieT 3HaueHs TailM-ayToB B
COOTBETCTBUM CO CKOPOCTHbIMM MapameTpamu ceTW. 3HayeHus TailM-ayToB MoryT ObiTb OTKOp-
peKTUpoBaHbl N03AHee Npu HacTpolike cepaepa BesonacHocTh B LieHTpe ynpaBneHus.

5. HaxmuTte kHonky "Janee".

Mpumeyanue. Ecnv nonb3osatenb, 3anycTUBLLMIA NPOLECC YCTAHOBKM cepeepa Ge3onacHoCTy, He
BXOAWT B rpynny afMUHUCTPATOPOB Neca 6e30MnacHoCTH, TO Ha JaHHOM 3Tane ycTaHoBKM GyayT 3anpo-
LUeHbl yYETHbIE AaHHbIE NOMb30BATENS.

Ha akpaHe noseuTca ananor "HacTtporika goMeHa 6e3onacHocTun".

6. BbibepuTe B packpblBaloLWEMC CNNCKe KOHTenHep ans hopMnpoBaHms HOBOIoO A0~
MeHa 6e3onacHocTn. B kauecTBe KOHTeMHepa MOXHO BblbpaTb OpraHn3aunoHHoe
noapasgeneHne, B KOTOpoe BXoauT KoMmnbloTep ¢ Cb, nnn nioboe BbiwecTosLee
OopraHu3aumMoHHOe noapasgeneHue (Bkaw4as Becb gomeH AD). lNocne Bbibopa
KOHTEelHepa Npu HeobxoanMOCTU OTpedaKTUpymnTe NMS co34aBaemMoro gomMeHa 6es-
OMacHOCTM U HaXXxMuTe KHonky "Nanee".

Ha akpaHe nossuTca agnanor "pynnbl agMMHUCTpaTopoB 6e3onacHocTn".

7. B gnanore "l'pynnbl agaMMHUCTpaTopoB 6e3onacHoCTM" yKaXuTte rpynny nosb-
30BaTenen, KoTopbiM 6yayT npeAocTaBneHbl NpaBa agMUHUCTPUPOBAHUSA AOMEHa
6e3onacHocTn. Haxxmnte kKHonky "Oanee".

Ha skpaHe nosiBuTCa ananor "Hacrponka kaTtanoros". [anee BbINONHUTE 3a-
BepLuatoLne AeNCTBMS Npoueaypbl YCTaHOBKM cepBepa C Co3a4aHUEM HOBOro fieca
M AoMeHa 6e3onacHocTtu (cM. cTp.55), HaunHas c gencrens 11.

[ob6aBneHue cepsepa B UMEHOLMUINCA AOMEH 6e30MacHOCTH

Mpu HannMuMun foMeHa 6e3onacHoCcT (CHOpMUPOBAHHOIO MPU YCTaHOBKE NepPBOro cep-
Bepa 6e30MacHOCTM B 3TOM IOMEHE) MOXXHO BK/IIOYMUTb B €r0 COCTaB AOMNO/IHUTENbHbI
cepBep 6e3onacHocTu. [ns 3Toro Heo6XoaMMO BbIMOSIHUTL YCTAHOBKY HOBOrO cep-
Bepa 6e30MacHOCTM B BapuaHTe BKJIOUYEHMS B COCTaB MMEIOLLErocs AoMeHa 6es-
OMacHOCTHU.

Ana yctaHOBKM cepBepa 6e30nacHOCTU C BKJ/IlOUEHMEM cepBepa B COCTaB
nMeroweroca nqomeHa 6esonacHocCTu:

1. BbinonHuTe geicrtems 1-5 npoueaypbl YCTAaHOBKM CepBepa C co34aHMeM HOBOro
neca n gomeHa 6esonacHoctu (cM. cTp.55).

2. B amanore "Bknio4yeHue cepBepa B JOMeH 6e30macHOCTU" yCTaHOBUTE OTMETKY B
none "pobaBuTb cepBep B CyLleCcTBYWOLWWA AoMeH 6e30nmacHOCTM" M HaxmuTe
KHonKy "[anee".

Ha akpaHe nosBuTcs gauanor "®ain c HacTpolikaMmn cepBepa ayTeHTudukauymm",
npegHasHayeHHbI ansa Bbibopa dalina ¢ napamMeTpamMm MOAK/IOYEHUS cepBepa
ayTeHTMdMKaummn B LleneBoM goMeHe 6e30MacHOCTH.

3. B aunanore ykaxuTe pa3melleHue n umsa darina, Co3gaHHOro npu ycraHoBKe nep-
BOro cepBepa B 3TOM AOMeHe 6e30MacHOoCTU, N HaXXMuTe KHonky "Janee".

BHumanme! [ins caitna c napametpamu nogknoueHust Heobxoanumo obecneunTts 6e3onacHyio nepe-
[avy Ha KOMNbOTEP, YTOObI HE AOMYCTUTL KOMNPOMETALINM COAEPXUMOTO palina.

Ha skpaHe noasuTcsa gnanor "MoaunHeHue cepepa 6e3onacHocTn".
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4. BbibepuTe B packpblBaoLLEMCS CNMcKe nons "Pogntenbckmii cepeep” MMa KOMMbio-
Tepa, KOTopblli ByaeT aABNSTbCA poauTenbCKUM cepsepoM H6e3onacHocTu. B none
"HacTtponkn nogknoveHns" ykaxute wabnoH ceTeBbiX MapaMeTpoB B3a-
WMOAENCTBUSA C pOAMUTENIbCKUM CEPBEPOM.

MosicHeHue. LLIabnoH ceTeBbIX NApaMeTPOB B3aNMOLENCTBUS ONpeensieT 3HaueHs TailM-ayToB B
COOTBETCTBUM CO CKOPOCTHbIMM MapameTpamu CeTW. 3HayeHus TalM-ayToB MOryT ObiTb OTKOp-
peKTUpOBaHbI N03AHEe Npu HaCTpolike cepaepa BesonacHocTh B LieHTpe ynpaBneHus.

5. HaxmuTte kHonky "Hdanee".

Ha akpaHe nosIBUTCA OKHO C WH{OpMauuer o [AoMeHe 6e30macHOCTUM po-
ANTEenbCKoro cepeepa.

6. Haxmnte kHonky "Oanee".

Mpumeyanue. Ecriv nons3osatenb, 3anycTUBLLMIA NPOLIECC YCTAHOBKM cepepa 6e30nacHoCTy, He
BXOWT B rpynMy afMUHUCTPATOPOB fleca v JoMeHa 6e30NnacHoCTH, TO Ha JaHHOM 3Tane yCTaHOBKM 6y-
[yT 3anpOLLEHbI YYeTHbIE JaHHbIE NONb30BaTeNs.

Ha skpaHe nosiBuTCca gmanor "Hacrpoika katanoros". [Janee BbiNOMHUTE 3a-
BepLuatoLne AeiCTBMSA Npoueaypbl YCTaHOBKM cepBepa C CO34aHUEM HOBOro fleca
n agomeHa 6e3onacHoctu (cM. cTp.55), HaunHas c gerictemnsa 11.

YctaHoska N0 wnio3a

MporpaMMHoe obecneyeHune wno3a — a1yx6a CMHXPOHM3aUUM — BXOAUT B COCTaB
cepBepa 6e30MacHOCTM M MOXET yCTaHaBAMBaTbLCSA B MPOLIECCE ero YCTaHOBKM M60
oTAenbHO. MNporpaMma yCTaHOBKU ClyX6bl CUHXPOHU3aLMK 3amnyCKaeTcsl NporpaMMoit
YyCTaHOBKM cepBepa 6€30MacHOCTM nocie Bbibopa 3TOro KOMMOHEHTa MpWU Bbl-
NOJIHEHUM ClIeLYOLNX OnepaLmii:

e yCTaHOBKa HOBOro cepBepa 6e30macHoCTU;
e 06HOBNEHMeE cyLlecTBytoLero cepeepa 6€30nacHOCTM A0 HOBOWM BEPCUM;

e MOBTOPHbIA 3anMyCcK MpPOrpaMMbl YCTaHOBKM ANS CyLLeCTBYHOLWEro cepepa 6es-
OMacHOCTM TOW XKe BEPCUM — UCMONb3YHATe 3TOT BapuaHT Ans yctaHoBku MO wnto-
3a Ha y)Xe nMerLwmnncsa n GyHKUNOHMpYoLWwmni cepsep 6e3onacHoCcTyH.

BHumaHwme! Mpu BbiBOpe Kk ycTaHoBKe CRyxObl CUHXPOHU3ALMK s YCMELWHOTO ee 3aBeplueHus Heob-

X04uMo cobnioaaTh creayLLne yCroBus:

* Ha poauTenbCckoM cepaepe BesonacHocTy B LieHTpe ynpaBneHus JomkeH ObiTb 3aperncTpupoBaH co-
OTBETCTBYIOLLMIA LUMHO3;

*  [0YepHUiA cepBep 630MacHOCTV OMKEH MMETb B HAaNM4Mm cneumanbHbli dhann (pav) c napameTpamm
[aHHOrO LUMi03a;

*  Ha MOMEHT YCTaHOBKM KOMNLIOTEP C JOYEPHUM CEpBEpPOM 6€30MacHOCTU JOMKEH MMETb BO3MOXHOCTb
yCTaHaBMMBAaTb CETEBOE COEAMHEHME C KOMMbIOTEPOM, Ha KOTOPOM (PYHKLIMOHWPYET POAMTENBCKNN
cepBep 6e3onacHocTH, no nonHomy DNS-MeHM 3Toro KomnbioTepa.

[ANnA yCTaHOBKM CNy»6bl CUHXPOHU3aLUK:

1. [Mocne BbINOAHEHWS MOArOTOBUTENbHbIX AEUNCTBUI U NOSIBIEHUS HA dKpaHe Ana-
Jslora NpUBETCTBMS MPOrpaMMbl YCTAHOBKM C/YX6bl CUMHXPOHU3ALUU HaXMUTeE
KHonky "[anee".

Ha SKpaHe NoaBUTCA gnanor NpuHATUAa JIMULEH3MOHHOIO cornalleHus.

2. O3HaKOMbTECb C COAEPXXAHMEM JINLLEH3UOHHOMO COrflalleHmnsl, OTMETbTE MYHKT O
€ro NPUHATUM N HaXMUTe KHonky "[danee".

Ha sakpaHe nossuTca gnanor "KoHeuHas nanka".

3. OcrtaBbTe 3afaHHY N0 YMOMYaHUIO NankKy yctaHoBkKW MO nanm ykaxuTte Apyryto
rnanky Ha3HadeHuns n HaxmMmTe KHonky "Nanee".

Ha sakpaHe nosiBUTCA Crneayowmn gnanor.
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jﬁ ¥cranoeka Secret Net Studio - CnysxBa cuHxpoHnzaLmmn - >
WndropMaLma A8 CO3AaHMA W33 ._
“
Brifop daina-«oHTefHEpa N BEOA YYETHBIX AAHHEIX

YKEHMTE HEMN-KOHTEAHED C AaHHLIMK WIN03a:

BE&AMTE NOrMH W Naponk NOAL30BATENA, OT MMEHW KOTOPOra SYD.ET BEINONHATECA
CHMHXPOHMZaUMA:

WMA Nonb3oBaTENA: |

Mapons: ||

Hazan fanee ¢ OTMeHa

4. BseanTe B Nonax Avanora MH@oOpMaLnio, HeobxoaMMYI0 A/1 CO3AaHMUA LW03a.

e YKaxwuTe nyTb K cneunansHoMy danny c napametTpamu Wwo3a. [nsa sToro Ha-
XXMWUTE KHOMKY crnpasBa OT Nnoas 1 BbibepuTe HYXHbI dann B NOSBUBLUEMCSH
CTaHAapTHOM Aunanore.

e BpeauTe UMs NOMb30BATENA U €ro Naposib, KOTOpble 6bIM 3a4aHbl NPU peru-
CTpauuu JaHHOrO LLJH03a B KOPHEBOM (pOAMTENbCKOM) flecy 6e30MnacHoCcTy.

e HaxmuTe kHonky "Janee".

Ecnu Bce cBeaeHUA ykasaHbl BEpPHO, Ha 3KpaHe NosBUTCA Auanor ¢ MHd)OpMal_lMEVI
0 CO34aBaEMOM LUO3E.

5. HaxmuTte kHonky "Hdanee".

Mpu ycnewwHoi NpoBepKe AOCTYMHOCTM HYXHOro cepBepa 6e30MacHOCTN Ha 3Kpa-
He NosIBUTCA AManor, CoobLLaloLLINit 0 FOTOBHOCTM K YCTaHOBKE.

6. HaxmnTe KHONKy "YcTaHoBUTb".

HauHeTcs mpouecc yCTaHOBKW Cy»6bl CUHXPOHWM3aLMWU, XOA4 KOTOpPOro OTo6-
paxaeTcst B MH(MOPMaLMOHHOM OKHe B BUAe nosiockl nporpecca. Mpu ero ycnewu-
HOM 3aBepLUEHNM Ha SKpaHe NoSBUTCA AManor ¢ cooblieHneM 06 3ToM.

7. HaxmuTe kHonky "loTOBO".

Ha 3aBepuuatolleM sTane ynpasneHune 6yaeT nepeaaHo nporpaMmMe yCTaHOBKU cep-
Bepa 6e3omacHOCTU. BbinonHMTE BCe npeanaraemMble el AeiCTBUS, BKOYas ne-
pesarpysKy KoMMbloTepa.

YcraHoBKa LleHTpa ynpaBneHus

Ana yctaHoBKM LleHTpa ynpaBneHus:

1. BcraBbTe B NpuBOA yCTaHOBOYHbIN ANCK cucTeMbl Secret Net Studio. JoxanTtech
NosIBNEHMNS OKHa NporpamMMbl aBTo3anycka (CM. cTp.51) u HaXXMUTE B HEM KHOMKY
"LleHTp ynpasnenuns".

CoBer. [lns 3anycka ycTaHOBKM 6€3 UCMONb30BaHNs NPorpamMMbl aBTo3anycka:

* Ha KomnbloTepe ¢ 64-paspsgHoi Bepcuer Windows — 3anycTute ¢ yCTaHOBOYHOTO Aucka aitn
\Setup\Console\x64\setup.ru-RU.exe;

* Ha KomnbloTepe ¢ 32-paspsgHoi Bepcuer Windows — 3anyctute € yCTaHOBOYHOTO Aucka aitn
\Setup\Console\Win32\setup.ru-RU.exe.

I'IporpaMMa YCTaHOBKW BbIMOJIHUT NOArOTOBUTESIbHbIE ,EI,GVICTBI/IFI, MO OKOH4YaHUU
KOTOPbIX Ha 3KpaHe NoABUTCA Ananior NpuBETCTBUA.

2. [Ans npoAosmkeHuns yCTaHOBKKW HaXMuTe KHonky "[anee".
Ha akpaHe nosiBUTCS AnManor NpUHSATUS JIMULEH3MOHHOMO cornatleHms.
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O3HaKkoMbTeCb C COAEpPXaHWEM JIMLEH3MOHHOIro CorjaleHns, OTMeTbTe Co-
OTBETCTBYIOLNA NPUHATUIO COrNalleHns NyYHKT U HaXXMuUTe KHonky "danee".

Ha akpaHe nossuTca ananor "KoHeyHas nanka".

OcTaBbTe 334aHHY0 MO YMOMYaHUIO Nanky ycraHoBku MO nam ykaxuTe apyryro
rnanky Ha3HadeHmns n HaxmmTe KHonky "Janee".

Ha skpaHe nosasuTcsa ananor, coobLiatLnii 0 FOTOBHOCTM K YCTaHOBKE.
HaxxmuTe KHonky "YcTaHoBUTL".

HauHeTcs npouecc yCTaHOBKU, X04, KOTOPOro oTobpaxaeTcs B MUHMOPMaLMOHHOM
OKHe B BuAe MnoJsocbl nporpecca. Mocne ycnewHon ycTaHOBKM Ha 3KpaHe ro-
ABMTCS Ananor "YcraHoBKa 3aBeplueHa”.

HaxxmuTe kHonky "0ToBO", @ 3aTeM HaXXMUTe KHOMKY "3aKkpbiTh" B ewe o4HOM Mno-
SIBMBLLEMCS Ha SKpaHe anarore.

YcTtaHoOBKa KnueHTa

NokanbHaa yctaHoBKa KoMnoHeHTa "Secret Net Studio" BbinonHseTcs npu He-
BO3MOXHOCTU MW HELLeNecoobpasHOCTM NMPUMEHEHNS LLEHTPaIM30BaHHOM YCTaHOBKM
KnneHTa (cM. cTp.67 ). B yacTHOCTU, A/1s YCTAaHOBKM B aBTOHOMHOM pexunme dyHK-
LMOHMPOBaHMUS.

YcTaHOBKa KNMEHTA B MHTEPAKTMBHOM peXxume

ansa YCTAHOBKWM KJ/IMEHTa:

1.

BctaBbTe B NpnBOA YCTaHOBOYHbIN AMCK cnctembl Secret Net Studio. oxauTech
rnosiB/IEHNS OKHa MporpamMMbl aBTo3anycka (cM. ctp.51) n 3anycTnTte yCTtaHOBKY C
MOMOLLbIO KOMaHAb! "3alUTHbIE KOMMNOHEHTbI".

MpumeyaHue. 3anyck yCTaHOBKM MOXHO BbINOMHUTb BPYYHY0 B3 MCNonb30BaHMs NporpaMmb! aB-

TO3anycka. [ins 3TOro B 3aBWCUMOCTM OT OMEPaLMOHHON CUCTEMbI KOMMbIOTEPA BbINOMHUTE Che-

pyloLiee AencTeme:

* IpU YCTAHOBKE Ha KoMnbtoTep ¢ 64-pa3psigHon Bepcneit Windows — 3anycTute ¢ ycTaHOBOYHOO
amcka dainn\Setup\Client\x64\SnSetup.ru-RU.exe;

* IpU YCTAHOBKE Ha KoMnboTep ¢ 32-pa3psigHon Bepcneit Windows — 3anyctute ¢ ycTaHOBOYHOMO
aucka dainn\Setup\Client\Win32\SnSetup.ru-RU.exe.

Ha skpaHe nosaBuTCa Ananor NpUHATUS NMINMLEH3NOHHOMO COrnalleHns.

O3HaKOMbTECh C COAEPXAHMEM JIMLLEH3MOHHOr0 COrNalleHUs N HAXXMUTE KHOMKY
"MpuHnMaro".

Ha skpaHe nossuTCca gnanor ans Bbl60pa pexunma paGOTbI KOMMOHEHTAa.
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-:E Secret Met Studio

Pexm pabotb -
e
BrifiepuTe pexim paboThl CHCTEMBI 3EILMTEI .
1 PEXMM PABOTHI 2 KOMMOHEHTHI 3ALLMTHI 3 NAPAMETPEI 4 YCTAHOBKA
Pestim paboTei: ABTOHOMHBIA PEHMM ~
Cepeep BesonacHocTi: | computer-2, TWinfo.local OBHOBWTE

MMONb30BaTh ANA NOAKMDYEHWA YHETHYHD 3aNKCh TEKYLLErD NONb30BaTENA
WCMONb30BaTh YKA3aHHBIE HIKE MMA U Naponb

Wma:

MNapone:

< Hazan lanee = CTmeHa

3. B none "Pexum paboTbl" yKaxuTe HYXHbI pexuM GyHKLNOHNPOBAHNS KINEHTA
— aBTOHOMHbIN ("ABTOHOMHbIV pexum") nnm cetesol ("lMoa ynpaesneHunem cep-
Bepa 6e3onacHocTn"). [Ins ceTteBoro pexmma GyHKLUNOHMPOBAHUSA HAacTponTe na-

paMeTpbl NoAYNHEHUS cepBepy 6€30MacHOCTU:

e BbibepuTe MMsi KOMMblOTepa cepBepa 6e30MacHoOCTU, KOTopoMy 6yaeT noa-
UYMHEH [aHHbI KOMMblOTEP (ECM B PacKpblBaIOLWLEMCS CMMCKE OTCYTCTBYET

MUMS HY>KHOrO cepBepa, HaXXMuUTe KHonky "O6HoBUTL").

e 1N nOAYMHEHUS KOMMNblOoTEpPa HEO6X0AMMbI MpaBa Ha aAMUHUCTPUPOBaHME
AomeHa 6e30macHOCTU, K KOTOPOMY OTHOCUTCS cepBep. Ecnv nonb3oBaTerns,
BbIMOSIHAKOWMNA yCTaHOBKY, obnagaer TakuMMuM nMpaBaMu, OCTaBbTe OT-
MEeYeHHbIM nosie "Mcnonb3oBaTb A1 MOAKIYEHUS YYETHYK 3anucb Te-
Kywiero nosnb3oBaTtena". B npoTMBHOM ciiyyae yCTaHOBUTE OTMETKY B Mose
"MCrnoNb30BaTh yKasaHHbIe HMXXE MMS 1 Maponb" 1 BBEAUTE YYETHbIE AaHHbIE

nonb3oBaTtend U3 rpynnbl agMMHUCTPATOPOB AOMEHA 6e3onacHocTu.

4. Haxmute kHonky "[danee >".

Ha skpaHe nosBuTCca avanor ans Bbibopa nvueH3snn n hopMMpoBaHUS Cnvcka

YCTaHaBJ/INBaeMbIX 3alUNTHbIX NOACNCTEM.

(M) Secret Net Studio

)
s

KOMMNOHEHTbI CHCTEMbI 3ALMT b (

MpeaLABMTE MULEHZMIO W BEIDEPUTE KOMMNOHEHTEI CUCTEME ZAUMTE, KOTOPEIE BYAYT BKIKUEHE! Nocne
YCTaHOBKH,

l PEXXMM PABOTHI 2 KOMMOHEHTBI 3ALLWUTHI 3 MNAPAMETPEI 4 YCTAHOBKA

] Zarpyaute

[AnA nobasneHnsa MMUEHSWIA HEKMUTE KHOMKY “3arpysuTe”

KoMnoHeHT NuueHzna MpumMeYaHKE
BazoBan 3aWmTa 2000 3k3, ., | OBASETENEHEIR KOMIOHEHT
JAWCKPELWMOHHOE YNpaBNEHME A0CTYMOM 2000 3Kk3, .\

3aTHUpaHKe AaHHbIX 2000 3K3, .\~

KoHTpone yCTpoRcTs 2000 3K3, .\~

3aMKHYTAA NporpaMMHan cpeas 2000 3K3, .\~

MonHoMoYHOE YNPAENEHWE AOCT YoM 2000 3K3, .\~

KoHTpons neyaTt 2000 3K3, .\~

3EWMTE SUCKOE W WHQPOBAHWE OaHHEIX 2000 3K3, .\~
MepcoHansHbIi MEXCETEBOI SKPaH 2000 3k3, .,
OBHapYHEHWE M MPeAoTEPALLEHWE BETOPKEHMA 2000 3k3, ., v

AHTHMBHPYC 2000 33, .|~

MacnopTt MO 2000 3K3, .\~

JloBepeHHan cpena 2000 3Kk3, ..~

ABTOPM3ALMA CETEBLIX COBAMHEHMA 2000 3K3, .\~

< Hazaa CTMeHa
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5. HaxmuTe kHonMKy "3arpy3unTb" n BbibepuTe N3 packpbiBaloLWErocs Cnmcka MeTos
NoyYeHUs NNLEH3NN:

e yTO0bbI 3arpy3nTb NIMLEH3NN C cepBepa 6€30MacHOCTU, KOTOPbIN 6bln1 BblOpaH
Ans nogunHeHmns — ykaxxute "C cepsepa 6e3onacHoctn";

e yT06bl 3arpy3nTb NMMLEH3UK U3 danna (B YHaCTHOCTU, NpU YCTAHOBKE K/IMEHTa
B @aBTOHOMHOM pexume PyHKLMNOHUPpOBaHMA) — ykaxute "U3 danna", a 3a-
TeM BblbepuTe HYXHbI hann B NOsSIBMBLLEMCS Ananore.

lMocne 3arpy3ku AaHHbIX B Auasnore nosiBaTca CBeAeHUS O JIMLLEH3USAX.

6. OTMeTbTE B CNUCKe yCTaHaBMBaeMble NOACUCTEMbI, A1 KOTOPbIX MMEKTCSA CBO-
6oaHble nuueH3un (yCTaHOBKY KOMMOHeHTa "Bba3oBas 3awmTta" OTKAUYUTb He-
nb3s). Mpy HanAMuMM HECKONbKUX Fpynn JWUUEH3WK AN KOMMOHEHTA MOXHO
Bbl6paTb HY>XXHYIO rpynny B pacKkpblBatoLEeMCs CrncKe.

7. Haxmute kHonky "[anee >".

Ha skpaHe nosiBnTCA Ananor Ans sbibopa nanky yCTaHOBKW K/IMEHTa U HAaCTPOMKHK
napameTpoB NOAKSIIOYEHUN.

(® Secret Met Studio X
MapaMeTpbl yCTaHOBKN —
_
3a0aiTe A0NONHUTENLHEIE NAPAMETPLI ANA YCTEHOBKW CHCTEMBI 3ElLMTEI y
l PEXMMM PABOTHI 2 KOMMOHEHTHI ZALLLATH = MAPAMETPbI 4 YCTAHOBKA
YCTaHoBWUTE B nanKy:
C:\Program Files\Secret Net Studio\Client), Ofzap...

JononHUTensHo:
CoXpaHuTh cg,gHapnﬁ YCTAHOBKM, ..

BBECTH yYETHYIO IIHQDQI‘I&LU“O KOMObKOTEPS. ..

BrifpaTh N&KEeTH MNDEENEHMIA AN YCTEHOBKM. . .

< Hazaa CTMeHa

8. B none "YcraHoBMTbL B Nanky" oCTaBbTe 3a4aHHYIO MO YMOJYAHMIO Manky ycra-
HOBKMW KJIMEHTA UM YKaXXUTe ApYyryto nanky HasHayeHus.

9. [pn Heob6Xxo0ANMOCTM NCNONb3YNTE CCbl/IKM B pa3gene "[ononHuTenbHo" ans Bbi-
MOJSIHEHUS CneayLWmnx AeNCTBUN:

e yT06bl COXpPaHWUTbL 3adaHHble NapaMeTpbl YCTAaHOBKW B dainie — Bbibepute
ccblniky "CoxpaHuTb cueHapuin yctaHoBku". ®ann cueHapus YCTaHOBKU MOX-
HO NCNONb30BaTb ANS aBToMaTM3aumMm npouecca yCTaHOBKM KineHTckoro MO
Ha Apyrmnx KOMNbloTepax;

e yTObbl BBECTW CBEAEHMS O KOMMNbIOTEPE AN Yy4YeTa — BblbepuTe ccbinky "Bee-
CTW YYETHY0 MHpOPpMaL Mo KoMnbloTepa";

e yTO6blI NPOCMOTPETb M BblibpaTb NakeTbl MCNpaBneHui, KoTopble 6yayT npu-
MeHeHbl Npu YycTaHoBke, — Bblbepute ccbinky "BbibpaTb nakeTbl WC-
npasneHni Ans yctTaHoBKn".

10.Mo oKOHYaHNM HAaCTPOMKM NapaMeTPOB HaXXMUTe KHonKy "lFoToBo".

HauyHeTcs npouecc yCTaHOBKM 3alUMTHbIX MOACMCTEM B COOTBETCTBMM C 3a-
JaHHbIMW NapaMeTpaMu.
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Secret Net Studio X
YcranoBka -
o
JoANTECh OKOHYEHMA YCTEHOBKH, 3T0 MOMKET 33HATH HECKOMBKO MMHYT, .
l PEXXMM PAEOTEI 2 KOMMOHEHTEI ZALMTH 3 MAPAMETPBI 4 YCTAHOBKA

~ Co3A8HME TOYKM BOCCTEHOBNEHWA

OBHOBNEHWE XPAHMIMLLE AMCTPHUBYTHEOE

Secret Net Studio - Bazosas sawmra

Secret Net Studio - MokansHEIR LEHTP yNpasneHra
Secret Net Studio - MokansHas 3awmMTa

Secret Net Studio - KoHTpone nedati

Secret Net Studio - 3awmTa AWCKOS W WHPOBAHWE AHHEIX
Secret Net Studio - CeTesan sawmTa

Secret Net Studio - NacnopT NO

Secret Net Studio - AHTHBMPYC

Secret Net Studio - JoseperHan cpena

YCTaHOBKa NAKETOE MCNPEBNEHMI

L T O T T T S S S Y

11.Mocne 3aBepuieHns BCeEX onepaunii yCTaHOBKN HaXxXMUTe KHonky "[Janee".

Ha skpaHe nosiBUTCS 3aBepLUaloLnii Ananor co CBEAEHMSAMN O BbIMOMIHEHHbIX One-
pauusx.

12.MpoBepbTe COCTaB MOAK/OUYEHHbIX K KOMMbIOTEPY YCTPOUCTB. ECM NoaKIHoUeHbl
YCTpPOICTBA, KOTOpble B AafibHeillleM [0/MKHbl OblTb 3amnpelleHbl K Muc-
NoJIb30BaHWUI0, — OTKJIOUNTE UX.

BHumaHue! lMpu nepsoit sarpyske KOMNbIOTEPA NOCNE YCTaHOBKM KnneHTckoro MO Tekywas anna-
paTHast KOHUrypauusi aBTOMATWUYECKU MPUHUMAETC B KayeCTBe aTaroHHoid. Moatomy o ne-
pesarpysku HeoBXOAMMO OTKMIOYATb T€ YCTPOWCTBA, KOTOpble [OMKHbI ObiThb 3anpelleHbl K
WCMOMb30BaHNI0 Ha JaHHOM KOMMBIOTEPE.

CoBer. lMpy1 HeoBXOAMMOCTY UCTOMB3YIATE CCbifkM B pasaerne "VHdopmaums” Ans BbINOMHEH!S cre-

AYIOLLMX AeNCTBUI:

*  yT0Obl NOCMOTPETH 3ANMCH XXypHana TpaccupoBKM — BbIGEPUTE CCbINKY "0TYET 06 ycTaHoBKe";

* uT0bbI COBpaTH BCE HeObX0aMMbIe Ans anarHocTukm Secret Net Studio daiinbl u faHHbIe, B Cnyyae
BO3HWKHOBEHMS npobnem npu ycTaHoBKe — BbIOEpUTE CCbIMKY "AMArHOCTMYECKYKD WH-
opmaumio”.

13.lepe3arpy3unTe KOMMNbIOTEP U AOXANTECH 3arpy3KnN CUCTEMBI.
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[naBa 7
LleHTpanun3soBaHHoOe pa3BepTbiBaHME CUCTEMbI

YcTaHOBKa nog ynpasreHueM cepBepa 6e3onacHoCcTU

LleHTpanu3oBaHHOe pa3BepTbiBaHue MO KIMeHTa noa ynpasneHWeM cepeepa 6es-
0MacHOCTM MHULMUPYETCA cpeacTBamu LieHTpa ynpasneHus.

Mpu pasBepTbiBaHUW aBTOMaTUUYECKW BbINOSHATCA 3aAaHHble AeNCTBMSA Mo ycTa-
HOBKE WAM yJaneHuto Ha KomnbloTepax knneHTa Secret Net Studio, ero komno-
HEHTOB, OBHOBMEHNI WA NMakeToB OB6HOBNEHMN. 3anyCcK YCTaHOBKW, OB6HOBNEHUS,
ucnpaenenus, yganeHusa MO wmam nakeTtoB O6HOBNEHWW Ha KOMMbKOTEpPax OCy-
LLLeCTBNSAETCA NOA yrnpasaeHneM cepsepa 6e30nacHOCTN OT UMEHU CrieyanbHON CNyxX-
6bl.

Ha knneHTCcknx KomnbloTepax ycrtaHoBka O BbINOMHAETCA aBTOMaTU4YeCKU B d)O—
HOBOM pexunmMe. lNonb3oBaTenb OMNOBELLAEeTCH 0 Hayasne 1 3aBepLeHunm npolecca ycra-
HOBKW. B xoae aToro npouecca, B 3aBUCUMOCTU OT HaCTpOVIKM napaMeTpoB 3adaHuns
pa3BeEPTbIBaHNA, NONb30BATESIO 6yp,eT npeasioXXeHO CaMOCTOATENIbHO Nepe3arpy3nTb
KOMMNbKOTEP NN NEepe3arpy3ka I'IpOVIBOVID,eT aBTOMaTU4ECKN.

BHumanue! [ns ueHTpanusoBaHHoro passepTbiBaHus MO KOMNLIOTEPLI AOMKHbI YAOBNETBOPATH Tpe-
HoBaHUAM k annapaTHOMY M NPOrpamMMHOMy 0BeCreyeH o Ans YCTaHOBKM KnueHTa (cM. CTp.48). B yacTHo-
CTW, He0OX0AMMO pa3peLLnTb MCMOMb30BaHWe NOPTOB Ana gocTyna k obwum pecypcam: 137, 138, 139,
445. [laHHble NOPTbI N0 YMOMHYaHWIO 3aKPbITbl GpaHAMay3poM Npy OTCYTCTBIM Ha KOMMBIOTEPE CETEBbIX Na-
nok obLero goctyna.

MepeyeHb NpeayCcMOTPEHHbIX OnepaLnii npeacTaBfieH B Tabnumue.

Onepauus OnucaHue

YcraHoBka MO | BoinonHseTca yctaHoBKa NporpaMMHOro obecneyeHuns KnmMeHTa.
Ons yctaHoBku MO Ha KOMNblOTepax cpeacTBaMu LleHTpa ynpasnieHus
HeobXxoAMMO BbINOMHUTL Crieaylowme 4eiCTBUS:
1. 3aperncTpupoBaTb IMLEH3UM Ha 3aLUMTHbIE MOACUCTEMBI (CM. CTP.69).
2. CdopmmpoBaTtb CUCOK ycTaHaBnmeaemoro N0, no6aBmB B peno3ntopuin
KOMMJ1EKT YCTaHOBOYHbIX hannos (CM. cTp.72).
3. [obaBuTb 3agaHue Ans ycTaHoBKK (CM. CTp.73):
e BblbpaTb KOMMNbIOTEPDI, A1 KOTOPbIX HYXXHO CpOpMMpPOBaTL 3a4aHueE;
® HacTpouTb MapaMeTpbl 3a4aHnA: Bepcus ycTaHasnmaaemoro N0, nanka
Ans yctaHosku MO, BpeMsi oXnaaHus nepesarpysky Komnbtotepa nocne
YCTaHOBKMW, NapaMeTpbl KOMaHAHOW CTPOKM, C KOTOpbiMK ByaeT
3anyLieHa NnporpaMmMa yCTaHOBKW, TMLEH3UM Ha UCNOSb30BaHUE
KOMMOHEHTOB, NaKeTbl 0OHOBNEHWNI, YUYETHbIE faHHble JOMEHHOIO
nonb3oBaTens, BXOASLWEro B rpynny J1IoKanbHbIX a4MUHUCTPATOPOB Ha
Bbl6 paHHbIX KOMNbIOTEPaX, a Takke obnagaroLuero npusuaermen
WHTEPaKTUBHOrO BX0A4a B CUCTEMY.
4. [loxAaTbCs BbIMOSHEHNSA 3a4aHNSA M NPOKOHTPONMpPOBaTh NpoLecc
yctaHosku MO (cM. cTp.75)

O6HOoBNnEeHne BbinonHseTcs 06HOBMEeHMEe YCTAaHOB/TEHHOW paHee BEpCUM NMpOrpaMMHOro
no obecneyeHnst KIMeHTa Ha HOBY!IO.
Ons obHoBneHus MO Ha KoMnbloTepax cpeacTBamu LleHTpa ynpasneHus
HeobXxoAMMO BbINOMHUTL Crieaylowme 4eiCTBIS:
1. CdopmMumpoBaTb CNMCOK ycTaHaBnneaemoro N0, nobasmB B peno3nTopum
NOCNEAHIOK BEPCUIO KOMMJIEKTA YCTAHOBOYHbIX annos (CM. cTp.72).
2. [ob6aBuTb 3agaHne ans o6HoBneHus (CM. cTp.73):
e Bbl6paTbh KOMMNbIOTEPHI, A48 KOTOPbIX HY>XHO ChOpMMPOBaTbL 3afaHune;
® HACTPOUTb NapaMeTpbl 3a4aHUA: BPEMS OXUAaHNA Nepe3arpy3ku
KOMMblOTepa nepes yCcTaHOBKOW, Bepcusi o6HoBneHus MO, nakeTsbl
obHOoBNEHUN.
3. [oxAaTbCs BbIMOMHEHNS 3a4aHNSA U MPOKOHTPONPOBaTh NpoLecc
o6HoBneHus Mo (cM. cTp.75)
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Onepauus

OnucaHue

UcnpaBneHune
no

BbinonHseTca ucnpasneHne yCTaHOB/IEHHOrO paHee NporpamMMHOro

obecneyeHuns KNMeHTa.

Ons ncnpaeneHns MO Ha KoMNbloTepax cpeacTsamu LleHTpa ynpasneHus

HeobXxoAMMO BbINOMHUTL Crieaylowme 4eiCTBIS:

1. BbibpaTb KOMMbIOTEPDI, A1 KOTOPbIX HY>XHO C(POPMMPOBaTL 3a4aHune.

2. [lo6aBuTb 3agaHune ans ncnpaeneHns (cMm. ctp.73):

® HacTpouTb NapaMeTp 3af4aHus: BPeMs OXuAaHWs nepesarpyskum
KOMMNbloTEpa Nepes UCrnpaseHneM.

3. [oxAaTtbCs BbIMOMHEHNS 3a4aHNSA U MPOKOHTPONPOBaTb NpoLecc
ncnpaeneduns Mo (cm. ctp.75)

Ypanenue NO

BbinonHsaeTcs yaaneHue yCTaHOB/IEHHOMO MPOrpaMMHOro obecneyeHuns

K/TNEeHTa.

Onsa ynanenuns MO Ha KOMNbloTepax cpeacTsamm LieHTpa ynpasneHus

HeobXxoAMMO BbINOMHUTL Crieaylowme 4eCTBIS:

1. Bbi6paTb KOMMbIOTEPHI, A5 KOTOPbIX HYXXHO COOpMMPOBaTL 3afaHune.

2. [lo6aBuTb 3agaHune anga yaanenus (cm. ctp.73):

® HAcTpPOWUTb NapaMeTp 3afaHus: BpeEMS OXXMAAHUS Nnepe3arpy3Ku

KOMMblOTEpa nocae yaaneHus.

3. [JoxAaaTtbCs BbIMOMHEHNS 3a4aHNs U MPOKOHTPONPOBaTh NpoLecc
yaaneHus NO (cm. cTp.75)

YcraHoBKa
nakeros
ucnpaBJsieHUM

BbInonHAeTca ycTaHoBKa NakeToB O6HOBNEHUNA.
[nsa ycTaHOBKM NakeToB 06HOBMIEHMI Ha KOMNblOTEpax cpeacTBamum LleHTpa
ynpasneHns Heo6X0AMMO BbINOAHUTL CeAyolmne AeNCTBUA:
1. CdopmMmpoBaTb CNMCOK ycTaHaBneaemoro N0, nobasmB B peno3nTopum
nakeTbl 06HOBNEHWN (CM. CTP.72).
2. [lo6aBuTb 3agaHne Ansg yCTaHOBKW NaKeToB 0O6HOBNEHMI (CM. CcTp.73):
e BblI6paTbh KOMMbIOTEPHI, 415 KOTOPbIX HYXXHO COOpMMPOBaTL 3afaHune;
® HacTpPoOWTb MNapaMeTpbl 3a4aHNA: BPEMS OXWUAAHWUSA Nepe3arpy3Ku
KOMMNbloTEpa nepes yCTaHOBKON, BbibpaTb HE06X0AMMbIE NaKeTbI
o6HOBNEHUI ANS yCTaHOBKM.
3. [oxAaTbCs BbIMOMHEHUS 3a4aHNSA U MPOKOHTPONPOBaTh NpoLecc
YCTaHOBKM NaKkeToB 06HOBNEHMI (CM. CTP.75)

YpaneHue
BCeX NaKeToB
ucnpaBJieHUMn

BbinonHsaeTcs yaaneHue BCcex yCTaHOBIEHHbIX paHee NakeToB 06 HOBNEHWN.

[Onsi ynaneHus BCex NakeToB 06HOB/IEHMI Ha KOMMbIOTEPaAxX CpeaACcTBaMu

LleHTpa ynpaBneHnst He06XoAMMO BbINOMHUTL CieayloLwmne AenCcTBus:

1. Bbi6paTtb KOMMbOTEPHI, A/ KOTOPbIX HY>XHO ChOpMMpOBaTh 3agaHune.

2. [Job6aBuTb 3apaHue Ang yaaneHns BCex naketoB 06 HOBEHUN
(cM. cTp.73):

® HacTpoOWUTb NapaMeTp 3afaHus: BpeMS OXXMAAHUS Nnepe3arpy3Ku

KOMMblOTEPaA Nepes yaaneHneM.

3. [oxAaaTbCs BbINOTHEHUS 3a4aHUSt U MPOKOHTPOIMPOBaTb NpoLecc
yAaneHus Bcex naketoB 06HoBNeHMN (CM. cTp.75)

MaHenb cpeACTB HACTPOWUKM U KOHTpons

HacTpolika n KOHTpOJib LEHTPann30BaHHOro passepTtbiBaHMs MO oCyLWeCcTBASOTCS B
naHenn "Pa3BepTbiBaHme". MNaHenb MMeeT BMA, NogobHbI NpeacTaBleHHOMY Ha puy-

CYHKE HUXe.

PA3BEPTHIBAHME 3ANAHWA

Tec: OB ece [ SNS Mg BesSNS

Q

® v| Eyforestbo

NMUEH3UPOBAHKE

PEMC3MTOPUA

Komargs ~ C Orosrms Q Y Noxasats gunstp 3 3xenopr.. 4

©WAbTP Mo arenTam  Mosepci: - U Mo nopcucrenan ~

Kounsiorep

Mogpasaenerue

() S1INOS forestbo forestbo FORESTB0 I | =R 88158910
12Serv.forestbo forestbo | a-
Tstforestbo forestbo | | 8-

ADEN forestbo forestbo/domain contrc | a-

Ona paboTbl CO cpeACTBaMM HACTPOMKU U KOHTpoNsA paseepTbiBaHus O B naHenu
npeaycMOTPEHbI crieayowme BKIagKn :
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e "Pa3BepTbiBaHue" — npegHasHayeHa ansa otobpaxKeHus CTpyKTYypbl yrnpaBneHns
(cnesa) v BbIBOAA CNMCKA KOMMbIOTEPOB CO CBeAeHUAMM O Hanuuum MO u ctatyce

(cnpaga);

e "3apaHuns" — npepgHasHauveHa AN oTOOpaXKeHUs 3aflaHui pa3BepTbiBaHUS (cne-
Ba) U KOMMbIOTEPOB, CBA3aHHbIX C 3aAaHnamMm (cnpasa);

e "JlnueHsupoBaHmne" — npegHasHadeHa Ansg MpocMoTpa CBeAeHWKW O 3a-
perucTpMpoBaHHbIX NIMLEH3UAX Ha cepBepe 6e30MacHOCTM M ynpaBieHWUsa u-
LLEH3MSAMM;

e "Penosutopuit" — npegHasHadeHa aAna GopMMpoBaHUS CNMCKa LLEHTPasiM30BaHHO
ycTaHasnmBaemoro MO.

HEDEKJ'II-OLIGHVIG Mexay BKlaAKaMU OCYyLLeCTBNAETCA C MOMOL b COOTBETCTBYHOLLNX
KHOMOK B BerHeI‘/JI 4acTu naHenn.

yﬂpaBHEHVIe nuueH3naMn Ha ncnosib3oBaHMe MeéXaHM3MOB 3alUnThbI

B cuncreme Secret Net Studio AelCTBYIOT NMUEH3MOHHbIE OrpaHWUYEHUS Ha UC-
Nnosib30BaHMe noACUCTEM, pean3yrwnx npnMeHeHne MexaHM3MOB 3allUThbl. Jin-
LeH3Mn nocTaBnsawoTca B BuAe annaos, coaepXawmx AaHHble AN1s perucrpaumn B
cucreme Secret Net Studio.

BHumaHme! Ecriv cpok 1eiCTBUS NULEH3NM UCTEK, TO €€ HEBO3MOXHO MCMOJb30BATh A YCTAHOBKM K-
eHTckoro MO. Ecnu nuueH3us He akTMBMPOBAHA, TO BO3MOXHA MHTEPAKTUBHAS YCTaHOBKA KIMEHTCKOTO
Mno.

Ecrv nuueH3ans xoTs Gbl Ha 0AHY paboTatoLLyo NOACUCTEMY HE aKTUBUPOBAHA UMk ee CPOK AENCTBUS UC-
TeK, TO knneHTckoe MO NepexoauT B OrpaHUYeHHbIN pexum paboTbl, NpU KOTOPOM HEBO3MOXHO pe-
[aKTUPOBATb HACTPOMKM CUCTEMBI 3aLLNTBI, @ TaKXkKe 3anyckaThb GOMbLUYH YaCTb 3aLyUTHBIX YTUINT.

Mpu dopMmnpoBaHuun 3agaHnin passeptbiBaHus MO (cM. cTp.73) HeobXxoaAMMO yKasaTb
COOTBETCTBYIOWMNE NMUEH3UN. JIMueH3nn MOXHO BblibpaTb W3 cnucka 3a-
perncTpMpoBaHHbIX Ha cepeepe 6e3onacHoCTM nnn Ao6aBuTb OTAENbHO ANA 3a4aHUS
pasBepTbiBaHUS.

Ona ynpaBneHns 3aperucrpupoBaHHbIMU NIMLIEH3NAMU UCMOSNb3YETCa Bknaaka "Jin-
LeH3npoBaHue" B naHenn "Pa3BepTbiBaHue". Bknagka cooepXWT CBEAEHWUS O Nn-
LLEH3MSAX, 3aPErncTpUpoBaHHbIX B AOMeHe 6e30MacHOCTM cepBepa NOAKNUYEHUS
(cepBep 6e30MacHOCTM, C KOTOPbIM YCTAHOBJ/IEHO COEAMHEHME MPOrpaMmbl):

e HasHayeHue NMUEH3UN (4159 KaknxX NoACUCTEM MPUMEHSIOTCH);

e TWN OMNepaunoHHON CUCTEMbI, AN KOTOPOW MpeAHasHauyeHbl JIMLEH3UN
(Windows/Linux);

L4 COCTOAHME aKTUnBauunun J'IVILI,GH3VIVI;

e 0bllee KONMMUYECTBO U TEKYLLEE KO/IMYECTBO HE3aAeNCTBOBAHHbIX (OCTaBLLUNXCS)
NNLUEH3UIA;

L4 BpeMA OKOHYaHUA [EeNCTBUS nin LEeH3NPOBAaHHbIX BOBMO)KHOCTGVI;
® TUNbI ﬂMLI,EH3VIl7I;
L4 CBeAEHUA 0 KOMMNaHWM — noslydartene IMueH3nun.

Ana perucrpaunv N1ULEH3UN:

1. BnaHenu "Pa3BepTbiBaHMe" nepenanTe Ha BKIagky "JinueHsmposaHune".
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PA3BEPTbIBAHME 3ALAHWA JNMLIEH3WPOBAHWE PEMO3NTOPMIA

@ foBasims/3amenuTs.. [ e = % ? [ JECH W Yaanure A+ Axvsnposats..
¥ NMnuensna ocC Cocrosnme ak ¥  Bcero i Ocranocs o]
JNivueHsnm
1001 == g, HeoBxoawma aktveauyur 10
bazosan 3awwmra 2 +
2201 28 ® Acwsaues setpeByeran 100

[AuckpeyuonHoe ynpasnenme gocTynom 4
Jamupanne ganHbix 4

KoHTpons ycrpoiicts 4

3amkHyTaR nporpaMmHan cpesa 4
MonHoMaUHOE yNpaBneHse ZocTynom 4
Korrpons neusts 3

3aupTa gvckos U widposaHIe AaHKEX 3
MepconansHaiti MexceTesoii sxpar 3
ABTOPMZELNA CETESEIX COBAMHEH 7

OBHapykerine aTopkerinii 3 1/2(~

2. Haxmute kHonky "[lo6aBnTb/3aMeHNTbL", KOTOpas pacnosioXXeHa Haj CMMCKOM n-
LLeH3MpYEeMbIX NOACUCTEM B pa3aene "JinueHsunn".

Ha sakpaHe nossuTCcsa gnanor ans sbibopa danna.
3. BbibepuTe HyXHbI haia C IMLUEH3NAMU N HAXKMUTE KHOMKY "MpuMeHnTb".

4. ECam NnueH3nn He akTUBUPOBaHbl, HAXMUTe KHOMKY "Bnepea". Boibepute Tpe-
6yeMbln BApMaHT akTUBaLUU IULLEH3UN U HAXXMUTE KHOMKY "MpuMeHunTh".

5. lpu BbIGOpe aKkTMBaALMM 4Yepe3 NNYHbIN KabUHET 3arpy3uTe ¢dain 3anpoca Ha
CTpaHWLYy aKTMBaUWM B JIMYHOM KabMHETe, AOXAMTECH aKTUBALMUWU JIMLEH3UN U
ckayanTe dalin C akTMBMPOBAHHbIMU JIMLLEH3NSIMU.

JobasbTe hana c akTMBMPOBAHHbIMU NINLEH3USAMU HA CEPBEP U NOATBEPAUTE one-
pauuio 3aMeHbl.

[Ans 3aMeHbl 3aperncTpMpoBaHHbIX JIMLLEH3UN:

1. BnaHenu "Pa3BepTbiBaHMe" nepenanTe Ha BKIagKy "JinueHsnposaHune".

2. B cnucke "JlnueHsnn" (cneea) Bblbepute noacMcreMy, AAs KOTOPON HYXHO 3a-
MEHUTb MCNOJIb3yeMble INLLEH3NN.

3. B cnvcke AOCTYMHbIX SIMUEH3NI Ha MCMONb30BaHWE MOACUMCTEMbI (CnpaBa) Bbl-
6epuTe IMLEH3MM A1S 3aMeHbl.

4. HaxmuTte KHOMKY "3aMeHUTb", KOTOpas pacnonoXeHa Hag CMMCKOM JINLLEH3UN.
Ha akpaHe nosiBuTCA AManor ans sbibopa MMueH3nu.

(E) 3amennts nuueHsMto X

3aMeHUTb N MUEH3WNHD

YKa®WTe AMUEHSAFD, KOTOPaA 3aMEHNT paHee BrbparHyr:

1000 k=, (ocT. 998), a0 01.11.2020, SC -
ID AnuyeHznm 816
Tun nuueHsA Monxas
Jata oOKOHYAHWA NMLEHZHMI 01.11.2020
Ocranoch/BCEro NMUEH3HA 995/1000
Tun Texnogaepiun Ot senaopa, VIP
Jata oxoHuanua Texnogaepxaon  01.11.2020
Komnanuna SC
ID komnaHuK 555
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BbibepnTe NMUEH3MI0 B pacKpbiBaloWeMCs CNUCKE U HaXMUTe KHomky "3a-
MEHUTL".

Ansa ypaneHua 3aperncTpupoBaHHbIX JIMLLEH3UMI:

1.
2.

3.

5.

B naHenu "Pa3BepTbiBaHMe" nepenanTe Ha BKIagky "JinueHsmposaHune".

B cnncke "JinueHsnn" (cneea) BbibepnTe NoacucTeMy, st KOTOPON HYXHO yaa-
JINTb UCMONIb3YEMbIE NINLLEH3NMN.

B cnucke AOCTYMHbIX SIMLIEH3UIA Ha UCMOSb30BaHUE MOACUCTEMbI (CnpaBa) Bbl-
6epuTe NNMLEH3UKN ANa yaaneHus.

MpumeyaHue. YaarneHue nuLeH3NN HEBO3MOXHO, €CITN OHA UCMOMb3yeTcs XOTs Obl HAa OAHOM 3a-
LML aEMOM KOMMBIOTEPE.

HaxxMuTe kHonKy "YaannTb", KOTopasi pacrnosioXXeHa HaZ CMUCKOM NIMLEH3NA.
Ha akpaHe nosiBUTCS 3anpoc Ha NPoAo/HKEHNE onepaumu.
HaxMmuTte kHonky "[a" B Ananore 3anpoca.

AnAa akTMuBauuu 3apermcTtpupoBaHHbIX JINLUEH3UN:

1.
2.

5.
6.

B naHenu "Pa3BepTbiBaHne" nepenanTte Ha BKIaaky "JinueHsmpoBaHune".

B cnucke "NlnueHsmn" (cnesa) BbibepuTe NoaCMCTEMY, AS1S KOTOPON HYXHO aK-
TUBUPOBATb JINLLEH3UMN.

B cnncke AocTynHbiX nMueH3uin (cnpasa) BblbepnTe NMUEH3MM AN aKTUBaL UK.

HaxmuTe kHomky "AKTMBMpOBaTb', KOTOpas pacnosioXXeHa Hajg CrMCKOM Jn-
LLEH3MNA.

Ha skpaHe nosiBUTCS AManor Ans akTueaumm NnMLeH3um.,

(E) Secret Met Studio — O e

AKTWUBaLMA TNLLEH3UN

YrauwmTe cnocod aKkTMEELMK NMUEHIWMEA

® AKTMBaUMA MO CETH

Mpw exiBope ganHoro cnocoba akTMBaLMKM GOPMUPYETCA 3aNpoec, KOTOpLIR GyAeT CTNPaEneH Ha cepEep
BKTMEALWMM AMLEHZMA. PekoMEHIYSTCA COXPEHUTE BKTUEMPOBAHHLIE IMUEHEUK B Daitn.

+| CoXpaHuTb NWUEHSMIA B Darn:

ChUszers\bil\Documents\Tuuenzun_08_02_2021_12_45_08.lic

AKTMBaUMA Yepes NMMUYHBIA Kabuner

Mpw eniBope gaHHoro cnocoba akTMBEaLMK GOPMKUPYETCA 3aNPOC K CEPEEPY aKTWEALMM NULEH3NA, KOTOp.IA
HeoBXOAMMO COXPaHMTE B daiin:

MpumennTs Ctmena

Bbi6epnTe BapnaHT akTUBaUMM JIMLEH3NU N HAXXMUTE KHOMKY "MpuMeHnTb".

Mpn BbIGOpe akTMBaUMK 4Yepe3 SIMYHbIM KabuHeT 3arpy3suTe dann 3anpoca Ha
CTpaHMLUY aKTUBaUWW B JIMYHOM KabMHETE, AOXKANTECH aKTMBALMUWN JINLLEH3NN U
CckayarnTe dalin C akTMBMPOBAHHbBIMU NIMLLEH3NSMU.

JobasbTe cba17|n C aKTUBMpPOBAHHbIMU NMLEH3NAMU HaA CEPBEP U NoATBEPANTE OMne-
paunio 3aMeHbI.

AOna neakTuBauum 3aperucTpMpoBaHHbIX JINLEH3UN:

1. BnaHenu "Pa3BepTbiBaHMe" nepenanTte Ha BkNaaky "JinueHsnposaHue".
2. B cnucke "JlnueH3sunun" (cneea) BbibepuTe NoacuMCTeEMY, ANS KOTOPOW HYXHO Ae-
aKTUBMPOBATb JIMLLEH3UN.
3. Bcnucke AoCTynHbIX MLEH3UI (crnpaBa) BbibepuTe nMueH3nn ons geaktmeaumn.
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MpumeyaHue. [leakTBaLMs NULIEH3UIN HEBO3MOXHA, ECITN OHA MCMOMNL3YeTCs X0TS Bbl Ha OHOM 3a-
LMLLLaeMOM KOMMBIOTEPE.

4. HaxmMmuTte KHonky "[leakTuBMpoBaTb", KOTOpas pacrnosioXXeHa Haz CrUCKOM Jin-
LLEH3UN.

Ha sakpaHe nosiBuTCS AManor Ans AeakTMBaLum IMLEH3NN.
5. BbibepunTe BapuaHT AeaKTMBaUUN NINLEH3NUN N HAXMUTE KHOMKY "lMpumMeHnTh".

q)OpMVIpOBaHVIe CNUCKa UeHTpann3oBaHHO yCcTaHaBrnuBaemoro no

Mo yMOn4YaHUO CNUCOK LEHTpann30BaHHO ycTaHasmBaemoro MO He 3anofHeH. s

HaCTPOMKWN pa3BepTbiBaHNS Heob6xoanMMo A06aBUTbL B CNMCOK KOMMIEKT (KOMMIEKTbI)

YCTaHOBOYHbIX (haioB. KOMNIeKT MOXET 6blTb CO34aH Ha OCHOBE YCTaHOBOYHOI O ANC-
Ka cucrtembl Secret Net Studio nnmn naketa obHosneHunnn ("naty").

BHuMmaHme! KomnnekTbl ycTaHOBOYHBIX (haitnoB noMelyatoTcs B katanor Repository. 3ToT kaTanor co-
3[aeTcs Npy yCTaHoBKe cepBepa 6e30nMacHOCTY B KaTarnore YCTaHOBKM CEPBepa 1 eMy Ha3HaualoTCs Hyx-
Hble npaBa obLero focTyna. He MeHsiiTe npaBa AOCTyNa K JaHHOMY KaTarnory, MHaue LeHTpanm3oBaHHas
ycraHoBka 10 cTaHeT HeBO3MOXHa.

Ansa no6aBneHus KOMNJIeKTa YCTaHOBOUHbIX (panNoB:

1. B naHenu "Pa3BepTbiBaHME" NepenanTe Ha BkIaaky "Penosntopmin”.

PAZBEPTHIBAHWE 3ALAHUA NMUEH3POBAHWE PEMO3UTOPUIA

© Nosasum i Yaannms
N e N e
{8 Secret Net Studio Mpoaykr 8.5.4286.0 10.09.2018 16:26:57  Secret Net Studia
[ Secret Net Studio Mpoaywr 8.5.3608.0 05072018 8:59:52  Secret Net Studio
- [ Secret Net Studio Mpoaykr 8545140 2609.2018 10:38:13  Secret Net Studio
I secret Net Studio MakeT ucnpaenenni  8.5.4514.1 26.00.2018 11:32:38  Hotfix for Secret Net Studio 8.5.4514.0, package: Core.msi modules: SnAuditdll, SnError.dil
I Secret Net Studio Maxer ucnpasnennsi  8.5.4514.2 26.00.2018 11:33:19  Hotfix for Secret Net Studio 8545140, package: Core.msi modules: SnHWe.dl
I Secret Net Studio Maxet ucnpasaenni  8.5.4514.3 26.09.2018 11:34:04  Hotfix for Secret Net Studio 85.4514.0, package: Core.msi modules: SnAuditdll
I Secret Net Studio Maker wcnpasaenni  8.5.4514.4 26.09.2018 11:35:13  Hotfix for Secret Net Studio 8545140, package: Core.msi modules: SnHWe.dl
I Secret Net Studio MakeT wenpanenmi  85.4514.5 26.00.2018 11:36:26  Hotfix for Seeret Net Studio 8.5.4514.0, package: LacalProtectionmsi modules: SnFDCApidll
I Secret Met Studio Maker ucnpasnennss 8545146 26.00.2018 11:37:28  Hotfix for Secret Net Studio &5.4514.0, package: LocalProtection.msi modules: SnFDCApidll
I Secret Net Studio Maxer ucnpasnenni  8.5.4514.7 26.00.2018 11:38:57  Hotfix for Secret Net Studio 8545140, package: PrintControl.msi modules: SnPrintlib.dil
I Secret Net Studio Maxer ucnpasaenni 85451410 26.09.2018 11:41:17  Hotfix for Secret Net Studio 8545140, package: port.msi modules: SnSSRRes.dll
I Secret Net Studio MakeT wenpasnenui  8.5.4514.11 26.09.2018 11:42:13  Hotfix for Secret Net Studio 8.5.4514.0, package: LocalControlCenter.msi modules: Medusa.exe
“ Secret Net Studio MakeT ucnpaeaexwi 8.5.4514.12 26.00.2018 11:43:31  Hotfix for Secret Net Studio 8.5.4514.0, package: Antivirus.msi modules: SNS.agent_proxy.dil
I Secret Net Studio Maxer ucnpasnenmsi 85451413 26.00.2018 11:44:56  Hotfix for Secret Net Studio 8545140, package: NetworkProtection.msi modules: ScAuthAPI dil
I Secret Net Studio Maxet ucnpasnenni 85451415 26.09.2018 11:46:37  Hotfix for Secret Net Studio 85.4514.0, package: LocalControlCenter.msi modules: XmiDocument.dll

MosicHeHue. nI/IKTOFpaMMbI nakeToB I/ICI'IpaBJ'IeHI/IVI, OTMEYeHHble KpaCHbIM LiBETOM, ABNAKTCA 06s-
3aTenbHbIM1 0BHOBNEHUAMN.

2. HaxmuTte kHonky "[dobaBuTb", KOTOpas pacnosoxeHa noa BKIagkon "Pas-
BepTbiBaHue".

Ha skpaHe noasuTcsa ananor ana AobaBneHnsa KoMniekTa yCTaHOBOYHbIX halifios.
3. BnosBuBlEMCA gnanore HaxXMuTe KHonky "Jobasutb".

Ha akpaHe nosiBUTCS Avanor Ans Bblbopa manku, cogepalleit KOMMAeKT ycTa-
HOBOYHbIX (halinoB.

4. B none "lManka" ykaxuTe KaTtanor c gannamm Ans co3gaHus yCTaHOBOYHOro
KOMMeKTa N HaxmuTe KHonky "Bblbop nanku". Hanpumep, ecnn KOMMAEKT HYX-
HO CO34aTb Ha OCHOBE YCTaHOBOYHOr o Ancka cucremol Secret Net Studio n naketa
OBHOBMEHNIN — YKaXXuTe KOPHEBOM KaTasor YCTaHOBOYHOro aucka. Ecaum
KOMMJIEKT HY>XHO CO34aTb TO/IbKO HA OCHOBE NakeTa 06HOBMEHNI — YKaXunTe Kop-
HEeBOW KaTanor nakerta o6HOBAEHWN, KOTOPbIM HAaXoANUTCSA HA YCTaHOBOYHOM AMC-
ke B katanore \Tools\SecurityCode\Patches. MNaker obHoBneHun pobasutCs B
CMUCOK LEeHTpannM30BaHHO YycTtaHasnmeaemoro O TOAbKO MpuW Hannuuu Aao-
6aBneHHOro paHee B perno3nTOpUM YCTaHOBOYHOrO AMcka cuctembl Secret Net
Studio.

BHumanme! Bepcum ycraHoBouHoro komnnekta cuctemsl Secret Net Studio u naketa 06HOBReHMI
[OIKHbI ObITb OAMHAKOBbI.

B avanore ana nobaBneHUs KOMMIEKTa yCTaHOBOYHbIX (haiifioB NOSIBUTCS HOBbI A
3/1EMEHT CNUCKA, COAEPXaLL Wi CBEAEHUS O 3arpy>KEHHOM KOMI/IEKTE.

5. Haxmute kHonky "lMpumMeHnTh".
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Ha akpaHe nosABuTCcA agmanor npouecca gobasneHnsa gannos. JoxaMTeCb OKOH-
yaHus npoueaypbl Co34aHUs KoMNaekTa (npouecc oTnpaskn dannoB Ha cepeep
6€30MacHOCTM MOXET 3aHATb NMPOACKUTENbHOE BPEMS).

6. HaxmnTe kKHOMNKy "3akpbiTh".

Mo OKOHYaHWM MpoLecca B CMUCKE NOSIBUTCS HOBbIW 3/1EMEHT, COAepXKalluii cBe-
OEHNS 0 3arpy>KEHHOM KOMIJIEKTE.

dopmupoBaHue 3agaHuin pa3BepThbiBaHUA

Mocne dopmmpoBaHns CNMcKa LeHTpanm3oBaHHO ycTaHasmeaemoro MO Heobxoanmo
0o6aBnTb 3a4aHMA pa3BepTbiBaHUA. 3a4aHNS ONpeaensioT CNMCKN KOMMbOTEPOB, Ha
KOTOPbIX B @BTOMaTM4eCcKOM pexnme 6yayT BbIMONHATLCA HY>XHble AEACTBUSA.

Ana npo6baBneHuns safaHusa pa3BepTbiBaHUA:

1. BnaHenu "Pa3BepTbiBaHMe" nepenanTe Ha BKIaaKy "PasBepTbiBaHne".

PAIBEPTBIBAHME | 3ANIAHMA | MVILIEH3VIPOBAHWE  PEMO3WTOPMI

Nec B8 Bcc I SNS Mg BesSNS Komarge ~ C Orosums Q Y Mokasars punstp 3 3xcnopr.. b
Q ®uALTp NO areHTam Mo sepcnu: MEG U Mo nogcucrenam ~
# v| Eforestbo Komnsiotep Toapasaenerine JIET R L —— Tun | Bepona -
) sunos.forest.bo forestbo FOREST.B0 I | = §ss138010
12Senforestbo forestbo | | -
Tstforestbo forestbo 1 a-
ADEN forestbo forestibo/domain contre 1 a-

2. [lpn HanMunM HECKOSIbKMX SIeCOB HacTponTe oTobpakeHue CTpyKTypbl yrnpas-
JNIeHnsi C NOMOLLbIO pacKpbiBaloLerocs cnmcka "Jlec".

3. BbibepuTe KOMMbIOTEPLI, A/ KOTOPbIX HY>XHO cchopMnpoBaTh 3aaaHue. MNpu Heob-
XOANMOCTM UCMOMb3yATE BOSMOXHOCTU (DMIbTPaLMM, COPTUPOBKU U BbiBOAA CBE-
[EeHWNN 0 KOMMblOTEpax.

CnNnMcoKk KOMMNbIOTEPOB MOXHO (PUIbTPOBAaTb MO HaAMUYUIO UAWN OTCYTCTBUIO yCTa-
HoBneHHoro MO knmeHTa (kHomkm "SNS", "Bes SNS"), No NpuHaAANEXHOCTH
KoHTenHepaM Active Directory (oTtobpa)katloTcs KOMMbHOTEPbLI TEX KOHTEMHEPOB, KO-
TOpble OTMEYEeHbl B CTPYKTYpe ynpaBfeHUs CeBa), a TakxkKe No HaAnu4ymio B Ha-
3BaHUWN 3aJaHHOW CTPOKM CUMBOJIOB (MONS ANns MNOMCKa PpacrnonoXeHbl Hapg
CMUCKOM KOHTenHepoB AD n Hag Tabnuuer co CNMCKOM KOMMbOTEPOB).

CopTupoBKka CnmncKa KOMMNbIOTEPOB BbINO/HAETCA CTaHAAPTHLIMKM MEeToAaMum C no-
MOLLbHO 3arosioBKOB KOJTOHOK.

KomnbtoTepbl, noadYnHeHHble cepBepy 6e30MacHOCTM, OTMEYEeHbl B CrUCKe 3e-
JIEHON MUKTOrpamMMOMn 1 MOY>XUPHbBIM L PUPTOM.

[na npocMoTpa NoApobHbIX CBEAEHMUIA O KOMMblOTepe BblbepuTe CTPOKY C HUM
[IBOMHBIM LLIENYKOM MbILLW UM BOCMOMb3YATECh KHOMKOM C M306paXKeHneM cTpen-
KM B MPaBO YacTn CTPOKM NoJ CMMCKOM KOMMbIOTEPOB.

B Tabnuue MOXHO U3MEHATb COCTaB OTOHBpa)kaeMblX KOMIOHOK M NOPSAOK UX cne-
AoBaHUs. YTo6bl HACTPOUTb KOSTIOHKMU, BbI30OBUTE KOHTEKCTHOE MEHIO B CTPOKE 3a-
rofoBkoB, BblbepnTe KOMaHAy "HacTpoika KOMOHOK" 1 B NOSABUBLLEMCS Aunanore
cchopMmnpymnTe CNMCoK 0TObparkaeMbiX KOTOHOK.

MpumevaHue. Ecriv Ha komnbloTepe ycTaHoBNEHO MO knneHTa, NoMHbIE CBEAEHNS O ero BEpCUm 1
YCTAHOBIEHHbIX 3aLLUTHbIX NOACUCTEMAX BbIBOAATCS NPV NOAKMoYeHM LieHTpa ynpasnexus K cep-
Bepy 6€30MacHOCTM, KOTOPOMY HEMOCPEACTBEHHO MOAYMHEH [aHHblil KoMMbioTep. B cnyyae nog-
KNIOYEHMS K ApYroMy CepBepy B TOM e JoMeHe Ge30MacHOCTY 1Sl 3TOro KoMMnboTepa 0TobpaxaeTcs
TONbKO Npu3Hak Hannuus MO knueHTa. CBeAeHUS 0 COCTABE YCTaHOBMNEHHbIX 3aLLUTHbIX NOACHCTEM B
3TOM Crlyyae HeAOCTYMHbI.

4. BbI30BMTE KOHTEKCTHOE MEHIO OAHOrO U3 BblGpaHHbIX KOMMbIOTEPOB U BblbepuTe
HY>XHYI0 KOMaHay. MepeyeHb NpefyCcMOTPEHHbIX KOMaHA NpeacTaBieH B Tabnuue.

KomaHpa OnucaHue

YcranHoBuTtb MO | BoinonHseTcs yCTaHOBKa NporpaMMHoOro obecneyeHms KineHTa
(noapobHoe onMcaHne HacTpOMKM NapaMeTpoB 3a4aHNS CM. HUXeE)
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KomaHpa

OnucaHue

O6HoBuTL MO

BbinonHseTcsi 06HOBNEHME YCTaHOB/TIEHHOW paHee BepCcun
nporpamMMHoro obecneveHns KIMeHTa Ha HOBYO. B 3ToM cnydae ans
3afaHusa HacTpanBaeTcsl napameTp "BpeMs oxuaaHusa nepesarpyskum
..." 1 yKa3bIBaeTCs BepCcus KnneHTa Ans o6HOBNEHUS. 3anycK
npouecca 06HOBNEHNS NpOorpaMMHOro obecneyveHns Ha Bblb paHHbIX
KOMMNbOTEPax NPONCXOAUT NPU BbIXOAE NOSb30BaTENS N3 CUCTEMBI

UcnpasuTtb MO

BbinonHseTcs ncnpaesneHne yCTaHOBIEHHOro paHee NporpaMMHOro
obecneyeHuns knumeHTa. Mpu BbiGOpe 3TON KOMaHAbl Ha 3KpaHe
nosiBuTCA coobLeHme o cpopMMpoBaHHOM 3aaHUKM. 3anyck npouecca
ncnpasneHns nporpamMMHoro obecneyeHns Ha BblIb paHHbIX
KOMMbOTEPAX MPONCXOAUT NPU UX Nepe3arpyske

Ypanutb NO

BbinonHseTcsa yaaneHue ycTaHOBI€HHOro NporpaMMHOro
obecneyeHunst knueHTa. MNpu BbIbOpe 3TOM KOMaHAbI Ha SKpaHe
nosiBUTCS coobLueHne o CPOpMMPOBAHHOM 3aaaHMN. 3anyck npouecca
yAaneHusi NporpamMMHOro obecrneyeHms Ha BbiIb paHHbIX KOMMbOTEpaXx
NpONCXOANT aBTOMATUYECKMU

YCTaHOBUTDb
nakert
ucnpaBJieHUNn

BbinonHseTcs ycTaHOBKa nakeToB 06HOB/eHWI. B aToM cnyyae B
napameTpax 3aaHunsa MOXHO BbibpaTb OANH MM HECKOMbKO NakeToB
0B6HOBNEHUI, paHee 3arpy>XeHHbIX B peno3mTopuii. 3anyck npouecca
YCTAHOBKM NaKeTOB 0OHOB/IEHMNI Ha BbIOpaHHbIX KOMMbOTEPaXx
NPOMCXOANT NPU UX Nepesarpy3ske

Ypanutb Bce
nakeTbl
ucnpaB/ieHUNn

YaanseT Bce yCTaHOB/IEHHble paHee nakeTbl 06HoBneHui. Mpu
BblbOpe 3TON KOMaHAbl Ha 3KpaHe NosIBUTCSA coobLueHne o
cdhopMMpoBaHHOM 3aaHMK. 3anyck npouecca yaaneHns obHoBNeHU N
Ha Bbl6 paHHbIX KOMMbIOTEPAX MPOMCXOANT NPU X Nepesarpyske

B npaBon 4acCTu OKHa NoaBUTCA NaHEsb HaCI'pOVIKM napaMeTpoB 3aaHnA.

YecranoBuTs 10

Hazeanme
3apaHna

AnctpubyTie

NoaunHeHne
cepeepy

Manka gna
YCTAHOBKM

Bpema
0MMAAHNA
nepesarpyskmn
KOMMbIOTEPa
nocne yCTaHoBKA

MapameTpbi

JalMTHbIE
NOACHCTEME

9 ¥Yeranoexa M0

8.8.15886.0 v

SNServ.forest.bo

& (o ymonuaHmm

YCTaHOEMTL B YKa3aHHYH Nanky:

® He orpaHuueto

Japats BpEMA (MUH.):

JobaEnTs AMUEHIMK U3 Daitna AobaewTs..

5. HacrtponTe napameTpbl 3a4aHUSa U HAXMUTE KHOMKY "YCTaHOBUTL" B HMXXHEN Ya-
CTW NaHenu. Ons 3ajaHus Ha ycTaHoBKY MO KnMeHTa BbIMOMHSETCS HaCcTpoiika
cneayrowmnx napaMeTpoB:

e Bepcus ycrtaHasnmaemoro lM0;

e nanka ansa ycraHosku lMO;
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e BpeMsl OXuAaHusa nepesarpys3kum KOMMbTepa nocsie yCTaHOBKN — eC/n Bbl-
6paH BapmaHT "He orpaHn4yeHo", aBToOMaTMUecKas nepesarpyska KoMmnbloTepa
nocne ycraHoBku [MO He BbINONHSAETCA. NS BKAKOYEHUS pexuma aB-
TOMaTU4YeCKON nepesarpy3ku BblbepuTe BapuaHT "3agaTb Bpemsa" n B none
BBOJA YKaXXUTe, Yepes CKOSIbKO MUHYT NOC/e 3aBepLUEHMS YCTAaHOBKU cneayeTt
BbIMO/IHUTb aBTOMaTUYECKYO Nepe3arpysKy;

MosicHeHue. [Mpn HacTpoiike NapameTpoB 3afaHust Ans obHoBreHust MO aaHHbI napameTp
onpegenseT, Yepes CKOIbKO MUHYT nocre NonyyeHns 3afaHns KOMNboTep aBToMaTUYecku ne-
pesarpyautcs. O6HoBneHue 10 ByaeT BbINONHEHO BO BpeMs nepesarpy3ski KOMNboTepa.

e MapaMeTpbl — onpeaensieT napaMeTpbl KOMaHAHOM CTPOKM, C KOTOpbIMK ByaeT
3anyLieHa nporpaMMa ycrtaHoBku (ONUMOHaNbLHO);

® JIMUEH3MWN Ha NCMONb30BaHMeE KOMMOHEHTOB;
® MnakeTbl OBHOBNEHWNA;

®  yyeTHble JaHHble SIOKaNbHOrO aAMMHUCTpaTopa (AOMEHHOrO MOSb30BaTEeNS,
BXOASILLEro B JIOKasibHble Fpynmnbl aAMUHUCTPATOPOB Ha BbIGpaHHbIX KOMMbO-
Tepax, a Takxe obnagawoLlero npuBuaermeil MHTEPaKTUBHOINO BXO4a B CU-
cremy).

6. [locne co3pgaHus 3ajaHus nepengmTe K CNUCKY 3aJaHui Ha Bkaake "3agaHusa"
Ana NpoBepKu ,El,OﬁaBﬂeH Mg HOBOIro 3/1EMEHTaA.

PA3BEPTHIBAHME 3ANAHVA JIMUEH3WMPOBAHVE PEMNO3WTOPHIA

@ Ommenims

Komnbrotepst Hauano Koweu Cratye

25 YcraHoska 10 Bunonnenme
[ computer-2TWinfalocal 12.10.2018 10:53:12 B Yeranonka..

Bpewma sanycka:  12.10.2018 10:50:42

nogpoBree v

KoHTponb BbINOMHeHUA 3afaHNi

CcdopMmnpoBaHHble 3aaHNa MPUMEHSIOTCA Ha KOMMbKOTEpPax B COOTBETCTBMM C 3a-
AaHHbIMK napaMeTpaMu. AAMUHUCTPATOP MOXET KOHTpPONMpOoBaTb MpoLecc pas-
BepTbiBaHMS MO C NOMOLL b CMCKA 3aaHNN.
AnAa KOHTPOJiA BbINOMTHEHUS 3af4aHUMN:
1. BnaHenu "Pa3BepTbiBaHMe" nepenanTe Ha BKkNaaky "3agaHma".
MpuMep coaepXXMMOro BKaAKM NPeacTaBieH Ha pUCyHKe HUXe.
PA3BEPTBIBAHWE 3ANAHUA NALUEH3WPOBAHWE PEMO3MTOPMIA

W Yaanvms

KomneroTepe: Hauano Koreny Cratyc

25 Ycranoska N0 Bunonnero
[ computer-2TWinfo.local 12102018 10:53:12 1210.2018 11:0339 f Yeranosneno
Bpews sanycka: 12102018 10:50:42

Bpewma okoHuanma:  12.10.2018 11:03:39
3apanue sanycrun:  TWINFO\administrator

Bepcws: 8545140
Myms yeraroske: Mo ymonuaruo

Neransno

KPABTKO &

Komnbtotep: computer-2.TWinfo.local
24 Yaanenue MO Bainorero Cocronnme: o Yeranosneno

Onncanme:  Yeraroska sasepuena,

Bpews sanyoxa: 26002013 14:42:47 Onepauma: @) Wndopuauns 12.10.2018 11:03:39 3aassue sasepuweno

B : 28.09.2018 14:43:26

PEMA OKORNARHS @ Vidopmauua 12102018 11:03:38 Hacrpoiixa cuctems!

@ Vinéopwaus 12.10.2018 11:0337 Maxer ucnpasnenis 545146

noapobree

ﬂﬂﬂ 3a,u,aH|/||7| M KOMMNbKOTEPOB BbIBOAATCA CBEAEHUNA O BPEMEHU U CTATyCe Bbl-
MOSIHEHUA NPOLIECCOB.

2. [ins BbiBOAA AOMNOMHUTEsNbHbLIX CBEAEHWI O 3aJaHWM HaxMmuTe KHonky "lo-
ApobHee" B HMXHeN yacTn nHdopMaunoHHoro 6aoka. [1nsa npocmoTpa noapobHbIX
CBeAEHMIN 0 KOMMNbIOTEPE MOXHO BKIHOUYNTL 0TOBpaxkeHne obnactu ceeageHuii ¢ no-
MOLLbIO KHOMKM, KOTOpas pacrnosio)XeHa B MpaBOM YacTu CTPOKU MoA CMUCKOM
KOMMNbIOTEPOB.
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MpumeyaHue. Ecrvm ans HopmanbHo YHKLMOHUPYHOLLETO KOMMLIOTEPA CTATYC OXMUAAHWUS 3anycka
npoLiecca CoXpaHseTcs AMTENsHOe Bpems, NPOBEpbTE COOTBETCTBUE KOMMbIOTEPa TPeboBaHUAM K
annapaTHOMY M NporpaMMHOMy 06ecneYeHuto 4ns YCTaHOBKM KnneHTa (cm. €Tp.48). Hanpumep, Bbi-
NomHeHWe 3afaHuns BO3MOXHO NPY YCIOBUM, YTO Ha KOMMBIOTEPE Pa3peLLEHO UCMONb30BaHIe NOPTOB
Ans goctyna k obwmm pecypcam: 137, 138, 139, 445. [laHHble NOpTbI MO YMOMYaHMIO 3aKpbITbl BpaHs-
MayapoM Npu OTCYTCTBWM Ha KOMMbIOTEPE CETEBbIX Nanok obiero goctyna. [Ans paspelueHus uc-
Mnomnb30BaHUs yKasaHHbIX MOPTOB MOXHO W3MEHWTb napameTpbl OpaHamayspa wnM co3paThb
NMPOU3BOMbHYIO MamKy 1 OTKPbITh K Helt 06LLmit AOCTYN.

3. MMpu HeobxoANMMOCTN OTMEHUTb BbIMOJIHEHNE 3a4aHUNs:

e 4TO6bl OTMEHUTDL BbIMOSIHEHUE HA BCEX KOMMbIOTEPAX, K KOTOPbIM OTHOCUTCS
3agjaHne, — BblibepuTe ero n HaxmuTe KHonky "OTMeHuTb", KOoTOpas pac-
nosioxxeHa HaZ CMMCKOM 3a4aHnin B pasgene "3apgaHune";

e  yTOb6bl OTMEHUTL BbINMOMHEHWNE HA OTAENbHbIX KOMMNblOTEPaX — BblbepuTe UX B
CNUCKe N HaXxXMuTe KHoMnKy "OTMeHUTL", KOTopasi pacnosioXXeHa Haj CMUCKOM
KOMMNbloTepoB B pa3gene "KomnbioTep".

BHumaHue! OTmeHNTb 3aaHe MOXHO TONBKO 10 ero BhiNofHeHUs. Ecriv Haxatb kHonky "OTmeHa"
B NMpoLiecce BbINONHEHUS 3aaaHust, 3ajaHue byaeT 0TMEYEHO Kak OTMEHEHHOE, HO €r0 BbINONTHEHME
He 0CTaHOBMUTCS.

4. TMocne 3aBeplleHMs BbINOJHEHMS 3aaHMUs ero MOXHO yAannTb U3 cnucka. Ans
3TOro BblIbEpPUTE €ro 1 HaxXMmMTe KHOMKYy "YaanuTe", KOTOpas pacnosioXXeHa Haj
CMMCKOM 3aaHunii B pasgene "3agaHune".

YcTaHoBKa € UCnosnb3oBaHUEM rpynnoBbIX NOMINTUK

Peanusauua aBTOMaTMyecKkoM yCTaHOBKM W o0b6bHoBneHus [10 knneHTa € wuc-
Nosb30BaHMEM FpPynmnoBbiX MOUTUK OCHOBaHa Ha MpPUMEHEHWU creuuasnbHO Ha-
CTPOEHHbIX rpynnoBbIX NoOAUTUK Ha KOMMbtoTepax onpeaeneHHbIX
OpraHM3auMnoHHbIX NoApasaeneHnii. Ha KaxxaoM KoMnbroTepe 3anyck npouecca ycra-
HOBKW MM 0B6HOBMEHUS MPOMCXOOUT aBTOMaTMUYECKM Npu ero nepesarpyske. Ecnm MO
K/IMEHTA Ha KOMMbIOTEPE HE YCTAHOBIEHO — 3anyCKaeTcs Npouecc YCTaHoBKU. Mpu
Hanmuunm NO kKNneHTa — BbINOAHSAETCH O6HOBNEHME HA TEKYLLYIO BEPCUIO.

Mpouenypa HaCTpOVIKVI CUCTeMbl 4151 aBTOMaTM4YeCKOoMn YCTAQHOBKU U obHoBneHns co-
CTOUT N3 Cneayrwmnx aTanos:

1. HavanbHoe popMmpoBaHue cTpykTypbl OY (cM. cTp.76).

2. Co3pgaHue daioB co CLEHapMeM yCTaHoBKM (cM. cTp.77).
3. CospaHue obLenoCTynHOro ceTeBoro pecypca (cM. cTp.82).
4.

Co3naHue opraHu3aLMoHHbIX NOAPa3AeEHUIN U BKIIOYEHME B HUX KOMMbIOTEPOB
(c™m. cTp.83).

5. CosgaHue 1 HacTporka rpynnoBbiX MOANTUK AN HYXHbIX OpPraHuU3auMOHHbIX
noapasgenenuii (cm. ctp.83).

HauyanbHoe dopmupoBaHue cTpykTypbl OY

KoMnbloTepbl, Ha KOTOpbIX 6yAeT BbINOMHATLCSA aBTOMaTuyeckas ycraHoska MO knau-
eHTa (ceTeBon pexxnum paboTbl), creayeT BKIUYNTb B CTPYKTYpPY ONepaTuBHOrO ynpas-
nennsa (OY), noguMHUB Kaxkabli KoMMnbiloTep cepsepy 6e3onacHoctn. [ns 3Toro B
cucteMe gomkHa ObiTb pas3BepHyTa COOTBETCTBYHOLWAS CTPyKTypa cepeepoB 6e3-
0MacHOCTM M NoaroToBneHo pabouee MmecTto agMmHucTpatopa Secret Net Studio.

MoaunMHeHMe cepeepaM 6e30MacHOCTU KOMMbIOTEPOB 63 YCTaHOBIEHHOrO K-
eHTckoro MO ocyllecTenseTca cpeacTsamu LieHTpa ynpasneHus.

MpumeyaHue. He Tpebyetcs nogumHsTb cepBepy Ge3onacHOCTU KOMMLHOTEPbI, HAa KOTOPbIX Mpej-
nonaraeTcs ucnonb3oBathb knneHT Secret Net Studio B aBTOHOMHOM pexume paboTbl.
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Co3spaHue hainoB Co CLeHap1eM yCTaHOBKM

CueHapui npegHasHa4veH 4n1s aBToMaTu3aunm npouecca yCTaHoBKKU KnmeHTckoro MO
M MO3BOJISIET MOJIHOCTBIO aBTOMaTU3NpoBaTb BBOA MH(OpMaLMK, 3anpallnBaeMon npo-
rpaMMON YCTaHOBKM KJ/IMEHTA.

@annbl co cueHapueM ycrtaHoBku cosgatotcsa B INI-dopmate n asnsaoTca dannamm
KOH(Urypaumm, KoTopble cogepXxaT AaHHble N0 HacTporike kameHTckoro MO Secret
Net Studio. Co3pgaHHble dainbl HeobXoAMMO MOMECTUTb B KOpHEBble Manku co-
34aHHbIX OCP (cM. cTp.82).

Co3gatb havin cueHapusi MOXHO CpeACTBaMu MPOrpaMMbl YCTAHOBKW KiveHTa (CM.
CTp.63) Mnn BpyuUHYIo.

CoBer. B kauecTBe WwabnoHa cLeHapust MOXHO UCTONb30BaTh (hain ceHapus, Co3aaHHbIN C MOMOLL b0
nporpammbl yCTaHOBKW KNUEHTa, N UCNONb30BaTb NpUMep cLeHapu4, I'IpI/IBGAEHHbIVI HXe.

Ansa cozpaHus c¢aisa cueHapus BpyUuHylo:

e B TekctoBOM pepakTope cosganTe dawnn Snlnst.rsp, cdopmmpyiiTe ero co-
OEPXMMOE N CoOXpaHuTe dan.

CrpykTtypa channa cueHapus

dann cueHapus UMeeT CneaytoLyo CTPYKTYpyY:
[Section_1]

napameTp_1 = 3HayeHue_napameTpa_1l
rnapameTp_2 = 3HadeHue_napameTpa_2

napameTp_N = 3HauyeHue_napameTtpa_N
[Section_2]

napameTp_1 = 3HayeHue_napameTpa_1l
napameTp_2 = 3HayeHue_napameTpa_2

napameTp_N = 3HauyeHune_napameTtpa_N
[Section_N]

napameTp_1 = 3HayeHue_napameTpa_1l
rnapameTp_2 = 3HadeHue_napameTpa_2

napameTp_N = 3HauyeHue_napameTpa_N

B cekumnsx [Section...] ykasbiBaloTCa napaMeTpbl U UX 3Ha4YeHUs, HeEObXoANMbIE Mpo-
rpamMme ycraHoBkK MO knneHTa. MepeyeHb OCHOBHbIX CEKLIMA M MapaMeTpoB npef-
CTaB/eH B cneaytowen Tabnmue.

Mapamerp 3Ha4yeHue no yMoJZI4aHUIo Onucanue

Cekuusn [Core]

Action install Onpepenser cocTosHMe KOMNoHeHTa "ba3oBas
3awmTa":

e "install" — KOMNOHEHT YCTaHOB/EH;

e "none" — KOMMOHEHT He yCTaHOBEH

Cekuuna [Console]

Action install Onpepenset cocTosiHWe JIoKanbHOro LeHTpa
ynpasneHus:

e "install" - nporpamMma ycTaHOBNEHa;

e "none" - nporpamMma He yCTaHOB/IEHA

Cekumsna [Local]
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MapameTp

3HayeHue No yMON4YaHUIo

OnucaHue

Action

none

Onpepenser COCTOSIHNE KOMMOHEHTA S1IoKasbHOM
3almThI:

e "install" - KOMNOHEHT yCTaHOB/EH;

e "none" — KOMMOHEHT HE YCTaHOB/EH

ERASER

Onpepenser COCTOSAHWE KOMNOHEeHTa "3atupaHune
OaHHbIX":

e "1" — KOMMOHEHT BK/TIOYEH;

e "0" — KOMMOHEHT OTK/THOYEH

DC

OnpenensieT CoCTosiHME KOMNoHeHTa "KoHTposb
ycTponcTs":

e "1" — KOMMOHEHT BKJTHOUEH;

e "0" — KOMMOHEHT OTK/THOUEH

FDC

Onpenenser cocTosiHMe KOMMOHEHTa
"[JUCKpELIMOHHOE yrnpaB/ieHne AoCcTyrnom":
e "1" — KOMMOHEHT BKJTHOYEH;
e "0" — KOMMOHEHT OTKJTHOYEH

EXEQUOTA

Onpepenser cocTosiHME KOMMOHEeHTa "3aMKHyTast
nporpamMmHas cpeaa":

e "1" — KOMMOHEHT BKJTHOYUEH;

e "0" — KOMMOHEHT OTK/THOYEH

MC

Onpenensier COCTOsIHME KOMMOHEHTA
"MonHOMOYHOE ynpaBneHune 4ocTynom":
e "1" — KOMMOHEHT BK/TIOYEH;
e "0" — KOMMOHEHT OTK/THOYEH

Cekuusn [Pc]

Action

none

Onpepenser cCocTossHWE KOMNoHeHTa "KoHTponb
neyatn":

e "install" - KOMNOHEHT BK/1HOYEH;

e "none" — KOMMOHEHT OTKJTHOYEH

Cekuumsn [Disk]

Action

none

OnpepensieT COCTOsIHME KOMMOHEeHTa "3awmTa
AVCKOB U Wn@poBaHne faHHbIX":

e "install" - KOMNOHEHT BK/1HOYEH;

e "none" - KOMMOHEHT OTKJTHOYEH

FDE

Onpenensier COCTOstHME KOMMOHEHTA
NMONHOANCKOBOMO WNdpoBaHUS:

e "1" — KOMMOHEHT yCTaHOBIEH;

e "0" — KOMMOHEHT He YyCTaHOB/EH

CRCONT

Onpeaenser cocTosiHME KOMMOHEHTa 3aLUMThbI
AMVCKOB M 3alUMTbl KPUMTOKOHTENHEPOB:

e "1" — KOMMOHEHT yCTaHOBJEH;

e "0" — KOMMOHEHT He yCTaHOBNEH

Cekuusa [Ta]

Action

none

Onpepenser COCTOSAHWME KOMMOHEHTa CeTeBoM
3aWnThl:

e "install" — KOMNOHEHT YCTaAHOB/EH;

e "none" — KOMMOHEHT He YCTaHOBIEH

TA_Firewall

Onpepenser COCTOAHNE KOMNOHEHTa
"MepcoHanbHbI MEXCETEBON SKpaH":
e "1" — KOMMOHEHT BKJTHOYUEH;
e "0" — KOMMOHEHT OTK/TIOYEH

TA_IPSEC

Onpepenser COCTOSAHNE KOMMNOHEHTa
"ABTOPM3aLNA CETEBbIX COEAUHEHNN" !
e "1" — KOMMOHEHT BK/TIOYEH;
e "0" — KOMMOHEHT OTK/THOUEH
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Mapamertp 3HayeHue No yMON4YaHUIo OnucaHue
TA_IDS 0 Onpenensier COCTOsIHME KOMMOHEHTA
"ObHapyeHue n npenoTBpaLleHne BTOPXEHUR"
e "1" — KOMMOHEHT BKJTHOYUEH;
e "0" — KOMMOHEHT OTK/TIOYEH
Cekumsna [Antivirus]
Action none Onpenensier COCTOSIHME KOMMOHEHTA

"AHTUBUpPYC":
e "install" — KOMNOHEHT BKJIHOYEH;
e "none" — KOMMOHEHT OTK/Tt0YEH

Cekuyna [Common]

Installdir [ProgramFilesFolder]Secret Net | Manka yctaHoBku MO knneHTa
Studio\Client
User OtcyTcTBYyeT MMa nonb3osaTens U3 rpynnbl agMUHUCTPaTOPOB
AoMeHa 6e3onacHocTn
Password OtcyTcTByeT Maponb nonb3oBatens
Server OtcyTcTBYyeT NpeHTndukaTop 6e3onacHocTM cepeepa
6e3onacHocTH:
® MPUCYTCTBYET — CETEBON PeXnM
(bYHKUNOHNPOBAHUS KITUEHTa;
® OTCYTCTBYET — @aBTOHOMHbIV PEXUM
(PYHKUMOHNPOBAHUS KIIMEHTa
Source * OtcyTcTBYyeT NcTouHNK ycTaHoBOYHOro hanna KnmeHTa
Division OTtcyTcTBYET YyeTHasi HdOpMaLuna KoMNbloTepa: Ha3BaHWe
noapasaeneHus
SysName OtcyTcTBYeT YyueTHas nHdopMaums KOMNbloTepa: Ha3BaHue
aBTOMaTU3MPOBAHHON CUCTEMBI
Workplace OtcyTcTBYeT YyeTHas nHdopMaumns KoMnbloTepa: paboyee
MecTo
Id OTcyTcTBYET YyeTHas MHpOpMaLmsa KoMNbloTepa: HOMep
cucrtemHoro 6s10ka
LicenseFilePath * OtcyTcTBYeT Nms danna nuueHsnm
Servername OtcyTcTBYeT DNS-ums cepepa 6e30nacHoCcTn
locale ™ OtcyTcTByeT Onpepenser A3bIK CUCTEMBI:
e "ru-RU" - pycckuit;
e "en-US" - aHrnuMnckuin
RebootTimeOut OTcyTcTBYeT Bpems B MMHYTax A0 nepesarpy3ku KOMMnboTepa 1
Hayana ycTaHOBKM
Cekuusna [Softpspt]
Action none OnpenensieT CoCcTositHME KOMMoHeHTa "MacnopT
I-IO" .
e "install" - KOMNOHEHT BK/TIOYEH;
e "none" — KOMMOHEHT OTK/THOYEH
Cekuusna [Patches]
Count OTcyTcTBYET Konunuectso HeobsizaTenbHbiX (Normal) naketos
ncrnpasneHnin Ans ycTaHOBKU
PatchN OTcyTcTBYeT MyTb K HeobA3aTeNbHOMY NaKeTy UCNPaBIEeHWU,

roe "N" — nopsiAKOBbIA HOMEP MakeTa

Cekuusn [Te]
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MapameTp

3HayeHue No yMON4YaHUIo OnucaHue

Action

none Onpepenser COCToSAHME KOMMOHeHTa "[loBepeHHas
cpepa":
e "install" — KOMNOHEHT BKJIHOYEH;

e "none" — KOMMOHEHT OTKJTHOYEH

* o
O6s3aTenbHbI NapameTp.
** OBsi3aTeNbHbIN U PErMCTPO3aBUCUMbIN NapaMeTp.

Ona 3ajaHns NyTVM [AOMYCKaeTcs MUCMosib30BaHME MepeMeHHbIX cpedbl. Msa nepe-
MEeHHOW cpefbl 3afaeTcs B KBaApaTHbIX CKOBKax U AO/MKHO HaX0AMTbCS B Havase 3Ha-
yeHunsa napameTpa. MNMepeyeHb NOAAEPKNUBAEMbIX NEPEMEHHbBIX CpeAbl NpeACcTaB/ieH B
Tabnuue.

MepemeHHas cpeabl

MpumMmep 3HaUeHUs

WindowsVolume

C:\

WindowsFolder

C:\WINDOWS\

USERPROFILE

C:\Documents and Settings\Ivanov\

TemplateFolder

C:\Documents and Settings\All Users\Templates\

TempFolder C:\Documents and Settings\Ivanov\Local Settings\Temp
SystemFolder C:\WINDOWS\system32\

StartupFolder C:\Documents and Settings\All Users\Start Menu\Programs\Startup\
StartMenuFolder C:\Documents and Settings\All Users\Start Menu

SendToFolder C:\Documents and Settings\Ivanov\SendTo\

ProgramMenuFolder

C:\Documents and Settings\All Users\Start Menu\Programs\

PrimaryVolumePath

C:\

PersonalFolder

C:\Documents and Settings\Ivanov\My Documents\

MyPicturesFolder

C:\Documents and Settings\Ivanov\My Documents\My Pictures\

LocalAppDataFolder

C:\Documents and Settings\Ivanov\Local Settings\Application Data\

FontsFolder

C:\WINDOWS\Fonts\

FavoritesFolder

C:\Documents and Settings\Ivanov\Favorites\

CommonFilesFolder

C:\Program Files\Common Files\

CommonAppDataFolder

C:\Documents and Settings\All Users\Application Data\

ProgramFilesFolder

C:\Program Files\

AppDataFolder

C:\Documents and Settings\Ivanov\Application Data

AdminToolsFolder

C:\Documents and Settings\All Users\Start Menu\Programs\Administrative Tools\

ALLUSERSPROFILE

C:\Documents and Settings\All Users

Mpumep copepxxumoro channa cueHapva

Hw>ke npeacTaBneH npuMep coaepxmnMoro daina cueHapms 4ns yCTaHOBKU KIMEHTa,
KOTOpbIl 6yAeT hDYHKLMOHMPOBaTL B @BTOHOMHOM peXxnMe.

[core]

Action=install
[console]
Action=install

[local]

Action=install
ERASER=1
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DC=1

FDC=1
EXEQUOTA=1
MC=1

[pc]
Action=none
[disk]
Action=install
FDE=1
CRCONT=1
[ta]
Action=install
TA_Firewall=1
TA_IPSEC=1
TA_IDS=1
[antivirus]

Action=install

[Common]

Installdir=C:\Program Files\Secret Net Studio\Client\
server=
Source=\\computer.TWinfo.local\OSR
LicenseFilePath=full_new
locale=ru-RU

[softpspt]

Action=none

[patches]

count=2

patchO=\\computer.TWinfo.local\OSR\tools\SecurityCode\Patches\8__ 5_ 5329_ 8_
Inc72574_Build5\

patch1=\\computer.TWinfo.local\OSR\tools\SecurityCode\Patches\8_ 5_ 5329_ 9_
Inc72994_Build6\

B npnBeaeHHOM NpuMepe NpeanmncbiBaeTcs:
1. YcTtaHoBUTb KOMMOHEHT "ba3oBasd 3awunTa”.
2. YcraHoBUTb JIOKanbHbIN LEHTP YN paBneHUs.
3. YCTaHOBWUTb KOMMOHEHT JIOKAa/IbHOM 3alUUThbl.
e  BKIHOYNTb KOMMNOHEHT "3aTupaHune aaHHbIX".
e BkaounTb KOMNOHEHT "KoHTposb ycTponcTse".
e  BkHOYNTb KOMMOHEHT "[JMCKpPELMOHHOE yrpaBneHmne aocryrnom".
e BKIHOYNTb KOMNOHEHT "3aMKHYyTas nporpamMMHas cpega”.
e  BkOYNTb KOMMNOHEHT "lMOAHOMOYHOE yrpaBneHune gocrynom”.
4. OTKIOYUTb KOMMOHEHT "KOHTpob nevatn".
5. Bk/OYNTb KOMMOHEHT "3almTa ANCKOB U WndpoBaHNe AaHHbIX".
e YCTaHOBWTb KOMMOHEHT 3aLMTbl ANCKOB.
e YCTaHOBWUTb KOMMOHEHT 3aLlMTbl KPUMTOKOHTENHEPOB.
e YCTaHOBWTb KOMMOHEHT MNOSIHOAMCOKOBOIO WWM(pPOBaHMS.
6. YCTaHOBUTb KOMMNOHEHT CETEBOM 3aLMThI.
e BkIouMTb KOMNOHEHT "lNepcoHanbHbIN MexceTeBoM sKpaH".
e  BkHOUNTb KOMMOHEHT "ABTOPU3aLns CETEBbIX COEAUHEHNI" .
e BkaounTb KOMNOHeHT "ObHapyXeHue 1 NnpeaoTBpalLleHne BTOPXEHUN" .
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7. BkounTb KOMNOHEHT "AHTUBMpPYC".

8. YcTaHoBMTb NPOAYKT B Nanky nporpamMMm Ha cMcTeMHOM aAncke B nanke \Secret Net
Studio\Client.

e UpeHTudunkatop 6e3onacHOCTM cepsepa 6€30MacHOCTM OTCYTCTBYET.
e lcTo4YHUK yCcTaHOBOYHOro darna kameHTa:\\computer.TWinfo.local\OSR.
e lmMa darina ncnonb3syemon nuuensun "full_new".
e YCTaHOBWUTb PYCCKMI A3bIK ANSI CUCTEMbI 3aLLUThI.
9. OTKA4YNTbL KOMMOHeHT "Macnopt MO".

10. YcraHoBMTbL ABa HeobsazaTenbHbiX (Normal) naketa obHoBneHuin. Bce 06s-
3atenbHble (Critical) nakeTbl 06HOBEHUI YCTaHABIMBAKOTCA aBTOMAaTUUYECKMU.

e [1Ba naketa 06HOBNEHUN C yKa3aHWEM UX MECTOPACMOSIOKEHMUS.

MpumeyaHue. B cieHapuy MOXeT BbITb MCIONE30BAH TONBKO OfIMH TN aHTUBMPYCA COrMAacHo BbiGpaHHO
TMLEH3NMN: aHTUBUPYC UMK aHTUBHMpYC (TexHonorus Kaspersky).

Co3paHue OGI.I.IG,EIOCTYI'IHOI'O ceTeBOro pecypca

B nomeHe AD Heobxoaunmo cosaatb OCP, coaepxawmin annbl ana ycraHosku MO knum-
€eHTa, pann c NiMueH3nsaMmn 1 daiin co cLLeHapueM YyCTaHOBKM.

BHumaHue! Ecniv B fomeHe AD UMeeTCst HECKONbKO CEPBEPOB 6E30MacHOCTY, TO 1 KaKAOTO U3 HUX TPE-
ByeTcs cosgatb 0TAENbHBIN OCP co cCBOUM HABOPOM aHHbIX.

Ansa cospaHnsa OCP:

1. Ha oaHOM 13 KOMMNbIOTEPOB AOMEHA CO3AaMTe nanky U OTKponTe K Hen obwnin go-
cTyn.

BHumanme! [JononHuTensHO NpefocTaBbTe Npasa JOCTYNA Ha YTEHWe COAEPXMMOro STOi namnku
BCEM Y4eTHbIM 3an1csiM KOMMLIOTEPOB, Ha KOTOPbIE NNaHUpyeTcs ycraHasnueath 10 knneHTa, unm
rpynne "Domain Computers".

MpumeyaHue. Bo Bpems npoBefeHUst aBTOMaTUYeCKon ycTaHoBKM MO 3TOT KOMMLIOTEP AOMKEH
BbITb OCTYNEH ANs ceTeBbIX 0BpaLeHnin. PekomeHayetcs cosaatb OCP Ha ogHOM 13 hannoBbix cep-
BEPOB JJOMEHa.

2. C ycraHoBouHOro amcka Secret Net Studio ckonupyinTe B CO34aHHYI Manky co-
AepXnMoe cnefyowmnx nanok (CoOXpaHsas nxX CTPYKTYPHYHO BNIOXXEHHOCTb):

Nmsa nanku HasHaueHue

\Setup\Client\ Copepxut gnctpnbytmebl 4nsa yctaHosku MO kiveHTa Ha 32- 1
64-paspaaHbix Bepcusax OC Windows

\Tools\Microsoft\ CoaepXuT aiisibl ycTaHOBKM HeobxoanMbIX o6HoBneHnn OC

Prerequisites Windows. Ecnu daiinbl OTCYTCTBYIOT, aBTOMaTnyeckasi yCTaHOBKa

KJIMEHTa Ha KOMMblOTEPAX He 6y,qu BbIMOMHATLCA

\Tools\SecurityCode\ | Coaep>nT BCrioMoraTenbHble YTUANTbI U pannbl HACTPOMKM,
HeobxoaunMble gns pabotbl ¢ Secret Net Studio

CrpykTtypa nanku OCP npeacraBnieHa Ha cieayowem pucyHke.

w OcCP
v Setup
Client
v Tools
v Microsoft

Prerequisites

SecurityCode
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3. B co3paHHylo nanky ckonupyiTe gana C IMUEH3USMU Ha UCMOJIb30BaAHME KOMIMO-
HeHTOB Secret Net Studio.

Cosert. Ecrv npenonaraeTcs UCMonb30BaTh KNUEHT B CETEBOM pexiuMe paboThl, Takxe JobaBbTe
Ha cepBep 6€30MacHOCTI MULEH3NM, COAEPXaLLNeCs B AaHHOM dhaine.

4. B cosgaHHY0 nanky ckonupymnTe gann co cueHapneM yCTaHOBKM.

Hactpoiika Active Directory

dopmMMpoBaHMe OpraHU3auMOHHbIX Nogpa3aeneHun

YTobbl BbIAEIMTL KOMMbIOTEPbI AOMEHa, Ha KOTopbiX 6yAeT BbIMONHATLCA aB-
TOoMaTM4yeckasas ycrtaHoBka wam obHoeneHue [0, HeobxoamMmo co3gaTb Op-
raHusaumoHHble nogpasaeneHuns (Organizational Units) n BKIOUYMTb B HUX HYXHble
KOMMbIOTEPbI. TakXXe MOXHO MCMO/b30BaTh MMEKLWMeCcs opraHn3aunoHHble noapas-
aeneHus.

CosgaHue OpraHusauMoHHbIX noApasaeneHnin u  aobasneHne o06bLEKTOB OCy-
LLLECTBNAETCS CTaHAAPTHbIMU CPEACTBaMM YrpaBieHms.

Co3paHue M HacTPOMKa rpynnoBbIX NONTUTUK

[na noaroToBEHHbIX OPraHM3auMoOHHbIX NoapasgeneHnin HeobxoamMo co3aaTth rpyn-
rnoBble MNOMTUKN aBToOMaTnyeckon ycraHoeku MO. MpynnoBblie NOAUTUKK CO3[AI0TCA
oTAeNbHO Ansa 32- n 64-pa3psagHbix sepcmin OC Windows.

Mocne Toro kak aBToMaTUyeckasi ycraHoBka MO 6yaeT BbiNo/IHEHA Ha BCEX KOMMbHO-
Tepax, Co34aHHble FpynnoBble NOMTUKM MOXHO YAANUTb CTaHAAPTHbIMK cnocobamu.
Ansa cozpaHMa rpynnoBov NOJIMTUKU Ha KOHTPoJlJiepe AOMeHa:

1. Bbi3oBMTE KOHCOMb "YNpaBneHmne rpynnoBon NoJNTUKON" .

2. Bbi30BMTE KOHTEKCTHOE MEHI0 OpraHW3auuMoOHHOro NoApasaesieHns, Ha KOMMbio-
Tepax KoToporo 6yaeT NpoBoAMTbLCA aBTOMaTU4YecKas yCcraHoBKka, n BblbepuTe Ko-
MaHay "Co3aaTb 06bEKT rpynnoBoK NOMTUKN B 9TOM JIOMEHE 1 CBSA3aTb ero”.

3. B nosiBuBLIEMCA Ananore BBeANTE NMSI CO34aBaEMOM NMOMNTUKM U HAXKMUTE KHOM-
Ky "OK".
HoBasi nonnTmMKa NosIBUTCA B MepapxM4eCcKoM CrUCKe B KayecTBe MoAYMHEHHOro
obbekTa opraHn3aunMoHHOro nNoapasaeseHuns.

4. BbI30BMTE KOHTEKCTHOE MEH 0 MONTUKMK U BblbepnTe KomaHAay "M3MeHnTb".
Ha sakpaHe nosiBUTCSA OKHO pefakTopa rpynnoBbliX NOINTUK.

5. B nepeBe 06bEKTOB MONMTUKKM NepenamTe K pasgeny "KoHdurypaums KoMnbio-
Tepa\ Monutukn\KoHdurypauma nporpamm\YcTaHoBKa nporpamMM", BbI30BUTE
KOHTEKCTHOE MeHI0 rnoapasaena v Boibepute komaHay "Cosgatb\lNaket".

Ha skpaHe nossuTca amanor "OTkpbiTne".
6. Bnone "Nms darna" BBeaMTe Hy>KHOE 3HaYeHUeE:

e [/19 NPpUMEHEHMS NOMTUKU Ha KOMMNbloTepax ¢ 32-paspsgHoin OC Windows:
<cereBoi_nyTb_K_nanke_OCP>\Setup\Client\Win32\InstAgent.msi;

e [0S NPUMEHEHUS NOMUTUKN Ha KOMMbloTepax c 64-paspsaHoir OC Windows:
<cereBovi_nyTb_K_narnke_OCP>\Setup\Client\x64\InstAgent.msi.

7. B ananoroBoM OKHe HaxXMuTe KHOMKy "OTKpbITh".
Ha s3kpaHe NnosaBUTCA OKHO pasBepTbiBaHMS MPoOrpamm.
8. HaxmwnTe kHonky "OK".

CoBerT. [Ins co3ganHoro naketa ¢ 32-paspsiiHoi Bepcuen AucTpubyTiea pekoMeHAyeTcs YAanuTh 0T-
meTKy 13 nonsa "Cpenatb 310 32-pa3spsigHoe X86 npunoxeHue JOCTYNHLIM AN KOMMBOTEPOB C ap-
xutektypon Win64". [ins atoro B CBOWCTBAX nakeTa nepeiaute Ha BKknagky "PassepTbiBaHue " u
HaXMuTe KHoMKy "[lononHnTensHo".
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CoBeT. Ecnu ncnonb3yloTcst HECKONBKO OpraHuU3aLyOHHbIX NOAPa3AeneHuit NS aBToMaTU4Yeckoil ycTa-
HoBku 10, co3gaBaTh OTAENbHbIE PYNNOBbIE NOMUTUKM AN KAXAO0r0 nogpasaeneHuns HeobssatensHo. B
OCTanbHbIX NoapasfeneHnsix MoXHO J06aBNTb CCbINKY Ha CO3AaHHbIe rPYNMOBbIE NONMUTUKM (C MOMOLLbIO
KOMaHAbl KOHTEKCTHOTO MeHH0 "CBA3aTh CYLLeCTBYIOLL WA OBBEKT rpynnoBoi NOAMTUKM").

Ana npuMeHeHUsa CO3AaHHON rpyrnnoBOW NOMIUTUKMK:
1. lMepesarpysunTe KOMMbOTEP, HA KOTOPOM BbINOHSETCS ycTaHoBka MO knneHTa.
2. BonguTte B cucTeMy nNog y4eTHOM 3anncbio nosib3oBartens.

lMocne ycnewHoro Bxoaa noJsib3oBatens B CUCTEMY Haj NUKTorpaMmoin Secret Net
Studio, Haxoasiwelca Ha naHenn 3agady Windows, nosiButcs coobueHme ob ycra-
HoBke. [locne 3anycka nepesarpy3sku KOMMbloTEPa HAUYHETCS YCTaHOBKA KOMMO-
HeHToB Secret Net Studio.

YcTtaHoBKa ¢ ucnonb3osaHmem SCCM

Peannzaumnsa ueHTparM30BaHHONO 3arycka npoueccoB ans knnmeHtoB Secret Net
Studio ocylecTBnseTcs C NoMOLWbIo NpoayKTa Ans ynpasneHuns NT-uHbpacTpykTypomn
Ha ocHoBe Microsoft Windows n cMexHbiX ycTponcts (SCCM).

Cpeacrsamn SCCM MOXET NpoMCXOAnTb 3arMyCcK MpoLeccoB:

e  YCTAHOBKM, OBHOBNEHUS, UCMPaBNeHNA NN yaaneHnsa knneHTckoro MNo;
e  YCTAHOBKM UM yAaneHus nakeTos 06HOBNEHU.

Mpoueaypa HacTPOKM CUCTEMBI COCTOUT U3 C/IeAyHOLLNX 3Tanos:

1. HauvanbHoe opMupoBaHue CTpykTypbl OY (cM. cTp.84).

2. CospgaHwue dainaos co cueHapueM yctaHoBKM (CM. cTp.84).

3. Co3gaHue obuienocTynHoro ceteBoro pecypca SCCM (cMm. ctp.86).

4. Hacrpovika SCCM (cm. cTp.87).

HauyanbHoe dopmupoBaHue cTpykTypbl OY

KoMnbloTepbl, Ha KOTOpbIX 6yAeT BbIMOMHATHCS 3anyck MpoLeccoB, cneayeT noa-
UNHUTb cepBepy 6e3onacHocTu. [4ns 3Toro B cucreme JomkHa 6biTb pa3BepHyTa Co-
OTBETCTBYIOLAsA CTPYKTypa cepeepoB 6e30macHOCTM U NoAroToBneHo paboyee mMecTo
aaMuMHucTpaTtopa Secret Net Studio.

MogunHeHMe cepBepaM 6e€30MacHOCTM KOMMbiOTEPOB 6€3 YCTAHOBEHHOrO KIN-
eHTckoro MO ocyLecTBAseTcs cpeacTBaMu LieHTpa ynpaBneHus.

MpumeyaHue. He Tpebyetcs nogumHsTe cepeepy 6e30MacHOCTU KOMMLIOTEPbI, HAa KOTOPbLIX Mpes-
nonaraeTcs ucnonb3osathb knneHT Secret Net Studio B aBTOHOMHOM pexume paboTbl.

Co3paHue haiinoB co cLieHapueM yCTaHOBKM

OnucaHmne npouecca co3aaHusa dainoB co cueHapueM Ans npouecca ycraHosku MO
K/IMEeHTa U CTpyKTypa dalina cueHapusi COOTBETCTBYET OMMCAHWUIO FPymnMnoBbIX MO-
nmTuk (ctp.77).

Mpumep copepxumoro chbanna cueHapumna
Hu>xe npeacraBneH npuMep coaepXxmmoro darna cueHapus 4ns yCTaHOBKM KIIMEHTa,
KOTOPbIN 6yaeT PYHKLMOHMPOBATL B CETEBOM peXUME.
[core]

Action=install

[console]

Action=install

[local]

Action=install

ERASER=1

DC=1
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FDC=1

EXEQUOTA=1

MC=1

[pc]

Action=install

[disk]

Action=install

FDE=1

CRCONT=1

[Common]

Action=install

Installdir=C:\Program Files\Secret Net Studio\Client\
server=5-1-5-21-3534210826-639358159-2414785253-3826
Source=\\MSS2012\OSR\
LicenseFilePath=lic
servername=WIN-ATC89VIN2B9.testsn7.ru
locale=ru-RU

[ta]

Action=install

TA Firewall=1

TA_IPSEC=1

TA_IDS=1

[softpspt]

Action=none

[te]

Action=none

[antivirus]

Action=install

[patches]

count=3

patch0=\\MSS52012\OSR\tools\SecurityCode\Patches\8_6_6186_11_1IncidentTest_
LocalControlCentre_Client\

patch1=\\MSS2012\OSR\tools\SecurityCode\Patches\8_6_6186_14_IncidentTest_
AuthServer_Server\

patch2=\\MS52012\OSR\tools\SecurityCode\Patches\8_ 6_ 6186_ 16_
IncidentTest5_Core_Client\

B npnBeaeHHOM NpuMepe NpeanmncbiBaeTcs:
1. YcTtaHoBUTb KOMMOHEHT "ba3oBasd 3awmTa”.
2. YcraHoBUTb JIOKanbHbIN LLEHTP YN paBneHUs.
3. YCTaHOBWUTb KOMMOHEHT JIOKAa/IbHOM 3allUThbl.
e  BKIHOYNTb KOMMNOHEHT "3aTupaHune AaHHbIX".
e BkaounTb KOMNOHEHT "KoHTposb yCTponcTs".
e  BkHOYNTb KOMMOHEHT "[JMCKpPELMOHHOE yrpaBneHmne aocryrnom".
e BKIHOYNTb KOMNOHEHT "3aMKHyTas nporpamMMHas cpega”.
e  BkOYNTb KOMMNOHEHT "MONHOMOYHOE yrpaBneHune gocrynom”.
4. BkNoUYNTb KOMMOHEHT "KOHTposb nevatn”.
5. Bk/OYNTb KOMMOHEHT "3almTa ANCKOB U WndpoBaHUe AaHHbIX".
e YCTaHOBWTb KOMMOHEHT 3aLMTbl ANCKOB.
e YCTaHOBWUTb KOMMOHEHT 3aLMTbl KPUMTOKOHTENHEPOB.
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e  YCTaHOBMUTb KOMMOHEHT MOJIHOANCOKOBOO WK POBaHUS.

6. YCTaHOBMTb NPOAYKT B Nanky nporpamMMm Ha cMcTeMHOM aAucke B nanke \Secret Net
Studio\Client.

. NpeHTndukatop 6esonacHoctn cepBepa 6esonacHoctn S- 1- 5- 21-
3534210826-639358159-2414785253-3826.

e lcTOYHUK yCTaHOBOYHOro darna kameHTa:\\MSS2012\0OSR.
e WNmMa danna ncnonblyemon amueHsumn "lic".
e DNS-UNmsa cepBepa 6e3onacHoct WIN-ATC89VIN2B9.testsn7.ru.
e  YCTaHOBUTb PYCCKUM A3bIK AN CUCTEMbI 3aLLUThI.
7. YCTaHOBWTb KOMMOHEHT CETEBOWN 3alUNThI.
e BkIoUMTb KOMNOHEHT "lNepcoHanbHbIN MexceTeBoM sKpaH".
e  BkHOUNTb KOMMOHEHT "ABTOpPU3aLns CETEBbIX COEAUHEHNI" .
e BkaounTb KOMNOHeHT "Ob6HapyXeHue 1 NnpeaoTBpalLleHne BTOPXEHUN" .
8. OTkIuYNTb KOMMOHeHT "Macnopt MO".
9. OTKIYNTb KOMMOHEHT "[loBepeHHas cpeaa”.
10.BknounTb KOMMNOHEHT "AHTUBUPYC".

11. YctraHoBUTb Tpu HeobsasaTenbHbiX (Normal) naketa obHoBneHui. Bce o064-
3atenbHble (Critical) nakeTbl 06HOBNEHUI YCTaHABIMBAKOTCA aBTOMATUYECKM .

e Tpu naketa obHOBEHUI C YKasaHuMeM nx MeCctopacnosioXXeHu4.

Mpumeyanue. B cLeHapuy MOXET GbITb MCMIONB30BAH TOMBKO OAMH TUM AHTUBMPYCA COTNacHO BbiGpaHHOi
NMLEH3NM.

CospaHue obwenocTynHoro ceteBoro pecypca SCCM

B nomeHe AD HeobxoanMo co3gaTb OCP, coaepcalumnin dannbl Ans ycraHosku MO knn-
eHTa, hann c iMueH3namu 1 ann co CLeHapneM yCTaHOBKMU.

BHumaHme! Ecniv 8 fomeHe AD nMeeTcs HECKOMbKO CepBepoB 6e30MacHOCTH, TO ANS KaXOoro 13 HUX Tpe-
ByeTca cosgatb oTaenbHbIM OCP co cBOUM HabOPOM JaHHbIX.

Ans cospanua OCP:

1. Ha ogHOM M3 KOMMNbBIOTEPOB AOMEHA CO34aNTe Narnky U OTKporTe 06w min 4oCTyn K
Heln N K OUCKY, Ha KOTOPOM pacrnosioXXeHa 3Ta manka. [onosHUTeNnbHO npeno-
CTaBbTe BCE MpaBa A0CTyna Ha COAEPXXUMOE 3TOM Marnku BCEM YYETHbLIM 3anucsm
KOMMbIOTEPOB, Ha KOTOpPbIE NJIaHNpyeTcs ycTaHaBnmeaTb N0 kKameHTa.

MpumeyaHue. Bo Bpemsi NpoBeAeHNs aBTOMATUYECKOI YcTaHOoBKM MO 3TOT KOMMLIOTEP AOIKEH
ObITb JOCTYNEH ANs ceTeBbIX 006paLLeHunit. PekomeHayeTcs cosaate OCP Ha ogHOM M3 haitnoBbIx cep-
BEPOB JOMEHa.

2. B cosgaHHYl0 nanky ckonupymnTte dann c iMLEH3USAMN Ha UCNONb30BaHWe KOMMO-
HeHToB Secret Net Studio.

Coser. Ecrivt npenonaraeTcs UCMonb3oBaTh KNUEHT B CETEBOM pexiuMe paboThl, Takxe JobaBbTe
Ha cepBep 6€30MacHOCTU MULEH3NM, COAEPXKaLLNeCs B AaHHOM dhaine.

3. B co3gaHHYy nanky ckonmpymnTe daina co cueHaprMeM yCTaHOBKMN.

MpumeyaHue. [ins 06HOBNEHUS, uCnpaBneHus, yaaneHus knueHTckoro MO 1 ynaneHus nakeTos 06-
HOBEHMI Hanuuue aiina ¢ NULEH3USAMM Ha UCMOMb30BAHUE KOMMOHEHTOB U (haiina co cLieHapuem
ycraHoBkw He Tpebyetcs B OCP.
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Hactpoitka SCCM

Bo3MOXHbI CrieaytoLie BapMaHTbl pa3BepTbiBaHMs MO Ha KIIMEHTCKOM KOMMbloTEpe:

nakeT YCTaHOBKM (CM. HUXe);
npunoxeHue (CM. cTp.92).

Pa3sBepTbiBaHMe NaKkeTa YCTaHOBKM uepe3 SCCM

Ong ueHTpann30BaHHOro pa3BepTbiBaHUSA KIMEHTOB HeobxoanMo co3paTb U ycCra-
HOBWUTb NAKeT YCTaHOBKMU.

Onsa co3pgaHus NakeTa YCTaHOBKMU:

1.
2.

OtkpoiTe System Center Configuration Manager.

B HMXHel yacTn naHenun Hasurauumm Bblbepute "brubnmnoteka nporpamMmHoro obec-
neyeHns" (cneesa B OCHOBHOM OKHE).

B BepxHeln yacTn naHenn HaBuraumm B OKHe CTPYKTYpPbl packponTe BeTBb "Yrnpas-
neHune npuioxeHnammn" (cneea B OCHOBHOM OKHE).

Bbi30BUTE KOHTEKCTHOE MeHI0 06bekTa "lMakeTbl" 1 BbibepuTe KoMaHay "Co3aaTth
naket".

Ha sakpaHe nosiBuTCS Ananor, nogobHbll cnegyowemy.

YKaxuTe CaefieHusi 06 3TOM nakeTe

Configuration Man; v

7 Csoaxa [Mporpavuet | Passeprosaris

B none "Uma" ykaxunTe Ha3BaHWe NakeTa n HaxmuTe KHonky "Adanee >".

Mpumeyanue. Ecrin auctpubyTus Haxoautcs Ha OCP, To He TpebyeTcs ycTaHaBNMBaTL OTMETKY B MO-
ne "3T10T NaKeT COAEPXMUT UCXOAHbIE (haiinbl”.

Ha akpaHe nosiBuTCS AnManor, nogobHbll cneayowemy.
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(71 Macrep cosaatna nakeros u nporpanm x
gﬂ Tun nporpamme:
ke BuibepnTe TUN cO343BaEMOi NporpaMmel
CranaapTHan nporpamm:
Tpebosatua
(®) CTaHaapTHaA NparpaMMa
Hsnaka Cosnate NporpaMMy ANA KIWEHTCKOr0 KOMMLITEpa.
Beinonnenne
3aeepuieHne
(O Oporparma ana yoTpoicTsa
Cospmate nporpamMy AnA yoTpoicTea.
() He cosnasams nporpammy
Cospate naker, Ho He cosgasats nporpammy. Mporpammy Moo GyneT aofasnTs Nosxe c noMolLo
MECTEpa COSAAHIA NPOrpaMM.
= Hazag CEOAKS OTmeHa
< >

6. B agmanore ycraHoBuTe OoTMeTKy B none "CraHgapTHas nporpamMa" n HaxmuTte
KHonky "Jdanee >".

Ha skpaHe nosiBUTCS AManor, noAobHbIN cieayoLemy.

[ Macrep cosaarma nakeros u nparpamm X
gj CTaHaapTHaa nporpamma
Mere=r YKaxuTe cBEAeHNA 00 3TOM CTaHAAapTHOW NporpamMmMe
Twun nporpamMmel
CTaHJapTHas Nporpamm
Tpebosanua Wrn: | Install |
Caoaxa KomaHoHaR c1poka: |51SE_D_en"-.Setup\C]ierﬂ"-.xﬁA\SnSetup.ru-RU.exe fscem Anstall OBzop...
Brinonnerne
Fafiouan nanka: | |
33BEpLUEHME
Tun sanycka: CrpbiTaii bt
TpeGosarue ana sanycka: | B moBom cryyae =
Peskiim BEINONHEHMA: 3anycMTE C NpaBaMi agMUHUCTRETOPE
[] PaspewnTe nonb3oEaTensM BANETE XOM, YCTEHOBKM MPOrPEMME! M BSEMMOLEACTEOBETE C HAM
TR Fatiota ¢ UNC+merem ~
< Hazag CeogKa OTmena
£ >

7. [nsa ctaHAapTHOM NporpaMmbl BbINONHUTE Ceaylowme 4encTBus:
e YKaxuTe nHdopmauumio:
e B none "Nma" ykaxunte Ha3BaHWe CTaHAAPTHOW NpPOrpaMMbl ;
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e B none "KomMaHaHas cTpoka" yKaxuTe B COOTBETCTBYIOLEM copMaTe NyTb
K ANCTPUBYTUBY 1 KOMaHAY (CM. HUXe);

e B nose "Tun 3anycka" BbibepnTe napametp "CKpbITbIn";
e B none "TpebosaHna ansa 3anycka" Bbibepute napameTtp "B nobom cny-

yae".
e Haxmute kHonky "[anee >".
Ha sakpaHe nosBuTCcsa gnanor TpeboBaHui Ans CtaHAapTHON NporpamMMbl.
Mone "KomaHAaHas cTpoka" nMeet cneayrowmnin popmaT BBOAA:

<nyTe kK gucTpmbyTmuey> /sccm /<koMaHpga>

OnuncaHne KOMaHA NpeacTaBAeHo B creayolen Tabnuue.

KomaHpa OnucaHue

install
[/timeout:x]

BbInonHAETCA ycTaHOBKa NpOrpaMMHOro obecneveHmns KnneHTa.
Heobs3aTenbHbln napameTp timeout:x — BpemMs B MUHYTax A0
rnepesarpy3ku KoMnbtoTepa v Havana ycTtaHoBku. 1o yMonyaHuto
370 BpeMs cocTtaBnser 720 MMHYT (12 yacos)

upgrade BbinonHseTcs 06HOBNEHNE YCTaHOBEHHOM paHee Bepcum
NporpamMMHOro obecrneyeHnst KiiMeHTa Ha HOBYHO

repair BbinonHaeTcs ncnpaeneHne yCTaHOB/IEHHOro paHee
NporpamMMHOro o6ecneyeHns KimeHTa

uninstall BbIinonHseTcs yaaneHue yCTaHOBEHHOMO NporpaMMHOro

obecneyeHuns KIMeHTa

applypatch "nyTtb
K nanke c
nakeTrom
o6HoBneHnn"

BbinonHsaeTcs ycTaHoBKa NakeToB 0OHOBEHUI

removeallpatches | Yaanser Bce ycTaHOBNEHHble paHee nakeTbl 06HOBNEHN I

HaxmnTe kHonky "[danee >".

Ha akpaHe nosaBuTCs ananor NoATBEPXKAEHUS NapaMeTpoB.

B ananore npoBepbTe COAEPXMMOE U HAXMUTE KHOMKy "[danee >".
HauHeTcs npouecc co3faHns nakeTa yCTaHOBKM.

10.Mocne 3aBepieHNs HAXXMUTE KHOMKY "3akpbITb".

Mo OKOHYaHMK MpoLecca B CNMMCKE NAaKeTOB YCTAHOBOK MOSIBUTCS HOBbII NaKeT, Co-
AepXXalinii cBeAeHMs 0 CO3AaHHbIX MporpamMmMax.

MpumeyaHue. [[obaBneHne HOBLIX CTaHAAPTHbIX MPOrpamMm B MaKeT YCTAHOBKM OCYLLECTBASETCS NOCne
ero cosganus. [ins nobasneHns HOBOI CTaHAAPTHOM NMpOrpaMMbl BLI3BOBUTE KOHTEKCTHOE MEHH CO-
3[@HHOTO NakeTa yCTaHOBKU 1 BbibepuTe komaHay "Co3aaTb nporpammy”, a 3aTeM BbINONHNTE AEACTBUS
6-10.

AnAa yCTaHOBKU CTaHAapTHOﬁ nporpamMmmbl CO34aHHON NnakeTa YCTaHOBKMU:

1.
2.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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OtkpoiTe System Center Configuration Manager.

B HMXXHEN YacTn naHenn Hasuraumm BolbepuTte "Brnbnmorteka nporpamMmHoro obec-
neyeHns" (cnesa B OCHOBHOM OKHE).

B BepxHel yacTu naHenu HaBMraunm B OKHE CTPYKTYpbl pacKponTe BeTBb "Ynpas-
NeHne NpunoxeHnsaMm" (cneesa B OCHOBHOM OKHE).

Bbi6epuTe 06bekT "MakeTbl".
B cnncke nakeToB YCTaHOBOK BblbepuTe CO34aHHbIN paHee nakeT.

MepenanTe Ha BkNagky "lMporpaMmbl” (CHU3Y B OCHOBHOM OKHeE) 1 BbibepuTe CTaH-
[apTHYIO NporpamMMmy, CO3AaHHYI0 paHee.

Bbl30BUTE KOHTEKCTHOE MEHI0 CTaHAApTHOW MporpaMmbl U BblbepuTe KoMaHay
"Pa3BepHyTb".

Ha sakpaHe nosiBuTCA Ananor, nogobHbll cnegytouemy.
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8. Hanpotus nons "Konnekumsa" Haxmute kHonky "O630p" 1 B nosiBULIEMCS CNIUCKE
BblbepnTe HEO6X0ANMYIO KOIEKLIMIO KOMMBbIOTEPOB, HA KOTOpYtO TpebyeTcs ycTa-
HOBUTb MaKeT YCTAHOBKMK, a 3aTeM HaxxMuTe KHonky "OK".

9. HaxmnTe kHonky "[anee >".

Ha akpaHe nosBMTCS Avanor Mecta pacrnpocTpaHeHUs COAEPXKMMOro.

10.HaxmuTte kHonky "danee >".

Ha 3KkpaHe nMosBMTCS [Auanor mnapaMeTpoB YMpaBfieHUs MpoLeccoM pas-
BEPTbIBAHWS 3TOMO NPOrpaMMHOro obecrneyeHms.

11.B none "HamepeHune" ykaxute "ObsizaTenbHas yCcTaHOBKa" M HaXMUTE KHOMKY

"Nanee >".

Ha skpaHe nosiBUTCA AMasnor pacnucaHus pa3BepTbiBaHMS 3TOFO MpPOrpamMMHOr0
obecneyeHus.

e BrINCAHEHWE MACTEPE Pa3BEPTHIBAHNA NPOrpaMMHore oBecnedeHa x

gg Pacnucanne

OBwme

Copepxmmoe

MapameTpbl passepThiBaHNs
BsawmogeiicTeme ¢ none:
Toukn pacnpocTpaHeHis

Ceogka

BrinonxeHne

3aBepLueHie

Ykaxute pacnucaHWe 3TOro pa3zeepTbiBaHUA

MakeT cTaneT A0CTYNEH CPasy NOCNE pacnpoCTPSHEHWA Er0 COASPAMOro Ha TOYKEX PACNpOCTPaHEHWA, ECIK
€0 IOCTYTHOCTE HE SaNNaHMpOBaHa Ha Gonee NosoHes BpemA. [INA 0GASATENLHLIX NPUNOKEHAR YKEKUTE
PACMWCEHNE YCTAHOBKM.

[ Paseepmizanme aoctynHo c:

03.072019 | [13:23 =

[] Cpok oKkoHuaHMA ReiCTEMA 3TOro PASEEPTLIBEHUA:

03.072019 | [13:23 =

Pacricanme ycTarosk: () Cospam...

HeT anemeHToE ANA NOKE3E B 3TOM OKHE.

MNosenerne nosTopHore | Boer ga NOBTOPATE 3aMyck NPOrpamMMEl L
3anycKa:

< Hazag Janee > OTmena

12.BbinonHuTe cneayrowine AeNCTBmS:

e Haxmute kHonky "Co3patb":

e YcTaHOBMTE OTMETKY B nosne "Ha3sHaunTb cpa3y nocne aToro cobbitmnsa";
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e BBbinagaowem MeHio BbibepuTe "Kak MOXXHO ckopee".
e Haxmute kHonky "OK".
B cnucke pacnucaHus 3ajaHunin NOSIBUTCSA HOBas 3anmchb.

13.B none "lMoBeaeHne NoBTOpHOro 3anycka" BbibepuTe "Bceraa noBTopsiTb 3anyckK
nporpamMmbl" n HaxmuTe KHonky "[Nanee >".

Ha akpaHe nosiBMTCA AManor napaMeTpoB B3anMMOAENCTBUSA C MO/Ib30BaTENEM MpU
YCTaAHOBKE 3TOr0 NporpaMMHOro obecrnevyeHus.

14.HaxmuTte kHonky "danee >".
Ha sakpaHe nosiBuTCA Ananor, nogobHbll cnegytowemy.

=% BrinoAHEHWE MACTEPa PassepTblIBAHNA NPOrPaMMHOIC 0OECNEYEHNA X

gg Toukn pacnpocTpaHeHus

Uhine YKaxunTe cnocob 3anycka CoAepXUMOro 3ToM NPOrpaMMel B 33BUCUMOCTH OT
Coaepaxmmoe TMNa NOOKTHYEHNA KINeHTa
MapameTpel paseepTeiBaHms

Pacnucanne BrifiepuTe NPUMEHAEMBIA BEPMEHT PA3EEPTLIBAHNA, ECTIM KIMEHT UCNONESYET TOYKY PACNPOCTPEHEHMA U3

i TEKYWER TPYIMLI FPaHILL.
BsanmogeicTene c none: PUCH TETE PaHHLL.

MapameTpil passepThIBEaHWA:
ToukK pacnpocTpaHeHiy

3anycTMTL NPOrpaMMy W3 TOUKKM PACTIPOCTPAHEHUA C
Ceogxa

Ewinonnenne
BhifepnTe NPUMEHAEMBIA BEPMEHT PA3EEPTLIBAHNA, ECTM KIMEHT UCNONESYET TOYKY PACNPOCTPEHEHMA U3

Zelegtindi g COCEIHEN MPYMN! FPEHALL MM MPYMNs! FPEHMLL CEITA M0 YMONUaHWID .

[MNapameTpbl pasBEpPTLIESHNA:

He sanyckats nporpammy "

Ecnu 5T conep#imoe HEAOCTYNHO B TOUKEX PACPOCTRAHEHMA B TEKYLLEA M COCEIHEN rPYNNax rPaHuLL, MOXHO
PASPEWNTE KIMEHTY MCMONES0EATE TOMKY PACNPOCTREHEHWA S IPYMNb! FPEHILL CaiTa N0 YMONY3HMD .

[[] Paspewnts knieHTam ncronbsosaTs TodkM PACNPOCTPEHEHWA NS MPYMNS! MPEHILL CEIATA M0 yMOIHaH1

< Hazag Ceogka OTmena

15.B none "MapamMeTpbl pa3BepTbiBaHUA" yKaxuTe "3anyCcTuTb NporpamMmy 13 TOUKMU
pacnpocTpaHeHns" n HaxxmMmTe KHonky "danee >".

Ha skpaHe nosaBuTCcsa ananor NoATBEPXKAEHNA NapaMeTpoB pa3BepTbiBaHUS.
16.B ananore npoeepbTe COAEPXKMMOE U HAXMUTE KHOMNKY "Nanee >".
HayHeTcs npouecc ycTaHOBKW CTaHAApTHOM Nporpammbl.
17.Tocne 3aBeplieHns HaXxXMmMTe KHOMKY "3akpbITh".

MpumeyaHue. [Ins ycTaHOBKM CO3AAHHbLIX paHee CTaH4apTHbIX MporpaMm U3 nakeTa YCTAHOBKW Bbl-
nonuuTe aeiicteus 6-17.

Ansa oTcne>XxuBaHUA Npolecca BbINO/IHEHUA CTAaHAAPTHOW NPOrpaMMbl:
1. OrtkpomnTe System Center Configuration Manager.

2. B HMXHEN YyacTn naHenn HaeBuraumm sbibepmnte "MOHUTOPUHI" (CHM3Y B OCHOB-
HOM OKHe).

3. B BepxHeh 4acTM naHenuM HaBuraunmm B OKHe CTPYKTypbl Bblibepute "Pas-
BepTbiBaHMA".

Ha skpaHe nosiBUTCS AnManor, noAobHbIN cieayoLemy.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 91
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St coomsercrans  flara cospanus
00 14022010 1224
1000 15022019 1240
00
00
00 210220191226
00
00

orpames SNS_P (install) & x64. »

0307.2019 1426

B cnucke nporpamMMHoro o6ecrieyeHus BblbepuTe TpebyeMyto CTaHAapTHYO Npo-
rpamMMy 1 MOCMOTPUTE €€ COCTOSIHUE,

PasBepTbiBaHue nNpunoxxeHusa yepe3a SCCM

[na ueHTpann30BaHHOro pasBepPTbiBAaHMS KIMEHTOB HE0obXoauMO co3daTb M ycTa-
HOBUTb NMPUJIOXKEHME.

Ana co3gaHuvA NPUIOXKEHUNA:

1.
2.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

OtkpownTe System Center Configuration Manager.

B HMXXHE YyacTn naHenn Hasuraumm BolbepuTte "BrnbnmoTteka nporpamMmMHoro obec-
neyeHns" (cnesa B OCHOBHOM OKHE).

B BepxHel yacTu naHenu HaBMraunm B OKHE CTPYKTYpbl pacKponTe BeTBb "Ynpas-
neHne npunoxeHnammn" (cnesa B OCHOBHOM OKHE).

Bbi30BMTE KOHTEKCTHOE MeH0 ob6bekTa "MpunoxeHunsa"” n ebibepmute komMaHay "Cos-
AaTb NpuioxeHue".

Ha akpaHe nosasuTCca amanor, NoAo6HbIN cenyowiemy.

© Bpyenro sam coemn o X

B avanore ycraHoBuMTe OTMETKY B nose "BpyuyHylo 3agaTb CBeAeHMSI O Mpu-
NOXEHUN" N HaXXMUTe KHorMKy "danee >".

Ha sakpaHe nosiBuTCS AnManor, nogobHbll cneayowemy.
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[&7 MacTep cosganna npunoxeqnit

gj OBLwue cBEAEHNA

AmpanHUCTPETMEHEIR
KaTeropim:

[ Dama nyGmaawm:

ObLyne YKaxXuTe CBEMIeHUA O NPUNOXEHUN
Katanor npunoxennii
Twnel paseepTbIBaHA Wz

Ceogka KommesTapui

Brinonxexnne OMWHWCTDETOPE:

3aeeplieHne VisnaTens:

[ ] sowmmopawe [ ]

[onopHuTensHaA cobinka: |

Brapensue:

KoHTaKTe! noasepm:

YicaxmTe n TEned, o

BriGpats...
e 3TOro Mf MR,
| Ofsop...
| OBzop...
< Hazag Ceoaka CmeHa

6. Bnone "MmMa" ykaxuTe Ha3BaHUE NPUIIOXKEHNS N HAXXMUTE KHONKY "[danee >".

Ha skpaHe nosasuTca ananor "Katanor npuioxeHmin".

7. HaxmuTte kHonky "Hdanee >".

Ha sakpaHe nossuTca gnanor "Tunbl pa3eBepTbiBaHmsa".

8. HaxmuTte kHonky "[o6aBuTb".

Ha skpaHe noasuTCa Ananor co3gaHus Turna pasBepTbiBaHUS.

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
YcTaHoBKa, ynpaBfieHue, MOHUTOPUHT U ayauT
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[ MacTep cosgaHns TMNa pasEEpPTEIEaHNA

g:g OBwwe

YKaXUTe NapameTpsl 3TOMO TUNE Pa2BepTHIBaHUA

OBLwmne cBEAEHHA

Cogepxumos
Merog obrapyxenna B TMnax paseepThIBAHNA COAEPATCA CBEAEHNA O METOAE YCTAHOBKN W MCXOAHBIX ainax AnA 3Toro
BzaumogeficTene © none: BN E LV
Tpebosanna Tun: Yetanoewme Windows (MS|-paiin) w
3aBNCMMOCTI

Caoaxa (O AsTomaTUHECKN ONPEAENNTE MHGOPMALMID 06 3TOM THNE PasBEPTEIBAHNA N3 aiNos yCTaHOBKN

Brinoaxenne P 3CrO0KEHME

3aseplieHne e e e e

(®) Yka3zaTe MHOOPMALMIO 0 TUME PA3EEPTHIBEAHUA BPYYHYID

< Hazag Janee > CBOgKa Otmena

9. B none "Tun" ykaxute "YcraHoBwmnk Windows (MSI-daiin)", yctaHoBUTE OT-
MeTKy B none "YkasaTb MH(OpPMaLUIO O TUMNe pa3BepTbiBaHMSA BPYYHY" U Ha-

XMnTE KHonky "Hdanee >".
Ha skpaHe noasuTcsa agnanor, noaobHbIN cneaytoLlemy.,

1 Macrep co3aaHma TWNa paseepTEIBaHIR X
gzg OBLWWE cBegeHmnA
Obume BeegwuTe obLne CBeAEHUA ANA 3TOMO TUNa pa3BepTHBaHUA
Cogepumos
Merog oGrapyxerna Tp1noEHUA MOryT BKMIO4ETE N0G0E KONWYECTED TWMOB PESEEPTLIBEEHNA. THMb PASEENTLIBEHMA BKNIDY3IOT CCHINKK
e e Ha COAEPXNMOE W NEPEMETPEI, KOTOPEIS ONPEAsnAnT cnocol ero Nepeaaqy.
Tpebosanna
Wmn: install / uninstall
33BUCHMOCTI
Koramertapia
Ceopra SAMWHWCTRATOPa:
BrinonHerne
SaBepLueHme Asbaon: Brifipats. ..
< Hazag Ceogxka OTmena
< > )
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 9 4
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10.B none "Uma" ykaxxnte Ha3BaHMe TUNa pa3BepTbiBaHUSA N HAXMUTE KHoNKy "[a-
nee >".

Ha akpaHe nossuTtca ananor "Coaepxunmoe".

[ Macrep cosganna Tuna paseeptoisarma X
gg Cojepxumoe
Obume BeeauTe cBeAeHWA O COLEPKUMOM, KOTOpOe [OITKHO ObiTh NepeaHo
Obwme ceeaeHun KOHEUHBIM YCTPONCTBaM
Merog o6Hapyskerna YKaXHTE PACNONCXEHUE COAEPXMMOrD TUNa PESBEPTLIEGHAA W ADYTWE NEPaMETPLI, KOTOPLIE ONpeenAlT cnocod
nepeayl CoNEpXMMOro Ha KoHEuHEIE yeTpoiicTea. Bee conepsamoe no ykasanHomMy nym GyneT nepefaHo.
BsanmogeiicTene C none:
TpeGosanua
Pacnonokenue conepxmmoro: O6sop...
3aBncumocTi
Ceogka
Beinoaxenmne
3aBEpLUEHNE BEEOMTE KOM3HIY. MCMONLSYEMYI0 ANR YCTEHOBKM COLEMKMMOro
MporpamMma yoTaHoBKK: |up"-._C]ient"-acEd"..SnSetup.ru-RU.exe" fscem f"lnsla||| O=op...

3anycK yeTaHOBKM B | |

Configuration Manager MoxeT yaanMTe YCTEHOBNEHHEIS SKSEMMNADS! STOM0 COASPXMMOro, SCMKM Mporpamma
YOANEHWA YKa3aHa HYKE

MporpamMma yaaneHna: |'-.Oiem'-xB4'-.SnSetup.ru-RU.exe" fscom f‘uninslall| O6sop...

3anycK yaaneHns B: | |

[] anyck nperpamms yeTaHoBIM 1 yAaNeHWA B KavecTse 32-paspROHOro Npouecea Ha B4-paspAmHbX KIMEHTEX.

< Hazag lanee > OtmeHa

11./1ns TMna pa3BepTbiBaHUNS BbINOJIHUTE C/leayowme AENCTBUS:
e YKaxuTe nHdopmaumio:

e B none "MporpaMMa yCTaHOBKN" yKaXuUTe B COOTBETCTBYOLWEM dopmaTe
nyTb K AnCTpubyTnBy 1 KoMaHay (cM. cTp.89);

e B none "lMporpamMma yaaneHusa" ykaxuTe B COOTBETCTBylLeM dopmaTte
NyTb K ANCTpUOYTUBY M KOMaHAy (CM. cTp.89).

e Haxmute kHonky "[anee >".

Ha skpaHe nossuTcsa gnanor "Metoa obHapyxeHunsa".
12.HaxmuTte kHonky "[obaButb".

Ha akpaHe nosaBuTCA ananor co3gaHus npasui obHapyXeHus.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 9 5
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Mpaewno oBHapy#eHna

Cospaiite NPEENND, YKa3bIEGHDLWEES H3 HANWYWME MPHMNOCKEHKA.

Twun napameTpa: PaiinoBan ckucTema

VicaxmTe dain unv nanky AnA 0GHIpPYKEHUA STOM0 NPUNoKEHWA,

Tun: Manka o
MyTe: |C:"-.Pr0g|an1 Files", | Ofsop...
Wrn aina vnm |Secret Net Studio |

NanKu:

Falin N NanKka CER3aHbl ¢ 32-0a3p. NpunoxeHvem Ha 64-pasp. cucTemax.

@ HEDEMETD PIAN0B0H CHCTEMEI OOMKEH CYWECTBOBaTE B KOHEYHOA CHCTEME ANA 0G0SHIYEHWA HANWYMA
NPUNOHEHAR

®) MNapameTp hainoBoi CUCTEME! OOITKEH YAOENSTEOPATE CMEOYHLLENMY NDABMY ANA 0003HAYEHWA HAMWUMA

NPUNCXEHUA
CeoicTeo: Lata nameHeHHs
OnepaTtop: Paexo
ZHaveHwe:

Omvessa

13./lns HacTpoliku npasuia obHapy>XeHus BbIMOJHUTE Crieayowmne 4eNCTBUS:
e YKaxuTe cneayiollee ycnosme Ans npasmna obHapyxeHus:
e B none"MyTb" ykaxute nyTb kK nanke \Program Files;

e B nosne "Nma darina nnu nankm" ykaxumte umsa nankm \Secret Net Studio.

e HaxmuTte kHonky "OK".
B cnucke nosBuTCs HOBoe NpaBmIo 0bHapyXeHus.
14.HaxmnTe kHonky "Oanee >".
Ha akpaHe nosiBuTCcsa guanor "B3sanmogencreme C nonb3oBatensmmn”.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT
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[&% MacTep co3aaHna TUNa pasBepTLIBaHMA X
g\g BzanmogeicTENE C NONB30BATENEM
Obme YKaxuTe napaMeTpel B3anMoJSACTBUA C NONbL30BaTeNAMU ANA NPUIOXEeHHA
OBwme ceegeHna
Coaepumoe
Metog oBHapymerna
Pezkim yctanoskm: YCTaHoBMTE ANA crCTEMSI i
TpeBosanna
TpeBosaHe K EXOLY B CUCTEMY: B niodom cnyvae i
33BUCUMODCTI
Cooaxa BuoMmMocTe NporpamMMel YCTEHOBKM: CrpbiThIf ~
Beinonxexne 0 PaspewmTs Nonb30BaTENAM BUASTH X0A YCTEHOBKM NpOrpamMMel
M B33MM00eACTEOSATE C HIMM
3aBepLUEHNE
Y& TE MAKCUMAENEHOE BPEMA BLINONHEHMA W NDUMEPHOE BPEMA YCTEHOBKM MPOrPaMMe! PESEEPTLIEEHIA ANA
3Toro npunoxeHna. MpuMepHoe BPEMA YCTEHOBKK GyNeT NOK33aHO NONb30BATEND B NPOLECCE YCTAHOSKMA
MpHNOKEHUA
MaKcumansHo QonycTAMOoE BpeMA 120 =
BLINONHEHWA (B MUHYTaX):
MpMMEpHOE BDEMA YCTEHOBKK (MIAH ) ] =
< Hazag Ceogka OtmeHa
< >

15./1ns HacTpolikn B3anMoAenCTBUS C NoJIb30BaTENSIMU BbINONHUTE Crieaytolme gen-
cTBUA:

e YkaxuTte nHdopmMauuto:
e B ose "Pexunm yctaHoBkn" ykaxuTe "YCTaHOBUTb ANs cUCTeMbI” ;
e B nose "TpeboBaHne Kk BXoay B cncremy" ykaxmte "B nobom cryyae";
e Bnosne "BMAMMOCTb NpOrpamMMbl YCTAaHOBKN" yKkaxnTe "CKpbITbIA".
e Haxmute kHonky "[anee >".
Ha skpaHe nossuTcsa gnanor TpeboBaHuii.
16.HaxmuTte kHonky "Odanee >".
Ha skpaHe nosaBuTCa ananor 3aBMCUMMOCTU.
17.HaxmuTte kHonky "danee >".
Ha akpaHe nosaBuTCA ananor NoATBEPXKAEHNS NapaMeTpoB pa3BepTbiBaHUS.
18.B gmnanore npoBepbTe COAEPXKMMOE N HAXKMUTE KHOMKY "danee >".
HauHeTcs npouecc coaaHnsa TMna pa3BepTbiBaHUS.
19.Mocne 3aBepweHns HAXXMUTE KHOMKY "3akpbiTb".
Ha skpaHe B ananore "Tunbl pa3BepTbiBaHMSA" NOSABUTCSA HOBbIN 3/1EMEHT.
20.HaxmunTe kHonky "[anee >".
Ha akpaHe nosaBuTCA ananor NoATBEPXKAEHWS MapaMeTPOB NPUTOXEHUS.
21.B agnanore npoBepbTe COAEPXXNMOE U HaXXMnUTe KHonky "[anee >".
HauHeTcs npouecc coagaHnsa NPUNOXeEHUS.
22.[locne 3aBepLUEeHNS HAXMUTE KHOMKY "3akpbiTb".

Mo OKOHYaHWKM MpoLecca B CNMUCKE NOSIBUTCS HOBbIM 3/1IEMEHT, coaepXXalluii cee-
OEHNS 0 CO34AaHHOM MPUSIOXKEHUMN.

MpumeyaHue. [ns co3paHnsi NPUNOXEHWA MO YCTAHOBKE M YAANeHW0 MakeToB OBHOBMEHMI uc-
NOMb3yeTCs aHANOTUYHbIA anrOPUTM.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 97
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Onsa yCTaHOBKM CO3aHHOro NpPUJIOXKEeHUs:

1.
2.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

Otkpoiite System Center Configuration Manager.

B HMXXHeE YyacTn naHenn HaBuraumm BblbepuTte "Brnbnmorteka nporpaMmHoro obec-
rneyeHms" (cneesa B OCHOBHOM OKHE).

B BepxHel YacTu naHenu HaBMraunm B OKHE CTPYKTYpbl pacKponTe BeTBb "Ynpas-
neHune npunoxeHnsammn" (cnesa B OCHOBHOM OKHE).

Bbi6epuTe 06beKkT "MpunoxeHunsa".

B cnuncke co3gaHHbIX MPUIOXEHUN BbibeprTe CO3a4aHHOE paHee NpUIoXKEHMUE.
Bbl30BMTE KOHTEKCTHOE MEH IO NMPUIIOXKEHUNS U BbibepuTe koMaHAy "Pa3BepHyTb".
Ha skpaHe noasuTCcsa ama

nor, NnoaobHbIN cneaytoulemy.

n Manager (noacoueso k MSK - Moscow)

ext | Cpeacrea ranc

S x
o
- :)g Osue e
YKaXUT 06iLbe CBORGHU 06 STOM passepTHIEaH
Cone
e E—— -
Kommeaus ol o
-
D —
or

Hanpotne nons "Konnekums" HaxmuTe KHonky "O630p" M B NOsiBUBLUEMCS
cnucke BblbepuTe HEO6XOAMMYID KOJIIEKLMIO KOMMbIOTEPOB, Ha KOTOPYl Tpe-
byeTcst yCTaHOBUTb NaKeT YCTAaHOBKMU, @ 3aTEM HaXkMmuTe KHonky "OK".

HaxmuTte kHonky "[Oanee >".
Ha akpaHe nosBMTCa Ananor MecTta pacnpoCcTpaHEeHUS COAEPXKMUMOrO.
HaxmuTte kHonky "Oanee >".

Ha >KkpaHe nosBMTCA Auanor rnapaMeTpoB YrpaBleHUs MpoLeccom
BEPTbIBAHUA 3TOro NporpamMMHOro obecneueHuns.

pas-
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P
=% BrinonHeHwe MA3CTEpPa Pa3BEPTRIEAHWA NpOrpamMmMHOro obecnedeHna

gﬂ MapameTpel paseepTeiBaHNA

Obue Ykaxute napameTphl yNpaeneHnd NpoueccoM pa3BepTHIBAHWA 3TOrO
Copepxamoe nporpammHoro obecneqeHuns
fiecnucanne Oetctene: YeTaHoska =
BzanmogeicTene c nones:
e T HamepeHue: OBrsaTentHan yoTaHoBKa ~
Ceogxa

Brinonnenne
[ MpepsapuTensHo passepToIEaTE MPOrpaMMHOE DBSCTIEYSHWE HE OCHOBHOM YCTPORCTES NONBS0BATENA

3aeepLueHne
[] OmpaenaTs nakeTs npoyxasHua
[[] Paspewnts KAWeHTaM, NCNOMESYIOWMM NMMMTHOE NOAKMoYeHue K MHTepHeTy,
3Arpy*aTh COOEPXHMOE NOCTE HACTYNNEHMA KPARHETO CPOKE YCTAHOBKN
(MOXET NOBNEYE NOMONHUTENLHLIE STPATSI)
< Hazag Janee > Ceogka OTmenHa
£ >

10.B none "HamepeHue" ykaxute "Obsi3aTenbHas ycrtaHoBKa" M HaXMuUTe KHOMKY

"Nanee >".
Ha akpaHe nosiBUTCS Ananor pacnucaHus pasBepTbiBaHWUS 3TOr0 MporpaMmMHOro
obecneyeHus.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 99
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= BLiNoAHEHME MACTEPa PASBEPTLIBAHMA NPOrPaMMHOrD 0BECTEYEHNA *
%g Pacnucanne
fanins YKaxuTe pacnucaHue 3Toro passepThiBaHnA
Cogepaumoe
Mapametpel paseepTeisal
[MpunoxeHne CTEHET AOCTYNIHO CPASY NOCNE PACNPOCTPEHEHWA CONEPXMMOrD HE TOUKEX PECMPOCTPEHEHWA,
ECINN 70 JOCTYTHOCTL HE SaNNaHMpoBaHa Ha Gonee nosaHee spemMA. Ecnn 3To npunockeHue ABNRETCA
BsanmMogeifcTeNe ¢ nonk: 0BASATENLHLIM K YCTAHOBKE, YKEXWTE KPaiHui cpoK ycTaHoskK. KpaitHui cpok - 3To BpeMA, K KoTopomy
NPMNOXKEHME ADMKHO ObiTh YCTEHOBNEHO HA YCTPOWCTEE C YYETOM MNEPESaNyCKa CHCTEMBI, ECMM OH HEODXO MMM
Onoeewerna
Ceopgka

Eslboabetine Otcyet Bpemenn oT: Bpema & popmate UTC

3aBepLUEHNE
P [ Mpunosxerve goctynHo c:

[09.07.2019 |[1128 2

KpaiHuit cpoK yoTaHoBKM:
(®) Kak moxHo cropee B Bnikaiiluee AOCTYNHOE BPEMA

(C) HasHauiTh yCTaHOBKY Ha

[03.07.2013 |[11:28 E

D Ornoxuts MPUMEHEHWE 3TOM0 PA3BEPTLIEGHWA B COOTEETCTEBMW C NONb30E3TENBCKMMKA
MpPEanoYTEHWAMI BNAOTE A0 OKOHYSHMA NEroTHOMO NEpUOAE, ONPeaSneHHoro B HACTROMKEX KNMeHTa.

< Hasag Ceoaxa Otmena

MpumeyaHue. Ecnv TpebyeTcst BbINONHUTL yaaneHue, To B none "[eiicTeue” ykaxute "Yaanexue",
napameTp "Obs3aTensHas ycraHoBka" B none "HamepeHue" byaeT ycTaHOBNEH aBTOMATMHECKM.

11.HaxmnTe kHonky "Oanee >".

Ha s3kpaHe noasBuTCcAa AManor napaMeTpoB B3au MOZENCTBMSA C Nosib30BaTeNeM npu
YCTaHOBKE 3TOro nporpaMMHoOro obecneveHus.

12.HaxmnTe kHonky "Oanee >".
Ha skpaHe nosaBuTCA agnanor napaMeTpoB ONOBELLEHU.
13.HaxmnTe kHonky "Oanee >".
Ha akpaHe nosiBuTCA AnManor NoATBEPXAEHUS MapaMeTpoB 3TOMO pa3BepTbiBaHUS.
14.B gnanore npoeepbTe COAEPXMMOE U HAXXMUTE KHoMnKy "Oanee >".
HauHeTcs npouecc ycTaHOBKM MPUIOXKEHUS.
15.locne 3aBepwieHns HaXxxMmMTe KHOMKY "3akpbiTh".

MpumeyaHue. [ins komaHg 06HOBNEHNS 1 ucnpasnexns MO npunoxeHue He UCNONb3yeTCs.

Ana otcne>xxmBaHUsA Npouecca BbiNOJIHEHUA NPUJIOXKEHUS:
1. OrtkponTe System Center Configuration Manager.

2. B HMXHEeW 4acTu naHenu Hasurauum ebibepute "MOHUTOPUHT" (CHU3Y B OCHOB-
HOM OKHe).

3. B BepxHel 4yacTu MnaHennm HaBuraumm B OKHE CTPYKTypbl Bblbepute "Pas-
BepTbIBaHMA".

Ha sakpaHe nosiBuTCS Ananor, nogobHbll cneayowemy.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 00
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) System Canter Canfiguration Manager (roaenionenc « MK - Moscov)

o x

-0
X[ 7 Rotasisyen

3nasox | Mporpaunoe obecnesene % cooreercrens Bera cosganun

F a0 14022019 1224

B snsa a2 1000 15022019 1240

i SNSP(nstal) 64 00

[ 4 PRO (instal) 64 00

B 64 00 21022019 1226

F w61 00

[ 4 Bce averma rounsiorep: 00

0307.2019 1426

4. B cnucke nporpamMHOro obecneueHuns BblﬁepMTe TPEGYEMOG npunoXxeHume n no-
CMOTpPUTE €ro CoCTtodaHuUeE.

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa 1 01
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[naBa 8
OOHoOBMNeHne n nepeyctaHOBKa KOMMOHEHTOB

OO6HoBNEeHue

B cucreme Secret Net Studio peannzoBaHa B0O3MOXHOCTb 06HOBNeHus MO npe-
OblAyLLNX BEPCUI Ha TeKyLLyto Bepcuto. Mpu 06HOBNEHNM COXPAHAOTCS 3a4aHHble Na-
paMeTpbl HACTPONKM CUCTEMbI (4151 HEKOTOPbIX NapaMeTpoB MOryT 6bITb BblCTaB/€Hbl
3HAYeHMs MO YMOJIYaHWUID, €C/IN COXpPaHEeHMe MpPeXHUX 3HAYeHUIN TexXHUYecKu He-
BO3MOXHO).

Ob6HOBNEHME KOMMOHEHTOB Ha KOMMbKOTEPAX CUCTEMbI OCYLLECTBSETCS MO OTAenNb-
HOCTM C MOMOLLbIO MPOrpamMM yCTaHOBKM KOMMOHEHTOB. Npu 3ToM Ang knmeHTa Secret
Net Studio B ceTeBOM pexnme PyHKLMOHUPOBAHMS OOHOBIEHME MOXET BbIMOSHATLCSA
LLeHTpann30BaHHO NogA yrnpasneHnem cepeepa 6e30nacHoCTu.

BHumaHwue!

* [ina o6HoBneHns Secret Net Studio ¢ Bepcm 8.5 Ha Bepcuto 8.7 HeobxoauMMo NpeBapuTEnbHO yCTa-
HOBWTb Ha KNWeHTbI nakeT 0bHoBneHui 8_5_5329_169_Inc107095_Build112.

* [lpu obHoBneHun Secret Net Studio ¢ Bepcun 8.2 1 Gonee paHHux, a Takxe ¢ noboit Bepcun Secret Net
Ha Secret Net Studio Bepcun 8.6 Heobxoanmo cHavana BbinonHUTL 06HOBNEHMe Ha Secret Net Studio
Bepcuu 8.6 (coopka 8.6.8330.0) u 3aTeM BbINONMHUTBL YCTAHOBKY NaKeTOB UCMpaBneHuit. [JaHHoe Tpe-
BoBaHuWe akTyanbHO NS Tex Cryyaes, Koraa B MexaHu3me koHTpons yetpoiicts Secret Net Studio uc-
nonb3yeTcs NONUTWKA, 3anpeLlanllas nogkmoyYeHne HOBbIX YCTPOMCTB ANs Knaccos "®usnyeckue
anckn" uimnm "OnTtnyeckne aucku” (cm. rnasy "HacTpoika KOHTPONS YCTPOICTB" fOKyMeHTa [2]).

I'Iopa,qox 0OHOBNEHNUA KOMNOHEHTOB LHeHTpann3oBaHHOro
ynpaBneHus

O6HoBNeHne koMnoHeHToB Secret Net Studio, peanusywWwKnX LEHTpanM30BaHHOE
ynpaBfeHne, OCyLLLECTBIISIETCA B ClieaytoLen NocsieaoBaTelbHOCTU

1. BkoumnTe BCE KOHTPOMEPHLI AOMEHA.

2. O6HoBuTe MO cepBepoB 6e30MacHOCTM Ha TekyLyto Bepcuto (cM. cTp.102). Eciun
B AoMeHe 6e30macHOCTM MMeeTCs HEeCKOJIbKO CepBepoB, npoueaypy obHoBneHus
HY>XHO Ha4yaTb C cepBepa, KOTOPOMY NpUCBOeHa posib MacTepa cxembl LDS gomeHa
6e3onacHocTn. O6bIYHO Pposib MacTepa CXeMbl MPUCBOEHAa MNepBOMYy YcCTa-
HOBJIEHHOMY CepBepy.

3. O6HoBuTe LeHTp ynpaBneHumss (cm. ctp. 105 ) Ha pabounmx Mecrax agMmu-
HUCTpPaTOPOB.

4. O6HoBuTE NO kNneHTa (cM. cTp.105) B cneayowem nopsiake:

e cepsepbl 6e30MacHoOCTK;

® KOMMNbHTEPbLI COTPYAHUNKOB.

Coser. Mpu 6OMbLIOM KONMYECTBE KOMMLIOTEPOB LiENecoobpasHo NPUMEHUTL aBTOMaTMYeckoe 00-
HOBIIEHME KIWEHTa NyTeM LieHTPan130BaHHON YCTAHOBKM MO yripaBrieHueM cepeepa 6e3onacHocTy
(cm. cTp.67).

5. B LleHTpe ynpaBneHuns nposepbTe U Npv HeO6X0ANMOCTM OTpefaKTUpynTe CTPyK-
Typy onepaTMBHOro ynpasneHus (cM. ctp.151).

OGHoBNEHMe cepBepa 6e3onacHOCTH

ObHoBNeHWe cepBepa 6€30MacHOCTM BbIMOHAETCA NOJb30BaTeNIEM, BXOAALLMM B J10-
KasibHYIO rpynny agMMHUCTPaTOPOB KOMMboTEpa.
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[nsa BbINOHEHNA HEKOTOPbLIX AENCTBMN Npn 06bHOBNeHUK cepeepa 6e3onacHoCcTn Mo-
ryt notpeboBatbCcs o0cobble npaBa Jdoctyna. HanpuMmep, npaBa Ha aaMu-
HUCTpUpoBaHuWe rneca JoMeHOB 6e3onacHOCTM M JoMeHa 6e3onacHoctn. Ecnu
nonb30BaTeNb, BbIMOJHAWMIA YCTaHOBKY, He obnagaeT HYy>XHbIMW MpaBamMu, Npo-
rpaMMa YCTaHOBKUW Ha onpeneneHHbIX aTanax MOXET 3anpallnBaTb YYETHbIE AaHHbIE
nonb30BaTesnen c npasamMm JocTyna.

BHumaHnwme! Mpu o6HoBneHUn cepBepa 6e3onacHoCTV NPoLecc 0GHOBNEHMUS HeMb3si NPEPLIBATH U HYKHO

[O0BECTM [0 3aBeplueHus. Ecnu npu 3ameHe Moynei 1 mogudukaLmm cTpykTyp 6a3 AaHHbIX BO3HUKHYT

owmbKK (HanpuMep, NO NPUYMHAM HEAOCTATOYUHbIX NPaB AOCTYMa UMK HELOCTYMHOCTU CEpBUCOB), ByaeT

BbINONHEH BO3BPAT K NpefblayLieMy COCTOSIHMIO cepBepa (40 06HoBNeHMs ). MUHUManbHO HeobxoauMble

YCIIOBMS! ANt YCNELIHOr0 06HOBNEHUS:

* paboTocnocobHoe cocTosHMe cepBepa 6e30MacHOCTY NpeabIayLLen BEpCuy;

*  Hannuve npaB agMUHKUCTPaTOpa neca fOMEHOB Be30nacHoCTM — npy NepBoM 06HOBNEHUN B Necy f0-
MEHOB;

*  Hanuume NpaB agMUHUCTPaTOpa AoMeHa De30nacHoCTM.

B Secret Net Studio Bepcuin 8.0-8.5 n Secret Net Bepcuii 7.x npu yCTaHOBKe cepBepa
6e3onacHoOCTM Ha KOHTponnepax AoMeHa AD nporpaMMa yCTaHOBKW cO3aaBana ciy-
KeBHYI0 YyYeTHYK 3anucb AOMEeHHOro nosnb3oBatens SecretNetLDS$ wnu
SecretNetLDS (B 3aBucmmoctn ot Bepcumn OC), ncnonb3yemyro Ans 3anycka cnyx6 AD
LDS. OTa y4yeTHas 3anuco B TekyLeln Bepcnm Secret Net Studio He TpebyeTcs.

BHumanwme! Mocrie o6HosneHus MO Bcex cepaepoB 6e30MacHOCTY 10 TEKYLLEN BEPCUM JAHHYIO YYETHYIO
3anucb HeobxoaMmo B obsizaTensHOM nopsake yaanuTb. Mepead BbINONHEHMEM yoaneHus Heobxoaumo
BHavane 0bHoBuTk 10 cepBepa GeszonacHOCTH Ha BCex Be3 UCkNioueHNs KOHTponnepax gomeHa AD, Ha ko-
TOPbIX OH (PYHKLUMOHMPYET. 3aTeM Ha OOHOM M3 KOHTPONNEpOB JOMEHa CneayeT 3anycTWTb Ha Bbl-
NONHEHWE NOJ Y4eTHOM 3anucklo agMuHucTpaTopa gomeHa AD ytunuty Ids_dc_patch.exe ¢ napameTpom
del—Ids_dc_patch.exe /del. YTunuta pasmeLlaetcs Ha yctaHoBouHOM aucke Secret Net Studio B kaTanore
Tools\SecurityCode\LdsPasswordChange\.

AOns o6HoBNneHus cepsepa 6esonacHocTu:

1. BcraBbTe B NpuBOA yCTaHOBOYHbIN AMCK cucTteMbl Secret Net Studio. JoxanTtech
NosiBNIeHNS OKHa NporpamMmbl aBTo3anycka (cMm. ctp.51) n 3anycrute obHoBneHue
C nomoLbio komaHabl "Cepsep 6e3onacHocTn".

MpumeyaHue. 3anyck 06HOBNIEHNS MOXHO BbIMONHUTL BPY4HYHO 6€3 MCNONb30BaHHSs NPOrpamMMbl aB-
To3anycka. [lns aToro 3anyctuTe ¢ yctaHoBOYHOro ancka pain \Setup\Server\x64\setup.ru-RU.exe.

MNMocne 3anycka NporpamMMbl YCTAHOBKWM BbIMOJSIHAETCA aHasM3 CUCTEMbl Ha Co-
OTBETCTBME MPOrpaMMHbIM U annapaTHbIiM TpeboBaHWAM ANa YCTaHOBKU KOMMO-
HeHTa. [1pM 3TOM NpoBepPSIETCS TeKyLlee COCTOsiHNE BCTPoeHHOoro B OC MexaHu3Ma
ynpasneHus yuyeTHbiMu 3anuncamm (User Account Control — UAC).

BHumanwme! Ecrin mexaHnam UAC BKMioYeH — Ha 3kpaHe MOSIBUTCS AMarnor 3anpoca Ha ero Bpe-
MEHHOE OTKMoYeHWe. B atom cnyvae HaxmuTe KHonky "[a" ans OTKMOYEHUS MexaHu3ma, ne-
pesarpysute KOMNLIOTEP W TOMBKO MOCHE 3TOr0 CHOBA 3amycTuTe npoueaypy 0bHOBNEHNs cepBepa
6esonacHocTy.

Mo OKOHYaHWM MNpPOBEPKU CUCTEMbI Ha 3KpaH OyaeT BbiBeAEH Auanor c co-
obLleHMeM O FOTOBHOCTM K Hauvany O6HOBNEHWS U MO3BONSIOWMUIN Takxe [o-
NOSIHUTENbHO BbIGpaTb 4151 YCTaHOBKMU CIyX 6y CUHXPOHM3aLMu.

MosicHeHme. Criyxba CUHXPOHM3ALUMM YCTAHABNMBAETCS Ha cepepe 6e30macHOCTU, YTobbl, Bbi-
NONHsis YYHKLMIO LNto3a, 006ecneunTb B3auMOAENCTBIE TOr0 CepBepa C POANUTENbCKM CEPBEPOM
BesonacHoCTW. YcTaHoBKa AaHHOW CryObl BbINOMHSETCH OTAENbHOM NPOrpamMMon YCTaHOBKM, KO-
Topast GygeT aBTOMaTMYeCkM 3anylieHa nocrne 3aBeplleHnst 0BHOBNEHUS cepBepa 6e30MmacHOCTY
(cm. ctp.61).

2. Haxmute kHonky "O6HOBUTBL" nam oTMeTbTe none "Cnyx6a cMHXpoHu3aunm" m
HaXXMUTe KHOMNKY "N3MeHnTb".

MporpaMma yCTaHOBKW Ha4HET BbIMOJIHEHME MOArOTOBUTESIbHbIX AENCTBMN, NO
OKOHYaHWM KOTOPbIX Ha 3KpaH 6yaeT BbIBeAeH Ananor NpuBeTCTBUS.
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Mpumeyanue. Mepes BbINONHEHUEM AANbHEALNX AEACTBUI PEKOMEHAYETCS 3aKPbITh IPOrpaMMy aB-
TO3anycka.

3. HaxmuTe kHonky "[danee".
Ha akpaHe nosiBuTCS AnManor NpUHSATUS JIMULEH3MOHHOMO cornatleHums.

4. 03HaKOMbTECb C COAEPXXaHWEM JIMLLEH3MOHHOrO COrnalleHmns, OTMETbTE MYHKT O
€ro NpUHATUM N HaXXMUTe KHonky "[danee".

Ha sakpaHe nosiBuTcsa guanor "Kntoy gomMmeHa 6e3onacHocTn”.

ﬂ ¥eranoska Secret MNet Studio - Cepeep BezonacHocTi - *

Kniou goMena BezonacHocTn

YCTaHoBKa Napona K KoYy JoMeHa BesonacHocTH

YCTEHOBMTE Naponk K KoYy AoMeHa BesonacHoCTH, KOTopEIR NPeAocTENAET A0CTYN K
LEHTPANMZ0BAHHOMY XPEHUAMILY O&HHEIX BOCCTAHOENEHMA ANA ZaWMBPOBEHHEIX AMCKOE.

Mapons AOMHEH COAEPHATE:

- X0TA Bkl 0AHY NETHHCKYIO 3arnasHyto bykey (A-Z);

- ¥0Ta Gkl 0AHY NATHHOKYKD CTROYHYHD Bykey (3-2);

- ¥oT# Okl oaHy widpy (0-9);

- X0TA Bbl ogmH cneucumson ( ~ @ #5860 _+=\"" <, =20,
MUHUMaNEHEA AMMHE Napons - § CMMBOnNos.

Mapons: || |

MoaTseproeHue; || |

KoMMeHT apHi: [

BHMMEHKME! 3aNOMHUTE AEHHEI NEP0NE, MHEYE AOCTYN K LEHTPANMI0BAHHOMY XPaHMIALLY
ByaeT yTepaH.

Haszan Lanee OTmeHa

5. YcraHoBuTe naponb K K4y AoMeHa 6e3onacHoctu. Knwoy 1M naponb npea-
Ha3Ha4eHbl And npeaocrtaBleHnd AOCTyna K LUEeHTPaJIM30BaHHOMY XpPaHWUULLY
AAaHHbIX BOCCTAHOBIEHUA ANd 3aLIJVIdeOBaHHbIX,U,VICKOB.

BHumaHue!

. napOﬂbLlOﬂ)KeH YOOBNETBOPATb Tpe6OBaHMﬂM, YKa3aHHbIM B Ananore.

e 3anomHute naponb K K4y JOMEeHa 6e30|‘IaCHOCTVI, MHaye JoCTyn K LUeHTpannM3oBaHHOMY Xpa-
HUNULLY AaHHbBIX BOCCTAHOBNEHUA 6yqu yTepAH.

BBeauTe noateepxaeHue napons. MNpn HeobXoAMMOCTU YKaXUTe KOMMEHTapuin K
naponto.HaxmnTte kHonky "danee".

Ha akpaHe nosBuTcs avanor "Hacrporiku CYBA". MNpumep coaepXX1MMoro auanora
npeacTaBfieH Ha C/IeaytoLLEeM PUCYHKE.

ﬁ ¥etanoeka Secret Met Studio - Cepeep GesonacHoctn — >

Hactpoiikn CYB[]

37a wHopMauma HeobxoauMa anA paboTel ¢ CYEL

MmaB:  |computer-2\SQLEXPRESS ?

WMA cxembl BA: |SI'-J 7_SERVER_SCHEMA

YuyeTHas sanuce agMuHMCcTpaTopa B

Wma: |sa
Maponk: || T
Haszan OTMeHa
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6. B rpynne nonen "YueTHasa 3anucb agMmHuUcTpaTopa BA" ykaxuTe yyeTHble AaH-
Hble agMnHucTpaTopa 6a3bl AaHHbIX Ha CYB[ n HaxxmuTe kKHonky "[danee".

Ha sakpaHe nossuTca agnanor "Bce rotoBo K 06HOBAEHUIO".
7. HaxmuTte kHonky "O6HOBUTL".
HauyHeTcs npouecc 06HOBMEHUS MPOrpaMMHbIX MOAYIEN.

BHumaHwue! Ecnv HekoTopble NporpamMMHble MOZYNN B JaHHbI MOMEHT UCIONb3YI0TCA, Ha SKpaHe no
SBWUTCS AManor 3anpoca Ha obHoBMeHWe haiinoB UK cryxb, KOTopble HEBO3MOXHO 0OHOBUTL. B
3TOM Cnyyae HaxmuTe kHomnky "OK" onis Havana npolecca 06HOBNEHMS.

Ecnu npu BbinonHeHuwn geincrema 2 6bina BblbpaHa yCTaHOBKa C/y»X6bl CUH-
XpoHM3auunm, byaeT 3anywieHa nporpaMma yCTaHOBKM 3TOn cyX6bl. BeinonHuTe
ee YCTaHOBKY TakK, KaK 3TO OnNMcaHo Ha cTp.61

Mocne 3aBepLlIeHNs BCeX onepaumii NosSBUTCA COOBLLEHME C NPESIOKEHMEM Ne-
pe3arpy3uTb KOMMbOTED.

8. [epesarpy3aunTe KOMMbIOTEP M AOXKANTECH 3arpy3KN CUCTEMBI.

MosicHeHue. HdopmaLwms o cepBepe 6e30MacHOCTU B CTPYKTYPE OMepaTUBHOTO yNpaBneHust MOXET
0OHOBMTBLCA C HEKOTOPOW 3afepxKoN. B LieHTpe ynpaBneHns, NoaKNIYEHHOM K apyromy cepsepy 6e3-
0MacHOCTH, 3arpy3ka 06HOBNEHHON CTPYKTYPbI C HOBBIMM JAHHBIMI MOXET MPOU30NATM Yepe3 HECKOTb-
ko MuHYT nocne obHosnenns M0 Cb (nopsiaka 10—15 munyT).

OGHoBneHue LieHTpa ynpaBnexus

O6HoBneHne LleHTpa ynpaBfeHus BbIMOJHAETCA MOSb30BaTENEM, BXOASAWMUM B J0-
KaJbHYI TFpynny aAMMHUCTPATOpPOB KOMMblTepa. [ns 3anycka npoueaypbl 06-
HOBJIEHNSI KOMMOHEHTA UCMNOMb3YNTE YCTAHOBOYHbIN AncKk (cM. cTp.62). MNMpoueaypa
06HOBIEHNSA BbiNOSHSAETCS 6e3 0cobeHHOCTEN.

OOHOBNEeHWe KnueHTa

O6HOBMEHME KNMEHTA BbIMOJIHAET MOSIb30BaTE b, BXOASALWMMN B JIOKANIbHYO rpynny
aAMMHUCTPATOPOB KOMMblOTEPa.

[na BbINOMHEHUS HEKOTOPbIX AEWCTBUA MpU OBHOBAEHUM KAMEHTa MoryT no-
TpeboBaTbCs 0cobble NpaBa AocTyna. HanpuMmep, npaBa Ha aagMUHUCTPUPOBaHKNE A0-
MeHa 6e30MacHOCTW, €ecnM KAMEHT MoAauMHeH cepBepy 6esonacHoctu. Ecnu
Nosfib30BaTefb, BbIMOMHAWOLWMIA YCTaHOBKY, HE 06M1adaeT HYXHbIMU NpaBamu, Mpo-
rpaMMa yCTaHOBKM Ha OnpeaesieHHbIX 3Tanax MoXeT 3anpallnBaTh yUYeTHbIE AaHHblEe
nosib30oBaTesiei c npaBamMu 4oCTyna.

MpumeyaHue. Secret Net Studio Bepcuu 8.7 He noanepxmBaeT 0AHOBPEMEHHYIO paboTy MexaHu3Ma 3a-
LWMTbI AMCKOB M JOBEPEHHON CPefbl, a TaKKe MexaHu3ma NonHOANCKOBOTO LUNGPOBAHMS W JOBEPEHHOI
cpegbl. Ecnv Ha komnblOTEpe Ucnonb3yeTcs Bepeus KNueHTa, rae OAHOBpeMeHHo paboTatoT oba kommo-
HeHTa, To 06HoBNEHWe ByaeT HeBO3MOXHO. [epea 06HOBNEHMEM HEOOXOAVUMO OTKIIOUMTb OZMH 13 KOMMO-
HEHTOB.

Ana o6HOB/NIEeHUS K/IMEeHTa:

1. BcraBbTe B NpUBOA YCTaHOBOUYHbIM Anck cuctembl Secret Net Studio. JoxanTtecb
nosiBSIEHNS OKHa NporpaMMbl aBTo3anycka (cMm. ctp.51) n 3anycrnte obHoBneHne
C NOMOLLbIO KOMaHAb! "3alNTHbIE KOMMNOHEHTHLI".

MpumeyaHue. 3anyck 06HOBNEHNS MOXHO BbINONHUTL BPY4HYHO 6€3 CMOMb30BaHUS NpOrpaMMbI aB-

TO3anycka. [ins 3TOro B 3aBWCUMOCTM OT OMEPaLMOHHON CUCTEMbI KOMMbIOTEPA BbLINOMHUTE Che-

pyloLiee AencTeme:

* NpM ycTaHOBKe Ha komnbloTep ¢ 64-pa3psaHoit Bepcuen Windows — 3anycTute ¢ yCTaHOBOYHOTO
amcka dainn\Setup\Client\x64\SnSetup.ru-RU.exe;

* IpU YCTAHOBKE Ha KoMnboTep ¢ 32-pa3psigHon Bepcneit Windows — 3anycTute ¢ ycTaHOBOYHOMO
aucka dainn\Setup\Client\Win32\SnSetup.ru-RU.exe.

lMporpamMMa yCTaHOBKW Ha4HET BbIMOSIHEHME MOArOTOBUTENbHbIX D,EVICTBMVI, no
OKOH4YaHUMW KOTOPbIX Ha 3KpaH 6y,qu BbIBEAEH AManor NpUBETCTBUA.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 0 5
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Mpumeyanue. Mepes BbINONHEHUEM AANbHEALNX AEACTBUI PEKOMEHAYETCS 3aKPbITh IPOrpaMMy aB-
TO3anycka.

2. HaxmuTte ccbinky "lMakeTbl cnpaBneHuii..." ans npocMoTpa 1 Bbibopa NakeToB MUC
rnpaBfieHnIn, KOTopble ByayT npMeHeHbl Npy o6HoBAeHuu MO.

MpumeyaHue. lMakeTbl UCNpaBneHU MOXHO YCTAHOBUTb OTAENBHO OT OBHOBMEHMS CUCTEMBI 3a-
wuTbl. [ns atoro 3anyctute Tpebyemblii chaiin nakeTa UCNpaBeHNiA Ha YCTaHOBOYHOM AMCKE B Nanke
Tools\SecurityCode\Patches\.

3. HaxmunTe KHonky "lroToso".
Ha sakpaHe nosiBUTCA OKHO 3anpoca C NpeaioXXeHNEM rnepe3arpy3nTb KOMMbOTep.
4. HaxmunTe kHonky "[a" B okHe 3anpoca.

HauHeTcs nepesarpyska KOMMblOTEpa, BO BPEMS KOTOPOW BbIMONHSAETCA 06-
HOB/leHMe KOMMoHeHToB Secret Net Studio. Mocne ycnewHoro Bxoga MNosib-
30BaTena B CMCTeMy Haj nuKTorpammon Secret Net Studio, Haxogsuleica Ha
naHenu 3agad Windows, nosBuTca cooblieHne 06 ycrnewHoM 3aBeplueHnm o6-
HOBNEHMS.

Ocob6eHHOCTU YCTAHOBKU KNUEHTa B peXxume 0OHOBREHUA ApYrux
NPoAYKTOB

Mpu ycTraHoBke knueHTa Secret Net Studio npoBepsieTcs Hannume yCTaHOBIEHHOIO
MO cneaytowmnx npogykTos komnaHum "Kog besonacHoctn":

e (C3U Secret Net (knnenTckoe MO);

e C3W Security Studio Endpoint Protection;

e C3W TrustAccess.

®DYHKUNOHANbHbIE BO3MOXHOCTWU MEPEUYNCIIEHHbIX MPOAYKTOB MOryT ObiTb pe-
ann30BaHbl YaCTUYHO WM MOSIHOCTbIO MEXaHW3MaMu 3aliMTbl knneHTa Secret Net
Studio.

Ecnn obHapyxxeH Kakoi-nmbo 13 ykasaHHbIX MPoAYKTOB, B 3aBMCMMOCTM OT CUTyauum
BO3MOXHbI C/leaytouime BapmaHThbl:

e 0b6HOBNEHME (3aMeHa) UMEIOLLENCs BEPCMM MPOAYKTa C NMPUMEHEHWEM paHee 3a-
[aHHbIX MapaMeTpoB B COOTBETCTBYIOLWMX MoacUcTeEMax kaveHTa Secret Net
Studio, ecnn 4N 3TOro MMeeTcs TeXHUYECKasi BO3MOXHOCTb;

e ycraHoBKa knmeHTa Secret Net Studio ¢ coxpaHeHneM nmerowencs Bepcumn nNpo-
AyKTa Ans CaMOCTOSATEeNbHOrO PyHKUMOHMpoBaHuS (6e3 nHterpaumnn);

¢ OTMEHa YCTaHOBKW KJIMEHTA.

YcranoBka npu Hanuuum C3U Secret Net (knueHnTtckoe MO)

Mpu Hannuun knmenTckoro MO C3U Secret Net BbinonHseTca obHoBneHne 3Toro MO
Ha yCTaHaB/MBaeMyto Bepcnto knmeHTa Secret Net Studio. MNMocne obHoBneHua 6yayT
OeNCTBOBaThb 3allUTHbIEe noacucTeMbl KneHTa Secret Net Studio, koTopble 6binm yka-
3aHbl 4151 YCTAHOBKM.

YcranoBka npu Hanvuum C3U Security Studio Endpoint Protection

Mpu Hannumm NO C3U Security Studio Endpoint Protection BbinonHsieTca yaaneHue
3Toro MO.

Mpumeyanue. Ecnn 8 C31 Security Studio Endpoint Protection 3agaH naponb 3awuTbl, OTNUYatoLLUiAcs oT
napons no ymon4yaHuio, ynaneHue 6yqu BO3MOXHO TONBbKO NPU YCTAHOBKE KNUEHTa B UHTEPAKTUBHOM pe-
Xume. B aTom crydae npu ycTaHoBKe MOXHO Ykas3aTb TEKYWWA naposnib. [iNs BbINOMHEHUS LeH-
Tpanu3oBaHHOW YCTaHOBKM KNeHTa He0HXOAMMO NPeaBapUTENLHO MO0 BEPHYTH NAPOSib MO YMOMYaHUI0
(securitycode), nnbo BpyuHyto yaanuTb faHHoe 0.
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YcranoBka npu Hanuumm C3U TrustAccess

Mpwn Hannunm MO C3UN TrustAccess BO3MOXHbI Cleayrolme BapmaHThl:

e anqaBepcuii 1.3.x — BbINOSHSETCS O6HOBMIEHWE, €C/IN B CMIUCKE YCTaHaBMBaEMbIX
3aLUUTHbBIX MOACUCTEM YKa3aH XoTs 6bl OAUH U3 KOMMOHEHTOB CETEBOW 3alnThl. B
NMPOTMBHOM C/lydae COXPaHSETCs MMetoLLasicsl BepCUs NpoayKTa;

e 15 OCTa/IbHbIX BEPCU — B NpoLIECCE YCTaHOBKM BbIBOAMTCS cooblieHune 06 owmnb-
Ke 13-3a Henoaaep>X MBaeMon BepcmMu npoaykTa. B aTom cnyyae HeobxoanMMo BpyY-
HY'0 BbINOMHUTbL Npoueaypy yaaneHus Nno.

MepeycTaHoBKa (BoccTaHOBIEHME)

Ona BOCCTaHOBNEHUS HapylweHHOMW paboToCnOCO6HOCTM KOMMOHEHTOB CUCTEMbI
Secret Net Studio MoxeT npuMeHATbCA npoueaypa nepeycraHosku [10. Me-
peyCTaHOBKa BbIMOJIHAETCA C UCMOMb30BaHMEM ANCTPUBYTMBA TOW XXe Bepcuu, Ko-
Topas yCTaHOBJIEHA Ha KOMMblOTepe.

MNepeyCcTaHOBKY AO/HKEH BbIMOMHATL NOSb30BaTENb, BXOAALLNIA B IOKANbHYO Fpynny
aIMMHUCTPATOPOB KOMMbloTepa.

MpumeyaHue. B Tekyweil peanusauum He npegycMoTpeHa npoueaypa nepeycraHoskw MO cepsepa bes-
OMacHoCTU.

MepeycTaHOBKa KNueHTa

3anyck npoueaypbl MepeycTaHOBKM K/IMEHTa MOXHO BbIMNOMNHWUTbL TaK Xe, Kak U
3anycK YCTaHOBKW B UHTEPAKTUBHOM pexume (cM. CTp.63), naM Ucnonb3oBaTb CTaH-
OapTHbIM cnocob nepeyctraHOBKM Ans KoMnoHeHTa "Secret Net Studio" B okHe
OC Windows "lNMporpamMMbl 1 KOMMOHeHTbI". Tlocne 3anycka nporpaMMbl YCTAHOBKU Ha
5KpaH byaeT BbiBeAeH Avanor Ans sbibopa BapnaHTa 4ENCTBUN.

AnAa nepeycraHOBKM KJIMEHTa C BocctaHoBneHuem MNO:

1. B auanore Bbibopa BapuaHTa AeNCTBUIA YCTAaHOBUTE OTMETKY B none "ncnpasuntb”
M HaXXMUTe KHonKy "lMoToBo".

Ha akpaHe NosBMUTCSA OKHO 3amnpoca C Npea/ioXeHeM nepe3arpy3nTb KOMMAbIOTEP.
2. HaxmuTe kHonky "[]a" B OKHe 3anpoca.

HauHeTcs nepesarpyska KOMMblTepa, BO BpeMsi KOTOpoKM 6yaeT BbiMOSIHEHA MO-
BTOpHas ycTaHoBKa KoMnoHeHTOB Secret Net Studio. Nocne ycnewHoro Bxoga
rnosib3oBaTens B cMCTeMy Hag nukTorpammoin Secret Net Studio, Haxoaswerncs Ha
naHenun 3agad Windows, nossutcsa coobuweHne 06 ycnewHoM 3aBeplieHnmn aaH-
HOW Npoueaypsbl.

NepeycTaHoBka LieHTpa ynpaBneHus

Mpu nepeycraHoBke LleHTpa ynpaBneHns BbIMOSHAETCSA ero BOCCTaHOB/IEHMeE.
3anyck npoueaypbl NepeycTaHOBKW OCYLLECTBASETCS TaK e, Kak W 3anyck ycra-
HOBKM (CM. €Tp.62). MNMocne agnanora NpuBETCTBMSA Ha 3KpaH 6yaeT BbiBeAeH Avanor
Ansi Bbibopa BapMaHTa AeACTBUN.
Ana nepeycraHoBku LleHTpa ynpaBneHusa:
1. B amanore ans Bbibopa BapnaHTa AENCTBUIN HaXXMMUTE KHOMKY "BocctaHoBUTL".
Ha akpaHe nosiBuTCS Ananor, coobLlaLmin 0 roTOBHOCTU K YCTaHOBKE.
2. Haxmute kHonky "BoccTtaHoBUTL".

HauHeTcs konmpoBaHue ansioB Ha XXEeCTKUI AMCK U perncrpauns KOMNOHEHTOB
B cmcreMHoM peectpe OC Windows. Xo4 npoLeccoB KOMMPOBaHUS U HACTPOMKMK
oTobpaxcaetcs B MHPOPMaLMOHHOM OKHe B BMAe Nonockl nporpecca. MNpu mnx 3a-
BEPLUEHMW HA SKpaHe NosSBUTCS agmanor "YcraHoBKa 3aBepuleHa”.

3. HaxmuTe kHonky "0TOBO", @ 3aTEM HaXXMUTE KHOMKY "3aKkpbITh" B eLLe 0AHOM MNo-
SIBUBLLEMCS Ha 3KpaHe amanore.
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[maBa 9
YnaneHve KOMNOHEHTOB

Mpeaynpexpaexue.

e Ecnu Ha 3awuiiaembix KOMNbOTEPAX MMEETCS KOH(MAEHUManbHas unu 3almdpoBaHHash WH-
chopmaLus, cresyeT NpUHATL Mepbl ANs €€ 3aluTbl U COXpaHeHus A0 yaaneHus cuctemsl Secret Net
Studio.

o [IpM HanMuMW Ha KOMMLIOTEPE AMCKOB, 3aLUMEPOBAHHLIX C MOMOLLBK MeXaHu3Ma MOfHOAMCKOBOrO
LN poBaHMs, HEBO3MOXHO yaanuTb knueHT Secret Net Studio.

Mopspok yaaneHus B ceTeBOM pexmme yHKLMOHMPOBaHUS

YpaneHune knmeHToB Secret Net Studio B ceTeBOM pexumme (pyHKUMOHUPOBaAHUS U
KOMMOHEHTOB A1 LLeHTPanM30BaHHOro yrnpasfieHUs pPeKoOMeHAYeTCS BbINOSHATL B
crenytowem nopsiake:

1. Ypanute MO KNMEHTOB Ha BCEX KOMMbOTEPAX.
2. YpanuTte LleHTp ynpaBneHus Ha pabounx Mectax aagMMHUCTPaTOpPOB.
3. Ypanute INO cepBepoB 6e30MacHOCTU.

YpaneHve KnueHTa

MO kNMeHTa MOXHO yAanuTb Npwu paboTe Ha KOMMNbKOTEPe NOKaNbHO MAM B Tep-
MWHanNbHOM ceccun. [ns ceTeBOro pexuma (yHKUMOHMPOBAHUS TakKXe npeay-
CMOTpEeH MeTOA UEeHTpanM30BaHHOro yJaneHus noh YnpaBneHWeM cepsepa
6e3onacHocTn. LleHTpanuM3oBaHHOe yganeHwe peanu3yeTcd C nomouwbio LleHTpa
ynpasneHus (cM. ctp.67). Ana aTtoro Heobxoanmo chopMMpoBaTh 3aAaHNsa Ha yaa-
nexwne MO, aHanornyHble 3a4aHNAM pa3BepTbiBaHUS.

Hwxe paccMaTpyBaeTcs NpoLefypa /TOKalbHOro yAaneHUs KineHTa.

Mpouenypy yaaneHUsa AOMKEH BbIMNOMHATL MOJb30BaTESb, BXOAALMI B NNOKaJIbHYO
rpynny agMMHMUCTpPaAToOpPOB KOMMNbIOTEPA.

OAnAa ypaneHua KJneHTa:

1. BbinonHUTE 3anyck npoueaypbl YCTaHOBKWU KMEHTA B MHTEPAKTUBHOM peXxunme
(cM. cTp.63) MM UCNonb3ymTe CTaHAapTHbIM cnocob 3anycka yaaneHus ans
KoMnoHeHTa "Secret Net Studio" B okHe OC Windows "lporpaMmbl U KOMMO-
HeHTbI".

MporpaMMa yCTaHOBKM HA4YHET BbIMO/HEHME MOArOTOBUTENIbHbLIX AENCTBUI, MO
OKOHYaHWM KOTOPbIX Ha 3KpaH ByAeT BbiBEAEH Avanor Ans Bbibopa BapuaHTa npo-
[OHKEHUS.

2. B gnanore ycTtaHOBWTE OTMETKY B Mofie "yaanuTb" M yKaXuUTe yyeTHble AaHHble
Nnosib30BaTenNs C NpaBaMu aAMMHNCTpaTopa AoMeHa 6e30MacHOCTU.

MosicHeHune. Ecnu Tekywuit nons3oBaTenb UMEET NpaBa Ha 3anucb B XpaHunuiLe 06beKToB LieH-
Tpannu3oBaHHOTO ynpaBieHNs —OCTaBbTE OTMEYEHHBIM MO "NCNOoNb30BaTh ANs MOAKIIOUEHNS Y4eT-
HYK 3anucb Tekywlero nonb3oBaTens". Ecnu npaBa He npefocTaBneHbl— BblGepUTE MYHKT
"MCNONb30BaTh YKa3aHHbIE HUXE UMS M Naposb' 1 BBeAWTE AaHHbIE COOTBETCTBYIOLLEN YYeTHON 3a-
nueu.

3. HaxmuTe kHonky "loToBO".

Ecnm Ha koMnbiloTepe BkoHeHa PpyHKUMSA "KOHTposb aAMUHUCTPATUBHbBIX Mpu-

BUNermin", Ha aKpaHe NOsIBUTCSA AManoroBoe okHo BBoga PIN aaMuHucTpaTopa.

Ona npogomkeHus npoueaypbl yaaneHus ssegute PIN n HaxmuTe kHonky "OK".
HauHeTcs npouecc yaaneHus 3aWwmMTHbIX NOACUCTEM.
4. Tocne 3aBepLleHns Bcex onepaunii yaaneHus HaxmmuTe KHonky "danee”.
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Ha skpaHe nosiBUTCS 3aBepLUatoLLnii Ananor co CBEAEHMUSMU O BbIMOSIHEHHbIX One-
paumMsx U NpeanoXeHMeM nepesarpysmTb KOMMbIOTEP.

CoBer. lMp1 He0BXOAMMOCTY UCTOMNB3YIATE CCbifkM B pasgere "VHdopmaums” Ans BbINOMHEH!S cre-

LYOLLNX eNCTBUI:

*  yT0Obl NOCMOTPETH 3ANMCH XypHana TpaccupoBKM — BbIGEPUTE CCbINKY "0TYET 06 ycTaHoBKe";

* uT0bbI COBpaTH BCE HeObX0AMMbIE Ans anarHocTukm Secret Net Studio dhainbl u faHHbIe, B Cnyyae
BO3HWKHOBEHMS npobnem npu ycTaHoBKe — BbIOEpUTE CCbIMKY "AMArHOCTMYECKYKD WH-
opmaumio”.

5. [lepezarpys3uTe KOMMbIOTEP.

YaaneHue LleHTpa ynpaBneHusi

Mpoueaypa yaaneHus LleHTpa ynpaBfeHns BbINoHSeTCs 6e3 ocobeHHoCTel. 3anyck
yAaneHuns komnoHeHTa "Secret Net Studio — LleHTp ynpaBneHmns" MoXHO BbINO/HUTb
CTaHAaapTHbIM cnocobom B okHe OC Windows "lMporpaMMbl 1 KOMAOHEHTHI".

YpnaneHue cepBepa 6e3onacHOCTU

Mpu yaaneHun cepsepa 6e30nacHOCTU CneayeT MMEeTb B BUAY, UTO BCE KOMMbIOTEPDI,
nogYnHEHHble JaHHOMY CepBeEpY, CTaHYT CBO6OLI,HbIMVI — TO eCTb He NOAYNHEHHbIMU
KakoMy-nnmbo cepsepy 6e3onacHoCTH.

[nsi BbINOIHEHWS HEKOTOPLIX AENCTBMIA MPU yaaneHnn cepeepa 6e30nacHoCT MoryT
noTpe6oBaTbCsl 0cobble NpaBa AocTyna. HanpuMmep, npaBa, NpeAoCTaBeHHbIE rpynne
aAMMHUCTPaToOpOoB AoMeHa 6e3onacHocTv. Ecin nonb3oBaTtesb, BbINOMHAOWMIA yaa-
neHue, He 061aZaeT HY>KHbIMM NMpaBaMun, NporpamMMa YCTaHOBKM Ha OnpeaesieHHbIX
3Tanax MOXET 3anpallMBaTh yYeTHble JaHHble Nob30BaTesNel C npaBaMm 4OCTyna.

Ons ynaneHns cepsepa 6e30nacHOCTK:

1. B okHe OC Windows "lMporpaMMbl 1 KOMAOOHEHTbI" BbIGEpUTE B CMUCKE KOMMOHEHT
"Secret Net Studio — Cepsep 6e3onacHoCcT1" U HaXXMUTEe KHOMNKY "YaanuTte".

Ha sakpaHe nosiBMTCS AMasor 3anpoca Ha yaasieHMe KOMNOHEHTA.
2. Haxmute kHonky "[la" B agnanore 3anpoca.

lMporpamMMa yCTaHOBKM MPOBEPUT TeKyllee COoCTosiHue BCTpoeHHoro B OC me-
XaHu3Ma ynpasneHus ydetHbiMu 3anucamm (User Account Control — UAC). Bos-
MOXHbl CriegytoLmMe BapuaHThl:

e ecnn MexaHu3M UAC BKJIIOYEH — Ha SKpaHe NosIBUTCS Ananor 3anpoca Ha ero
BpPEMEHHOE OTKJIloYeHMEe. B aToM ciyyae HaxmmTe KHonky "[a" gns oT-
K/IlOYEH WS MexaHM3Ma, Nepe3sarpy3nTe KOMNbOTEP M NOC/E 3TOr0 CHOBa 3any-
CTUTE npoueaypy yaaneHuns cepeepa 6esonacHoctu (cMm. gencremne 1);

e ecnn MexaHn3m UAC oTkoueH — npoueaypa yaaneHus 6yaet npoaoskeHa, n
Ha 3KpaHe NOosBMTCHA AManor nporpaMmmbl YCTAHOBKMW, COAepXallMin cBeaeHns
0 XoAe BblNOMHeHUSA onepaumii. Ha aTane Boibopa gencremia ¢ 6a3on JaHHbIX
cepBepa Ha aKpaHe nossuTcsa ananor "YaaneHune 6a3bl gaHHbIX".
3. BbinonHuTe HyXHOE AencTBme:
e Ang coxpaHeHus B[] — HaxMuTe kHonky "OTMeHa";

e ans yaaneHus B[l — BBeAMTE yYeTHble AaHHble agMUHUCTpaTopa 6a3bl AaH-
HbIX Ha cepBepe CYB/[ B nonsax "Wms agMmHuctpatopa" n "lMaponb agMm-
HUcTpatopa" n HaxxmuTe KHorky "OK".

Mpouenypa ynaneHus 6yget npogjonxeHa. Ha aTane Bblbopa AencTeun C cep-
TUhHUKaToM cepBepa Ha 3KpaHe NosBMTCA 3anpoc o6 yaaneHnm ceptudukara.

4. YT06blI YoanuTb cepTudukaTt cepeepa 6e3onacHocTu M3 IIS, HaXXMUTE KHOMKY
"Na" B ananore 3anpoca. Mpn HeobxoanMoCTn coxpaHuTb ceptndukar B IIS Ha-
XXMUTE KHoMKy "HeTt".

Mocne 3aBepleHnsa BCeX onepauuin yaaneHus B Avasnore nporpamMmMbl YCTaHOBKM
NosiBUTCA NpeaynpexaeHune o HeobxoaAMMOCTM Nepe3arpy3ku KoOMMnbloTepa.

5. [epezarpy3uTe KOMNbOTEP.
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YpaneHuve winro3a

Ecnn Ha cepBepe 6€30MacHOCTM YCTaHOBIEHO U Ucnonb3yeTcs MO Wwio3a, ero MoXHO
yAanUTb OTAENbHO OT cepBepa, NpeaBapuUTesibHO YAAMB W03 U3 CTPYKTYpbl OY.

BHumaHwue! Mpy yoaneHum HacTPOEHHOTO 1 (DYHKLMOHMPYIOLLEro LuMo3a HEeOBXOAMMO YUNTLIBATb, YTO
B3aUMOAENCTBME MEXMY POAUTENbCKUM U [A0YEepHUM Necamu GesonacHocTu ByaeT npekpalyeHo. B pe-
3ynbTaTe ynpasneHue 3almLiaemMbiMi KOMNLIOTEPaMM JOYEPHETO Nleca cpeacTBaMu KOpHEBOro cepBepa
£e30nacHOCTM CTaHeT HEBO3MOXHO.

PekoMeHAyeTCs BbINOMHATL AaHHYIO Onepaumio B yKa3aHHOM HUXXE NopsaKe.
Ona ypaneHva wnro3a:

War 1. Ypanure wno3 U3 CTPyKTypbl OY:

1. 3anyctuTe LleHTp ynpaBneHus v noakIlouMTech K poaMTeNbCKOMY cepBepy 6es-
OMacHOCTU, Ha KOTOPOM 3aperMcTpMpoBaH LUJIO3.

2. B LeHTpe ynpaBieHus B HMXHEN 4acTu MaHesM HaBurauum HaxXmmTe KHOMKY
"HacTponkn" n B NosiBUBLLENCS NaHenn HaxxmmTe ccbinky "KoHdurypmposaHue".

Ha akpaHe nosiBuTCsa AmManor Bbibopa pexxnma paboTbl.
3. BbibepuTte BapmaHT "PenaktnpoBaHue nepapxuu necos 6esonacHocTn".
Ha sakpaHe nosiBMTCS AManor peaakTUpoBaHMS CNMCKa LUJTHO30B.

4. BbibepuTe HYXHbIl W3, HAXMUTE KHONKY "YaanuTe" n noareepaTe CBoe pe-
LWeHne B NOsIBMBLLEMCS OKHE 3anpoca.

HauHeTca npouecc ydaneHus LWio3a, 3aHUMMAlWKUn HekoTopoe BpeMms. WH-
bopmMaums o xoae 3Toro npoLecca otobpaxaeTcs B BUAe COO6LUEHMI B NaHENN Co-
ObITUn  cucTembl. [OXAMTECH €ro 3aBeplweHus WM yaaneHus U3  crnucka
BblIGpaHHOro Wto3a. Mocse 3Toro U3 nepapxmyeckoi cTpykTypbl OY Takxe 6yaer
yZAaneH COOTBETCTBYIOLLNI AAHHOMY LUJO3Y Slec 6e30MacHoCTy.

5. HaxmuTte kHOMKy "3akpbiTh".

War 2. Ypanure NO wno3a:

1. HakomnbloTepe, Ha KOTOpPOM ycTaHoBneHo MO wo3a, 3anycrmTe NnporpaMmy ycra-
HOBKW cepBepa 6e30nacHOCTM TOM XXe BEPCUMM, YUTO N YCTAHOBMIEHHbIN 34eCb cep-
Bep.
lMporpaMMa yCTaHOBKWM MpOBEPUT TeKyllee CoCTosiHMe BCTpoeHHoro B OC me-
XaHu3Ma ynpasneHus yyeTHbiMn 3anucamm (User Account Control — UAC). Bos-
MOXHbI C/iefytoLime BapnaHThl:

e ecin MexaHun3Mm UAC BKNKOUEeH — Ha 3KpaHe NMosiBUTCA Auanor 3anpoca Ha ero
BpEMEHHOEe OTKJloYeHne. B aToM ciyyae HaxmmTe KHonmky "[a" pgnsa oT-
KJIIOYEeHM S MexaH13Ma, nepesarpy3nTe KOMMboTep 1 Nocsie 3Toro CHoBa 3any-
CTUTe NporpamMy yCTaHOBKK cepBepa 6e3onacHocTu;

e ecnn mexaHn3Mm UAC oTkntodeH — npoueaypa 6yaeT npogoskeHa, n Ha akpa-
He NoSIBUTCS AManor NporpamMmMbl YCTaHOBKU, coaepxaluni ceegeHuns ob ycra-
HOBJIEHHbIX KOMMOHEHTaXx.
2. YpanuTe oTMeTKy 13 nong "Cnyx6a cMHXpoHM3aumn" n HaxmmTe KHonky "WU3-
MEeHUTb".
HauHeTcs npouecc yaaneHus cnyx6bbl CUHXPOHM3aLMKM, NO OKOHYaAHUWN KOTOPOro
B MH(OPMaLMOHHOM OKHE NosiBUTCA coobLieHne 06 aToM.

3. HaxmnTe KHOoNKy "3akpbiTh".

YpaneHue otaenbHbIX NOACUCTEM KITMEHTA

Ecnm Ha KoMnbloTepe He UCMOJb3YHTCHS HEKOTOPbIE M3 YCTaHOBAEHHbIX 3aLMUTHbIX
noacucrtem knueHTta Secret Net Studio, 3Tn noacucremMbl MOXHO yAannTb JIOKasbHO
MM B TepMMHanbHoOM ceccun. C yyeToM 0COBeHHOCTElN MOAY/bHbIX B3aMMOCBS3EN
(dYHKUMNOHANbHbIX KOMAIOHEHTOB K/IMEHTA, YAa/lleHNe MOXET BbIMOMHATLCA ANs cne-
AYOLWWX OTAENbHbIX MOACUCTEM M Fpynn:
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[OBepeHHas cpeaa;

aHTMBUPYC;

nacnopt MO;

NOACUCTEMbI FPYMMbl CETEBOM 3aLUNTbI U CPEACTBO OBHapPY>KEHUSI BTOPXKEHUNA;

NMOACUCTEMbI 3alUNTbl MHMOPMALUM Ha NOKasbHbIX AUCKax U wudpoBaHUs AaH-
HbIX B KPUMTOKOHTENHEPaAX;

noAcMcTeMa KOHTPOSIS neyaTu;
NMOACUCTEMbI FPYMMbl IOKaNbHOM 3alnTbl (KPOME BblLleyKa3aHHbIX NOACUCTEM).

Kpome Toro, mpeaycMoTpeHa BO3MOXHOCTb yaaneHus LleHTpa ynpasneHus, ycra-
HOBJ/IEHHOTO /15 paboThl B SIOKaIbHOM pexuMe (Npu YCTaHOBKE K/IMEHTA).

I'Ipou,ep,ypa yOaneHna noACUCTEM KJIMEHTa AO/MDKHaA BbIMO/HATbCA MOJIb30BaTEJIEM,
BXOAALWMNM B NIOKaAJIbHYIO rpynny agMMHUCTPaToOpPOB KOMMbIOTEPA.

ansa yaaneHunsa otaesibHbIX NTOACUCTEM KJZIMEHTa:

1. BbinonHWTe 3anyck npoueaypbl YCTAHOBKW K/IMEHTa B MHTEPAKTUBHOM pexume
(cM. €Tp.63) Unn mcnonb3ynTe CTaHAApTHbIK cnocob 3anycka yganeHwus Ans
kKomnoHeHTa "Secret Net Studio" B okHe OC Windows "lporpamMmbl 1 Komno-
HeHTbI".

MporpamMMa yCTaHOBKW Ha4yHET BbIMOJIHEHWE MOArOTOBUTENbHbIX AEWCTBUMIA, MO

OKOHYaHWUM KOTOPbIX Ha 3KpaH ByaeT BbIBEAEH AManor Ans Bblbopa BapuaHTa npo-

LOMKEHUS.

2. B amanore ycraHoBMUTe OTMETKY B Nose "yaannTb KOMMOHEHTbI" U HaXXMUTE KHOM-
Ky "Oanee".

Ecnm Ha komnbloTepe BkaoveHa PyHKUMs "KOHTponb aAMUHUCTPaTUBHbBIX MpU-

BUNernn", Ha aKpaHe rnosiBUTCS aAmanorosoe okHo BBoaa PIN agMmHucTpaTopa.

3. [ns npoaomkeHus npoueaypbl yaaneHus seegmnte PIN n HaxmmTe kHonky "OK".
Ha akpaHe nosaBuTcs ananor 4ns Bbibopa yaansieMbiX NoACUCTEM.

4. OTMeTbTe 3/IEMEHTbI, KOTOPbIE HY>XHO yAannTb, U HaXXMUTe KHoMKy "oToBO".
HauHeTcs npouecc yaaneHus 3aWwmMTHbIX NOACUCTEM.

5. [lMocne 3aBeplieHns BCeX onepaumnin yaaneHnsa Haxmmte KHonky "Janee".

Ha akpaHe nosBuMTCS 3aBepLUaoLLmMii Ananor co CBeAeHUSMN O BbINMOSIHEHHbIX One-

pauunsax U NpeaioXkeHnem nepesarpysmTb KOMMNbIOTEP.

CoBer. lMpy1 HeoBX0AMMOCTY UCTIONb3YIATE CCbifkM B pasaerne "VHdopmaums" Ans BbINOMHEH!s cre-

BYHOLLNX eNCTBUIA:

* yToBbl NOCMOTPETH 3aNNCH XypHana TpaccupoBku — BblbepuTe CCbinKy "oTyeT 06 ycTaHoBKe",;

* yTobbl cobpaTh BCe Heobxoanmble A5 anarHocTukn Secret Net Studio daitnbl u JaHHbIe, B Ciyyae
BO3HWKHOBEHUSI Npobrnem npu ycTaHoBKe — BbIOEPUTE CCbINKY "AMArHOCTMHECKYKD WH-
topmaumio”.

6. [lepesarpy3sunTe KOMMNbOTEP.
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YpaneHve naketoB OOHOBNEeHUU

3anyck npoueaypbl yaaneHs naketos 06HOBNEHUI KIIMEHTA MOXHO BbIMOSIHUTb Tak
e, KaK U 3anyCcK YCTaHOBKM B WMHTEPAKTUBHOM pexume (CM. cTp.63), uam uc-
Nonb30BaThb CTaHAAPTHbIN cnocob yaaneHus ans komnoHeHTta "Secret Net Studio" B
okHe OC Windows "lporpamMmbl U KOMMOHeHTbI". [locne 3amnycka nporpaMmbl ycra-
HOBKMW Ha 3KpaH byaeT BbiBeAeH Ananor Ans Bbibopa BapuaHTa AENCTBUINA.

OAna ynaneHus nakeTtos O6HOBJIEHUN:

1.

B ananore Bbib6opa BapMaHTa AENCTBUI YCTAHOBUTE OTMETKY B nosne "yaanuTb na-

KETbl UCMpPaBNeHNn" N HaxxMmTe KHonky "Janee".

Ecnm Ha koMmnbiloTepe BkAoHeHa PpyHKUMA "KOHTpoSb aAMUHUCTPATUBHbBIX Mpu-
BUNernn", Ha aKpaHe NOSBMTCA Auanorosoe okHo BeBoaa PIN agmmHucTpaTopa.
Ona npogomkeHuns npoueaypbl yaaneHus seegute PIN n HaxxmuTe kHonky "OK".

Ha skpaHe noasuTca gnanor Bbl60pa nakeToB 06HOBEHNI Ans yYOaneHus.

BbibepuTe naketbl 06bHOBNEHWI, KOTOpble HeobxoaMmo yaanuTb. [Ans Bbibopa
BCeX NakeToB OOHOBNEHUN HaxXMuTe KHOMKY "BbibpaTb Bce". HaxmMuTe KHOMKY
"loToBO".

Ha skpaHe NosBUTCSH OKHO 3amnpoca C Npe/IoXeHneM nepe3sarpy3nTb KOMMAbOTEP.
HaxxmuTe kHonky "[a" B OKHe 3anpoca.

HauHeTcs nepesarpyska KOMMbloTepa, BO BpeMsl KOTOpor 6yaeT BbINO/HEHO yaa-
neHne BblbpaHHbIX nNakeToB obHoBneHuni Secret Net Studio. Mocne ycnewHoro
BXO4a MoJib30BaTeNns B CUCTEMY Hag nukTorpammon Secret Net Studio, Ha-
xoaswencs Ha naHenu 3agady Windows, nosButcsa coobueHne o6 ycnewHoMm 3a-
BepLleHMN AaHHOWN npoueaypbl.
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[maBa 10
Pa3BepTbiBaHMe cepBepa 0OHOBNEeHUN

Cepsep obHoBneHui Secret Net Studio npegHasHadeH Ans LEeHTpasM30BaHHOro 06-
HOB/IEHUSA aHTUBMPYCHbIX 6a3, 6a3 pelwatowmnx npasus n 6a3 onacHbIx Be6-pecypcos
MexaHu3Ma obHapyxeHus BTOpXeHul. [lNopgepxuBaeTcs ob6HOBneHwe 6a3 cne-
AYyRLWNnX KOMMNOHEHTOB!:

e  AHTMBMPYC;
e AHTMBMPYC (TexHonorunsa Kaspersky);
e Ob6HapyXeHue BTOPXXEHUN.

BHumaHme! [JaHHas Bepcns cepBepa 06HOBNEHMI noaaepxueaeT paboty ¢ knneHTamu Secret Net Studio
TONLKO BEpCHiA 8.4 1 BbiLe.

O6HOB/IEHME OCYLLECTBSETCS C MOMOLLbIO CMIeAYOLMX KOMMOHEHTOB:

e rnobanbHbln cepeep 06HOBNEHWIT — cepeep koMnaHuu "Kog besonacHoctn", Ko-
TOpbIN obecneumBaeT pacnpocTpaHeHue 06HOBNEHNI no agpecy
https://updates.securitycode.ru;

e  JlOKanbHbIN cepBep 06HOBNEHUN — cepBep OOGHOBMEHWN, YCTAHOBMNEHHbLIV B
KOMMaHWM, KOTOPbIA MpUHMMaeT o6HoBNeHUs C rnobanbHOro cepeepa 06-
HOBJIEHUI;

e K/MEeHT cepBepa OBHOBMIEHMIN — KOMMOHEHT, obecneumBatowmii 3arpysky o6-
HOBNEHWII HENOCPEeACTBEHHO Ha 3alLMLLaeMoM KoMNbloTepe. KnneHT cepeepa 06-
HOBJIEHWI BXOAUT B COCTaB knneHTa Secret Net Studio (cm. cTp.13).

CucremHble TpeboBaHusA

CepBep 06HOBNEHU MOXET 6bITb YCTAHOB/IEH HA KOMMbIOTEPLI NOA YN paB/ieHneM cre-
AYIOLWMX onepaumoHHbIX cncteM (noaaepxusarTcsa 32- u 64-pa3spsaHble Bepcnn OC
C yCTaHOBJIEHHbIMN NakeTaMm OBHOBIEHUN He HUXKe YKa3aHHbIX):

e Windows 7 SP1;

e Windows 8.1 Rollup Update KB2919355;

e Windows 10;

e Windows Server 2008 R2 SP1;

e Windows Server 2012 R2 Rollup Update KB2919355;
e Windows Server 2016;

e Windows Server 2019.

BHumaHwme!

* YcraHoBKa cepeepa 0BHOBNEHWA Ha paboudylo CTAHLMK JOMYCKAeTCs TOMbKO Mpu HEBOMbLLIOM Ko-
nuyectse (0o 20) 3aLLuiLaeMbiX KOMMbIOTEPOB B CETW Nk Ans nayyeHus 0.

* He noppepxuBaeTca paboTa cepsepa 06HoBNeHit Ha komnbtoTepe ¢ Windows Server Core.

HononHutrenbHoe MO

Ha koMmnbloTepe, npegHasHadeHHOM Ans cepsBepa O6HOBMEHW, AO/MKHO BbITh yCTa-
HOBJEHO cneaytouee MO:

e JIS7.0 nBblwe;

e Microsoft Visual C++ Redistributable 2017;

e Microsoft .NET Framework 4.5.

Mpu 3anycke ycraHoBku MO cepBepa 06HOBMEHMIA € MoMoLLbio dalina SnAutoRun.exe
nnu UpdateServer.exe AaHHble KOMMOHEHTbI YCTaHAB/IMBAOTCA aBTOMATUUECKMU.

[Onsa paboTbl cepepa 06HOBMEHW B HACTPOMKaX MapLLpyTusaTopa CeTu Ao/mKeH 6biTb
OTKPbIT UCXoasAWmnn nopt 43444,
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BapuaHTbl pa3mellueHus

B 3aBMCMMOCTM OT KOHMDUIYpaLMM U pasMepa CETM MOrYT MCNOJIb30BaTbCS pasfiyHble
CXEMbl pa3MeLLeHMs cepBepa 06HOBEHW.

3awuwaemas ceTb C ManbIM YUCIIOM PaboOUuMUX CTaHLUKA

Bo3mMoXHO 06HOBNEHME 3aLymLLaeMblX KOMMbIOTEPOB HAMpPsSMYIO C cepBepa KOMMaHUu
"Kop bezonacHoctn", 6e3 ncnonb3oBaHunsa cepsepa obHOBNeHW. B 3ToM cnyyae B npo-
rpamme ynpasneHusa Secret Net Studio gna kaxaoro 3awmuaeMoro KoOMnblTeEpa
HeobXx0anMMO HacTpouTb 0BHOBNEHME aHTUBUPYCHbIX 6a3 ¢ cepBepa komnaHuu "Kop
BesonacHocTn" (cM. AOKYMeHT [2]). DTOT BapvaHT peKoOMeHAyeTCs WUCNoJfb30BaTh,
Koraa B ceTu He 6onee 5 pabounx CTaHUUN.

3awuwaemas ceTb ¢ 60NbLWINM YUCNIOM PAaBOUUX CTAHLIMIA

OTOT BapumaHT uenecoobpasHO Mcnonb3oBaTb, ecim B ceTn 6onee 5 3awmuaemMblix
KOMMNblOTEPOB. B 3TOM cnyyae HyXHO ycraHoBuTb MO cepBepa 06HOBNEHUI HA Bbl-
OeneHHOM cepBepe B 3alluMLLaeMon CceTW. YCTaHOBNEHHbIN cepeep obHoBNeHnn byaet
3arpy>xaTtb 06HOB/IEHMSA C cepBepa koMnaHum "Kog besonacHoctn" n npeaocraBnsaTb
06HOBMEHNA KIMEeHTaM B CETU U APYrMM cepeBepaM 06HOBIEHUI, UCNONb3YEMbIM B Kac-
KaaHOM pexunme (He pacxoays BHewHWn Tpaduk). B LeHTpe ynpasneHuns Secret Net
Studio Ana Kaxxaoro 3awmnLaemMoro KoMnboTepa HeobxoaAMMo HacTpouTb O6HOBEHNE
aHTUBMPYCHbIX 6a3 c TokanbHOro cepeepa (CM. AOKYMeHT [2]).

3awuuaemas ceTb He NOAKMIOYEHA K MHTEpPHeTYy

B 3TOM cnyyae Heo6xoaAMMO YCTaHOBUTb OTAENbHbIN CepBEP, MMEILWMN AOCTYN K UH-
TepHeTy. Ha 3TOM cepBepe HyXHO ycTtaHoBuTb MO cepBepa obHoBNeHU. Ha cepeepe
B 3aKpbITOM CETU TaKXe HYXHO yCcTaHoBUTb 10 cepBepa 06HOBNEHUA.

CepBep 06HOBNEHUN, UMEIOLWLNI AOCTYM K UHTEPHETY, ByaeT 3arpy»xaTb 06HOBNEHUSA
c cepBepa koMmnaHuum "Koa BesonacHoctn" n xpaHutb nx. OBHOBNEHUS C 3TOroO cep-
Bepa Ha cepBep B 3aKpbITON CETM HEOBXOANMO NepeHOCUTb BPy4HYto (cM. cTp.308).

B UeHTpe ynpasneHus Secret Net Studio ana Kaxaoro 3awwimiaeMoro KomMnbloTepa
HeobxoAnMo HacTponTb O6HOBNEHWE aHTMBUPYCHbIX 633 C IoKanbHOro cepeepa v yka-
3aTb ajpec cepBepa B 3aKpbITOW CETU, AaHHbl€ Ha KOTOPbIA MNEPEHOCATCS BPYYHYIO
(cM. pokymeHT [2]).

KackagupoBaHue cepBepoB

BHYTpM KOMMNaHWW CO3[4aeTCs Kackaj CepBepoB, B KOTOPOM OAWMH, KOPHEBOW, CKa-
ynsaeT obHoBNEeHMSA C cepeepa komnaHuu "Kop BesonacHoctn", a octanbHbie, Ao-
yepHMe, CKaunBaloT 0BHOBMEHUS C KOPHEBOrO cepBepa OBHOBMEHWUW WU C APYrUX
[o4vepHux cepeepoB (cM. cTp.308).
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Mpumep 1

B KOMMaHMWM MCNoMb3yeTCs HECKONbKO noaceTer. B aToM cnyyae ycraHaBnmMBaeTcs
OCHOBHOW cepBep 06HOBIEHUI, KOTOPbIM 3arpy>aeT 06HOBNEHMS C caliTa KOMNaHUM
"Kop Be3onacHocTn". B Ka)xaol NoaceTn yCTaHaBAMBAETCS CBOM cepBep 06HOBNEHW,
HaCTPOEHHbI Ha 3arpy3Ky 06HOBIEHUN C OCHOBHOro cepsepa. C 3TUX CepBepoB 3a-
rpy>atoT o6HoBNeHus paboume ctTaHUMM NoACETH.

e

PaBovue cTaHupm

Cepsep obrosne i
oraena

WHrepHer

Ocrosroli cepsep obHoBREH i
CepBep OBHOBAEHMT KOMNEH UK

HOMEH M -
'Kon BesonacHocTH™

i

PaBodue craHuym
.

Cepsep ofiHosne Hui|
otaena

Puc.1 B KOMNaHUU UCNOJIb3YIOTCA HECKOJIbKO noaceten

Mpumep 2

B koMnaHuu Heckosbko dunnanos. B kaxxaom dmnvane ycraHaBaMBaeTcsl cepsep 06-
HOBNEHMI. Kaxabili cepBep 3arpy>aeT 06HOBNEHNS, AOCTYMNHble BHYTPU FOJIOBHOM Op-
raHu3aunm, No KOprnopaTUBHOM CETH.

Palioy e cTaHymn
W cepaepsl

Cepeep ofHosneHwi
Duanana

WHrepHer

Ocroerioit cepeep oBHOBAEHMI
KOMMEH Ui Cepeep 0BHOBAEHUIA KOMNEH MK
"Hoa BesonacHocTI

w

Pafiou e CTaHUMM
W cepaepel

Cepeep oBHoBneHWHA
Dduanana

Puc.2 B kOMNaHMu HeCKOoJ1bko chunmanos
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YcTtaHOBKa, OOHOBneHue u1 yaaneHue

YcTaHoBKa cepBepa 06HOBNEHUI

Mepen ycraHoBkoW cepeepa O6HOBMEHW B HacTponkax 6paHamayspa Windows
oTKponTe nopt 43444 ansd NCXoAALWMNX NOAKIIOUYEHWUNA.

Ansa yctaHOBKU cepBepa 06HOBJIEHU:

1. BcraBbTe B MPMBOA YCTAaHOBOYHbIN ANCK cucTeMbl Secret Net Studio 1 goxauTecs
NosiBNIEHNS OKHa NporpamMMbl aBTo3anycka.

MpumeyaHue. Ecnu nporpamma ycTaHOBKM He 3anycTUnach aBTOMATUYECKW, 3amycTUTe Ha Wc-
nonHeHwe gaitn SnAutoRun.exe, HaxogaLmMIca Ha yCTaHOBOYHOM [MCKE.

[ns ycraHoBku komnoHeHTa "CepBep 06HOBMEHNA" MOXHO TaKkxe 3anycTUTb Ha UCNOMNHEHWE dainn
UpdateServer.exe n3 katanora \Tools\SecurityCode\Update Server\x64 wnmu \Tools\SecurityCode\
Update ServenWin32 (B 3aBUCHMOCTM OT BEpPCUW yCTaHOBMEHHOM Ha kKomnbtoTepe OC Windows) oT
MMEHW aiMMHKCTpaTOpa.

2. AxTmBMpynTE ccbinky "Cepsep 06HOBNEHMI" B OKHE NporpaMMbl aBTo3anycka.

ﬂporpaMMa HA4YHET BbINOJIHEHNE NMOArOTOBUTENIbHbIX ,CleVICTBMVI, MO OKOHYaHUn
KOTOPbIX Ha 3KpaH 6y,qu BbIBEAEH AuManor nNpUHATUA NUUEH3NOHHOro COo-
rnaweHuns.

3. O3HaKoMbTeCb C COAEPXAHMEM JIMLEH3MOHHOro CorfnaleHuns, npoynMTas ero Ao
KOHUa, OTMeTbTe none "$ cornaceH C NMMLEH3NOHHbBIM COrlaleHneM" n HaxXMmnTe
KHOMNKY "YCTaHoBUTb".

HauHeTcsa npouecc konmpoBaHus dansioB Ha XECTKUW AUNCK M HaCTpOMKK ycTa-
HaBnMBaeMoOro KOMNoHeHTa. Xo4 3TOro npolecca otobpaxaeTtcs B Ananore npo-
rpaMMbl YCTaHOBKM NMOSIOCON Nporpecca.

Mocne ycnewHoM yCTaHOBKU M HAaCTPONKN KOMMoHeHTa "CepBep o6HoBNeHMI", a
Takxe aonosiHuTenbHoro MO Ha 3KpaHe NosBUTCA Ananor ¢ coobuieHueMm o 3a-
BepLUEHMN YCTAaHOBKMW.

4. HaxmuTe KHOMKy "3akpbiTb".

Oo6HoBneHue MO

Ansa o6HoBneHus MO cepBepoB 06HOBNEHMA:

1. Ha komnbloTepax C ycraHoBneHHbIM O cepBepoB 06HOBNEHUI 3anMyCcTUTE yCTa-
HOBKY KoMnoHeHTa "CepBep obHoBneHun" Hosol Bepcun (cMm. cTp.116). Mpo-
rpaMMa HaYyHET BbIMNOMIHEHWE MOAFOTOBUTENbHbIX AEUCTBUA, MO OKOHYaHUMU
KOTOpbIX Ha 3KpaH ByAeT BbiBeAeH AManor NpUBETCTBUSA NpPOrpaMMbl YCTaHOBKN.
Mocne noaTBeEpXAEHUS MPUHSATUS YCIOBUMIN NMLEH3UMOHHONO COrfalleHns npo-
rpaMMa yCTaHOBKM aBTOMaTMueckn obHOBUT npeablayLuyto Bepcuto MO.

2. BbinonHuTe npoueaypy o6HOBNEHUS aHTMBUPYCHbIX 6a3, 6a3 pewatowmx npasmn
n 6a3 onacHbix Beb-pecypcoB Ha 3aliMLlaeMblX KOMMNbloTepax (cM. rnaey "O6-
HoBNeHue 6a3 aHTuBMpyca n COB" B fokyMeHTe [2]).

YpaneHue cepBepa 06HOBNEHUN

Mporpamma ycraHoBku Secret Net Studio nossonseT yaanuTtb ycraHoBneHHoe MO ¢
KOMMbloTEpa.

CoBeT. YaarneHue Takke MOXHO BbINONHWUTL C MOMOLLbIO aneMeHTa "lporpammbl 1 KOMNOHeHTbI" 13 [Ma-
Henm ynpasnexns OC Windows.

Mepen TeM Kak NPUCTYNUTb K BbIMOJAHEHMWIO 3TUX AENCTBUI, 3aBeplunTe paboTy npo-
rpaMMbl yrpaBfeHns cepBepoM 06HOBEHWA.
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Ana ypaneHusa nporpaMMHOro o6ecneuveHus:

1. BcraBbTe B NpMBOA YCTaHOBOYHbIV Anck cuctembl Secret Net Studio n poxauTtecs
NOSIBNIEHMNS OKHa NporpaMMbl aBTO3anycka.

MpumeyaHue. Ecnu nporpamma ycTaHOBKM He 3anycTWnach aBTOMaTUYECKW, 3amycTUTe Ha Wc-
nonHeHue dain SnAutoRun.exe, HaxoAALLMIACA HA YCTAHOBOYHOM AUCKE.

2. AxTmBMpynTe ccbinky "Cepsep 06HOBNEHM" B OKHE NporpaMMbl aBTo3anycka.
Ha skpaHe nosiBUTCS cneayoLwmii auarnor.

(@ Secret Net Studio - Update Server ycramoeka - b4

@ Secret Net Studio - Update Server

ObcnyxneaHmne Cepeepa obHoBNEHWIA

¥aanume Ormena

3. HaxmnTe kHonky "YganuTtb".

HauHeTcs yaaneHue yCTaHOBNEHHbIX KOMMOHEHTOB cepBepa 06HoBMNeHM . Mocne
YCNeLwHOoro 3aBepLlieHnsa npouecca yaaneH1s Ha aKpaHe nosiBUTCS Ananor C co-
obuieHneM 06 3ToM.

4. HaxmuTe KHOMKy "3akpbiTb".

LleHTp ynpaBneHunsa cepBepomM OOGHOBNEHUN
YCTaHOBNEHHbI cepBep OGHOBMEHM pacnonaraeTcs B kaTtanore C:\Program
Files\Secret Net Studio\Server\Update Server.

YT06bI 3anyctuTtb LleHTp ynpaBneHus cepBepoM o6HOBneHuM, B MeHio "Myck" OC
Windows B rpynne "Kog besonacHoctn" BbibepuTte anemeHT "Cepep obHOBNEHM A" .

OTKkpoeTcsa OKHO nporpammbl "Cepep obHoBNeHUN" .

(3 Cepeep OBHOBAEHMI — X
peep

ju— L
f— o JarpysuTe obHOBAEHMA

: CTATYC CEPBEPA AKTMEHBIE 3ATPYZKM
E CocToAHne
Texywmii cratyc Cxarganne
¥ ObHognenna i Y .
Mocnegree ycnewHoe o6HOBNEHWE: He obHosnanoce
§§ HacTtpoitku
Pacnucanwne sarpyski oBHoBNEHWA: He HacTpoero

P xypran

= Xpanunuuwe obHosneHKA
= Ch\ProgramDatatSecurity Code\Secret Met Studic\Server\Update Server\Packages

B Gensro: 13478

. Joctynro: 46878

[ 60.0T6
0 O nporpamme
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[naBHOe MeHI0 LleHTpa ynpaBrieHuns cOaepXnT pasaens :

CocrosiHue (cM. cTp.118);
O6HoBneHus (cM. cTp.119);
Hactpoikn (cMm. cTtp.120);
XypHan (cm. cTp.125).

MpocmMoTp uHdopmaLMm 0 COCTOAHUM cepBepa

B pa3sgene "CocrosHue" Ha Bkiagke "CraTyc cepBepa" HaxoouTcs nHdopmMaumns o Te-
KyLLEM COCTOSIHUM cepBepa O6HOBNEHWI U O AOCTYMHOM NMPOCTPaHCTBE B Narnke, B KO-
TOPOW pacnosioXXeHO XpaHuamLLe naketos 06HOBIEHWA.

Ha CTpaHuue OTOGpa)Ka}OTCFI cieayrouwme gaHHble:

TEKYLWMI CTaTyC 3arpy3km obHOBNEHW;

JaTa 1 BpeMs nocneaHero ycrnewHoro obHoBneHus;

AaTa 1 BpeMsi 06HOBJIEHMS MO pacnmncaHuio;

NYTb K XpaHWAMLLY OB6HOBNEHUNA;

pa3Mep MCNonb30BaHHOMO AMCKOBOrO NPOCTPaHCTBA;

pa3mep cBO60AHOro AMCKOBOIro NPOCTPaHCTBA, AOCTYNHOMO AN AAHHOM Nanku;
obWwmnin pasmep xpaHunamuia.

YT0o6bl NpocMOTpeTb MHMOPMaLMI0O O XOAE BbIMOMHEHUS 3arpy3ku O6HOBMEHWI,
nepenanTe Ha BKIaAKy "AKTUBHbIE 3arpyskun”.

(@ Cepeep OBHoBnEHNi — X
E ® OcranosuTe sarpysky obHosneHniA
. CTATYC CEPBEPA AKTUEHGIE 3ATPY3KM [3]

E CocToRHKe
JlobaeneHo Wi p K Cratye

5 ObHognenna
11.10.2018 14:46 WIN-OGFSL9RV!  Antmenpyc (Texr

& HacTpoiiku 11.10.2018 1446 WIN-OGF5L9RV!  OBHapysetue v | 0% |

P *ypHan

o O nporpamme
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Mpocmotp uHchopmaLmm 06 06HOBREHUAX

B paspene "O6HoBneHus" Ha Bknagkax "AHTuBMpyc", "AHTuBMpPYC (TEXHONOrmns
ESET)", "AHTuBMpyc (TexHonornsa Kaspersky)" n "O6HapyxeHue BTOpXeHun" co-
[EepXaTcsl CMUCKM BCEX MAaKeTOB OBHOBNEHWW aHTMBUPYCHbIX 6a3, 6a3 pewarowmx

npasuna un 6as onacHbix Be6-pecypcoB, XpaHSALLMXCS Ha cepBepe.

(@) Cepeep OBHoBNEHWI — b4

BE3OMNACHAA CPEAA OBHAPYXEHME BTOPKEHMIA

E CocTtonHne

AHTHBWPYC AHTWBWPYC (TEXHONOTAA ESET) AHTHBWMPYC (TEXHONOMAA KASPERSKY)

[ Wrer=
wa OBHoBNEHKA Orepume YaannTe Orkatne

{8 Hactpoiikn 4 84,8586, 87

fata v Wma Paamep (KB) Cratyc

' KypHan 30.08.2020 18:03 update_25915.bin 220578

MpumeyaHue. AHtusumpyc (texHonorus ESET) He nogaepxmvBaetcs B SNS Bepcun 8.7 v Bhile.

[na kaxxaoro obHoBneHnsa otobpaxatotcs Bepcus MO Secret Net Studio, aaTta Bbinyc-
Ka NakeTa, uMs 1 pasMmep, a Takxke cratyc. None "Cratyc" mMoxeT npMHUMaThb cne-

Aylouime 3HayYeHus:
* TeKyllee 06HOBNEHUE;

e pe3epBHOe 06HOBMEHME (COXpaHEHHOE paHee O6HOB/IEHME, KOTOPOE MOXET BbITb

CHOBa MCMO/b30BaHO AJ18 PacnpoCcTpaHEHUS);

e HepocTynHo (Hanpumep, ecnn dann obHoBneHus 6bin yaaneH B 06xon Cpeacrs

yrnpaBfieHUs cepBepoM 06HOBEHUN).
[eicTBna, pOCTynHble Ans NakeToB 06HOBNEHMI, ONUCaHbl B Tabnnue HUXxe.

KomaHpa HasHauyeHune

OTKPpbITb BbibepunTe nakeT 06HOBAEHUI N HaXXMUTE KHONKY "OTKPbITh", 4TO6bI
OTKPbITb Nanky ¢ dansoM o6HOBNEHUS

Ypanutb BbibepunTe nakeT 06HOBNEHWI, HAXXMUTe KHOMKY "YaanuTe" n noateepanTe
AeficTBue B NosiBUBLLEMCS OKHe. ByayT yaaneHsbl Bce dainnbl, OTHOCALUMECS K
AaHHOMY nakeTy 06HOBNeHWUI. BO3MOXHO yAaneHune ToNbKO pe3epBHbIX U
HeAOoCTYNHbIX O6HOBNEH MU

OTKaTUTh BbibepunTe nakeT 06HOBNEHUI N HAXXMUTE KHOMKY "OTKaTUTbL", 4TO6bI
BbIMONHWUTb BOCCTaHOBMEHMe BbiIbpaHHoON Bepcuun 6a3. KomaHAaa aocTynHa
TONbKO ANS pe3epBHbIX 0OHOBNEHWI
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HacTponka cepBepa 06HOBNEHUN

MnaH HacTponku cepBepa o6HOBNEeHuN

1.

HacTpoiiTe 3arpy3ky obHoBneHui ¢ cepsepa komnaHuu "Kog besonacHoctn", ¢ fio-
KanbHOro cepsepa 06HOBNEHUM NN N3 noKanbHoWN/ceTeBor nanku (cM. ctp.120).

Mpn Heob6xoAMMOCTM HacTponTe pacnucaHue obHoBNeHn I (cM. cTp.121).
YKaxuTe 3Ha4YeHns napaMmeTpoB 3arpy3kn obHoBeHUn (cM. cTp.122).

BbibepnTe koMmnoHeHTbl Secret Net Studio, obHoBneHune 6a3 KoTOpbiX He0b6-
XOAMMO BbIMONHATL (CM. €cTp.123).

3anyctuTe 3arpy3ky o6HOBMEHUI, HaXKxaB KHOMKY "3arpy3nTb obHoBNeHUS" Ha na-
HENN UHCTPYMeHTOB LleHTpa ynpaBneHus, nnn goxamtecb 06HOBAEHNsA No pac-
nMcaHuio.

MpumeyaHue. Ytobbl npepeath NpoLiecc 3arpyaku 06HOBNEHWIA, HaXMUTE KHOMKY "OCTaHOBUTb 3a-
rpy3Kky 0BHOBREHMIA".

MopknioueHMe K UICTOUYHUKY OGHOBNEeHMn

Ons pabotbl cepBepa 06HOBMEHUI HEOBXOAMMO HACTPOUTb MOAK/HOYEHME K NCTOY-
HUKY OBHOBNEHUN.

Ana BbiI6opa MCTOYHUKA OGHOBNIEHMA:

1. B pa3gene "HacTporikn" nepenamTe Ha Bknaaky "lMNoaknodeHue".
(@ Cepeep OBHOBNEHWiT - X
= &, Jarpy=suTe obHosneHMA
T NCAKNKYEHHE PACNMWUCAHUE NAPAMETPHI 3ATPY3IKA
WCTOUHWK 0BHOBNEHUiA )
[ aY
“a O6ronieHuA ® 0BHoEMATs € cepeepa 000 "Kog besonacHoctu”
® Bes npokcw
ﬁ Hac‘rpoﬁm Wcnonesosats cMcTEMHBIE HACTPORKWU NPOKCK
Pyunas HacTpolika npokcu cepeepa
, KypHan Appec npokcu-cepeepa: Mopr: | 11233
Wcnonssosats AETOpHM3auno
Wma nonesosarens:
Mapone:
OBHOBNATE C NOKANBHOTD CEPEEPa
https://
COBHOBNATE M3 AUPEKTOPWIK
o O nporpamme CoxpaHute Ctmena
2. BbibepnTe UCTOYHUK OBHOBNEHWNNA.

e O6HOBNATL C cepBepa koMnaHmu "Kop BesonacHocTn" — BbiGepuTe AaHHbIN
NyHKT, 4TObbI 3arpy>xaTb o6HoBNeHUS 6a3 HanpaMyto C rnobasbHOro cepeepa
06HoBNEeHNI. Mpn HEO6X0AMMOCTN HACTPOMTE NapaMeTpbl MPOKCUM-CepBepa.

MapameTp OnucaHue

Be3 npokcu BbibepuTe AaHHbIM NYHKT, €CNn COeANHEHME C CepBEPOM
o6HOBNEHUI NponcxoanT HanpaMyto (6e3 npokcu-
cepBepa)

Ucnonb3oBatb Mcnonb3yeTcsa aBToMaTnyeckoe onpeaeneHne npokcu-

CUCTEMHbIe cepsepa

HaCTPOMKN NMPOKCH
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MapameTtp OnucaHue
PyuyHasi HacTpoika BblibepuTe AaHHbIA NYHKT, YTO6 bl HACTPOUTbL MPOKCU-
npokcu-cepBepa cepBep BPYUYHYI0. YKaXnTe agpec NpoKkcu-cepeepa 1

nopT. ECnun Ha npoKcu-cepBepe UCMoMnb3yeTcs
aBTOPM3aLMs, YKaXMUTE MMS MOSb30BaTess U Naposb

MpumeyvaHue.

* [opnepxmBaetca Tonbko NTLM aBTOpr3aLms Ha npoKcu-cepBepe.

* Hanpokcu-cepBepe pekoOMeHAYeTCs NPeJoCcTaBNUTb aHOHUMHBIA AOCTYN KOMMbIOTEPaM, Ha KO
TOpbIX pacnonaratTcs cepeepbl 0BHOBNEHNIA, ucnonb3ys nposepky no MAC-agpecy.

e (O6HOBAATbL C /IOKANIBHOrO cepeepa — BbibepnTe, ecin B JIOKabHOW CETU yCTa-
HOBJNeH cepBep obHoBNeHUN Secret Net Studio, n ykaxunte agpec cepsepa;

e (O6HOBAATb N3 ANpPeKTOpUU — BbibepuTe AaHHbIN NYHKT, ecv 0O6HOBNEHUS Ha-
XOAATCA B JIOKaNbHOM WM CETEBON Nnanke. YKaXXute nyTb K Nanke, UCnosb3ys
okHo "O630p nanok".

MpumeyaHue. Heobxogmmo yBeauTscs, U4To yIeTHAs 3anuch KOMNbIOTEPA UMEET [OCTYN K Co-
AEPKUMOMY YKa3aHHOMN nanky.

MpumeyaHue. OGHOBMEHNE 13 CETEBOW Nanky BO3MOXHO TONbKO B paMKkax AomeHa. [ns kop-
PeKTHON paboTbl HEOOX0AMMO NMPEeAOCTaBUTb LOCTYN Ha YTEHWE K CETEBO narnke BCEM aB-
TOPU30BAHHbIM MOJb30BATENAM WM YYETHbIM 3anucAM KOMMbOTEPOB, Mno KOTOPbIX 6yueT
00HOBIEHO TaKNUM CocoboMm.

3. YT06bI NPOBEPUTL AOCTYMHOCTb 3arpy3ku 06HOBEHUI C BbIGPAHHOIO MCTOYHUKA,
HaXxMmMTe KHonky "lMpoBepuTb".

Ha akpaHe nosBUTCs pesynbTaT NpPoBEPKM.

4. Haxmnte kHomnKy "CoxpaHunTb", 4TObbl COXpPaHMUTb HAaCTPOMKKN KOHbUIypaunm cep-
Bepa 06HOBEHUA.

CoBerT. VicnonbayiiTe kHomnky "OTMeHa", 4To6bl COPOCUTbL U3MEHEHMS KOHAUIYpaLm cepeepa.
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Hacrtpouka pacnucaHma o6HOBNeHun

MepnoanMUYHOCTb MPOBEPKU HaNMuMsa HOBbIX OGHOBMEHUIA U UX 3arpy3ku Ha cepeep
MOXET 6bITb HAacTpoeHa B LieHTpe yrnpaBneHus.

Ana HacTpoMKKM pacnucaHua:
1. B pa3gene "Hactponkun" nepenamTe Ha Bknagky "PacnucaHue".

(@ Cepsep OBHoBNEHNil - X
= &, JarpysuTe obHoBnEHMA
- NOAKTHUEHHME PACTIMCAHME TIAPAMETEE! IATPY3KA
B3 cocroanue
Pacnucanve 3anycka npoeBepkn oOHOBAEHWI
¥ O6HoRNEHUA
Yactora zanycka: | ExeuacHo 2
ﬁ} Hacrpoiiku
, HypHan
o O nporpamme Coxpahute Ormena

2. BbibepuTe 4acToTy 3anycka npoBepkM 06HOBNEHUI U3 pacKpblBatoLLErOCs CUCKa
M 3afanTe aaty n BpeMsi 06HOB/IEHUS.

MpumeyaHue. PekomeHayeTCs BbINOMHATL NPOBEPKY HA HAnM4Me 0BHOBMEHWI 6a3 exevacHo. |

3. HaxmnTe kHonky "CoxpaHuTb", YTO6bl N3MEHEH WS BCTYMNMWUIIN B CUITY.

CoBer. VicnonbayiiTe kHonky "OTMeHa", 4To6bl COPOCUTL U3MEHEHMS B pacrincaHui 0GHOBNIEHMS. |

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa 1 22
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Hacrtpouka napameTpoB 3arpy3kum o6HoBrneHumn

Ana HacTPoKM NapaMeTpoB 3arpy3Ku:

1. B pa3gene "Hactponkun" nepenamte Ha Bknagky "lMapameTtpbl”.

@ Cepeep OBHoBAEHMI

ju— [ T— H
f— & JarpysvTs 06HOBAEHWA

E CocronHne
5 OBHoRMeHUA
{4 Hactpoiiku

P KypHan

o O nporpamme

NOAKNHYEHHME PACTTMCAHWE NAPAMETPGI JATPY3KA
CeTeeble NapaMeTpsl

Pazmep Bnoxa npw sarpyske: 1024 gapr
Makcumanssoe Bpema sarpyske: 28800 cerymn

Bpema omnaAaHWA MEXAY NONLITKEMM: 1 CeKyHA

500

KonuyecTeo nonsitok 3arpyssu. NONbITOK

MapaMeTpel XpaHeHWA

Konm4ecTeo xpaHuMbx 0BHOBAEHWA: NakeToE

Bpema xpaHeHWA MHGOPMALMK © 3343HAAK: 30 AHER

CoxpaHuTe Ormena

2. BBeauTe 3Ha4YeHUS CeTeBbIX napaMeTposB.

MapameTp

3HauyeHue

Pasmep 6noka npu
3arpyske

Pasmep 6noka gaHHbIX Npu 3arpy3ke yepe3 HTTPS B 6aniTax.
MuHunManbHoe 3HadeHne — 1024, makcumanbHoe — 10485760

MakcuMmanbHoe
BpeMS 3arpysku

Bpemsi oxuaaHus 3arpy3ku o6HOBMEHWUI B CEKyHAaX.
MuHnManbHoe 3HadeHne — 100, makcumanbHoe — 36000

BpemMsa oxxungaHua
MexAay nonbiTKaMu

Bpems oxnaaHmsa mexay nonbiTkamu 3arpy3kun o6HOBNEHUI B
cekyHaax. MMHuManbHoe 3HayeHne — 1, MmakcumanobHoe — 100

Konunyecreo
MONbITOK 3arpyskKu

KonunyecTBo NomnbITOK 3arpy3ku 06HOBAEHWIH. MUHMManbHoe
3HayeHue — 1, makcumanbHoe — 500

YKaxunTe 3Ha4eHMs NapaMeTpoB XpaHEHMS OOHOBJIEHUI.

MapameTp 3HauyeHune

Konunuecrso KonunuecTtso xpaHMMbIX (pe3epBHbIX) NakeToB O6HOBNEHWN.
XpaHUMbIX MuHnManbHoe 3HayeHne — 1, makcumanbHoe — 100
o6HOBNEHUM

Bpems xpaHeHus
nHdopmauum o
3apaHnaAX

Bpemsi xpaHeHns1 MHOpMaL MK O BbINOMHEHHbIX 3a4aHNAX
06HOBNEHUS B AHAX. MMHMManbHOE 3HadeHne — 1,
MakcumanbHoe — 365

4. HaxmuTte kHornky "CoxpaHuTb", UTO6bI UBMEHEH NS BCTYMWAN B CUNTY.

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa
YcTaHoBKa, ynpaBfieHue, MOHUTOPUHT U ayauT

CoBer. Vcronbayitte kHomky "OTmeHa", 4ToObl COPOCUTL M3MEHEHWSI NapaMeTpoB 3arpysku 00-

HOBNEHWA.

123



© KOMNAHMA "KOA BE3OMACHOCTK"

Bbi6GOp KOMNOHEHTOB ANa o6HOBNEeHun

ansa BbIGOpa KOMMOHEHTOB:

1.

2.

B pasaene "HacTtpoikn" nepenante Ha BKIaaky "3arpyska”.

(@ Cepsep OBHoBAEHMI — *
j— &

& Jarpy3uTs obHoBneHKHA

NOAKNKYEHNE PACTIMCAHWE NAPAMETPbI 3ATPY3KA

E CocroaHwe

Cu FHaTypHbIe Basbl

g a2 06
HOBNEHWA
B O6HoBnATE BCE

4 Autvenpyc
£} Hacrpoiikn 8.4,8586,87.88
4 Autmenpyc (Texnonorua ESET)

} 84 85,86
' KypHan 4 Awtwenpyc (Texwonorua Kaspersky)

8586

8.7.88
4 Eezonacuan cpeaa

8.7.88
4 ObHapy*eHWe BTOPXKEHUA

v 84

8.5

8.5 nanvan

8.6 nonuan, 8.7 nonnan, 8.8 nonHan
86 87.88

< <4<

CoxpaHWTs OTmeHa

BbibepuTte koMnoHeHTbl Secret Net Studio, 6a3bl KOTOPbIX AOMKHbLI OBHOBASATLCS,
W HaXXMUTe KHOorMKy "CoxpaHuTb", YTOBbl M3MEHEHUS BCTYNWAN B CUNY.

Mpumeyanue.
* AnTuBupyc (texHonorus ESET) He nopnepxusaeTcs B SNS Bepcum 8.7 n Bbilue.
* Bepcuu obHoBneHni "8.5 nonHas" v "8.6 nonHas, 8.7 nonHas" ons komnoHeHTa "O6HapyxeHue

BTOPXEHUIN" BKMoYaloT B cebs 06HOBNEHMS faHHbIX 0T Kaspersky.

MNMocne Bbi6Opa KOMMNOHEHTOB Ha 3KpaHe NOSBUTCHA COObLLEeHME C NpeasioKeHneM
3arpy3uTb obHoBNeHUs ANnst Ao6aBNeHHbIX KOMMNOHEHTOB WAWM yAannTb Bce 06-
HOBJIEHWNSA 41151 KOMMOHEHTOB, KOTOpbIe He 6blsi 0TMeYeHbl. HaxxMmTe KHonky "3a-
rpy3nTb" nnam "YaannTtb" COOTBETCTBEHHO.

CoBerT. VicnonbayiiTe kHomnky "OTMeHa", UTo6bl COPOCUTL U3MEHEHMUS.

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa 1 2 4
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MpocmMoTp XypHana onepauun

B paspene "XypHan" otobpaxaetcsa nHdopMaumsa o6 onepaumnsx, BbIMOJMHEHHbIX Ha
cepsepe 06HOBNEH U B TEKYLLEN ceccun paboTbl ¢ LieHTpoM ynpasneHus.

(@ Cepeep OBroBnenuii — X

E .‘1‘{, 3arpysuTe oBHOBNEHWA

CocroHue JKypHan onepaumii
G OBHOBNEHNA Cratyc [lata v 6pema v CobbiTne Onucanne
29.10.2018 2:16 Ycraroska HoBOU KoHGUIYpaLu 3asepuwena yonewHo.
m FEE 29.10.2018 2:16 YcTaHoska HOBOW KOHGMIYpaLmu OnepaumA sanyLweHa.
28102018 17:37 Perncrpauma kOMMOHEHTOR 3asepuwena yonewHo.
' Kypxan
28.10.2018 17:37 Perncrpaumna KOMNOHEHTOE OnepaumA sanyLweHa.

o O nporpaMme

Mpu 3aKpbITUM LleHTpa ynpaBfaeHus XypHan onepaumii aBToOMaTUYeCKM OUYULLAETCS.

Secret Net Studio. PykoBoACTBO agAMUHMUCTpPaTOpa 1 2 5
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[nasa 11
YnpaBneHue Secret Net Studio

OpraHusauua ynpaBrneHns CUCTeMOM 3aLUTbI

LleHTpanu3oBaHHOe W NoKanbHOe ynpaBneHue

JlokanbHOe ynpaBneHve — 3TO ynpaBfieHue paboToli MexaHW3MOB 3alMTbl OTAESb-
HOrO KOMMbOTEpa, KOTOPOE OCYLLECTB/SIETCA aAMUHUCTPATOpoM 6e30MacHOCTU He-
MoCPeaACTBEHHO Ha KoMmbloTepe. JlokanbHOe yrpaBfieHne WCMofb3yercs B Tex
C/lyyasix, Korga BO3MOXHOCTM LEHTPasM30BaHHOrO YMpaBfieHUs ANs OTAENbHOro
KOMMblOTEpa HEAOCTYMHbI UM HelenecoobpasHbl. Hanpumep, ecin Tpebyetcs obec-
neunTb 6e3onacHyto paboTy flokasnbHbIX MNofb30BaTenel KoMnbetoTepa. MporpaMMHble
CpeACTBa JIOKanbHOrO YMnpaBfieHUsl YCTAHOBMEHbI MO YMOSYaHWUIO U MOTyT MC-
NoJIb30BaTbCs MOJIb30BATENAMU, BXOAALLMMU B JIOKANbHYIO Fpynny aagMUHUCTPaToOpOB
KoMMbioTepa.

LleHTpann3oBaHHOe ynpaBneHue napametpamm Secret Net Studio ocywecrBnsietcs
aAMMHUCTPaToOpoM H6e30macHOCTK Co cBoero paboyero mecra. [ns aTuxX Lenen Moxer
MCNONb30BaTbCa OG0 KOMMNbIOTEP CETU C YCTAHOB/IEHHbIMW CpPeaACTBaMM LIEH-
TpanM30BaHHOrO yrnpaBneHus.

B aBTOHOMHOM pexuMe (DYHKLUMOHMpPOBaHUSA kaneHTa Secret Net Studio AocTynHbl
TOJIbKO BO3MOXHOCTW JSIOKa/IbHOMO YMpaBfeHns. B ceTeBoM pexxMMe yrnpaBeHne Mox-
HO OCYLLECTB/ISATb Kak JIOKa/IbHO, TakK U LIEHTPaiM30BaHHO.

BHumanme! B cooteetctBUM C KOHUenuuen Secret Net Studio ynpasneHue paboToit 3awiuiiaembix
KOMMBIOTEPOB C YCTAHOBNEHHbIM KITMEHTOM B CETEBOM PeXUME (PYHKLMOHMPOBAHWS PEKOMEHYETCS OCy-
LEeCTBNATb LEeHTpanu3oBaHHo. LieHTpanu3oBaHHoe ynpaBneHue UMeeT NpUopuUTeT nepen noKarbHbIM
ynpasneHuem. Hanpumep, ecrv B T[pynnoBOi MNONWTWKE HEKOTOpble napaMeTpbl 3adaHbl LeH-
Tpanu3oBaHHO, TO NOKasbHO Ha KOMMbIOTEPE WX U3MEHWUTb Henb3s. Takke B Chydae OTKMIOYeHUs 3a-
LWMTHbBIX NOACUCTEM FOKarbHbIM aAMUHUCTPATOPOM B JlokanbHOM LieHTpe ynpaBneHus, B xypHane Secret
Net Studio peructpupyetcs cobbiTue Tpesoru.

Ucnonb3oBaHue rpynnoBbIX NOJIUTUK

[nsa yeHTpanM3oBaHHOW HAaCTPOMKM U MPUMeHeHns napameTpos 6e30nacHoOCTM Ha 3a-
LWMLaeMblX KOMMblOTEPax C YyCTaHOBAEHHbIM K/IMEHTOM B CETEBOM pexmnme (yHK-
LMOHUPOBAHMA MOryT MCMNOMb30BaTbCA rPynnoBble MNOAUTUKK. 10 yMonYaHwuio
rnapameTpbl 3aZaHbl TONIbKO B JIOKANIbHOW MOSIMTUKE, UMEOLWEN HAaMMEHbLUUA NpuU-
opuTeT.

B npononHeHue K napamMeTpaM JNIOKaNbHOM NONNTUKMN MOryT 6bITb 3a4aHbl napaMeTpbl B
MNONINTUKaxX AOMEHOB, OpraHM3aunNOHHbIX non,pa3,qeneHm7| n cepBepoB 6e3onacHocCTw.
oTn napaMeTpbl MNMPUMEHAKTCA Ha KOMMNbKTEPAX, KOTOPblE OTHOCATCA K CO-
OTBETCTBYWOLWNM JOMEHAM, OpraHM3aUuMOHHbIM NoAapasgeneHnam Unanm cepeepam 6e3-
OnacHOCTU, HE3AaBUCMMO OT 3adaHHbIX 3HAYEeHMI B JIOKASIbHON MONNTUKE KaXKAoro
KOMMNblOTEPA.

MapaMeTpbl FPYNMNoBbIX NONMTUK NPUMEHSIOTCSA B CNIEeAYOLLLEN NOCIeA0BaATENIbHOCTU
e JlOKasbHas NoONUTUKA;
e  MOSIUTUKA JOMEHA;

. NONMMNTUKAa OpPraHn3aunoHHOro nogpasaeneHmna — NpuMMeHAEeTCAa Ha BCEX KOMMbHO-
Tepax, BXoaAawnx B 3TO OpraHn3aulMoHHOE noapasaeneHne,;

e MoOAMTWKA, 3ajaHHas Aans cepBepa 6e30MacHOCTM — TMpPUMEHSIETCA Ha Bcex
KOMMblOTEPax, MOAYMHEHHbIX 3TOMY cepBepy 6e30MacHOCTU.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 26
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Mpu HannuMn nepapxunm cepsepos 6e30MacHOCTN NapamMeTpbl NONTUK 3TUX CEPBEPOB
NPUMEHSAIOTCS NocnefoBaTelbHO — Ha4yMHasg C cepBepa, KOTOPOMY KOMMbIOTEPbI Noja-
YWHEHbl HEMOCPEACTBEHHO, N Aanee A0 KOPHEBOro cepBepa B nepapxmu. Takmm ob-
pa3oM, NapaMeTpbl, 3aAaHHble B MOIMTUKE KOPHEBOrro cepsepa 6e30nacHocTu, MeoT
HaunBbICWLNI NpUoOpUTET.

HacTpoika napaMeTpoB rpynnoBbIX MNOJAUTUK OCYLLECTBASIETCS B LieHTpe ynpaBneHus
Secret Net Studio.

3a CcuyeT WCNOoNb30BaHWS Ppas3HbiX FPYMNMOBbIX MOJNTUK peannu3yeTcs LeH-
Tpanu3oBaHHOE yMnpasjeHMe napaMeTpaMm C Y4yeToM 0CObeHHOCTerW  UH-
¢dopmaumMoHHON cuctembl. Hanpumep, MOXXHO HaAaCcTpoMTb 0bme napaMeTpbl 419 BCex
KOMMbIOTEPOB B MOJIMTUKE AOMEHA M AOMONHUTENBHO YKa3aTb 3HAYEHUNS OTAESbHbIX
rnapamMeTpoB B MOJIMTUKAX OpraHWU3auMOHHbIX NnoapasgeneHuin. 3TOo NMO3BOMUT Mpu-
MEHATb Ha KOMMbOTEpPaX pas3IMYHbIX OpraHN3aunOHHbIX NoApasaeneHunii eanHble 06-
LiMe napaMeTpbl U Mpu 3TOM 3adaTb cneunduyeckme 3Ha4yeHUs A1 KOMMNbIOTEPOB
OTAENbHbIX NOAPA3AeNEeHUN.

O6HOBNEeHMe rpynnoBbiX NOJIMTUK

MapameTpbl rpynnoBbiX MOAUTUK Ha 3aliuLiaeMbliX KOMMbloTepax 06HOBASKOTCSA aB-
TOMaTM4yecKn, B COOTBETCTBUM C AEWCTBMEM MexaHu3Ma npumeHeHus noamtuk OC
Windows. lNpn Heob6xoanMoCT agMMHUCTPATOP MOXET MCMNOMb30BaTb CPeAcTBa Npu-
HYANTENbHOro O6HOBMEHUS MONNTUK, YTODBbl YCKOPUTb MpoLEecC MPUMEHEHUS LieH-
Tpann30BaHHO 3aJaHHbIX MapaMeTpoB Ha KOMMbloTEPaX.

MpuHyauTenbHOE OBHOBNEHWE FPYMMOBbIX MOMMTUK MOXHO OCYLLIECTBAATL C Mo-
MOLLLbO C/IEAYIOLINX CPEACTB:

e KOMaHzZa NpvMeHeHWs FpynnoBbIX MONUTUK B LleHTpe ynpaBneHus;
e CTaHAApPTHblE UHCTPYMEHTbI KOMaHAHOW CTpoku gpudate u secedit.

Mocne o6HOBMEHUSA NOANTUK MOXET noTpeboBaTbCs Nepesarpyska KoOMMnbioTepa nam
3aBeplieHne TeKylwero ceaHca paboTbl nmonb3oBatens — 4Tobbl MPUMEHUTb Na-
paMeTpbl, KOTOpbIe AENCTBYOT TO/IbKO npu 3arpy3ske OC uam rnpu Bxoae Nosb30oBaTens
B cucteMmy. [11s 3TOro npeayCcMOTpeHbl cneumarnbHble BO3MOXHOCTU Kak B LleHTpe
ynpasneHus (KoMaHabl 4N nepesarpy3ky Uam BbIK/IKOYEHNS KOMMbIOTEPOB), Tak U B
yKa3aHHbIX MHCTPYMEHTaX KOMaHAHOW CTPOKMU.

ﬂeﬂerMPOBaHMe AAMMWHUCTPATUBHbIX NOMTHOMOYMI

[enernpoBaHue No3BoNSET NepeaaTb HEKOTOpble PYHKLMW MO HACTPOKe U ynpas-
NIEHUI0 MOMb30BaTENSAM, HE BXOASALLUM B IOMEHHYIO FPYNny aAMUHUCTPATOPOB.

Mo ymonyaHuio aaMMHMCTpaTopbl 6e3onacHocTn obnagatoT BCEMU HEOBXOANMbBIMU MOJ1-
HOMOYMSAMU AN HACTPOMKU NapaMeTpoB MexaHM3MOB 3awmnThbl Secret Net Studio. Oa-
HaKo HekoTopble (YHKUUW yrnpaBneHns obbekTamu, AOCTYMHbIE agMUHUCTpaTopaM
AOMeHa, Takxke MoryT notpeboBaTbCs M agMMHMUCTpaTopaM 6e30nmacHOCTU Ans Bbl-
NOMHEHMNS CBOMX CNyXebHbIx 0693aHHOCTEN. B yacTHOCTM, aAMUHUCTPaTUBHAsA CMeHa
naponer nonb30oBaTeNen, co3gaHue W yaaneHue nonb3oBaTenen W rpynn nofb-
30BaTefnien, a TakXKe HACTpoMKa OCHOBHbIX MapaMeTpoB Y4YETHbIX 3anucen. YTobbl
npeaocTaBuTb aaMUHUCTpaTopaM 6e30MacHOCTU 3TU BO3MOXHOCTU, aAMUHUCTPATOP
AOMeHa MOXEeT AefernpoBaTb COOTBETCTBYHOLLME 334ayM C MOMOLLbK CTaHAAPTHbIX
cpeacts OC Windows.

Mpouenypa penervpoBaHuUsi BbIMONHAETCA B ocHacTtke "Active Directory — nonb-
30BaTeNM M KOMMbIOTEpbI" C WCMNOAb30BaHMEM CneunanbHOro Macrepa Je-
nernpoeaHus  ynpasneHusl. 3anycKk MacTepa HYXHO  BbINOAHWUTbL  Ans
COOTBETCTBYIOWEro KOHTenHepa AD — Bcero JAOMeHa WM OTAeNbHOro op-
raHM3aunoHHOro nogpasgeneHus (B 3aBUCMMOCTU OT TOro, Kakmmm obbektamm pas-
peweHo ynpaBnsATb agMmHucTpatopy 6esonacHoctv). B Mactepe aenermpoBaHus
YKaXuTe YYeTHYI0 3anuncb agMMHuUCTpaTopa 6e3onacHoOCTU Mau rpynnbl U 3aTeM B
CrunckKe 3ajad yCTaHOBUTE OTMETKN AN151 CleayoWwnx 3/1eMEHTOB:

e "Co3paHue, yoaneHne u ynpasfieHMEe YYeTHbIMW 3anucsaMmu nonb3oBaTtenen”
(Create, delete, and manage user accounts);
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e "[lepeyCTaHOBMTb Naponn NOMbL30BaTENEN N YCTaHOBUTb U3MEHEHWE Napons Npu
cnepytowen nepesarpyske” (Reset user passwords and force password change at
next logon);

e "CospaHue, ynaneHue n ynpasneHue rpynnamm" (Create, delete, and manage
groups) — 3agava AeflermpyeTcs Anst opraHn3auMoHHbIX NoAPa3aeneHunin;
e "W3meHeHMe uneHcTBa B rpynnax” (Modify the membership of a group).

O630p cpeacTB ynpaBreHus

YnpaBneHue cucremon Secret Net Studio ocyuiecTBnseTcs ¢ noMoLbo cneunanbHbiX
NMporpamMMHbIX CpeAcTB, YCTaHaB/MBAEMbIX NpU pa3BepTbiBaHUKN cucteMbl. Cpeacrsa
ynpaB/ieHUS NPeAOCTaB/IAT BO3MOXHOCTU A/t HACTPOMKN CUCTEMbI U U3BMEHEHUS CO-
CTOSIHUS 0ObEKTOB, a TaKXe Ans KOHTpons (QYyHKUMOHWMPOBaAHMS 3allullaeMbiX
KOMMNbIOTEPOB. B 3aBMCMMOCTM OT Ha3HauyeHWs CpeAcTBa YrpaBfieHUs MOryT npea-
CTaBnsATb Ccobol OTAeNbHble MPOrpaMMbl MM MPOrpaMMHbIE 3JIEMEHTLI, BCTpa-
MBaeMble B ApYyrve CpeAcTBa B Ka4yecTBe A0MNONHUTESbHbIX pacllUpeHU.

Cpe.chBa TONbKO AnA NoKasibHOro ynpasreHus

CpeacrBa noKasbHOrO ynpaB/ieHUs WMCNONb3yTcs Npu paboTe Mnosb3oBaTenen u
aJAMMHUCTPaTOPOB Ha 3allMLLAeMOM KOMMbIOTEPE. DTU CPeACTBa NpeaHasHayeHbl 4ns
BbIMONHEH WS AENCTBUIM, AOCTYMHbIX TO/IbKO MPW JIOKANIbHOM ynpasneHuu (Hanpumep,
HacTpoiika MapaMeTpoB [OCTyna K JIOKajbHbIM pecypcam), AN MpocMoTpa LeH-
TpanM30BaHHO 33laHHbIX NApaMeTPOB U AN HACTPONKK TEX NapaMeTpoB, KOTOPbIE He
661711 334aHbl LLEHTPaM30BaHHO.

B cocrtaB cpeacTs, NCMOMb3yeMbIX TOMbKO AS SIOKA/IbHOMO yNpaBieHns, BXOASAT cie-
AyioLLne NporpaMMHble CpeacTBa:

e nukTorpamma Secret Net Studio B NMaHenn 3agay Windows;

e amanor "Secret Net Studio" B okHe HaCTpolKn CBOMCTB pecypca;

¢ "lMporpamMma HaCTpPOMKM NOACUCTEMbI MOSIHOMOYHOIO YNpaBaeHns AoCTynoM" ;
e "YnpaBneHue Secret Net Studio" B NMNaHenn ynpaBneHnsa Windows.

Tak>ke npu IoKanbHOM agMUHUCTPUPOBAHNN MOryT MCNObL30BaTbLCA CneayroLwmne cpea-
CTBa OANnd LEHTPA/IM30BAHHOIO U NOKAJZIbHOIro ynpaBJieHNA:

e "JlokanbHbll LEHTp ynpaBneHnsa" (yCraHaB/MBaETCa B COCTaBe KaMeHTa Secret
Net Studio);

¢ "YnpaBneHune nonb3oBatensMu" (nporpamMma Afis HaCTPOMKM MnapaMeTpoB Jio-
KanbHbIX Nofib30BaTENEN);

e "KOHTpOsb NporpamMmMm u aaHHbIX".

MpumeyaHue. B gaHHOM pasgerne nepeuncrieHbl perynsapHo UcnonbayeMble cpeacTsa ynpaenexus. Ana
BbIMOMHEHWS YACTHbIX CIELMAUYECKNX 3a4a4 MOTYT MCMOMb30BATLCS [ONONHUTENbHBIE NPOrpaMMHble
cpeacTBa, onucaHue paboTbl C KOTOPbIMM PUBOAMTCS OTAENEHO.

Mukrorpamma Secret Net Studio

. Mocne ycraHoBkn knneHTckoro MO B cucteMHon obnactn naHenu 3agady Windows no-
aBnseTcs nuktorpamma Secret Net Studio. MNMukTorpamMma npegHasHadeHa Ans ono-
BELLEHMS NONb30BaTENS O HAaIMUMWN OENCTBYIOLWEN 3alnTbl, A1s1 3anyCKa OCHOBHbIX
Mosb30BaTeIbCKMX KOMaHA YnpaBieHMns 1 NoNydYeHus cBeAeHMN. 3anyCcK KOMaH4 ocy-
LEeCTBASETCA U3 KOHTEKCTHOIO MEHIO MUKTOrpaMMbl. NepeyeHb NpeayCMOTPEHHbIX KO-
MaHz npeacrasnieH B Tabnuue.

KomaHpa OnucaHue
O cucreme MpenocTasnseT 06wyt MHpopmMaumto o cucteme Secret Net Studio
YnpaBneHue (pna BbI3biBaeT NOKanbHbIA LEHTP YNpaBneHus C NpaBaMn YYETHON 3anmcu
nonb3oBaTtesisl) TekyLlero nonb3osatens. MNpu BbIKIIOYEHHOM MeXaHM3Me yrnpaBfieHuns
y4yeTtHbiMM 3anuncammn (UAC) gaHHasa onuns 6yaeT HeaocTynHa
aAMUHUCTpaTopy
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 2 8
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KoMmaHpa

Onucanue

YnpaBneHue (pnsa
aAMMHUCTpaTopa)

BbI3bIBaeT SIOKasbHbIN LEHTP YNpaBaeHWs C MpaBaMy BCTPOEHHOM
y4YeTHOW 3anucK agMMHUCTpaTopa KoMnbloTepa. MNpu BbIKTHOYEHHOM
MexaHu3Me yrnpasBneHuns yuyeTHbiMu 3anucamm (UAC) aaHHas onumsa
6yneT HefoCTyNHa NoNb30BaTeNto, He SBASAOLEMYCS aaMu-
HUCTPaTOpOM

YaaneHue fgaHHbIX

Coaep>xuT KoMaHay Ans 6e3803BpaTHOMO 3aTMpaHNs BCEN
MHMOPpMaLMN Ha NOKanbHbIX HOCUTENsX (CM. AOKYMeHT [2])

COCTOsIHUe TpeBorum

AHTUBMPpYC Coaep>XUT KoMaHAy ANS NPOCMOTPa pe3y/ibTaToB MPOBEPOK Ha
Hannyme BpeAOHOCHbIX MPOrpamMM, BbINOTHEHHbIX MOb30BaTENEM
KOMaHAaMn KOHTEKCTHOrO CKaHMpoBaHus B Nporpamme "MposoaHmK"
B TeKyLleM ceaHce paboTbl (CM. AOKYMeHT [2])

Knroun Cofep>XUT KOMaHAbl 419 yNpaBaeHnsa Kno4eson nHdopmMaumnen

nosib3oBaTtens nonb3oBaTens, pasMeLlUeHHONM Ha K/1loYeBbIX HocuTensax (CM.
OOKYMeHT [2])

WndpoBaHue BbI3bIBaeT AManorosoe OKHO MNOMHOANCKOBOro WndpoBaHms

C6pocutb BbinonHsaeT c6poc cyeTumkos cobbiTuiA Tpesorn (CM. cTp.192)

yBeaoMsieHms o
TpesBorax

Britovaet nnu oTkIto4aeT yBeaoMaeHns o cobbITnsax Tpesoru (CM.
cTp.192)

Auanor "Secret Net Studio™ B O0KkHe HAacTpoOMKM CBOMCTB pecypca

CraHpapTHOe AnasioroBoe OKHO HACTpOMKM CBOMCTB pecypca (KaTanora unu danna)
OC Windows coaep>xuT gononHuTenbHbI ananor "Secret Net Studio”. B ananore Bbl-

MONMHAIOTCA AeNCTBUS

No U3MEHEHUIO KaTeropmu KOHCI)VILI,EHLI,MaﬂbHOCTM pecypcoB

[N MeXaHW3Ma MOoJIHOMOYHOrO yrnpasfieHns JOCTYrNoM MW NpaB A0CTyna K pecypcam
[N MexaHW3Ma [AMCKPELMOHHOro yrnpaBfieHUst AOCTYMNOM. HacTpoiiky MOXeT Bbl-
NOSIHATL aAMUHMUCTpaTop 6e30MacHOCTX WMAM Nosfib30BaTeNu, ABASAOLIMECS aAMU-
HMCTpaTopaMmn BbIBpaHHOro pecypca.

Bbi30B AnanorosBoro o

KHa HaCTpPOWMKM CBONCTB KaTanora nam danna ocyLecTBiseTcs

CTaHAapTHbIM cnocobom B nporpamme "lMpoBogHuK". Ha pucyHKe npeacraBneH npu-
Mep gnanora "Secret Net Studio" B AnanoroBoM oOKHe HaCTPOMKKN CBONCTB KaTasiora.

CeodcTea: PacnopaseHne *
OBwme Toctyn BesonacHocTe
Mpe sl ayWWE BEPCHN Hactpoiika Secret Net Studio

MNonHoMouHoE YNpaBneHWe OOCTYNOM

ﬁg Kateropmn: |D KoHomaeHmanNsHD

[v AETOMETMHECKK MPUCESMESTE HOBBIM KaTanoram

=

[V AsTOMETWYECKI NDMCEAMBETE HOBEIM DaANaM;

(=]

obbeKTa

MCKPELWMOHHOE YNIPEBNEHWE ADCTYTIOM

v HacnenosaTts HACTPOMAKK NOCTYNE 0T POAMTENLCKOND

YTobkl HECTPOWTS NPaBa ADcTyMa
K Manke WK gaifiny, HExMUTe
wHoMKy "Paspewenna”.

Paspewenna

OmveHa MpHMeHUTE

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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Mporpamma HaCTPOMKM NOACUCTEMbI NOJIHOMOYHOIO ynpaBneHus
AOCTYNnom

MporpamMma HaCTPOMKM MOACUCTEMbI MOSHOMOYHOrO YMNpaBfeHUs AOCTYMNoM npea-
Ha3HayeHa ANns AOMNOMHUTENbHOW HACTPOMKM CUCTEeMbl Mpu HeobXoAMMOCTU UC-
NONb30BaHMS peXnMa KOHTPONS MOTOKOB. TakXXe C MOMOLLbI MPOrpaMMbl MOXHO
OTK/IOUMTb BbIBOA NMpeaynpexaatoLmx coobueHnii n perncrpaunto cobbiTun ansa cny-
YyaeBs, KOrja Takue onoBelleHus He TpebytoTcs.

Ana 3anycka nporpamMmMbi:

e B MeHto "Myck" OC Windows B rpynne "Kog BesonacHoctn" BbibepnTe an1eMeHT
"MporpamMma HaCTpoMKn NOACUCTEMbI MOSIHOMOYHOIO YNpaB/ieHMs 4OCTynom".

BHumanme! Ecnu BkntoueHa dyHKUMS KOHTPOMS afMUHUCTPATUBHBLIX NPUBUNEN, HA 3KpaHe Mo-

sBuTca 3anpoc PIN agmmnHucTpaTopa.

* [ins 3anycka nporpammbl B pexume agmuHucTpupoBanus seeaute PIN agmuunctpatopa 6es-
OMacHoCTH M HaxmuTe kHonky "OK".

* [lns 3anycka nporpammbl B PEXUME OrpaHNyYeHHON (YHKLMOHAMBHOCTM HaxmuTe kHomky "OT-
MeHa" nnn 3akpoinTe okHo 3anpoca PIN agmuHucTparopa.

MpyvMep coaep>XMMOro oKHa NporpamMmbl NPeACTaBieH Ha PUCYHKE HUXKE.

(% HacTpofiki NogcucTembl NOAHOMOYHOMO YNIP3EAEHWA 40CTYNOM — X

R —— ~ Mo yMonHaHuo

= BpyuHyo ABTOMaTMHECKAA HACTPOMKE CUCTEMbI C UCMONB30BaHWENM
06 SHAYEHMIA MO YMOMHEHMIO,
e Texywme sHaqerna ByayT cipowettl 1 ByneT nposeneHa
i i~ CooBlweHna HECTPOHKE NEYSTH, NEPEHaNPABNEHNA, NONL30BaTENEA 1
- Ay auT NPOrpPaMM E COOTEETCTEMM CO SHAHEHMAMM MO ¥MOM4YEHUIO,
- MepeHanpasneqm
- MevaTe
- MicknioueHua
TeKylWwm1e sHaYeHA
-Monb30BaTENM =
: ABTOMaTMYECKEA HACTPOMKE CUCTEMBI C WCNONL30BAHWEM
- Hporpamel TEKYLLHK SHEYEHWIA,
- Adobe Reader [nA NpoBeAEHMA HACTPOKK NEYETH, MEPEHANPAENEHMA,
- AutoCAD nonb30BaTensi U NporpaMM BYAYT MCMoNb30BaHE! TEKYLUME
- AUtOCAD 2014/2( 3Ha4eHMA. MPK HE0BX0AMMOCTH K TEKYLLMM SHAYEHUAM MOXHO
. CD/DVD writer 000EEMTE SHEYEHWA N0 YMON4YEHWIC,
- Citrix XenApp/Xer w |:| JLoBEBNTE SHEYEHMA MO YMOMHEHWKD BeInonHWTE
£ >
3aKpeITh

HacTpoiika noacucTeMbl MOIHOMOYHOMO YMpaBfeHMs AOCTYMNOM BbIMOMHAETCA aAMU-
HMCTPaTOPOM.

AwvanoroBoe okHO "YnpaBsneHue Secret Net Studio”
B NManenun ynpasnenusa Windows

Ownanoroeoe okHO "YnpaBneHune Secret Net Studio" npegHasHa4veHO gna npocMoTpa m
penakTupoBaHus obwenn nHdpopmMaumm 0 CUMCTEME U A4S NIOKANbHOro yrpasneHus
dYHKLMNOHNPOBAHMEM 3aLLMTHbIX MEXAHWU3MOB 1 annapaTHbIX CPeACTB 3alUThbl.

Ans Bbi30OBa AMANOroBoro oKHa:

e B MaHenn ynpaenenmnsa OC Windows B kaTteropmu "Cucrema 1 6e3onacHoCcTb" Bbl-
6epuTe anemeHT "YnpasneHue Secret Net Studio".

BHumanme! Ecnu BkntoueHa dyHKUMS KOHTPOMS afMUHUCTPATUBHBLIX NPUBUNEr, HA 3KpaHe Mo-

aBuTca 3anpoc PIN agmmnHucTpaTopa.

* [Inq BbI30Ba AMaNOroBOro OKHa B pexume agMuHUcTpupoaHus seeaute PIN agMmuHucTpaTopa
6e3onacHocTi n HaxmuTe kHonky "OK".

* [Ina OTMeHbI BbI30Ba AWaNOroBOro OKHa HaxmMuTe KHOMKy "OTMeHa" Unu 3akpoiTe OKHO 3anpoca
PIN agmuHucTpatopa.

MpyvMep coaep>XxMMOro AManoroBoro OKHa npeacTaBfeH Ha PUCYHKE HUXE.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 30
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(M ¥npaenerme Secret Net Studio X

@ YnpaeneHue NAK "Cobone™ @' YUETHESA WHDOPMELA

HassaHwe noapasaeneHlaA:
I s

.

| Otaen 1 |

HazgaHne BBTDMETMSMDDBBHHDﬁ CHUCTEMEL

[ac 1 |

Pabouee mecTo:

| KomHaTta 5 |

Homep cucTemHoro Bnoka:

[ 1234-5674] |

OTMeHa MpuMeHuTE

Cpe,D,CTBa Ana UeHTPann3oBaHHOro U NoKasibHOro ynpasieHus

Ha pabounx Mmectax agMMHUCTPATOPOB A5 LLeHTPasiM30BaHHOM HACTPOMKN N KOHTPO-
ns paboThbl 3aLmLLaeMbliX KOMNbOTEPOB MCMOJIb3YOTCA CpeAcTBa LeHTPasnM30BaHHOMoO
ynpasneHus. MNpun 3anycke B COOTBETCTBYIOLLEM pexXume 3TW CpeacTtBa MOryT WC-
NMonb30BaTbCs M AN IOKANbHOro yrnpasfieHUs HEeNnoCpeACTBEHHO Ha 3almilaeMblX
KOoMMbloTepax. Hanpumep, ans ynpaBieHNs KOMMbIOTEPOM C YCTaHOBAEHHbIM KW-
eHToM Secret Net Studio B aBTOHOMHOM pexmnmMe dyHKLUNOHMPOBaHUS.

B cocTaB cpeacTB LEHTPaNM30BaHHOrO YN paB/ieHUs BXOASAT CeAyoLne nporpaMMmbi :
e "lLleHTp ynpaBneHus";

¢ "YnpaeneHue nonb3osaTtensmu";

e "KOHTpOsb NporpaMM n aaHHbIX (LEHTPaNN30BaHHbIN pexunm)".

Mpumeyanue. B faHHOM pasaene nepeuncnieHbl perynspHo Ucnonb3yeMble cpeacTea ynpasneHus. [ns
BbINOJIHEHUS YACTHBIX CeLUdUYeckiX 3afay MOTYT UCMONb30BATLCS AOMONHUTENBHLIE NPOrpaMMHbIe
CPELiCTBa, OnucaHue paboTbl ¢ KOTOPbIMY MPUBOAUTCS OTAEMBHO.

LleHTp ynpaBneHus

LeHTp ynpaBneHus ycCTaHaB/IMBAaeTCA KaK OTAeNbHbi KoMnoHeHT ("Secret Net
Studio — LeHTp ynpaBneHusa") — ans paboTbl B LLEHTPAIM30BAHHOM PEXMME UK KaK
cocTaBHas yacTtb knmeHTa Secret Net Studio ("JlokanbHbIN LeHTP ynpaBneHusa") —
Ansa paboTbl B JIOKabHOM peXxunme.

Mpu paboTe B LEHTpPasM30BaHHOM pexuMme LIeHTp ynpaBneHus npefocTaBfsieT BO3-
MOXHOCTM YyMpaBfeHMs 3aliMLaeMbiIMKM KOMMblOTEPAMM Ha paboyeM MecTe agMu-
HUCTpaTopa 6e30NacHOCTU, MOHUTOPUHIA M MPOCMOTPa XYpPHanoB, MNOCTYNMBLUMNX Ha
XpaHeHue B 6a3y AaHHbIX cepBepa 6e3onacHocTu. [Ans paboTbl ¢ NporpaMMoi Heob-
XOAMMO BbIMOMHUTL MOAK/OYEHME K cepBepy 6e30MacHOCTU. Takxke npeaycMoTpeHa
BO3MOXHOCTb 3anycka 6e3 coeAMHEH WS c cepBepoM 6e3onacHOCTU — AN paboThbl C 3a-
NMUCSIMM XXYPHANoB, COXpaHeHHbIX B (haiinax.

B nokanbHOM pexume paboTbl AOCTYMHbI OYHKLUNU TObKO SIOKANIbHOr0 ynpasieHus
KOMMbKOTEPOM, MNPOCMOTPA JIOKAJIbHbIX >XXYPHasIOB U >XYpHaJZioB, COXpPaHEHHbIX B
dannax.

AOna 3anycka LleHTpa ynpaBneHua:

e B MeHto "Myck" OC Windows B rpynne "Kog BesonacHocTn" BbibepnTe an1eMeHT
"UeHTp ynpasneHunsa".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 31
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Mepen HavanoM paboTbl Ha 3KpaHe MNOABASIETCS CTapTOBbLIA Auanor, npea-
HasHauyeHHbIW ans Bblbopa cepBepa 6e30MacHOCTM, C KOTOpbIM byaeT ycTa-
HOBJIEHO COeANHEHME.

Ha pucyHke npeacTaBfieH npuMMep OCHOBHOMO okHa LleHTpa ynpasneHus.

() SNServ forestbo : Secret Net Studic - LierTp ynpasnenua - *
= (ﬂ € [ Havano » | #

s
= DxHe v @100~  Jec Kopuesoi SARE - 3 (@
%

Jlec 6e3onacHocTu | Active Directory | Cepeepbl besonacHocTit | Ipynnbl KOMMbHOTEPOB
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Cobaimne Onncanne

pegory Ha cranumm, Kommnsiorep: Desetz forestbo, Tpesorw: 1(1). DoysuT onuCaHue Tpesorm.

Ha cramuymro Desetz.forest bo sawen nonssosatens FOREST\BIl. Wepakmuansiii axoa Veegomnenue o7 arerma
Desetz forestho axmouen, Veenomnenue of aresta,

51 3anpoc kowpurypau @ Korurypauus sarpyxena

Orwpurmine ceceim. Cepeep SNSenv forestioo Cecenn omeparra.,

Orkpermwe cecenn. Cepaep SNServ.forestbo 3anpoc otnpasnen Ha cepeep.

3axgere ceccn.
Mogkniouer: SNServ.forestbo E Oxvo cobemmii °| B e

Ana 3anycka JIoKkasnbHOro LeHTpa yrnpaB/ieHUs:

19:08:18 [NoTepana ceass ¢ cepeepom. SNServ.forest.be

e B meHto "Myck" OC Windows B rpynne "Kog besonacHoctn" BbibepuTe anemMeHT
"JloKanbHbIA LEHTP ynpasneHnsa".

BHumanme! Ecnm BkntoueHa dyHKUMS KOHTPOMS afMUHUCTPATMBHBIX NMPUBUIEMMI, HA 3KpaHe Mo-

asuTcs 3anpoc PIN agmuHucTpaTopa.

* [ins 3anycka NporpammMbl B pexume agMmuHucTpupoBanus seeaute PIN agmuHucTpatopa bes-
OMacHOCTU M HaxmuTe kHomky "OK".

* [lna 3anycka nporpaMMbl B PEXMME OrpaHUYEHHON (DYHKLMOHANBHOCTU HaxmuTe KHomKy "OT-
MeHa" unu 3akpomnTe okHo 3anpoca PIN agmuHucTpaTopa.

I'Iporpamma ynpaBneHusa nosfib3oBartensavm

MporpamMma ynpaBneHWs MNofb30BaTeNsiMK, BXOASLWAA B COCTaB CPeACTB CUCTEMbI
Secret Net Studio, npegHa3sHayeHa Ana HaACTPOMKW MapaMeTpoB paboTbl Mosb-
30BaTesien B cucTemMe 3awuTbl. B nporpaMmmMe MOXHO BbIMOJIHATb AGVICI’BVIH KakK C Ao-
MEeHHbIMU NOJIb30BaTENAMUN, TaK U C TIOKaJIbHbIMW.

Ana 3anycka nporpamMmMbi:

e B MeHto "Myck" OC Windows B rpynne "Kog BesonacHoctn" BbibepnTe aneMeHT
"YnpaeneHue nosnb3osatensamu”.

BHumanme! Ecnu BkntoueHa dyHKUMS KOHTPOMS afMUHUCTPATUBHLIX NMPUBUNEMUI, HA 3KpaHe Mo-

asutca 3anpoc PIN agmuHucTpatopa.

* [ins 3anycka nporpammMbl B pexume agmuHucTpupoBanus seeaute PIN agmuuHuctpatopa bes-
OMacHoCTH M HaxmuTe kHonky "OK".

* [Ins 3anycka nporpammbl B PEXUME OrpaHNYeHHON (YHKLMOHANBHOCTM HaxmuTe KHomky "OT-
MeHa" unu sakpomnTe okHo 3anpoca PIN agmuHucTpaTopa.

MpyvMep coaep>XMMOro oKHa NporpamMmbl NPeACTaBeH Ha PUCYHKE HUXKE.
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NHTepdenc nporpaMMbl peanu3oBaH aHanorMyHo CraHgapTHoM ocHactke OC
Windows "Active Directory — nonb3oBaTenu 1M KOMMNbloTepbl". B neBoi 4YacTn OKHa
oTobpaXkaeTcs CMUCOK KOHTEMHEPOB (TeKYLLN/ KOMMbIOTEP U CTPYKTypa pasaefioB u
OpraHu3auMoHHbIX NoapasaeneHuii JoMeHa), a B paBoM — CMUCOK NoJib3oBaTenel B
BbI6paHHOM KOHTelHepe. CNMCOK nosnb3oBaTenei nNpeacrassieH B Buae t1abnuubl co
cBefeHMAMU 06 YpOBHSIX AoMycka Monb30BaTenen, Hannuum naeHTUGUKaTopoB u
KpMNTOrpamnyeckmx Kioyen.

Ecnn BbibpaH mapameTp "YcuneHHas ayTeHTMduKaumsa no naponw”, To Ans Bbi-
NMOSIHEHMSA ONepaLyMii C NoNb30BaTesNIsIMM HEO6X0AMMO By AET BbICTaBNATb OTMETKY B MO-
ne "CMHXPOHM3MpPOBaTb AaHHbIe MOIb30BaTeNs Ha CepBepe ayTeHTudukaumm" npm
KaXkaon onepaunmn nmbo BbICTaBUTb OTMETKY B none "[loBepsiTb ayTeHTuduKaumm
Windows" B LieHTpe ynpaBneHus.

[ONns UeHTpanM30BaHHOrO ynpaBfeHUs MO YMOMYaHWI0 B MPOrpaMMy 3arpyaetcs
CTPYKTypa TeKyLLero goMeHa. lpn HeobXoANMMOCTN MOXHO 3arpy3nTb CTPYKTYpbl ApY-
rmx gomeHos AD, ec/in eCTb BO3MOXHOCTb MOAK/IIOYEHNA K 3TUM AOMeHaM. [1n1a 3Toro
ncnonb3lymTte komaHay "lMoaknountbca K aoMmeHy Active Directory” B MeHto "[eii-
creue".

Coger. [pu paboTe ¢ 6onbLIMM KONIMYECTBOM 0BBEKTOB YA0BHO MCMOML30BaThL (DYHKLIMN COPTUPOBKM U MO-
ucka nonb3oBatenei. CopTMpoBKa BbIMOMHAETCS CTaHAAPTHBIMK cnocobamu No COAEPKUMOMY KOMOHOK
Tabnuupl B cnucke nons3osateneit. Mouck MOXHO BbIMOMHATH MO Pa3NNYHbIM KpUTEPUSM. [N HACTPOIKK
napameTpoB nowucka Bbibepute komaHay "Momck" B MeHio "Monb3oBaTENb" U YKAXKUTE HYXKHbIE KpUTEPUM B
[uanore HacTpoiku. PeaynbTaTbl noMcka BbIBOASTCS B CAMOM Marnore HacTpOMKM, a Takke BblAensoTcs
B CNMCKax Nons30BaTenei nocne 3akpbiTus guanora. [ins nepexooB Mexay HaiaeHHbIMIU 06bekTamu uc-
none3ynte kKomanab! "Crnegytownii” n "Mpegsigywmin' B MeHto "Monb3oBatens".

NmeeTca BO3MOXHOCTb yaaneHus u3 6a3 gaHHbiX cepBepa ayTeHTMdUKaumn Secret
Net Studio yuyeTHbIX 3anuncein nonb3oBaTenen, yaaneHHbix u3 AD, HO OCTaBLUMXCA B
6a3ax Secret Net Studio. nsa aToro B MeHto "CepBuc" BbibepuTe KOMaHay "YaaneHune
NOTEPSIHHbIX Nofib3oBaTenen”.

CoBerT. He pekomeHayeTcs yaansTb NoTepsiHHbIX Nomnb3oBateneil 6e3 kpaiHeit He06X0AMMOCTH, B 0CO-
6EHHOCTM B CTPYKTYpe C HECKOMNbKMM oMmeHamm AD (Bo nabexaHne yoaneHus nonb3oBartenen u3 apyrux
LOMEHOB).

YnpaBneHue napaMeTpamMun nonb3oBatenen ans pabotbl B cncrteme Secret Net Studio
ocyuwiecrtensieTcs B ananore "MapameTpbl 6e3onacHocTn". NpuMep ANanoroBoro okHa
HaCTPOMKWN CBOMCTB AOMEHHOrO MoJib30BaTeNs NpeAcTaB/ieH Ha C/1ef4y oL EeM PUCYHKE.
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Mporpamma "KoHTponb nporpamMmm v gaHHbIX"

MporpamMma "KOHTpOsb nMporpaMM M AaHHbIX" npeaHasHayeHa Ansi HaCTPoOMKW Me-
xaHu3moB KL n 3MC. B xoae HacTporkn 4ssg MexaHmM3Ma KOHTPOJIS LLeSIOCTHOCTM onpe-
OEensoTCs CMUCKU KOHTPONIMPYyeMbIX 06beKTOB, MeTOAbl M pacnucaHne nposeaeHus
KOHTPONS, peakumsa CUCTEMbl Ha pe3ynbTaT KOHTPOs. [19 3aMKHYTOM NporpaMMHOM
cpeapl ONpeaensaTcs CNMCKN MPOrpaMM, 3anyCcK KOTOPbIX pa3peLleH MoJsib30BaTensm.
N3 aTnx ceegeHnii dopmmpyeTcs Moaenb AaHHbIX, MpeacTaBnsaowas cobon nepapxmto
06bEKTOB M OMNMCaHMe CBA3EN Mexay HUMU.

[ns paboTbl C MporpaMMoi NpeayCcMoTpeHbl CleayoLmne pexnMb:

®  JIOKasbHbIN pexuM paboTbl — MCNONb3YEeTCH AN peAaKTMPOBaHUS NIOKasibHOW MO-
Oenv JaHHbIX Ha KOMMblOTEpe;

. LLEHTpaﬂMBOBaHHbIVI pexnm pa6OTbI — WNCNONb3YETCA ANd peAaKTUpoBaHUA LLEH-
TpaﬂM30BaHHOl‘/'1 MoAenn AaHHbIX C onNMCaHunAaAMU 06'beKTOB, KOHTPOJZINPYEMbIX Ha
3awmulaeMbliX KoMnbloTepax. LleHTpannsoBaHHaa Moaenb AaHHbIX NMPUMEHSAETCH
Ha K/IMEHTAxX B CETEBOM peXunme CPYHKLI,VIOHVIpOBaHMﬂ COBMECTHO C NoKaJibHbIMU
MoAensMn, eci OHW 3afaHbl. [py 3TOM NPUOPUTET UMEIOT MapaMeTpbl LEeH-
Tpanan3oBaH HOM MoZenu.

Mpv UeHTpasIM30BaHHOM YyMnpaB/ieEHUU, €C/IN B CUCTEME MPUCYTCTBYIOT KOMMNbIOTEPDLI C
BepcusiMmn OC pasnnyHoi paspsigHOCTU, (POPMUPYHOTCS ABE MOAENW AaHHbIX — Ans
KOMNbOTEPOB € 32-pa3psaHbiMi OC 1 ana KoMnbloTepoB ¢ 64-pa3psagHbiMu OC. Aa-
MUHWUCTPATOpP C MOMOLLbLIO MPOrpaMMbl MOXET pefaKTUpoBaTb TOJIbKO OAHY LEH-
TPpanM30BaHHY MOAeNb AaHHbIX, Pa3psAHOCTb KOTOPON COBMagaeT C pas3psifiHOCTbIO
Bepcumn OC Windows koMnbloTepa agMMHUCTpaTopa. Mo3ToMy npu Heob6xoanMoCTn pe-
OAKTUPOBaHUS LEHTPasiM30BaHHOW MoAenu Apyron paspsaHOCTM agMUMHUCTpaTopy
cneayeT UCnoJsib3oBaTthb KoMnbloTep ¢ Bepcneint OC Toi Xe pa3psagHoCTy.

Ana 3anycka nporpaMMbl B LEHTPAJIM30BAaHHOM peXxume:

1. B meHw "Myck" OC Windows B rpynne "Koa BesonacHoctn" Bbibepute anemMeHT
"KOHTposib NporpamMM 1 AaHHbIX (LEHTPaAM30BaHHbIN pexum)".

Mpu 3anycke nporpamMMa NnpoBepsieT BO3MOXHOCTb MOIHOIO AOCTYyMNa K MOAENWN AaH-
HbIX COOTBETCTBYlOWEN paspsaaHocTn B LB KL-3MC. MonHbl AOCTYN BO3MOXEH
TOJIbKO C OAHOr0 KOMMblOTEpa CUCTEMBI.
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2. Ecam BO3MOXHOCTb NOMHOro gocryna kK LB/ otcytcrByeT (Ha ApyromM KoMnbloTepe
c OC Ton xe paspsgHocTn yxe pabortaet LleHTp ynpasneHms KL-3MNC B ueH-
TpPanNn30BaHHOM peXMME), Ha dKpaHe nosBuTcsa coobuieHre 06 3ToOM C 3anpocoM
AanbHenwmnx aencrenii. NpeaycMoTpeHbl criefyolwmne BapnaHThl :

e OTMEHMTb 3amnycK nporpaMmbl (PEKOMEHAYETCS) — AN1S1 3TOFO HAXMUTE KHOM-
Ky "OTmeHa";

e 3anycTuTb nporpammy c goctynom k UBA KU-3MNC B pexume "TonbKo Ans
yTeHna" — oNg 3Toro HaXxXMmMTe KHonky "Het". B 3TOM cnyyae B nporpammy 6y-
OeT 3arpyxeHa nocnegHsas coxpaHeHHas B LB moaenb AdaHHbIX. Bos-
MOXXHOCTb pefakTupoBaHusa mogenu 6yaeT OTCyTCTBOBaTh;

e  3anycTuTb NpoOrpaMMy U NOAYYUTb MOAHbLIA gocTyn K LB — and aTtoro Ha-
XMUTe KHonky "[a". 3To npuBeaAeT K TOMY, YTO NO/Ib30BaTe b, paboTatowwmii C
UeHTpom ynpaeneHua KL-3MNC Ha aOpyroM KoMmmbioTepe, MoOTepsieT BO3-
MOXHOCTb 3anucu B LIBJl n coxpaHeHns caenaHHbIX U3MEHEHU.

BHumanme! Ecnu BknioueHa dyHKUMS KOHTPONS afMUHUCTPATUBHBIX NPUBUNErA, HA 3KpaHe no-

asutcs 3anpoc PIN agvmHucTpaTtopa.

* [insa 3anycka nporpamMmbl B pexume agMuHucTpupoBanus Beeaute PIN agmuHuctpatopa Ges-
0MacHOCTW M HaxmuTe kHonky "OK",

* [Ins 3anycka Nporpammbl B peXuMe OrpaHUuYeHHON HYHKLMOHANBLHOCTU HaxmuTe kHonky "OT-
MeHa" nnn 3akpoiTe okHo 3anpoca PIN agmuHucTpatopa.

Ha pucyHke npeactaBfneH MpuMMeEp COAEPXWMMOrO OKHa MporpaMMbl B LEH-
Tpann3oBaHHOM pexuMme.

W[} KoHTpons Nporpamm u AanHbIX (LLEHTPANN30BAHHBIN pEXUM) — m} x
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H e H Q@B E SN
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[Ansa 3anycka nporpaMMbl B JIOKaJibHOM pexxume:

e B meHto "Myck" OC Windows B rpynne "Koa be3sonacHoctn" Bblibepute anemMeHT
"KoHTponb nporpamMm u faHHbIX".

BHumanme! Ecnu BkntoueHa dyHKUMS KOHTPOMS afMUHUCTPATUBHBLIX NPUBUNErA, HA 3KpaHe Mo-

auTca 3anpoc PIN agmmHncTpaTopa.

* [ins 3anycka nporpammbl B pexume agmuHucTpupoBaHus seegute PIN agmuunctpatopa 6es-
0NacHOCTW M HaxmuTe kHonky "OK".

* [ins 3anycka nporpammbl B PeXUMe OrpaHNyYeHHON (YHKLMOHAMBHOCTM HaxmuTe kHomky "OT-
MeHa" nnn 3akpoiTe okHo 3anpoca PIN agmuHucTpatopa.

Ha pucyHke npeacTaBfieH MpuvMep COAEP)XMMOr0 OKHA MporpaMMbl B JIOKasbHOM
pexume.
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[naBa 12
Oo6wwume cBeneHun o LleHTpe ynpaBreHus

3anyck

[Ona ueHTpann30BaHHOIO ynpasieHns 3almaeMblMU KOMAbIOTEPAMWN UCMOSb3YeTCs
OTAEeNbHO yCTaHaBMBaeMbli KOMNOHeHT "Secret Net Studio — UeHTp ynpasneHums".
JaHHbIN KOMMNOHEHT NpeAoCTaBNseT cnefyolwmne OCHOBHbIE BO3MOXHOCTU

e HacCTpolKa napaMeTpoB 3alMTbl U yrpaBseHne KoOMMnbloTepamu;

®  MOHWTOPWHI COCTOSIHUS CUCTEMbI ;

e KOH(UrypmnpoBaHUe CETEBOM CTPYKTYpbl cucTeMbl Secret Net Studio;
e paboTa C ueHTpaM30BaHHbIMU XXYPHanamu.

MpumeyaHue. B cocrase knneHTckoro MO cuctembl Secret Net Studio ycraHaBnmBaeTcst BapuaHT LieHTpa
ynpaBneHus ans paboTbl B NIOKaNbHOM pexume — JTokanbHbIi LEHTP ynpaBneHus. Pexum npeaHasHadeH
ANS NOKanbHO HaCTPOMKM NapaMeTPOB 3aLMTbl, yNPaBEHNS MeEXaHU3MaMW 1 3arpy3Kki NIOKambHbIX Kyp-
HanoB AaHHOTO KOMMboTepa. BO3MOXHOCTW LeHTPanu30BaHHOIO YNpaBreHUst B 3TOM pexumMe Hepo-
CTYMHbI.

B gaHHoi rnaBe npuBeeHbl cBeaeHns 06 ucnons3osaHuu LieHTpa ynpaBneHns ans LeHTpann3oBaHHOro
ynpasneHus. CooTBeTCTBYHL e (DYHKLMM 1S NOKANBHOTO YNpaBneHNs peani3oBaHbl aHanoruyHo.

Ana 3anycka LleHTpa ynpaBieHus:

1. B meHio "lMyck" OC Windows B rpynne "Koa BesonacHoctn" Bblbepute anemMeHT
"UeHTp ynpasneHmnsa".

Ha skpaHe nosasuTcs CTapTOBbIVI Ananor nporpaMmmbl.

. X
C SECRET NET STUDIO

oo | LEHTP H

.

BbibepuTe cepeep HesonacHocTw:

computer-2.TWinfo.local T G

bBes noakntoueHus k cepsepy DE30NacHOCTI OTKPLITh C Avcka XKypHan unu ApKWE XypHANDE

2. B none "CepBep 6e3onacHoctn" BBeaute mnm Bbibepute uMmsa cepBepa 6es-
0OMacHOCTU, C KOTOpbIM ByZET YCTAaHOBIEHO coeauHeHune. [Ansa nonyyeHmns crnucka
BCEX 3aperncrpupoBaHHbIX cepBepoB 6€30MacHOCTN HaXMUTE KHOMKY CripaBa oOT
nons (BbINO/HEHME onepaLmn MOXET 3aHATb A/IMTENbHOE BpeMS).

3. Haxmute kHonky "MoakntoumnTbes".

MpumeyaHue. LieHTp ynpaBneHus npegycmaTpuBaeT BO3MOXHOCTb 3anycka 6e3 noakmioueHus K cep-
Bepy 6e3onacHoCT —Ans NpoCMOTpa COAEPKUMOTO XypPHaOoB, COXpaHeHHbIX B hannax. [ins oTkpbl-
TUs (halinoB MCNonb3yiTe CreaytoLL e KOMaHAabl B HUXKHE YacTy CTapToOBOro Ananora:

* ")ypHan" —ans sarpy3ku xypHana u3 daina;

* "ApxuB XypHanoB" — 15 3arpy3kn apxma XypHaros u3 daina.
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UHTepdenc
I'IpMMep BHELWHEro Bnaa OCHOBHOIo OKHa LI,EHTpa ynpasneHunsa npeacrasieH Ha pu-
CYHKE HUXE.
(8 SNServforest.bo: Secret Net Studio - Liewtp ynpasnerua - X
= (q € [ Hasano » | #
15201 | Dene - @100~ | fiec | Kopeson - B o (@

Jlec be3zonacHocti | Active Directory | CepBepbl be3onacHocTi | [pynmnbl KOMMbIOTEPOB

e Onucanne
Tpezorn ta cranuim. Komnsrorep: Desetz forest. bo, Tpesorm: 1(1). [lonysuTs onucatme Tpesori,
Ha cramuwio Desetz.forest.be zawen FOREST\Bill ii exoa, Veegomnenve oT arentz.

W Desetzforestbo ainiouen. Yeenonnenne oT arenta.
2 0 3anpoc KoHGUrypaLM @ KoHpurypauma 3arpyxena.
B 05022020 180851 Orxperue ceccmn. Cepeep SNServ.forest.bo Ceceun omkpeiTa

i

05.02.2020 18:08:34  Orparmue ceccnu. Cepeep SNServ.forest.bo 3anpoc oTnpasnen wa cepeep.

05.02.2020 18:08:19 _Morepsna casss C cepsepom. SNServforestbo 3acpbrmie ceccnn
Moaxaouer: SNServforestbo ~ E Oxsio cobumi (@ ‘ B

Puc.3 Npumep okHa LleHTpa ynpaBnenusa (naHenb "KoMmnbrotepbi™)

MosicHeHue. Ha pucyHke 06o3HaueHbl: 1 — naHenb HaBuraumm no dyHkumsm LieHTpa ynpaBnenust; 2 —
naxenb "KomnetoTepsl" B pexuve "Ouarpamma”; 3 — naHenb "CobbiTus cuctemsl"; 4 — cpeactea Ha-
Burauum no ctpyktype QY.

dnemeHTbl MHTEep enca

OcHOBHOe 0KHO LleHTpa ynpaBneHns COCTOUT U3 CeayowmnX YacTen:

e MaHesb HaBurauuu no GyHKUMAM NpuUaoXeHus (naHesnb HaBUrauuMm) — oOTo6-
paXKaeTcs B JIEBON YacTM OCHOBHOMO OKHA M COAEPXMUT APSIbIKM Bbl30Ba naHesei
yrnpaBfeHuns, a TakKe CpeACTB HAaCTPOMKM MporpaMMmbl;

e [raHenu ynpaefeHUs — npegHasHadeHbl A4ns oTobpaXKeHust CBeAeHWIA U Bbl-
MOIHEHUSA AENCTBUIM C 06bEKTAMMU.

B LleHTpe ynpaBneHusa UMelTca naHenu yrnpasieHuns, npuBeseHHbIe B Tabnmue HKU-
xe.

Ctatucruka

CO,D,ep)KVIT cBeaeHust 06 06LweM COCTOSHUM 3aLUMLLEHHOCTN CUCTEMBI

KoMmnbloTepbl

CoLep>XuT cpeacTsa afMUHUCTPUPOBAHMS U YNpaBneHWUsi KOMNbOTEPaMm

XXypHanbl TpeBor

CoaepXuUT CpeacTBa 3arpy3Ku 3anuceit XypHana cobbiTuit Tpesorm

XXypHanbl CTaHUUM

Conep>XuT cpeacTBa 3arpy3Ku 3anucen XxypHana ctaHumin

XypHanbl cepBepa

CopepXuT cpeacTsa 3arpy3ku 3anuncen xypHana cepsepa 6e3onacHocTn

ApXMBbI

CoLep>XuUT cpefcTBa 3arpy3Ku apX1MBOB XYpPHanoB
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OTuyeThl

Coaep>xuT cpeacTsa Ans pa60Tb| C oT4yeTamun

Pa3BepTbiBaHue

CoaepXUT CpeacTsa HaCTPOMKM aBTOMATUUYECKON YCTaHOBKM M 06HOoBMIeHKs MO Ha
KOMMbloTEpPax

Macnopt MO

Cofep>XWUT CpeacTBa KOHTPOJIS COCTaBa 1 LenocTHocTv MO Ha KoMnbloTepax

MoakntoyeHne K cepBepy 6e3onacHoOCTU

CeaHcC noakso4YeHns K cepBepy 6e30MacHOCTM HaYMHAETCA NPU OTKPbITUM CECCUM.
Ecnmn ceccnst c HY>XHbIM cepBepoM 6e30MacHOCTM He bblsla OTKpbITa Npu 3anycke LieH-
Tpa ynpaBieHuUs UM NOTEPSIHO CoeaANHEHUE C CEPBEPOM, MOAKIIIOUMUTHLCA K 3TOMY cep-
BEpy MOXHO 6e3 nepesanycka. lNpu Heob6x0AMMOCTM MNOAK/OYEHUS K APYyroMy
cepBepy 6e30MacHOCTM CHavasna BbINOSIHAETCS KOMaHa pa3pbiBa COEANHEHUS, Nocne
Yero MOXHO NOAKJTUNTLCS K HY>KHOMY CEpBepY.

Ana oTKpbITUA Ceccuun:

-

B HMXHeRn yacTtu naHenn Hasuraunm (CHM3y B OCHOBHOM OKHE) HaXXMUTE KHOMKY
"HeT noakntoyeHmns".

Ha skpaHe noasuTca naHenb "lMoaknoyeHne K cepsepy”.

(B Her noacniovenns : Secret Net Studio - LerTp ynpasaenms - m] ®

- ® :

CTaTUCTUKA 33 24waca 7awed 30 aneit Jlec: - o

Tpeeoru BLICOKOTO YPOBHA TpeBory NOBbIIEHHOTO YPOBHA

17.02.2020 22:27:22  3akphitue ceccim. Cepeep SNServ.forest.bo A Hetnoaxniouenin
17.02.202022:27:20 3akpbrtue ceccum. Cepeep SNServ.forest.bo
17.02.20202227:02  3anpoc komdmrypaLyma 3
9§ 17.02200022:27:02  Orepoimne ceccun. Cepsep SNServ.forestbo

¥ 1702200222643 Orkpoimue ceccum. Cepeep SNServ.forestbo Mogkniaumracs
% 13.02202019:14:49 Orxpbimue ceccnn. Cepsep SNServ.forest.bo Jsep.
43 13.02.0020 19:14:19 _[orepana censs C cepeepon. SNServforestbo

HET A3
HeT JaHHbIX HEeT AaHHbIX
Janpoce:
1 yreepxae
5
3 HeT Az
17.02 1027 17022127 1602 2227 17021027 17022127
Oumbien
Averaui
X
MoaknroueHre K cepeepy
\ Baypra A SNServ.forestbo -
[ Y
= peep 7
= - % O6rosuTs cncok cepeepos AGiice

yBep.

iBep.

1 Her nogkniouenma ~

B akTMBHOM nosne BBeanTeE UK BbibepuTe MM cepepa 6€30MacHOCTU, C KOTOPbIM
6yneT yCTaHOBMEHO coeauHeHue. [Ons  nony4YeHuMsl Cnucka Bcex 3a-
pErucTpMpoBaHHbIX CepBepoB 6€30MacHOCTN HaXXMMUTEe KHOMKY "O6HOBUTb CMMCOK
cepBepoB", KOTOpas pacnosioXKeHa HUXe.

HaxxmnTe kHonky "MoakntounTtbesa”.

Mocne ycTaHOBNEHUS coeanHEHUS B NporpaMMy ByaeT 3arpy>eHa KoHurypaums
C BbIbpaHHOro cepsepa.

I'Ipou,ep,ypa 3aKpblITUA CECCUUN BbINOJIHAETCA aHAIOrM4YHO. TEKYLLI,aﬂ OTKPpbITaa ceccns
aBTOMaTU4ECKWN 3aKpbIBAETCA NpU 3aBEPLLEHNN paGOTbI Ll,eHTpa ynpaBneHus4.

HacTtpouka napameTpoB paboTbl

[Ana HacTpoiikM NnapaMeTpoB:

o-

B HM>XHEen YacTu naHenn HaBurauum (cneeBa B OCHOBHOM OKHE) HaXMUTE KHOMKY
"Hacrporkn".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 39
YcTaHoBKa, ynpaBfieHue, MOHUTOPUHT U ayauT



© KOMMAHMA "KOA BE3OMACHOCTK"

Ha skpaHe nosiBUTCSA NaHesb CPeACcTB HAaCTPOMKU U KOHMUTYPUPOBaHUS.
2. BbibepuTe ccbinky "HacTtpoliku LleHTpa ynpaBneHuns".
Ha skpaHe nosBMTCA OAHOMMEHHbIN Ananor.

(&) Hacrpoiikn Lentpa ynpaenenna X
- CeTesble HACTPORKN
CeTeBble HacTpOWKK
CofbiTia cuctemsl
Bpemennuie dainm
La6noHul ceTeskix HacTpoek: TNokansHan ceTe v
Packpacka coBoimmid
Bpemsa omuaanua: Jluyensnposanue
Pazpewerun umernn DNS: 60 CeKyHA Mpusrnerii
Cratuctnka
CoeguHEHUA C CEPBEPOM: 60 CEKYHA
3ByKOBbIE CMNOBEWEHWA O TPEBOraX
Otnpasxw anpoca Ha cepeep: 60 CeKyHA
3anpoc HaCTpoEK YNpaBAREMbIX OBLEKTOR
OxoHuanra nepegaqn cregyrowero Baoka: 60 CeKyHA [ —
CobuiTiid ana pabouel cTaHLmm: 180 CEKYHA
CepeepoM OTEETA HA KOHTPONLHEIA EONPOC 60 C2KYHA
Pasmep Gnoka:
JlnA npuema gauHbix 0T cepsepa: 1024 KB

3akpuiTh

3. YKaxuTe HYyXHble 3HadeHus Ana napaMmeTpoB. lNapameTpbl pacnpegeneHbl no
rpynnam, KOTopble NepeymcnieHbl B MpaBoK Yactn guanora. Ytobel otobpasnTb na-
pamMeTpbl HY>XXHOW rpynnbl, Bbibepute ee HasBaHue. OnuncaHue napameTpoB Mo
rpynnamM npuBeaeHo HUXe.

4. [locne HacTpolku NnapaMeTpoB HaXxkMmnTe KHonky "CoxpaHutb".

MpumeyaHue. HexkoTopble NapameTpbl BCTYNAIOT B CUMy CO criepytollero 3anycka LieHTpa ynpas-
neHws.

Fpynna napameTtpoB "CeTeBble HACTPOUKU"

CoaepXXUT napaMeTpbl CETEBOro B3amMmogencTeus LleHTpa ynpaBfieHUsi C CEpBEPOM
6e3onacHocTu.

Mone "LWabnoHbl ceTeBbiX HAacTpoek"

OnpepenseT wabnoH HacTpoeK CETEBOro B3anMoAeNCcTBns. BoibepuTe HyXHbIn WwWabnoH nnm
HacTponTe NapaMeTpbl BPYYHYIO B OCTabHbIX NOASAX Fpynnbl. ONMcaHne napaMeTpoB CM. Ha
cTp.310
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Fpynna napameTtpoB "Cob6biTua cucremsi”

CoaepXXU1T napaMeTpbl 0TOBpaxeHUs AAHHbIX B MaHeNN CO6bITUIA CUCTEMBI.

Mone "Konuyecrso cobbiTnuii B okHe "Co6biTUA CUCTEMDI"

Onpepenser MakCMManbHOE KONMYeCTBO YBEAOMIEHWI, OTObpaXxxaeMblX B NaHenn cobbiTui
cucTemsl. [Mpun 4OCTUXKEHMN 3a4aHHOr0 orpaHuyeHmns yaansetcs 80% cTapbiX yBeAOMIEHUI U
B naHenu octaetcsa 20% nocneaHnx NOCTyNMBLUNX YBEAOMIEHUN

Paszpen "Packpacka co6biTuin"

Monsa pasaena onpeaensioT UBET PoHa CTPOK TabnunLbl B OKHE COBbITUI CUCTEMBbI. B OKHE
Ccob6bITUIA MOTYT OTO6 paXkaTbCa yBEAOMIEHNSA CeayroLWmnX TUNOoB:
e "CeTeBble cobbITUS" — yBEAOMIEHNS 06 M3MEHEHNU COCTOSAHUSA 06 HEKTOB K HAaNUUUmn
CBSI3U C cepBepoM 6ezonacHocTy;
e "[lericTBMsa nonb3osartens" — yBeaoMieHns, NHOOpMUPYIOLWME O AENCTBUAX
nonb3osartens LeHTpa ynpasneHus;
e "CobbITnsa Tpesor" — yBeaoMIeHMs O perncTpaunmn cobbitnini Tpesorn npu paborte ¢
NporpamMMoin B LleHTpasn30BaHHOM pexmnMe.
Onsa kaxa0ro TMna yBeaoMIeHUin MOXHO 3aaTb 0CObbIl LBET B COOTBETCTBYIOLLEN syelike.
YT106bl U3MEHUTbL TEKYLUMI LIBET, HAXXMUTE KHOMKY B MPaBOM YacTu SYerku 1 BoibepuTte
HY>XHbIN LBET B NOSIBUBLLEMCS AManore

Fpynna napametpoB "BpemeHHble channbl”

CoaepXXuT napameTpbl pa3MeLLeHns N XpaHeHNs BpeMeHHbIX (alifioB, CoO34aBaeMblxX
LleHTpoM ynpaBneHus.

Mone "KaTanor gnsa BpeMeHHbIx ¢aiinos"

Onpepenser NyTb K KaTanory, B KOTOPbI NOMeLLaloTCs BpeMeHHble dalinbl LienTpa
ynpasnenus. YTtobbl ykasaTb APYron Katanor, BBeAUTE NOMHbIN NYyTb K HEMY UM HAXMUTE
KHOMKY Cnpaea u BbibepuTe HyXHbI KaTtanor B Ananore Bblibopa 06bekToB. [MyTb MOXET 6bITb
3apaH B IBHOM BMAE UK C UCMNOSIb30BAaHNEM MepEeMEHHbIX OKPYXEHUS

Mone "BpeMsi, N0 UCTEYEHUN KOTOPOro yAanfarTcsa BpeMeHHble ¢dhannbl"

Onpepenser Nnepnoa, XxpaHeHnsa BpeMeHHbIX dhainnoB B MMHYyTax C MOMEHTa nociesHero
obpalleHus. BpeMeHHble aifibl 3arpy>XeHHbIX )XYPHanoB No3BO/SHOT YCKOPUTb MOBTOPHOE
obpalleHume K 3TUM XypHanam 6e3 Heob6XxoaMMOCTM HOBOM 3arpy3Kun AaHHbIX C cepBepa.
MapameTp AelcTBYeT B TeueHne ceaHca paboTbl Nonb3oBaTens ¢ nporpamMmoii. Mpu
3aBepLlueHnn paboTsl ¢ LieHTpoM ynpasneHns BpemMeHHble daibl NnocaefHero ceaHca
yAansitoTCs He3aBUCMMO OT 3a4aHHOr0 BPEMEHW XpPaHeH s

Mone "MyTb k ytunute PuTTY"

OnpepenseT NyTb K harny 3anycka nporpamMmbl yaaneHHoro ynpaeneduns PuTTY,
MCNOMb3yeMON AN MOAKTOYEHNS K KOMMbIOTEPAM M OTNPaBKW KOMaHA ynpasieHus no
npotokony Secure Shell (SSH).

MporpamMma PUTTY He BXoAMT B KOMMIeKT nocTaBku Secret Net Studio n yctaHaBnmBaetcs
otaenbHo. CBeaeHMs 0 MporpaMMe U CCbINTKU AN 3arpy3Ku NpuBeaeHbl Ha canTe
paspaborumka: https://www.chiark.greenend.org.uk/~sgtatham/putty/

Mo yMonyaHuio ykasaH NyTb K KaTanory ycTaHoBkM LleHTpa ynpasneHus. YTobbl ykasatb
ApYroi KaTtanor, BBeAMTE MOMHbIA NYTb K HEMY UJTNU HAXMUTE KHOMKY cnpasa u Bbibepute
HY>XHbIN KaTanor B Ananore Bbibopa 06beKToB

Fpynna napametpoB "Packpacka co6bitun”

CofepXXuT napameTpbl LLBETOBOro 0OOPMIEHMS 3aNMCEN XXYPHANOB B 3aBUCUMOCTU OT
WCTOYHMKOB perncrpauum, KaTteropyu umamM Koaos cobbiTuin. OdopmneHune ocy-
LLLeCcTBNSAETCA B COOTBETCTBMW C MpaBwuiamu, onpeaensiowmmn ycriosus Ans co-
OEPXUMOro nosen B 3anucax XxypHanos. OnmMcaHne HacTpoMKn napaMeTpoB CM. Ha
cTp.312.
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Fpynna napamertpos "JimueHsuposaHue"

ColepXXUT napaMeTpbl MOAKMIOUYEHNA K CepBepy aKTUBaLUMKW NuueH3ui.Secret Net
Studio.

Mone "CepBep akTuBaummn"

3HauyeHue
no yMOJIYaHUIO

OnucaHue

Onpepenset IP-agpec cepBepa akTuBaumn nuueH3nin. Agpec cepeepa | Aapec:
aKTMBauUumn HeobxoanM ANs aKTMBaLUMM JINLEH3UM NO CETU. http://172.17.4.207
MopT: 8181

Mone "TaiimayT 3anpoca k cepsepy"

OnucaHue 3HauyeHus

OnpepenseT BpeMsi OXXKMAaHWs OTBETa cepBepa akTmsaumun. B cnyyae 1-900 ¢
eCcnn aKTMBaLUus NNLEH3UIA NPepPbIBAETCS MO UCTEYEHUN BPEMEHM
OXWUAaHUS, CrieayeT yBeMunTb 3HaYeHne AaHHOoro napameTpa.

Mone "MpoBepka ssl-cepTudmkara cpeam oTo3BaHHbIX"

Onpegnenset, 40MKeH Ny ssl-cepTudurKaT NPoXoaAnTb NPOBEPKY CPeAUN OTO3BaHHbIX. Mpu
CHSITUM OTMETKM aKTUBaLus TINLEH3MNI No ceTu 6yaeT BO3MOXHA AaXe ec/in B CUCTeMe He
3afiaH NpOKCHK.

Mone "Hacrpoikun npokcu™

Onpepenser napaMeTpbl UCNOSIb30BaHUSA NPOKCU-cepBepa. CoaepXuT cneayowme nyHKTbl:
e bBe3 npokcun — BblbepuTe AaHHbIV MYHKT, €CNIM COeAMHEHME C CEpBEPOM aKTMBaLMm
NIMLEH3MI NponcxoamT Hanpsimyto (6e3 npokcu-cepeepa);
e lcnonb3oBaTb CUCTEMHbIE HACTPOMKU NPOKCK — Mcnonb3yeTcs aBToMaTmyeckoe
onpeaeneHne Npokcu-cepeepa (He pekoMeHayeTcs);
¢ PyyHas HacTpolika NpoKcu-cepBepa — BbibepuTe AaHHbIN NYHKT, YTO6bl HACTPOUTL
NpOKCU-CepBepP BPY4YHYIO. YKaXunTe agpec NpokCcu-cepeepa v nopT. Eciun Ha npokcn-
cepBepe UCMoMb3yeTcsl aBTOpM3aLms, yKaXuTe UMsi Nofib30BaTeNsi U Naponb

Fpynna napamerpos "lMpusunerun”

CoaepXXuT cnucok npueunermnin ana pabotsl ¢ LileHTpoM ynpaBneHus, Kotopble npeao-
CTaB/eHbl TeKyLleMy MNosb30BaTento (B TOM 4ncie Te NpuBUIErnm, KOTOpbIi€ MOsb-
30BaTeNb UMEeET OT rpynn).

Fpynna napamertpos "Cratuctuka”

CoaepXuT nose, onpeaensatollee BpeMEHHOW NHTepBan 06HOBNEeHMS MHGopMaLmmn 06
06LW,eM COCTOSAHUM 3aLLMLLLEHHOCTU CUCTEMbI Ha NaHenu "Crtatmucruka".

Fpynna napameTtpoB "3ByKOBbIe ONOBELEeHUA 0 Tpesorax”

ConepXUT napaMeTpbl 3BYKOBOro OMOBELLEHWS MOJSIb30BATENS MPOrpaMMbl O BO3-
HUKHOBEHWNWN COBbLITUI TPEBOTW. YNpaBieHne peXxx MMOM 3BYKOBOMO OMOBELLEHUS OCy-
LLeCTBMSETCA C MOMOLLbI0 BbIK/OYATENS B COOTBETCTBYIOLWLEM pasgesne naHenm
CPeACTB HaCTPOMKM U KOHUTYpUpPOBaHUS.

Mone "3BykoBoW curHan"

Onpepensert TMN 3BYKOBOro CUrHana, ornoBeLlaoLlero o cobbitnsax Tpesorn. Ans
BOCMpPON3BEAEHNA CUrHaNa Ha KOMMbloTepe A0MXeH 6biTb yCTaHOB/IEH 3BYKOBOW aganTep.
MapameTp MOXeT NpUHMMaTb 3HAYEHNS:
e "TpeBora", "CupeHa" — BOCMpON3BOANTCS BbIOpaHHbIN LUTATHbIA 3BYKOBOW CUrHan;
o <ymMs_wav-garizia> — BOCNPOM3BOAMTCS 3BYKOBOM MOTOK U3 3a4aHHOro darna. Ans
Bbl30Ba Ananora Bbibopa dana ykaxuTte 3HadeHume "Boibpathb..."

Mone "KonuyecrBo NoBTOpPOB curHana"

Onpepensier KoIMYECTBO NOBTOPOB 3BYYaHWUsl CUrHana. [/ orpaHUYeHns KoinyecTsa
NMOBTOPOB Bbli6epmnTE HYXXHOE YMCI0BOE 3HayeHne. Ecnm 3agaHo 3HauyeHune "6eckoHeyHo",
CUrHan 6yaert NoBTOPSATLCS A0 NPUHYAUTENbHOMO OTKOYEHUS
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Mone "IHTepBan noBTOpeHuin"

Onpegnensiet nay3y Mexay NoBTOpamMu 3BYKOBOIro CUrHana

Fpynna napameTpoB "3anpoc HacTpoekK ynpaenfaemMbix o6 beKkToB"
CopepXxuT nose, onpeaensitollee KOIMYeCTBO 06bEKTOB, NapaMeTpbl KOTOPbIX Moc/e
3arpy3Ku XpaHaTcs B ONepaTMBHON NaMsaTu.

Fpynna napamertpos "MNMonuruku"

CoOepXMUT napaMeTp, MO3BOMSAOLWNIA HACTpoUTb oOTOBpaxeHwe TWUMOB Moa-
AepxunBaembix OC 4na rpynnoBbiX NoanTUK. Mpu yCTAaHOBAEHHOW OTMETKE ANA KaX-
[0V rpynnoBoi NONUTUKM yKa3aHa MUMKTorpamma:

. @ - nonuTuka noaaepxmneaetca B OC cemencrea Windows n/mnm

. - nonMTuka nogaepxmneaetca B OC cemencraa Linux.
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[maBa 13
CTpyKTypa ueHTpasim3aoBaHHOro ynpaBreHus

HAnarpamma n cnMcok 06 LEKTOB yrpaBneHus
Ons naHenun "KoMnbloTepbl" MMETCS Cneayowme pexmnmMbl 0TobpaXxeHns 06bekToB
yrnpaBneHus:

e "[unarpamma" — pexuM npegHasHaydyeH ansa otobpaxeHus B rpaduyeckoMm Buae
CBeAEeHUN 0 CTPYKTYype 06bEKTOB ynpaBneHus;

e "Tabnunua" — pexum npegHasHadeH Ans BbiBOAA MEpPapXMUYECcKoro cnmucka obbek-
TOB ynpaBneHus B TabM4yHOM BMAE.

MpyMep pexuma avarpamMmbl yrnpasieHUsl NpeacTaBlieH Ha PUCYHKE HUXeE.

5 IS B He v @100+ Jeo O T — - QN 28 Moapsszeremus &3 b (@ Kevmposars -

Cepeepbl 6€30MacHOCTU KU KOMMbOTEPDI

[ Desetzforestbo

£ h

MpyMep TabaMYHOro pexmma oTobpa)keHnsl MpeacTaBlieH Ha PUCYHKE HUXE.

= & Cpyxrypa 0¥ <> Crpyrrypa AD S [ e Kopeesoit - ® Dunerp we zagan A | B P a @ Ksurvposats ~
e 1 e o e e e 1 o e
= @Kopneson
- &8 sNServforestbo (0] [} FOREST.2O £6.8273.0
) Desetzforest.bo O I} g v FORESTgill FORESTEO EH 8683200  Hopuanswuii

Ona nepeknioyeHnsa pexnMoB oTobpakeHMs MCNonb3yTca KHONKK "OnarpamMma” u
"Tabnmua", pacnonoXxeHHble B SIEBOM BepXHeM yrny naHenun "KomnbtoTepbl".

O6BbeKTbI CTPYKTYpbI

CTpyKkTypa Ha aguarpaMMme ynpaBfieHUS BbIBOAUTCS B BUAE CXEMbl 3/1IEMEHTOB, CO-
OTBETCTBYHOWMX Nlecam 6e30MacHOCTM, OpraHW3auuoOHHbIM MoApa3gefnieHnsM, cep-
Bepam 6e3omacHOCTM W 3awmwaemMbiM  KoMnbloTepaM. Cxema 6asumpyetrca Ha
CTPYKTYpe AOMEHOB M OpraHM3aunoHHbIX noapa3saeneHuin B Active Directory.

B cTpykType MoryT 6bITb MpeacTaBieHbl KOMMbIOTEPbI, HA KOTOPbIX YCTAHOBNEHO Cre-

ayouiee MO:

e KoMMbioTepbl noa ynpasneHnem OC cemencrea Windows — knmeHTtckoe MO cn-
crembl Secret Net Studio;

e KOMMbtOTepbl noj ynpasneHneMm OC cemencrea Linux — cpeacTBo 3alMTbl UH-
dopmaumm Secret Net LSP (Bepcun 1.7 v Bbiwe).

BHumanwme! [ins komnbioTepos ¢ ycraHosreHHbIM MO Secret Net LSP LeHTpanu3oBaHHoe ynpaBneHue
OCYLLECTBNSIETCA B OrpaHNYeHHOM 0bbeme.

Onsa 0T06pa)KEH na CXeMbl NpeAYCMOTPEHDbI cneaytowmne OCHOBHbIE PEXUMbI !

. pexuM oblwen HavanbHOW CTPYKTypbl — oTobpaxalTcid [AOMeHbl, Op-
raHM3auMoHHble noapasgenieHus, cepeepbl 6€30MacHOCTU U NOAYUMHEHHbIE UM
rpynnbl KOMMNbOTEPOB B COOTBETCTBYIOLWMX NOAPa3AeeHNnAX;

e pEXWM OTOBpPa)KEeHMA CMMCKOB KOMMbIOTEPOB — 0TO6PaXalTcs Bbl6paHHbI cep-
Bep 6€30MacHOCTM U CNUCKN KOMMbIOTEPOB HEMOCPEACTBEHHOMO MOAYMHEH S,
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B pexxnme oblien HavyanbHOM CTPYKTYpbl C/ieBa 0To6pa)karoTcsa CTpyKTypa necos 6e3-
OMacHoOCTM, CTPYKTypa [AOMEHOB W OpraHuM3auMoHHbIX noapasgeneHuii  Active
Directory, a cnpaBa — cepBepbl 6e30MacHOCTM U rpynnbl KOMMNbKOTEPOB, pac-
MoMIOXXEHHbIe Ha ypoBHE 06bekToB AD, K KOTOPbIM OHM OTHOCATCA. B Kaxxaon ns ya-
CTen MexAay 3JIeMeHTaMu CXeMbl MpoBeAeHbl CBA3M OT pOAUTENIbCKUX SN1EMEHTOB K
[OYEepHUM C yKasaHMeM HanpasfeHus B Buae crpenku. Npumep auarpamMmbl yrnpas-
NeHns B pexxnme obLien HavyanbHOW CTPYKTYpbl CM. Ha pucyHKe Ha cTp.138.

[Ona nepexona B pexxmm oTobpaxkeHns CMMCKOB KOMMNbIOTEPOB HaBeaAUTE yKasaTeNb Ha
HY>XHbIN cepBep 6€30MacHOCTM UK rPynny KOMMNbIOTEPOB M ABaXKAbl HAXMUTE NEBYIO
KHOMKY MblWK. ByaeT BKAOYEH peXxuM oTobpaXKeHUs, nNpy KOTOPOM BEPXHSAS 4acTb
Anarpammbl coaepXuT BblbpaHHbIN cepBep 6€30nacHOCTN C ero Nog4YMHeHHbIMU cep-
BepaMu (ec/iM OHM eCTb), @ HMXe NpeAcTaB/ieHbl KOMMbIOTEPbI, HENOCPEACTBEHHO NOA-
UMHEeHHble BbibpaHHOMY cepBepy. [puMep AnarpaMMbl yrnpaBieHUsi B 3TOM pexunme
CM. Ha pUCYHKe Ha cTp.144. Bo3BpaT B pexuM obuein HavyanbHOM CTPYKTYpbl OCy-
LLLeCTBNSETCS C MOMOLLbIO CPeACTB HaBMraumm B BEpXHEN 4acTu OCHOBHOIO OKHa.

MukTorpamMmbl 06HLEKTOB Ha AnarpaMMme yrnpasieHns NnepeynciieHbl B cneayLwen ta-
6nuue:

Mukrorpammbl | OnucaHmne

@ Jlec 6e3onacHoCTM

E E?-E JlOMeH M OpraHM3aLUOHHOE NogpasenieHne

Q [ ] CepBep 6e30MnacHOCTH
[ ]

E |:| KoMmnbloTep v rpyrnna KoMnbioTepoB

®unbTpaums o6LEKTOB

[nsa orpaHnuyeHms konnyecrtsa otobpaxaeMbix 06bEKTOB MOXHO MCMO/b30BaTh Cle-
AytoLlne BO3MOXHOCTU puibTpaumn:

e unbTpaums 06bEKTOB MO NPUHALNEXHOCTM NIecaMm 6e30MacHoOCTU;

e  dunbTpaunsa obbeKToB MO MNPUHALAIEXHOCTU [AOMEHAM W OpPraHW3auMOHHbLIM
noapasaeneHunsMm;

e (UALTPALMSA KOMMBIOTEPOB MO UX COCTOAHUIO;

e (unbTpaumnsa no TMnam o6bLEKTOB.

Ounbrpaumusa o6 bEKTOB Mo NPUMHaANEXHOCTU K necam 6esonacHocTHn

B pexxnme obLien HadanbHON CTPYKTYPbl MOXHO BK/IOUMTL OTO6paXKeHune TobKOo Tex
06bEeKTOB, KOTOPbIE NMpUHaanexart onpeaeseHHoMy necy 6esonacHocTn nnbo Bcen de-
Aepaunn.

Ana BkAOYEHUA oTo6pakeHuss 06beKTOB onpeaesieHHbIXx necoB 6es-
OMacHoOCTH:

e B BepxHel uyactu naHenu "KomnbioTepbl" BblbepuTe M3 packpbiBaloLerocs
cnucka nec 6esonacHoCcTM, 06bEKTbI KOTOPOro HeobxoanMo 0TobpasnTb.

Nec:  Bea deaepaumn -
Bea drenepauma
KepHeson

Nec2
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PunbTpauna o6bEeKTOB No NPUHaANIEe)XXHOCTU AOMEHaM U
opraHu3auvMoHHbIM nogpas3gerneHuam

B ctpykTtype Active Directory MoryT npucyTCTBOBaTb OpraHu3auMOHHble rnoapas-
AEeNeHns U foMeHbl, 06bEKTbI KOTOpbIX He TpebyeTcs oTobpaxkaTek B naHenn "Kom-
notoTepbl". HanpuMmep, Takue oOpraHuM3auWoOHHble noapasfeneHns, B KOTOpbIX
OTCYTCTBYIOT 3aliMliaeMble KOMMbOTepbl. [pn HEeObX0AMMOCTU MOXHO OTKJIOYUTL
oTobpakeHne HEHYXHbIX O6beKTOB C MNOMOLWbI (UAbTPaLMM [OOMEHOB U Op-
raHM3aUMOHHbIX Nogpa3aeneHunin. PunabTpaumsa 4eNCTBYET Kak A4N1s AnarpaMMbl ynpas-
NeHuns, Tak 1 ans TabamyHoro cnmcka o6bekToB.

Ana BknouyeHus otobparkeHna o6beKToB onpeaesieHHbIX JOMEHOB U opra-
HM3aLMOHHbIX Noapa3aesieHnNn:
: 1. B BepxHel yactn naHenu "KoMnbtoTepbl" HaxMuTe KHonky "®unbTtp AD".

Ha skpaHe nosasutca naHens "JoMeHHbIN dunbTp" ana ebibopa necos, AJOMEHOB U
OpraHM3auMoHHbIX NoapasgeneHnin, 06beKTbl KOTOPbIX AO/MKHbI NPUCYTCTBOBAaTb
Ha gnarpamme.

JomeHHbIA duabTp

Q Ex Her -

= | @ KopHeso#
=l tl?.lj forest.bo
& oU1
& ouz
(E',J Domain Controllers

@ MNogYrHeHHEA nec

MNokasLIBaTh TONLKO AOMEHBI M OPraHU3aLMOHHBIE NOAPAasASNeHNE,
COASPHANWE CEPBEPbI M pabouMe CTAHUMK C YCTAHOBNEHHBIM Secret

Net Studio

2. Mpu HeobXoAMMOCTU B CNMCKE MOXHO OCTaBUTb TOSIbKO Te AOMEHbl U op-
raHM3auunoHHblE€ Noapa3geneHnsd, MMeHa KOTOPbIX coaepXaT onpeaesieHHyr CTpo-
KY CUMBOJIOB. [ 3TOro BBEAMTE UCKOMYO CTPOKY B BEPXHEM nore.

3. [ns ynpaBneHus CNUCKOM OoToBpaxkaeMbiX 06bEKTOB MCMOMb3yMTE KHOMKY COp-
TUPOBKM B BEPXHEN YacTu NaHenm.

4. OTMeTbTe HYXHble 3/1IeMEeHTbI Cnncka. YTobbl aBTOMaTUYECKM OTMETUTL TOSIbKO Te
AOMEHbI N OpraHn3aumMoHHbIe NoApasAeNeHns, KOTopble CoAep)KaT KOMMbIOTEpPbI C
ycTaHoBneHHbIM N0 Secret Net Studio, yctaHOBUTE OTMETKY B HUXKHENM YacTu na-
Henu.

5. Haxmnte kHonky "lMpuMeHnTh" 1 3aTeM KHONKY "3akpbiTh", 4TO6bl CBEPHYTH Na-
Henb duabTpa.

Ha anarpamme ynpaBneHus 6y,qu OTOGpa)KEH bl TOIbKO T€E€ 06'bEKTbI, KOTOpble OT-
HOCATCA K Bbl6paHHbIM AOMEHAaM M OpraHmn3alMoHHbIM NoAapa3aeneHnam.
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PunbTpaumsa sawmiaeMbiX KOMMNbIOTEPOB MO UX COCTOAHMUIO

B pexkxnme otobpaxkeHus CNMMCKOB KOMMbOTEPOB (CM. CTP.144) MOXXHO BKJ/THOUYNTb OTOb-
pakeHWe TOSIbKO TeX 0ObEKTOB, KOTOPbIE MMEIOT ONpeAeneHHbIN MPU3HAK COCTOSIHUS.
Hanpumep, KOoMNbloTEpbl C 06Hapy>XEeHHbIMU OWMB6KaMU MpU NpPoOBEPKE NIULEH3UN
WM KOMMbOTEPbI C MPU3HAKOM TPEBOIU.

Ana BKAOYEHUA OTO6pa>KeHUsi KOMNbIOTEPOB C oOnpeAesieHHbIM npu-
3HAKOM COCTOSIHUSA:

1. Bknwouute pexum oTobpaxeHus CNMCKOB KOMMbIOTEPOB. [ns 3TOro, Hanpumep,
noaseamTe ykKasaTteslb K cepBepy/rpyrnne KOMNbOTEPOB M ABaXAbl HAXMUTE fe-
BYHO KHOMKY MbILLIW.

2. B BepxHei uyactu naHenu "KomnbtoTepbl" BbibepuTe M3 pacKpbiBatoLLErocs
cnucka npusHak, No KOTopoMy HeobXoAMMO BbINMOMAHUTL (OUIbTPALIULD.

dparMeHT NaHenm co cpeacTBamMm GpubTPaL MM KOMMNbIOTEPOB MPeACTaB/IEH Ha pU-
CYHKe HUuXe.

@ DnkeTp He 3383H - I I Mayza {E

® DuneTp He 3348H

T BrntoueHHbIE areqTal

!l Bce KOMMBIOTEPEl C TREEOTEMA

‘!l KoMneroTepsl © TREEOTAMM BICOKOND YPOEHA
‘? KomneroTepsl © TREEOTaMM NOBBILEHHOTD YPOBHA
& Komnswotepsi ¢ Tpesorami HUsKoro yposHs
M Brnrousnbbie ¢ owwBkamn OK

M\ Brarouennbie ¢ npegynpexaeruamn OK
BrntoueHHbBIE © NpUIHakom GAoKNpoEK

& PaboTaloT nonksoEaTEnk

ﬁ Haligersl Bupych

A Cwwdxn nuuersnposarng

A Npepynpexaenng anuensuposatng

QE MzmeHeHne annapaTHol koHdurypauun

El YueTHan 3anKce OTKAYEHS

Mocne BKIOYEHMA (GUAbTpauMM cepeep 6e30MacHOCTM B AMarpaMmMe yrnpasieHus
H 0603HayaeTcs crneumanbHoON NMUKTOrpaMMol BKOYEHHOro dunbTpa. [JaHHYl NUK-
TOrpamMMy MOXHO MCMOJIb30BaTh B Ka4eCTBE KHOMKMW OTK/IHOYEHUS PUIbTpaLmm.

Mo yMonuaHuio OCyLLecTBASeTCS AMHammnueckas dunbTpaumns. To eCTb CNMCOK aB-
TOMaTM4yeckn OBHOBNSETCS MPU M3MEHEHWU COCTOSIHUS KOMMbkoTepoB. [pn Heob-
XOONMOCTU MOXHO OTK/IOUMTb AMHaMM4YecKyto duabTpaunto, Ytobbl 3admnkcmpoBaTb
TeKyLWMIA CMNCOK KOMMbIOTEPOB.

ONs OTKAIOYEHUS AMHaAMUYecKoin dpunbTpaunm:

e HaxmuTe kHonky "lMay3a" psaoM c Bbl6paHHbIM MPU3HAKOM, MO KOTOPOMY Bbl-
nosHeHa puabTpauns.

OnHammyeckasn dunbTpauns 6yaeT oTKOUeHa M KHOMKa U3MEHUT CBOM BmA. YTo-
6bl CHOBa BK/IIOUYMTb PUIbTPALMIO, MOBTOPHO HA@XXMUTE KHOMKY.
¢Hﬂb‘l‘pal.l,"§l no Tunam o6beKToB

Mpn oTobpaxkeHnn cnncka ob6bekToB B TabiMYHOM BUAE MOXHO dunNbTpoBaTb 06beK-
Tbl C MOMOLLbIO CNEeAYHOLLMX KHOMOK, PAcnoNOXeEHHbIX Haj CNUCKOM:
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"CrpykTypa OY" — BKIOYaET NpeacTaBneHne nepapxmm obbekToB B BUAe Aepesa
nogvYnMHeHus cepeepoB 6€30MacHOCTM M KOMMbIOTEPOB (CeEpBEP NOAKNKYEHUS AB-
NseTcs KOPHEBbLIM 3/IEMEHTOM Mepapxumn);

"CrpykTypa AD" — BK/IOYaeT npeacraBfieHme CTpyKTypbl AoMeHa Active Directory

N3 KOMMbIOTEPOB M OPraHU3aLMOHHbIX NOAPA3AENEHNI;

"OtobpaxxeHune cepeepoB" — BKJIIOYAET N OTK/IKOHAET oTob6paxeHune cepeepoB 6e3-
OMnacHoCTH;

"OTtobpaxeHue KomnbloTEPOB" BKJIIOYAET M OTK/OYaeT oTobpaxeHue 3a-

wniaeMblX KOMNbHOTEPOB.

MMﬂOpT N IKCNOPT CNUCKa KOMNbLIOTEPOB

B pexunme oTo6paxKkeHMs crinmcka KoMMnbioTepoB (CM. CcTp.144) MOXHO OCYLLEeCTBUTh
3KCMNOPT WAW MMMOPT CrMCKa MMeH paboumx cTaHuuii. Nepea MMMNOPTOM cnucka
KOMMbIOTEPOB HEOBXOANMO BbIMONHUTL SKCMOPT OAHOMO UMM HECKONbKUX KOMMbHo-
Tepos.

[Ana akcnoprta CMcKa KOMMbIOTEPOB:

B BepxHel yactm naHenn "KomnbioTepbl" BbibepnTe pexnm oTtobpaxxeHns obbek-
Ha akpaHe nosBUTCS NMepeyeHb KOPHEBbIX cepBepoB 6€30MacHOCTM U KOMMbHO-
M3 cnucka KOMNbIOTEPOB BblbepuTe 31EeMEHTbI, MHMOPMaLMI0O O KOTOPbIX HEOob-

HaxMnTe KHOMKy "IKCnopTMpoBaTh MMeHa BblbpaHHbIX KOMMbOTEPOB B (ann".
B nosiBmBLIEMCS cTaHAApTHOM Ananore OC BBeauTe MMA painna u yKaxunte Mecro

1.
ToB ynpasneHus "Tabnmua".
Tepos.
2.
XOAMMO 3KCNOpTUpPOBaTh.
3.
COXpaHeHus.
4. Haxmute kHonky "CoxpaHutb".

®ainn byaeT coXpaHeH C pacllMPEHNEM WS.

Ona nMnopTta CNUMCKa KOMMbIOTEPOB:

1. B BepxHen yactu naHenu "KomnbloTepbl" HaXXMUTe KHOMKY "BbibpaTh KOMMbO-
Tepbl U3 anna".
Ha akpaHe nosBuTCA OKHO BbI6Opa KOMMNbIOTEPOB.
(8] Bribop komnsroTepos = O *
BbibpaTtb KOMNbIOTEPLI U3 Qaiina
MyTb Kk daitny
| JobaenTs K EniBpaHHeM
OTtmena
2. Bnone "MyTb k hanny" eBeamte nnm Bolbepute NyThb K hanny.
3. B nossuBlIEMCA CTaHAAPTHOM Auanore BblibepuTe dain Co CMMCKOM KOMIMblO-

Tepos.
[Ons akcnopTta noaaepxxuneatoTca dalinbl € paclwmpeHnem txt, csv, ws.

4. Haxmute kKHorKy "OTKpbITh".
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5. TlocraebTe oTMeTKy "[J06aBUTb K BbibpaHHbIM", ecnn HeobxoanMo fobaBUTb HO-
Bble KOMMbIOTEPLI K MMerLwmnmca. na dopMmpoBaHmMsa HOBOrO CrMCKa KOMMbHO-
TepoB OTMETKa He CTaBUTCS.

6. HaxmuTe kHonky "Bnepen".

Mpu ycnewHom gobaBneHMn KOMMNbIOTEPOB MNOSABUTCA OKHO C MHGopMaumen "One-
pauns ycnewHo 3aseplieHa. KomnbioTepos gobasneHo:".

7. Haxmute kHonky "loTOBO".

MpumeyaHue. Ecnv KOMMbIOTEPLI YAaCTUYHO He HaildeHbl, MOsSBUTCS OKHO "PesynbtaT Bbibopa
komnbtoTepoB”. Cneea 0TobpasaTces BbIbpaHHble KOMMLIOTEPSI, @ CNpaBa — He HaliAeHHbIE B CIUCKE.
B cnyyae Heygaum nosiBnsieTcs OKHO "B ykasaHHOM chaisie He HalAeHO HW OBHOTO KoMMboTEpa”.

ynpaBneHMe 0T06pa>|<e|-meM 00BbEeKTOB

Ons ynpaBneHusi otobpaxeHnem o0O6BEKTOB Ha AuarpamMMme ynpasieHus npeay-
CMOTPEHbI crieflytoLme obLune BO3MOXHOCTH

e nepexoabl No cTpykType OY C NOMOLLbIO CPEACTB HaBUrauum;

e COpPTUpPOBKa 06BLEKTOB;

e MacwTabupoBaHWe CTPYKTYpbl.

[ononHUTENbHO B peXMnMe 0TOBPaXKEeHUA CMUCKOB KOMMboTEPoB (CM. cTp.144) MOX-
HO TrpynnupoBaTb O6bLEKTbI B COOTBETCTBMU C MX MPUHAONEXHOCTbIO Op-
raHM3aLWOHHbIM MOAPA3AENEHUSM,

I'Iepexonbl no CTPyKType OY ¢ nomoubro cpeacTs HaBuraumm

CpeacrBa HaBuraumm no cTpyktype OY (cM. Puc.3 Ha cTp.138) MoryT ncnonb30BaThbCs
Ona nepexoAos no cTpykType OY, a Takxke A5 nomcka HyXHbiX 06bekToB. MNepexoabl
No CTPYKType OCYLLECTBASAOTCA MOCPEACTBOM Bbibopa 3/1€MEHTOB M3 yucna npeg-
CTaB/IEHHbIX Ha AMarpamMMe UanM U3 cnucka paHee BblbpaHHbIX 91EMEHTOB (B UCTOPUM
nepexonos). MNonck 06bLEKTOB OCYLLECTBSETCA NO MMEHAM NpU BBOAE MCKOMOWN CTpo-
KW CUMBOJIOB.

MeTogbl paboTbl CO CpeacTBaMM HaBMrauuMu aHanormyHbl MUCNOMb3yeMbIM METOAaM B
cTaHAapTHbIX npunoxeHusax OC Windows Internet Explorer u lNMpoBogHuK.

CoptupoBka o6beKToB

O6beKTbl Ha AvMarpaMMe MOXHO COpTMpOBaTh B andasBUMTHOM nopsiake umeH. Cop-
TUPOBKa BbIMOIHAETCA B NPSAMOM UM 06PaTHOM HarnpaBieHUu.

Ana copTMpoBKN 06bEKTOB:
1. B BepxHel yactv naHenu "KoMnbloTepbl" packponTe MEHIO COPTUPOBKM.

Ha akpaHe nosaBuTCA MeHto Bbl60pa HanpaBeHNA COPTUPOBKNA. CDpaFMEHT naHenun
nocne packpbiTa MEHIO NpeacTaB/iEH Ha CIEAYHOLWEM PUCYHKE.

=X Her = (&) 100 ~
Ex Het coptvposkn
=4 Mo sospacranuee
=4 Mo yEueanuo
2. BbibepuTe Hy>XxHOe HanpaB/ieHe COPTUPOBKMN.
O6bekTbl 6yayT ynopsaoyeHbl B BbiIbpaHHOM HanpaBieHuu.

MUcnonb3oBaHue cpencTse MacmTa6uposaHm| aAunarpammbli

CpencrBa MaCLUTa6VIpOBaHVIF| npeaocTtaBaAaAloT BO3MOXHOCTU OTOGpa)KeHVIﬂ Ha AOuna-
rpaMMe 3JIEMEHTOB B Bbl6paHHOM MacwTabe. 3a cyeT 3TOro MOXHO pa3MecTuTb Ha
3KpaHe BCe HeobxoAnMble 3/1IEMEHTHI.
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Ans nameHeHmna macwtaba orobpakeHusn:

e B BepxHel 4acTn OCHOBHOIO OKHa NPOrpaMMbl YKaXXmnTe HY>XHbI MacwuTab.

FpynnMpoBKa KOMNbIOTEPORB NO MPUHAANEXHOCTH
OpraHu3auUoOHHbIM Noapa3aeneHUAM

B pexunme oTo6paxeHWUss CMUCKOB KOMMbIOTEPOB MO YMOSUYaHMIO BbIBOAMTCSA O6LLMIA
CMUCOK NOAUYMHEHHbIX KOMMbIOTEPOB Bbl6paHHOro cepBepa 6e3onacHocTu. Eciun cep-
Bepy 6e30MacHOCTM MNOAUMHEHbI KOMMbIOTEPbLI, BXOAAllME B pasfMyHble op-
raHM3aLMWOHHbIE MOoApa3AeNieHns, MOXXHO BKJIOUATbL FPYMNMnMPOBKY KOMMbIOTEPOB.
Mpy BK/OYEHHOW FPYyNMnMPOBKE CMMCOK KOMMbIOTEPOB pasaensieTcs Ha 65oku, co-
OTBETCTBYIOIIME  Pa3/IMUHbLIM  MoapasaeneHusM.  Brnoku  oTaenawTcs  ro-
PU30HTaNbHbLIMU IMHUAMU C yKa3aHMEM OCHOBHbIX CBEIEH W 0 KaxaoM 6/1oKe.

MpumeyaHue. B pexume oTobpaxeHust obLyen HauanbHOM CTPYKTYPbI B AMarpaMme Bcerga AeicTeyet
rPYNMMPOBKa KOMMBIOTEPOB B ANEMEHTbI, Ha3blBaeMbIe rpynnamu KOMMboTEPOB. Kaxablil Takol aneMeHT
00BbeANHAET KOMMbIOTEPLI, MOAYMHEHHbIE OHOMY CepBepy 6e3omacHOCTW UM BXOAALME B OfHO Op-
raHu3aLMoHHOe Noapa3aeneHine. Ytobbl onpesenuTh, kakoMy cepBepy NoA4MHEHbI KOMMBIOTEPbI U3 TPy
Mbl, HAKANTE Ha [uarpamMme POAMTENLCKUI ANEMEHT (0T KOTOPOro NpoBeAeHa CBA3b K 3TOM rpynne) uim
rnofBeauTe ykasaTerb K aNeMEHTY rpynnbl v ABaXGbl HAXXMUTE NIEBYIO KHOMKY MbILUM, YTOBbI NepeiTy B pe-
KNM 0TOGPaXEHMS CIUCKOB KOMMBIOTEPOB.

[ANnA BKAOYEHUS rPpynnuUpoBKMU CMUCKA KOMMbIOTEPOB:

1. Bknwounte pexunm OTOGpa)KEHVIFI CMUCKOB KOMMNbIOTEPOB. [1519 3TOro VICI'IOﬂbByVITe
cpeacrtea HaBuraumnn ansga nepexoaa K HY>XHbIM obbekTaMm (CM. BbILLIE) nnn noa-
BeANTE yKa3aTeslb K cepBepy/rpynne KOMMNbKTEPOB N ABaXXAbl HAa>XMUTE NEBYIO
KHOMKY MblLWN.

2. B naHenn ynpaeneHusa oTtobpaxeHueMm o06beKTOB HaxmuTe KHonky "lMoa-
pasgenenunsa" ("pynnupoeka no nogpasgeneHnam").

Cnuncok KOMMNbOTEPOB GYAET pasaeneH Ha 6J'IOKVI, COOTBETCTBYHOLWLNE Op-
raHM3aunoHHbIM noAapa3aeneHnsam. YT106bl CHOBa OTKHOYUTL rpynnmnpoBky, no-
BTOPHO Ha>XMMUTE KHOMKY.

CTpyKTypa ynpaBrieH1s nocne ycTaHOBKU KOMNoHeHToB Secret Net

Studio

YcraHoBKy KOMNOHeHTOB cucteMbl Secret Net Studio cneagyeT BbiNOMHATE B NOpsiake,
OonucaHHOM B rnaBax 5-7 Hacroswero agokymeHTa. Ecnm npu ycraHoske cepeepos 6e3-
OMaCHOCTM U K/IMEHTOB BbIMOMHSAIOCh X NMOAYMHEHNE COOTBETCTBYHOLWNM CepBepam
6e3o0nacHOCTN, KOMMbOTEPbLI C 3TUMU KOMMNOHEHTaMun 6yayT BK/IKOYEHbI B CTPYKTYpY
onepaTuBHOro ynpaeneHus. Crpyktypa OY cumTaetcs chOpMUMPOBAHHOM Ha nAo-
CTaTOYHOM YPOBHE, eC/M BCe 3alyMiiaeMble KOMMNboTEPbl MPUCYTCTBYHOT B HEW U NOA4-
YMHeHbl cepBepamM 6e30MacHoOCTU.

Ons komnbloTepoB noa ynpasneHuem OC cemelicTtBa Linux onepaumun gobasneHus B
CcTpyKTYpy OY 1 noa4YMHeHuns cepsepaM 6€30MacHOCTN HeAOCTYMHbI A0 YcTaHoBkM MO
Secret Net LSP. lMocne ycraHoBku O 3T KOMMNbIOTEPbLI MOrYT y4yacTBOBaTb B Mpo-
Lecce pefakTupoBaHusa CTpykTypbl OY HapaBHe C ApyruMu.
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PegakTupoBaHue CTPYKTypbl ynpaBreHus

Ons peanusaumn OYHKUMA LEHTPanAM30BaHHOMO yrnpaBiieHns B COCTaBe CTPYKTYpbl
OY pomkHblI NpUCYTCTBOBaTb BCe MMelowmecs cepsepbl 6e3omacHoCTM U 3a-
Wwuaemble KoMnbloTepbl. Onepaunn gobasneHns obbekToB B CTpyKTypy OY 1 uc-
KJIIOYEHU A N3 HEE MOTYT BbINONHATLCA aBTOMaTUYECKU MPU YCTaHOBKE WU yAaneHnmn
MO cucrembl Secret Net Studio Ha komnbloTepax. MNpu HeobxoammocTn B LleHTpe
ynpaBfeHns MOXHO Bpy4dHylo A06aBUTb MM yaanuTb 06beKkTbl B CTpyKType. Ha-
npuMep, AN peanusaunm aBTOMATUYECKON yCTaHOBKM knmeHTckoro MO Secret Net
Studio nnu ana nogumMHeHns cepeepy 6€30MacHOCTN KOMMbIOTEPOB C YCTAHOB/IEHHbIM
MO Secret Net LSP, a Takxe ans permcrpaumu wnio3a, obecneuynBaiowlero B3a-
MMOAENCTBME C AOYEPHMM IECOM AOMEHOB 6e30MacHOCTH.

Ana peaakTMpoBaHUA CTPYKTYpbl OVY:

1. B HMXHeN YacTu naHenn HaBurauum (CneBa B OCHOBHOM OKHE) HaXXMUTE KHOMKY
"Hactporkn".

Ha skpaHe nosiBUTCA NaHesnb CPeACcTB HAaCTPOMKU U KOHMUTYPUPOBaHUS.
2. Haxmute kHonky "KoHdurypuposaHue".
Ha akpaHe noasuTcsa ananor Bblbopa pexnma peaakTMpoBaHUs.

(&) Secret Net Studio - o x

PepakTupoBaHue vepapxvi onepaTNBHOrO yrpasBaeHns

Pepakn vepapxan onep o Onepauiy, CBA3aHHLIE C PEAGKTMPOEAHAEN LNKO30B, MOAHKHEHAEM CEPEEPOE BE0NGCHOCTIA 1 GreHTOB ONEPATMBHOD YTIPABNEHHS.

PeakTMpoBaHne Nepapxu1 ONepaTMBHOTO YNpasaeHUA
Tekyllero neca GesonacHocTu

? is PE.U.BKTHDOEBHME Wepapxuu necos 6e3onacHoOCTH

Ormuera

3. BbibepuTe BapMaHT Npoao/HKEHMNS paboTbl:

e "PepakTmpoBaHMe uvepapxunm onepaTMBHOrO ynpaBneHus..." - eciam Tpe-
byeTcs NpUCTYNUTb K peaakTUpoBaHUI0 CTPYKTypbl OY Tekyliero neca 6es-
OMNacHoCTH.

Ha skpaHe nosiBUTCS AMasnor peaakTupoBaHusl CTpyKTypbl OY.
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() Secret Net Studio - [m] x

PeﬂaKTMPOBaHME Mepapxun onepaTtuBHOro ynpasaeHWA TeKyllero neca BesonacHocTH

TloaunHNTS. BuiepyTe capBep B Ne50M oK, BIEEPUTE MOAYHHASHEIE EMy CEPEEPH U ATEHTHI B NPABOM OKHE 1 HaxmuTe “ToaumHITS".
Bhisecti uz nogunHenms. BuiSepiTe CepEepE: 1M aTeNTE & IESOM OKME U MaXMUTE KHONKY “BaiBecTi s noAUMHERYS".

CrpykTypa cetn Cepeepsl bezonacHoctn u ceoboaHbIe areHTsl OY
& P U B OO T Busecruz noguvnenna ] +3 Bugensroece  Eb v (=]
Q Q

® & SNServforestbo

OTOBpaXcaTs KOMMBIaTEpS, YHETHAR 33MHCE KOTOPHX STIAMHEHE

Lobasut arexra Zawpute

TekyLasa cTpyKkTypa 06beKTOB YNnpaBneHus npeacrasiieHa B IeBOM YacTu ana-
nora. B npaBoi 4acTm — CNMCOK 3alinLLaeMbIX KOMMbIOTEPOB U CEPBEPOB
6e3o0nacHOCTH, AOCTYMHbIX ANS nogyMHeHus BbibpaHHOMy cepsepy. Cdop-
MUpYNTe CTPYKTYpy 06beKkToB (onmcaHue npouenyp CM. HUXE) U HaxMmuTte
KHOMKY "3aKkpbITb".

MpumeyaHue. Mpy HeOBXOANMOCTU MOXKHO (DUNBTPOBATH CIIMCKN OBBEKTOB, UCKMtOYas U3 0TOB-
paxeHnsi OBBLEKTbI ONpedeneHHbIX TUMOB. OuMbTpauus BbIMOMHAETCA C MOMOLYbIO CO-
OTBETCTBYIOLLMX 3NEMEHTOB Haf cnuckamn 06beKTOB (KHOMKW 1 None BBOAA CTPOKW CHMBOIOB
ANs noucka).

e "PepmakTupoBaHune mepapxmun necoB 6esonacHoCcTU" — 4yTObbl MepenTn K pa-
60Te CO CMMCKOM LW/30B ANS MOAK/YEHUS MOAYMHEHHbIX fecoB 6e3-
0OMacHoCTH.

Ha skpaHe nosiBUTCS cneayoLwnin auanor.

(@) Secret Net Studio - u] X

PefakTrpoBaHue nepapxum 1ecos 6e3onacHoCcTU

~+ AcBasvms

Wmn neca - Bpemn obrosncima va C6 - Monbsopatens - Wma cepacpa - Cospan wa CB

3akpsirs

[vanor coaep>XuT CNMCOK 3aperMcTpMpoBaHHbIX LLUO30B, AN15 KaXXA0ro U3 Ko-
TOpbIX YKasaH Habop ero napameTpoB. OTpeaakTUpPynTe CNMCOK LLUJIO30B (CM.
CcTp.156) 1 HaxkMnTe KHOMKY "3akpbITb".
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[lo6aBneHne 06GLEKTOB B CTPYKTYpPY

B LleHTpe ynpaBneHuss MOXHO fo6aBuTb B KadectBe obbekTa CcTpykTypbl QY ntobon
KOMMbIOTEP, 3aperucTrpnpoBaHHbIii B Active Directory.

MpumeyaHue. Peructpaums B Active Directory (BkntoueH1e B SOMEH) KOMMbIOTEPOB Nog ynpasneHnem OC
cemeiictaa Linux, 3awuiwaembix cpeactBom 3awutbl uHgopmaumm Secret Net LSP, ocywectensietcs
OTAENBHO NpU HACTPOiKe yaaneHHoro ynpasneHus. OnucaHue nocnesoBaTeNbHOCTY JENCTBUIA AN1s Ha-
CTPOVKM YAANEHHOro ynpaBneHus cM. B JokymeHTauum Secret Net LSP.

Ecnn gomeH 6e3onacHoctn cpopmmpoBaH Ha 6a3e BNOXEHHOro KoHTelHepa Active
Directory (B opraHnsauvnoHHOM noapasfaeneHunun), nepea gobaBneHneM B CTPYKTYpY
OY koMNbloTepbl CrieayeT NepeMecTuTb B 3TOT KOHTEMHEpP, UCMOSb3YS WTaTHble Cpea-
CTBa agMUHUCTppoBaHus AD.

Ans no6aBneHns KOMNbIOTEPOB:
1. Bbi30BUTe gnanor peaakTnpoBaHus CTpykTypbl OY (cMm. cTp.151).

2. Haxmute kHonky "[lo6aBnTb areHT".

Ha SKpaHe NoAaBUTCA Ananor c nepeyHeMm CBOﬁO,CI,HbIX KOMMNbOTEPOB N UMEKOLWNXCA
B CTPyKType OY KOpHeBbIX cepBepoB 6€30MacHOCTV B pacKpblBaloLWEMCS CrncKe
nons "Moa4mMHuTL BbibpaHHbIE KOMMbIOTEPLI cepBepy 6e3zonacHocTn".

() JoGaenenne arerros 2 O X

ﬂOGaB.‘]eHME areHToB OMNepPaTnBHOro ynpasiaeHWAa

BrifepuTe A0CTYNHBIE KOMNBIOTEPE! U3 CNWCKE.

Cnuncok AOCTYMHBIX KOMMBHOTEPOB

| Buigenuts Bce EEE = G *E E*
Q
v B tstforestbo v B pc10forestbe v B Veintaforestbo

v [ ADEN forestbo v B pc11forestbe v B WIN-10forestbo

v [ AntiBirusforestbo v [ SINOSforestbe v B WIN-12forestbo

v D DiPosiorestbe v B Senv-195orestbo v B Windows-10.forestbo
A I:I Desetz.forest.bo v I:I SNServ.forestbo  + I:I Windows-12 forest.bo
~ [ Desuforestbo v [ Tenforestbo v ) Windows8 forestbo

A I:I Diez.forest.bo v I:I Treinta.forestbo L4 I:I Workstation 1984.forest.bo

Moa4MHUTL BEIBpaHHbIE KOMNLIOTEPLI cepEepy BesonacHocTy:  He NoguMHATE -

Janee > Ommena

[vanor coaepXuT CNMCOK KOMMbIOTEPOB B KOHTEMHepe AD, He BXOASALLNX B CTPYK-
TYypy OY (paccmaTpuBaeTcsl KOHTelHep, Ha 6a3e KoToporo chopMmpoBaH AOMEH
6e30MacHOCTM TeKyLLLEro cepBepa).

MpumeyaHue. Cnmcok KOMNLIOTEPOB MOXeET BbiTb NPeACcTaBNEeH B NPOCTON U TabnnyHomn gopme ¢
MOMOLLIb0 COOTBETCTBYHLLMX KHOMOK, pacronoXeHHbIX Hag cnuckoMm. Mpu HeobX0AMMOCTH MOXHO
(hMnLTPOBATh CIUCOK, UCKITHOYAs N3 0TOBPaXEHUS OTKIOHEHHBIE YYETHBIE 3aMNUCK M/MNK He UMEIDLL e
B Ha3BaHWM 3aJaHHYI0 CTPOKY CMMBOMOB NYTEM YCTAHOBKM UM yaaneHus otmeTku B none "OTo0-
paxaTb KOMMBbOTEPbI, y4ETHAS 3aNNCh KOTOPbIX OTKIKOYEHA".

3. OTMeTbTe B CMUCKE KOMMbIOTEPbI, KOTOPbIE HY)XHO A06@BUTb B CTPYKTYPY.

4. YT106bl NOAYMHUNTBL KOMMNbIOTEPbI CepBepPy 6e30MacHOCTU, BbiGEpUTE UMS HYXXHOrO
cepsepa B none "Moa4mMHuTb BbibpaHHbIE KOMMbIOTEPLI cepBepy 6e3zonacHocTn".

MpumeyaHue. MogumHeHNE KOMMLIOTEPOB MOXHO BbINONHUTL NO3Xe (CM. CTP.156).

5. Haxmute kHonky "Bnepea".

Ha akpaHe nosiBuTCs anasnor s Bblbopa onepalmoHHON CUCTEMbI U BEPCUW MPO-
AykTa.
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(8 JoBasnenne arenros E O x

Bbibop onepaunoHHO| cMcTeMbl M BepCUK NPoAyKTa

BrifepuTe onepaunoHHyio CUCTEMY U BEPCVIO NPOAYKTE ANA YKE33HHLIX SreHTOS.

Cnuncok areHToB OI'IepaLLVIOHHaFl CUCTeMa 1 BepCcHAa NpoaykTa

= 1stforestbo ® . Arent Windows
- na Windows areHToE ocTynex 6I00p MMUEH3WA Ha CASAYIOWENM Ware.
mmy ADEN forest.bo

= AntiBirus.forestbo Arent Linux

Ana Linux areHToE gocTynes EeB0Op MMUEHSWA H3 CISAYIOWEM WaTe TONBKO And sepori Secret Net LSP 1.11wm
= D1FPOS forest.bo esiwe. [Ana ocTansHbix sepcuii npogykTa Secret Net LSP smifop Heaoctynen.
) BR Desetzforestbo Yiawute Bepcnto npoayKTa:
g = Desuforestbho Secret Net Studio 8.8 -
I:l = Diez.forest.ba
) BR PC-10forestba
) BR PC-11.forestbo
G BR STNOS forestbo
I:.l = Serv-19.forestbo
< Hazag [Aanee > Otmena

6. YKaxuTe TUN onepaLuoHHON CUCTEMbI, MOA YrpaB/ieHNeM KOTOpoi paboTatoT Bbl-
6paHHble KOMMbIOTEPbI, U BEPCUIO UCMOMb3YEMOro Ha HMUX MPOAYKTa.

BHumaHme! Heobxoammo KoppekTHO ykasaTb BepCuio NpoaykTa Ans AobaBnseMbix KOMNbOTEPOB. B
Clyyae HenmpaBUNbHO 3aJaHHOTO 3HaYeHUs cTabunbHoe YHKLMOHMpOBaHWE JOHaBMEHHbIX KOMMbHO-
TEPOB B KOHTYpE ynpaBneHus 6yaeT HeBO3MOXHO. B aToM cryyae noTpebyeTcs yaanuTb 1 3aHOBO [0-
6aBuTb 3TV 06BEKTBI B CTPYKTYPY OY.

7. Haxmute kHonky "Bnepea".

Ecnm ykasaH AreHT Windows, Ha akpaHe nosiBuTCs Agnanor Bblbopa NMueH3nin Ha
ncnosb3oBaHme KoMmnoHeHToB (noacncrem) Secret Net Studio Ha koMnbloTEpax.

(!} JoGaeneHue areHToe — O x

Bblbop NMUEH3MIA ANA areHToB

BribepyTe AMUEHIMK ANA JAWNTHEIX KOMNOHEHTOE M3 CIIMCKA AOCTYTIHBIX.
Hafop avuensnii cnpegenseT, kakne 3aWUTHLIE NOACHCTEME! By AT BKAIOHEHE! HA areHTax,

CnK1cok areHToB JIMLEHZMW ANA 2aULATHBIX KOMMOHEHTOE

Q = 1stforestbo basosan sawwra 100 3. (ocr. 99), go 31.12.2020, SC -

) BR ADEN.forestbo
[UCKpeLMOHHOE YNDaBAEHKME AOCTYTIOM

.
G && Antigirus forestbo
KomnonenT He GyaeT ycranosneH

) 58 D1P0Sforestbo
BapoaHAE AaHHbIX

e
LI &S Desuforestbo KomnoHeHT He BygeT ycTanosaeH

[ ] = Diez.forestbo

. KoHTpons ycTpoiicte 100 3k=. (ocT. 99), go 31.12.2020, SC -
D = DPServ.forestbo
g = S1MOS.forestbo . 3aMKHyTan NporpaMMHan cpeaa 100 3k3. (ocT. 99), go 31.12.2020, S5C -
D = SNServ.forestbo

. ManHomo4HOe ynpasaeHue A0CTynom 100 sk3. (ocT. 99), go 31.12.2020, SC -
:' = Ten.forestbo
[} = Treinta.forestbo B KonTpoas neuatn 100 3k3. (ocT. 99), go 31.12.2020, 5C -

< Hazag Bnepeg > Ortmenz

8. OTMeTbTe noacucTemsl, KoTopble 6yayT dyHKUNMOHWpPpOBaTb. AN ynpasieHuns ak-
TUBaumen nopcmcreMm (BK/IIOYEHUE U OTK/IOYEHME AEUCTBUA NULEH3UN) UC-
Nonb3ynTe 3/EMEHTbl YNpaBieHWUs, pacrnofioKeHHble CfieBa OT Ha3BaHUN
noacucreM. Ecnm Ha cepeepe 6e30MacHOCTM 3aperncTpupoBaHbl pasivyHbie n-
LeH3Mn Ans NOACUCTEMbI, BblbepuTe HYXHYIO JIMLEH3UI0 B PacKpblBalLLEMCH
cnucke.
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MoscHeHme. Moacuctema "bas3oBas 3awuTa" yctaHaBnMBaeTcs No ymonyaHuo. OctanbHble nog-
CMCTEMBI MOXHO YCTaHOBMTb M0 BbIOOPY.

9. HaxmuTe kHonky "Brepen".
Ha sakpaHe nosiBMTCS 3aBepLuatoLmMin gnarnor.

(8 JoBasnenue areqtos = m] *

3aBepLUEHHe ,D,OﬁaBﬂEHVIH areHToB

[na zasepwennn Aobaenenya areHToE HaxmuTe "JobasnTe"

Konnuecreo gobaenaemoix arentos: 21
Bepcna: Secret Net Studio 8.8
] = 1stforestbo

] = Serv-19.forestbo ] = Workstation1984.forest.bo

) B ADEN.forestbo
] = AntiBirus.forestbo
) B8 D1POS forestbo
I;I = Desetz.forestbo
G = Desu.forestbo

Q = Diez.forestbo

J = SNServ.forestbo
) BR Ten forestbo

J = Treinta.forestbo
[ = Veinta.forestbo
[ &R WIN-10forest bo

) BR WIN-12forestbo

] = PC-10.forestbo [ = Windows-10.forest.bo

] = PC-11.forestbo [ = Windows-12 forestbo

[ ] = STNOS forestbo 2 = Windows8 forest.bo

« Hazag Oobaewts Omuena

10.HaxmuTte kHonky "[obaButb".
Bbl6paHHble KOMNblOTepbl 6yayT Aob6aBneHbl B TEKyLL YO CTPYKTYypy OY.

YnpaBneHue OTHOLWEHNSAMU NOAYMHEHHOCTH B CTPYKType OY

B cTtpykType OY MOXHO WM3MEHSTb OTHOLWEHWS MogYMHEHUS Mexay cepBepamn 6e3-
OMacCHOCTM WAN MNOAYMHSATHL 3aliMLlaeMble KOMMbOTEpPbl ApyruMm cepBepam. [le-
penogynHeHne 06bLEKTOB (HanpuMep, Npu nepecMoTpe CETEBOWN CTPYKTypbl) TpebyeT
npeaBapuTeslbHOro BbiNOAHEHUS NpoLeaypbl BbiBOAA N3 NOAYMHEHUS 3TUX 06 bEKTOB
TeKkyLwmnM cepeepaM 6e30nacHoOCTU.

BbiBOA 06bEKTOB U3 NOQUMHEHMA

Mpwn BbiBOAE 06bEKTa U3 NOAYMHEHUS TEKYLLEMY cepBepy 6€30MacHOCTM 3TOT 06beKT
cTaHoBuTCA cBO6OAHBIM. CBOHBOAHLIN KOMMbIOTEP B AafibHenweM HeobxoanMo noa-
UNHUTb COOTBETCTBYOLWEMY cepBepy 6e3onacHocTM. Ecnm M3 nogumHeHus BbiBeAeH
cepeep 6e30MacHOCTM, 3TOT KOMMOHEHT MOXET NPOA0/HKAaTb PYHKLMOHMPOBATb B Ka-
YyecTBe He3aBMCMMOro obbeKkTa ynpasneHus.

Ans BbiBOAa 06bEKTOB U3 NOAYNHEHUSR:

1. Bbi30BUTe gnanor peaakTnpoBaHus CTpykTypbl OY (cMm. cTp.151).

2. B cnucke "CrpykTypa cetn" (cnesa) BblbepuTe 06bEKTbI, KOTOpblE HEOBX0AMMO
BbIBECTU U3 MOAYMHEHUS.

3. HaxmuTte kHoMKy "BbiBeCTn 13 nogunHeHmnsa". B nossuBLLIEMCA Avanore 3anpoca
NOATBEPANTE BbIMOSIHEHWNE Onepaumu.

Bbl6bpaHHble 06bekTbl 6yayT npeacTtaBfieHbl B CUCKe CBOHBOAHbBIX 06bEKTOB Mpwu
Bblbope cepBepa 6e30nacHOCTU.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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MopguumHeHue 061bEKTOB cepBepy 6e3onacHocTM

MoaYMHEHME HOBbIX 06bEKTOB cepBepy 6€30MacHOCTU BbIMOSIHSETCS M3 YMcia CBO-
604HbIX cepBepoB 6€30MacHOCTU U 3alLMLLAEMbIX KOMMNbIOTEPOB. ECIM HYXHbIN cep-
Bep 6€30NacHOCTN MM 3alLMLLAEMbIA KOMMNbIOTEP OTCYTCTBYET B CNMCKe CBOBOAHbIX
obbekToB, nepea nogyMHeHMeM HeobxoamMmo A06aBUTbL 06bEKT B CTPYKTYpy (CM.
cTp.153) nam BbIBECTU €ro U3 NogunMHeHus apyromy cepeepy 6esonacHocTu (CM. Bbl-
we).

Ana noguMHEeHUs 06beKToB:

1. Bbi30BUTE Agnanor peaakTnpoBaHus CTpykTypbl OY (cMm. cTp.151).

2. B cnucke "CrpykTtypa cetn" (cneBa) BbibepuTte cepBep 6e3omnacHocTu, B noa-
YMHEHME KOTOPOMY HeobxoaMMOo A06aBUTb HOBbIE 06EKTHI.

B npaBon uyactn pguanora 6ynet BbiBEOEH CMMCOK CBOGOAHLIX 3alUMLLAEMbIX
KOMMbIOTEPOB N KOPHEBbLIX CEPBEPOB, MMEKLLMXCS B CTPyKType OY.

3. B cnuncke o6beKTOB NpaBoit YacTu AManora OTMETbLTE KOMMbIOTEPbI, KOTOPbIE HYX-
HO MOAYMHUTL Bbi6paHHOMY cepBepy 6e30MacHOCTU. YTo6bl YCTaHOBUTL OTMETKM
[N BCEX D/IEMEHTOB CrUCKa, OTMEeTbTe nose "BblaennTb Bce", pacnofioKeHHoe
Hafl CMUCKOM.

4. HaxmuTte KHOMKy "MogumHuTh".

YpaneHue o6eKTOB U3 CTPYKTYpbl OY

Mpouenypy yaaneHus 3aliuiaeMbliX KOMNbIOTEPOB 13 CTPYKTYpbl OY B LieHTpe yripas-
NIeHNs cnepyeT BbiNOHATbL TONbKO B C/lyvyae HepaboTocnocobHOCTM KOMMNOHEHTOB Ha
3TUX KOMMblOTepax. Hanpumep, M3-3a HEKOPPEKTHOIO 3aBEpPLUEHUS NpoLEeaypbl yaa-
nenuns MO Secret Net Studio nam npmn HeobxoaMMOCTU NMepeHoca KOMMNbIOTEPA U3 04-
HOro goMeHa 6e3onacHocTu B gpyroin. Ecnu Tpebyetcs BpeMeHHO UCKIIUYUTb 06bEKT,
cneayeT BbiBECTU 3TOT 06bEKT M3 noayYnHeHus cepeepy 6e3onacHocTtu (cM. cTp.155),
yTObbI BNoCcneaAcTBMn 3aHOBO YCTAHOBUTb OTHOLWWEHUA NOAYNHEHUNA.

Ana ynaneHnsa o6beKToB:

1. Bbi3oBuTE Ananor pegaktupoBaHums cTpykTypbl OY (cM. cTp.151).

2. BbibepuTe 06beKTbl 4N15 yaaneHus B 1€BOM UM NPaBoOM CNUCKE.

3. HaxmuTe kHoMKy "YaaneHne obbekTa onepaTtMBHOIO yrnpasaeHus" Hag CrMCKOM,
B KOTOPOM Bbl6paHbl 06beKThI.

4. B nossuBLlIEeMCcsa agnanore 3arnpoca NoATBEPAMTE BbIMONHEHWE onepaumn.

anaBneHMe wi3amm

B 3ToM pexunme paboTbl MacTep KOHMUrypupoBaHus nossonset f4o6aBnsTb B CTPyK-
Typy OY Wnto3bl, USMEHATb UX UMEHA, YAANATb LWI03bl, @ TaKXXe co34aBaTh A1s LUJIO-
30B crneuwnasnbHbiii ¢dann KoHdpuUrypaummn, Heobxoammbli AN YCTAHOBKM LWJIO3a B
noAYMHEHHOM necy 6€30MacHOCTH.

Ho6asneHue wno3a

Mpun nobaBneHnn LWNO3a oNpeaensoTCa ero OCHOBHbIe MapaMeTpbl U CO34aeTcs cne-
LnanbHbIn daiin, Heobxoammbli gns ycrtaHoBku MO wto3a Ha foyepHeM cepBepe 6e3-
OMacHoCTH.
Ans po6aBneHuns wnrosa:
1. Bbi30BUTe gnanor pefakTmpoBaHMs cnumcka wio3os (cM. cTp.151).
2. HaxmuTte kHonky "dobaBuTb".

Ha akpaHe nosisuTcsa guanor gobasneHus wosa.
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(@) Secret Net Studio

,ﬂ,oﬁa BNleHWe HOBOTO WAK3a

Wma neca:

Wma cepsepa:

Wma nonesosarens:

MoaTEepxaeHWe Napons:

Daiin warosa:

Yrobe C¢0p“MpDBE1b AaHHbIE, HEGS}(O,\’JMMI:IE ANR PasEEPTHEdHWA POAM WAKD33 HE A0HEDHEM
Cepeepe SEEOI'IECHGCTH. 33NCAHWTE Nona:

MNapone:

MogumnHerHeA nec i

) NoBasnerve Wn03a MOXET 33HATS HEKOTOPOE BPEMA

CTmeHa

3. Bnonsax gnanora ykaxuTte napameTpbl 406aBASeMOro wik3a.
Mapametp OnucaHue
Uma neca Mog 3TMM MMeHeM B CTpykType OY 6yaer oTobpaxaTbCst KOpHEBOM

06BbEKT, COOTBETCTBYHOLLMI foHepHEMY siecy 6e30nacHOCTM. 3To UMs
B AanbHelLleM MOXHO 6yAeT U3MEHUTb

UmMmna cepBepa

DNS-nMsa komMnbloTepa ¢ Ao4YepHUM cepBepoM 6e30MacHOCTH, Ha
KOTOpOM 6yaAeT PyHKUMOHMPOBaTb AaHHbIN Wto3. TpebyeTcs
ykasaTtb nonHoe DNS-nms, Bkatovarowee nms gomeHa AD, Hanpumep,
SecServer.SecondDomain

Nmsa Nmsa cnyxebHoNM y4eTHOM 3anmncu nonb3oBaTesns, Heobxoaumon Ans

nonb3oBaTens opraHv3auum B3anMoAencTBMS AAaHHOro Wk3a N KOPHEBOro
cepsepa 6e3onacHocTu. Micnonb3oBaHMe 3TON YYETHON 3anmcu
OCYLLECTBNISIETCS B aBTOMaTUYECKOM pexXmnme

Maponp, BeBeaunTe 1 noBTOPUTE BBOA Mapons Ans yKazaHHOro rnosib3oBaTesns.

MoaTrBep)xpeHMe| 3anoMHMUTE 3TOT Naposib, Tak Kak ero notpebyeTcsa ykasaTb npu

napons ycTaHoske MO wnto3a Ha AoYepHeM cepBepe 6e30nacHOCTH

®dain wnrosa

Nma dainna, B KoTopoM 6yayT COXpaHeHbl napamMeTpbl AaHHOMo
wnto3a. ®ann notpebyercs npu yctaHoske MO wnto3a Ha o4YepHeM
cepBepe 6e30MacHoOCTU.

YT106bl CO3aaTb (paiisi, HAXXMUTE KHOMKY Crpasa OT Noss U yKaxXuTe
nms aina n ero MeECTonosIoXKeHne B NOSBMBLUEMCS CTaHAAPTHOM

aAvanore

4. Haxmute kHonky"lMpuMeHuTb".

HauHeTcs npouecc nobaBneHus LWwA03a, 3aHMMaKOWNMA HekoTopoe BpeMs. WH-
dopmaumsa o0 xome 3Toro npouecca otobpaxaeTcs B Buae coobLeHni B NaHenm co-
ObITUN CUCTEMBI. ,U,O)KLI,VITer €ro 3aBepueHnda n noasneHnsa B CricCKe LWJIH030B
HOBOro obbekTa. locne 3Toro B nepapxnyeckom cnmncke OY Takxe NosSBUTCS HO-
Bblli 06beKT — Nog06HO TOMY, KaK 3TO NOKa3aHOo Ha C/le4yHoLLEM PUCYHKE.

._ = @ KopHeso#

= E computer-3.TWinfo.Local

@I’IGAHMHEHHHH nec
;] computer-3.TWinfo.Local

5. HaxmuTte kHoMNKy"3akpbITh" B AManore pefakTmpoBaHMs CNMCKa LUIH030B.
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Mocne 3Toro MOXXHO NepenTn K yctaHoBke MO wo3a Ha AgoYyepHeM cepsepe 6e3-
OMNacHOCTMN U BbINO/IHUTb HaCTpO[/'IKy napaMeTpoB CUHXPOHU3auunn Ana AaHHOro
wnro3a (CM. Huxe).

PepakTupoBaHMe CNMCKa WIIO30B

PepakTnpoBaHue Crivcka Wo30B OCYLEeCTBSETCS C MOMOLLbIO CneayowmnX KHOMOK.

KHonka Onucanue

PenakTupoBatb| Bbi3biBaeT Ananor peaakTMpoBaHUa UMEHU Wto3a ANS BbIBpaHHOro B
CNUCKe 351eMeHTa. BHecuTe Hy>XXHbl U3MEHEHWNS U HAXKMUTE KHOMKY
"MpnMeHnTL". I3MeHeHne Apyrnx NapaMeTpoB LLI03a BO3MOXHO TONIbKO
nyTeM ero NoBTOPHOro CO3A4aHus.

Yaanutb YaanuTb BbI6paHHbIe W3bl U3 CNucka, U3 cTpykTypbl OY 1 n3 6asbl
AaHHbIX cepBepa 6e3onacHocTu. Mocne 3Toro AanbHelwee
MCNOSb30BaHME AaHHbIX LWAO30B 6yAeT HEBO3MOXHO.

[ns Bbi6opa HECKONTbKMX 3/1IEMEHTOB MCMOJTb3YNTE BMECTE C MbILLbHO
knasuwm "Shift" n "Ctrl".

Monyuntb MoBTOPHO co3AaTh A5 BbI6paHHOrO Wto3a cneumnanbHbli daitn ¢ ero
cdain wniosa | napamerpamu. B nosiBMBLIEMCS AManore HaXXMUTe KHOMKY Cripasa oT Mnons
W yKaXuTe nmsi aiina n ero MecTonosoXXeHne B CTaHAapTHOM Ananore

Hactpomnka napameTpoB CUHXPOHMU3aUUU

MapaMeTpbl CMHXPOHU3ALUWM LW03a OMNpeaensitoT O6beM M MEPUOANYHOCTb TMO-
JIYYEH U1 KOPHEBLIM CEPBEPOM MH(OPMALMK O COCTOAHUU 06BEKTOB YN paB/ieHUs B A0-
yepHeM iecy 6e3o0nacHOCTU. CUHXPOHM3ALUUS MOXET BbIMONHATLCS B ABYX PEXMUMAX:

. YacTnyHasa CMHXpOHU3auusa — obecneunBaeTr CUHXPOHU3ALUNIO TONIbKO TEX AdH-
HblX, KOTOpPbl€ NBMEHWNTMCb C MOMEHTA BbIMOJIHEHUA nocnegHemn CUHXPOHW3auunn,

L4 MonHas CUMHXPOHM3auUunsa — BbIMOJIHAETCA CMHXPOHU3auunsa BCEX 6e3 ucknoyeHns
OAHHbIX O COCTOAHUWN 06bEKTOB ynpaBneHu4.

[ANna HaCTPOKM NapaMeTpoB CUHXPOHU3ALUMN:

1. B UeHTpe ynpaeneHms B naHenn "KomnbtoTepbl" BblbepuTe o06bekT, co-
OTBETCTBYIOLMI HY>KHOMY AodepHeMy necy 6e3onacHOCTm (LW3y), A4S KOTOPoro
Heo6Xx0AMMO HaCTpPOUTb NapaMeTpbl CUHXPOHM3aLUun. BknounTe otobpaxkeHue na-
Henn CBOWCTB C MOMOLLbIO KOMaHAbl B KOHTEKCTHOM MeHI0 obbekTa. B naHenu
CBOWCTB NosiBMTCA BkNaaka "NHdopmaunsa".

WHOOPMALIMA

NHdopmaums o nece 6esonacHocTH

Hazeanme: MNoaqMHEHHEIR nec
Bpema oBHogneHua va Ch:
Monesosatens: twinfass

Appec wnkosa: computer-2.TWinfo.Local

YnpaBneHune CMHXpOHW3aumMen

3apaiiTe pacnucaHne CHHXPOHW3aLWA, A BINONHEHWA NPUHYAMTENBHOH CHHXPOHN3ALMA HaxmMnTe 'CHHXPOHN3MPOEaT

YactnuHan CAHXPOHW3aLUKMA
@ YacTvuHan CMHXPOHWIALNA NO PacIMCaHNo

Hauwnas ¢ 21.12.2019 6:00 kaxanie 5 : MIAHYT -
CHHXpOHWEMpOBaTE

MonHas cu HXPOHW3aUuMA

C’ Monnas CMHXPOHW3AUWA N0 pacnncaHyo

CHHXpOHWSMPOBaTL
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2. B rpynnax nonen "YactmuHasa cuHXpoHusauma" un "lMonHas cMHXpoHusaumns"
nepeeseamTe B HYXHOE MOJIOXKEHME BbIK/KOYaTENb, BKIOYAKOWMKA (NONoXeHne
"Bkn") nam OTKIOHaoLWMii COOTBETCTBYOLWWA PEXUM CUHXPOHMU3ALUN.

3. [ns BKAIOYEHHbIX PEXMMOB YKaXUTE AaTy Hayana BbIMOJHEHUS CUHXPOHU3aLMK
N ee NepNoANYHOCTb B HYXHbIX eANHNLAX U3MEHEHUS BPEMEHN.

4. [nsa coXpaHeHWUs N3MEHEHUN HaXMuTe KHOMKY "MpuMeHnTb" BHU3Y BKNaaku "UH-
dopmauma".

CoBert. Ecniv TpebyeTcst HeMeneHHO BbINONHUTL CUHXPOHWU3ALMIO B HY)XHOM PEXIME, UCTIONB3YNTE KHONM-
ku "CMHXpOHW3WpoBaTL" B COOTBETCTBYIOWIENH rpynne nonel. Kpome TOro, Ans BbIMOMHEHUS NpU-
HYAMTENBHON CUHXPOHU3ALMN MOXHO MUCMOMb30BaTh KOMaHAb! U3 NOAMEHI0 "flec” B KOHTEKCTHOM MEHH0
06BeKTa ynpaBneHus, COOTBETCTBYHLLEro o4epHEMY necy 6e3onacHoCTm.
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[naBa 14
HacTpounka napameTpoB 6e30nacHOCTHU

B Secret Net Studio peanusoBaHbl cneayowme GyHKUNM ynpaBaeHUs napaMeTpamm
6e3onacHocTK:

e HacTpoitka napamMeTpoB 6e30MacHOCT BPYyUYHYIO;
e nNpuMeHeHne napameTpos 6e3onacHoOCTU 13 WabnoHa;

MpumeyaHue. B Secret Net Studio umetotcs wabnoHsl napameTpos 6e30MacHOCTH, HACTPOEHHBIX B
COOTBETCTBUM C TpebOBaHWSIMI O 3aLLuUTe MHOPMALMM ANS PA3ANYHBIX MHEOPMALMOHHBIX CUCTEM.
Mepeyrn TpeboBaHMI NpuBeaeHb! Ha CTP.239.

e cospaHue WwabnoHa NnapaMeTpos 6€30MacHOCTY Mo NapaMeTpaM 06beKTa;

e CpaBHeHWe napaMeTpoB 6e30MacHOCTM 06beKTa C NnapaMeTpaMmn 6e30nacHoOCTU 13
wabnoHa.

Cnucku napamMmeTpoB Ge3onacHocTHn

YnpaeneHue napamMeTpamMm 6e30nacHOCTM ocyLLecTBiseTcs B naHenn "KomnbioTepbl"”.
BbibepuTe HY>XHbIlW 06bEKT B CTPYKTYpe yrnpasfieHns 1 BKAOUMTe oTobpaxeHue na-
Henn CBOMCTB 06bekTa OAHUM U3 cneayowmnx cnocobos:

.m. e HaxmuTe KHonky "CBolcTBa" Ha NaHenn B BEPXHEN YacTu OKHa;

e BbI30BUTE KOHTEKCTHOE MeHIo o6bekTa u Bblbepute komaHay "Ceorictea".
B naHenu cBoiicTB NnepenamTe Ha BkNagky "HacTporkun".

[Onsa ynpasneHnsa napametpamu 6e3onacHoCcTu BblbpaHHoOro obbekTa Heobxoammo 3a-
rpy3vTb napameTpbl. [11a 3TOro nepenamrte Ha BKNagky "HacTporku" mn HaxmuTe
KHOMKY "3arpy3nTtb HacTponku". Habop AOCTYNHbIX NapaMeTpoB 3aBUCUT OT TUMa Bbl-
6paHHoro obbvekTa. lMocne 3arpy3km napaMeTpoB A1 UX OBHOBMEHUS UCMONb3ynTe
KHOMKY "OB6HOBUTL" B BEPXHEWN YacTu BKIAAKU.

MpuMep coaep)xMMoro Bkaakm "HacTtponkun" npeacraB/iieH Ha pUCYHKE HUXe.

] & Crpyrypa O <> Crpyirypa AD & B Nec Bongenepauna - & ¢ @ Kevruposats ~ &5 Xypuanw v P, Komanas ~ Apxusnposatine ~

_ COCTORHME | HACTPORKM | WMHOOPMALIMA
= @opnesc g SNServ.forestbo
= @forestho

& sNserviorestbo & Webnomt ~
L Desetz forestbo
= NOANTNKA Ford 5
B BB i basoBasn 3aWmTa
A Easosan 3aumra
Broa s cucrenry () Bxoas cncremy Ayaur.,
Xypran
Teneeoe konuposarine @D Maxcrmanshsii nepuoa HeaxTisHocT 20 6rokAposkn o - Fuy
Kntoun nosssosarena sxpara Y'
Cnosswenie o Tpesorax
Kormpons RDP nogxnioueruii -
3anpeT ETOpYNHONO EXOAE & CHCTEM Bxntouns L
umE——— e Lt s cucrey me .
Noxanswas saumra
Auckpeunonrioe ynpasiente AocTynow (I Pecrus ma wseaie wgenmudiraropa He Broxposars |
3amupanue armsix
MonHOMOHHGE ynpaBAesite AGCTYNoN
3aukryTan nporpanmman cpeaa -
(P KonnecTso HeyaaqHEIX NONSITOK 2y TeHTMGHKALAN nonsTox Puy -

3aLMTE AMCKD 1 WHOPOBIHUE ABHHEIX

Ceresan 3awmta

(I Bpew 610K1poBKM MDY AOCTVOKEHMIA KONHUECTSS
Kowpons yerpoicrs HEYAGUHBIX MOMLITOK 3yTEHTUGHMKALMA

Kmurmmn mausra

MosicHeHue. Ha pucyHke 0603HaueHbl: 1 — obnacTb 0ToGpaxeHus napameTpos; 2 — obracTb ornae-
NeHms.
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HasHauyeHune anemMeHTOB NpMBeaeHo B Tabnuue Huxe.

O6nacrtb oTtobpaxeHnsa napamMeTpoB

MpeaHasHayeHa 419 NPOCMOTPa M HaCTPOlKM NapaMeTpoB 06beKToB. MapaMeTpbl
pacnpegeneHbl No rpynnam. Belbop rpynnbl C HY)XHbIMX NapaMeTpamMm OCYLLECTB/ISIETCS B
obnactu ornaeneHus

O6nacrb ornaBneHusn

MNpenHasHayeHa 414 BbIbOpa pa3aenos v rpynn aAnsa obnactu otobpaxeHns napameTpos.
OrnaeneHune COAEPXUT Cneayolme pasaenbl BEpXHEro ypoBHS:
e "Monutnkn" — obbeanHSET rpynnbl NApaMeTPOB A/ HACTPONKN PYHKLNOHUPOBAHUSA
MEXaHW3MOB 3aLUMTbl HA KOMMblOTEPaXx;
e "Pernctpaunsa cobbimnin" — obbeanHSET rpynnbl napaMeTpoB ANst HACTPONKK
perncTpaunm cobbITUin B NOKaNbHbIX XYpHanax;
e "MMapameTpbl" — 06beANHSET rpynnbl NapaMeTpoB AN HACTPOMKM 1 06 CNy>XMBaHUA
cepsepoB 6€30MacHOCTM 1 3alUMLLIAEMbIX KOMMbIOTEPOB

Obnactu oTobpaxkeHus pasgeneHbl Mexay cobon nepeasuraemMbiMmn rpaHuuamu. Mpum
HeobxoANMMOCTN MOXHO CKpbITb Kakyto-1mbo obnactb, nepeaBMHyB ee rpaHuuy. Ons
NpocMOTpa AaHHbIX B Kaxzaon o061act Mcnonb3yloTcs OTAeNbHble CpeacTBa Mnpo-
KPYTKMW.

CoxpaHeHue n3aMeHeHUn

CaenaHHble u3MeHeHus B LieHTpe ynpasieHus BCTYMaloT B CUIY NOC/IE COXpaHEHWs.
CoxpaHeHne M3MEeHEHMUII BO3MOXHO MPU aKTUBHOM CeaHce CBS3W C cepBepoM 6es-
onacHocTu. B npouecce paboTbl ¢ LIeHTpOM ynpaBneHus pekoMeHAyeTCst perynsipHo
COXPaHATb caenaHHble U3MEeHEH MU, UTobbl n36exaTb X NOTEepPU B Clydae paspbiBa Co-
eMHEHWS C CEpBEPOM.

Ona coxpaHeHus U3MEHEeHWI UCNonb3yhTe KHONKY "MpuMeHuTb" B HMXHEN yactu
BKkMaaku. KHoMKa NosiBASETCA NPy HAIMUYNM HECOXPAHEHHbIX U3MEHEHU.

YBenoMneHune o pesysibTatax BblMONHEHUSA AEeNCTBUS BbIBOAUTCS B NaHenu cobbiTui
CNCTEMDI.

HacTtpouka napameTpoB B pasgenax "Monutukn" n "Perucrpauus

coobITUN"

B pasgenax "Monntnkun" n "Permncrpaumns cobbitTnin" noapasaeneHuin n cepeepos 6e3-
OMNnacHOCTU NpeacTtaB/iEHbl MAapaMEeTPbl, KOTOPblE MPUMEHAKOTCA Ha KOMMbOTEPAx Mno-
CpeaCTBOM rpynnoBbiIX MNOAUTUK. [lapamMeTpbl MpeaHasHayeHbl Ans HaCTpOMKu
(YHKLNOHNPOBAHNSA MEXaHW3MOB 3aliMTbl U perucrpaunm cobbiTUii B SIOKaAbHbIX
XXYpHanax.

MapameTpbl pazgena "Monutukn"

MpumeyaHue. B gaHHoM pasgene npuBefeHbl nepeyHn napameTpos ans knneHTos ¢ OC cemelicTaa
Windows. Mepeunn napametpos ans knueHtoB ¢ OC cemeictBa Linux pasnuyatotcs. B LieHTpe ynpas-
NEHNs MOXHO HacTpouTh oTobpakeHne OC, noanepx1BaeMbIX rpynnoBbIMKA NONUTMKAMK (M. CTP.143).

B coctaB pazgena "MonnTukn" BXoaaT cneayrowme rpynnbl napaMeTpoB:

e rpynnbl 6a3oBoi 3awutbl ("Bxog B cuctemy", "XypHan", "TeHeBoe Ko-
nupoBaHue", "Knwoum nonb3osatens", "OnoselweHne o Tpesorax", "KoHTponb
RDP nogkntoueHnin", "AAMUHUCTPUPOBAHME CUCTEMbI 3aWnTbl") — o6beanHsIIT

napameTpbl hYHKLUNOHNPOBAHMA MeXaHM3MOB 6a30BO 3aLLUTbl K/IMEHTA;

e pynnbl 3awWuTbl JloKaabHbIX pecypcoB ("OMCKpeunoHHOe ynpasieHue fAo-
cTtynom", "3aTupaHune baHHbIX", "TToNHOMOYHOE ynpasneHuve
poctynom", "3aMKHyTas nporpammHas cpega", "3awuTa gucka n wudpoBaHue
AaHHbIX", "lMonHoaumckosoe wudpoBaHue", "XpaHeHuMe JdaHHbIX BOCCTa-
HoBNeHuna") — obbeanHAT napameTpbl OYHKULMOHMPOBAHUS MEXaHW3MOB Jl0-
KasbHOW 3alMTbl KIMEHTA;
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e [pynnbl 3aWnUTbl CETEBbIX NOoAKNOYEeHNI ("lepcoHanbHbIN MexXceTeBOW 3KpaH",
"ABTOpM3auusa ceTeBblX COeAMHEeHMn") — obbeauHAT napaMeTpbl (GYHK-
LMOHNPOBAHMNSA MEXAHM3MOB CETEBOM 3aLUUTbl KIMEHTA;

e rpynna "KoHTposnb YCTpOMUCTB" — coaepXuT napaMeTpbl GYHKLNOHMPOBaAHUS Me-
XaHW3MOB KOHTPO/IS MOAKIOUYEHUS N U3MEHEHUS YCTPONCTB U pa3rpaHuyeHuns ao-
CTyna K yCTponcTBawm;

e rpynna "KoHTponb nevatn" — coaepXuT napameTpbl AN HACTPOMKU MapKUPOBKHU
[OKYMEHTOB, TEHEBOrO KOMMpPOBaHMS, CMCKa UCNOMNb3yeMbIX NMPUHTEPOB U MO-
JINTUK NPsSIMOIA NeYyaTw;

e rpynna "AHTuBMPYC" — COOAEPXMUT MapaMeTpbl A1 HACTPOMKM MOCTOSIHHOW 3a-
LWKNTbI, PEXMMOB CKaHUPOBaHUS, CNNCKA UCKIIIOYEHUI N CKaHUpPOBaHUSA Mo pac-
nucaHuto;

e rpynna "ObHapyXeHune BTOPXEHUN" — CcoAepXWUT napameTpbl 415 HAaCTPONKU ae-
TEKTOPOB CETEBbIX aTaK U CUIHATYpPHbIX aHANN3aTopoB;

e rpynna "O6HoBneHMe" — coaep>XXUT NnapamMeTpbl aBTOMAaTUUECKOM MPoOBEPKN 06-
HOBJIEHWUIA @aHTUBUPYCHbIX 6a3 U Hasbl peLlaroLLMX NpaBu;

e rpynna "lMacnopt NMNO" — coaepXXnT NnapameTpbl HAcTporiku cbopa agaHHbIX CMNC no
pacnucaHunio, BblIbpaHHbIX KaTanoros 1 pacwmpeHus hanios.

CeepeHunsa o HaCTpOVI K& MEXaHN3MOB NpUBEAEHDbI B COOTBETCTBYOLWNX rnaBax.

Ecnm ana mMexaHusma npegyCcMOTpeHa BO3MOXHOCTb YrpaBfieHUs perucrpayuen co-
6bITNIA, MOXHO BbIMOMHUTL Mepexo4d K napaMeTpaMm B pasgene "Perncrpaums co-
6bITMN", OTHOCAWMMCA K 3TOMYy MexaHu3My. [na nepexoga K COOTBETCTBYHOLLEWN
rpynne napamMeTpoB permcrpalmn ncnonb3ymTe ccobiaky "AyamT..." B npaBon YacTu 3a-
rosioBKa rpynnbi.

MapameTpbl pazgena "Peructpaums coobiTun'

MapameTpbl pasgena "Perncrpauns cobbiTmin" npeaHasHayeHbl Ansi BKIOYEHUS U OT-
KIOYEHUS perncrpaunm onpegeneHHblx cobblTin B xypHane Secret Net Studio. MNMa-
paMeTpbl pacnpegeneHbl N0 rpynmnamM, COOTBETCTBYIOLWMM KaTeropmsam cobbiTUi.

Mopsaok NpUMeHeHUsi NapaMeTPOB Ha KOMNbHTepax

MpuMeHeHMe napaMeTpoB, 3aA4aHHbIX B pasgenax "MoamTtukn" n "Peruncrpauyms co-

6bITMN", OCYLLECTBAETCS Ha KOMMbIOTEPax B C/1IeAyoW e Noc/1eA0BaTeNbHOCTHU

1. [lapameTpbl, 3ajaHHble HenoCpeACTBEHHO A/ KOMMbloTepa (napameTpbl fo-
KanbHOW NONUTUKN).

2. [apaMeTpbl, 33flaHHblEe AN JIOMEHOB M OpPraHM3auUMOHHbIX MOoApasAeneHun, —
QHaNOrMYHO MEXaAHM3MY FpynnoBbIX NoNMTUK Windows cHavyana npuMeHsTCcs na-
paMeTpbl [OOMEHHbIX MOMUTUK W 3aTeM napaMeTpbl MNOMUTUK AOns  op-
raHW3alUNOHHbIX NoJApasaAeneHun.

3. [MapameTpbl, 3agaHHble AN CeEpBEPOB 6€3OI'IaCHOCTVI, — CHa4ana NnpuMeHATCAd Nna-
paMEeTpbl cepBepa, KOTOPOMY KOMMNbOTEPLI NOoAYMHEHBLI HEMNOCPEACTBEHHO, a 3a-
TEM BbILLECTOALLNX CEPBEPOB MO NEPAPXUN.

TakuM o06pa3oM, MapaMeTpbl MOAUTUK, 3aAaHHble A1 KOPHEBOro cepeepa 6es-
OMacHOCTU, UMEIOT HaMBbICLIWIA MPUOPUTET N MPUMEHSIOTCA Ha BCEX KOMMbIOTEpax,
KOTOpbl€ HaXx0AsATCA B HEMOCPEACTBEHHOM WJIM TPAH3UTUBHOM NMOAYMHEHWUN.

Mo ymonuaHuMio napameTpbl 3adaHbl TOMbKO B JIOKa/lbHOW nonuTuke. [ns
6oNblWINHCTBA NapaMeTpoB JIOKaJIbHON MOMUTUKUM U3MEHEHME 3Ha4YeHWI BO3MOXHO
KaK LeHTpanuM3oBaHHO B LleHTpe ynpaBneHus, Tak M JIOKaslbHO Ha 3alMLiaeMOM
KoMnbtoTepe. Mpn 3TOM N3MEHUTb B JIOKANIbHOM MONMTUKE 3HadeHue, 3ajaHHoe Mo-
JINTUKOWN ApYroro ypoBHS, HEBO3MOXHO. CBeAeHUS 0 NoNnTHKe, onpeaensaiowen 3Ha-
YeHMe NapameTpa, NpeacTaB/eHbl B JIOKasIbHOM NONNMTUKE B KOTOHKe "MCTOUHKNK" .
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Mpn MCNoNb30BaHMM HECKONbKMX cepBepoB 6e30nacHOCTU, eCiv pa3BepHyTa CTPyK-
Typa AoMeHoB 6e30nacHoCcTM Ha 6ase poaMTenbCKMX N BNIOXEHHbIX KOHTenHepos AD
(HanpuMep, oanH foMeH 6e30MacHOCTU MpeAcTaBsSieT BeCcb AoMeH AD, a apyrom —
BJIOXKEHHOE OpraHM3auMOoHHOEe noapasaeneHue B 3ToM fgoMeHe AD), AeiCTBYIOT Cre-
ayoune ocobeHHOCTN MPUMEHEHN S MAapaMEeTPOB NOINTUK:

napameTpbl NOIMTUK AOMEHOB WU OpraHW3aunOHHbIX Noapa3saefnieHnin, 3ajaHHble
npv NOAKNIOYEHMM NPOrpaMMbl K CepBepy B poaNTENbCKOM AoMeHe 6e3onacHoCTu,
He NPUMEHSAIOTCS Ha 3alMLaeMblX KOMNbOTEpPax, KOTOpble NOAYNMHEHbI CepBepy
Apyroro goMeHa 6e3ornacHoOCTK BO B/IOXXEHHOM KOHTelHepe Active Directory. Ans
3TMX KOMMbIOTEPOB MapaMeTpbl MOAUTUK AOMEHOB/OpraHu3auMoHHbIX Moapas-
AeneHnn HeobxoanMo 3agaTb MpW MOAK/IOYEHUWM Mporpammbl K cepsepy 6es-
OMacHOCTM BO BJIOXKEHHOM KOHTelHepe AD. To ecTb B KaxaoM JOMeHe
6e30nacHOCTM  MCNOMb3yKTCA oOTAeNbHble Habopbl napameTpoB 4Ana  Ao-
MeHOB/OpraHM3auMoHHbIX NOApa3aeneHnn;

napaMeTpbl NONMTUK ANA cepBepa 6e3onacHoOCTM ABASAKTCA YHUKallbHbIMW B npe-
Aenax neca AfoMeHoB 6e30nacHOCTU M MOryT 6bITb 3a4aHbl Npy NoAKAYeHUn Lien-
Tpa ynpaBneHUst Kak HenoCcpeaCTBEHHO K 3TOMy cCepBepy, Tak M K obbiM
cepBepaM B Apyrux gomeHax 6e3omnacHocTM (NMpyM HanMuMm COOTBETCTBYHOLLMX
npae). To eCTb napaMeTpbl NOAUTUK AN cepBepa 6e3onacHoctn 6yayT npea-
CTaB/nieHbl OAHUM Ha60pOM HEe3aBNCMMO OT TOIro, Kak OHU 6blnn 3adaHbl — Npn noa-
K/IIOYEHM W K 3TOMY CEPBEPY U/ K CEpBEpPaM ApPYrMX AOMeHOB 6e30nacHOCTHU.

Hactpowka napameTtpoB B pasgene "lMapameTpbl”

B pa3sgene "MapaMeTpbl" npeactasneHbl rpynmnbl NapaMeTpoB, MPUMEHSEMbIX Ha Bbl-
6paHHOM cepBepe 6e30MacHOCTM MK 3aLlMLLAEMOM KOMMblOTEpE.

MapameTpbl 06EKTOB MOryT 6bITb MPEACTAB/EHb! B CIEAYOLNX Fpynnax:

"CeTeBble HaCTpOMKKU" — COAEPXUT NapaMeTpbl CETEBbIX COEAMHEHUN NpU B3a-
MMOAECTBMN 06bEKTa C poaANTENbCKUM CEPBEPOM 6E30MacHOCTH;

"C6op xypHanos" — coAepXwWT napaMmeTpbl nepeadn s0KasbHbIX XYypHasnoB Ha
cepsep 6e3onacHocTH;

"KoHdurypauusa cepsepa" — coaepXuT nHdopmaumio o ceptudunkate cepsepa
6e30MacHOCTM M pacrnosioXXEeHNM BPEMEHHbIX (DainfioB U apXMBOB Ha CepBepe;

"ApXMBMpOBaHME >XYPHaNoB" — COAEPXMWT MNapamMeTpbl aBTOMaTM4YeCcKoro ap-
XVBUPOBAHWSA XXYPHANOB, XpaHAaLWmXxcs B 6a3e AaHHbIX cepeepa 6e30nacHoCTu;

"MouToBas paccbinika o TpeBorax" — COAEPXUT napamMeTpbl PacCbifIKU MOYTOBbIX
yBEAOMNEHNI MpWU perncrpaunm cobbiTUin TpeBOrM Ha MOAYMHEHHbIX KOMMbHO-
Tepax;

"MpueBunernn nonb3oBartenen" — cOAEPXMUT CMUCOK YYETHbIX 3anuMcen C npu-
BUnermsamu ansa pabotol ¢ LieHTpoM ynpasneHus;

"®unnbTp TpeBOr OT NOAYNMHEHHbIX CEPBEPOB" — COAEPXUT napaMeTpbl dUnbTpa-
UMW YBEOOMNEHMIN O COBbITMSIX TPEBOrM, MOCTynawLWmMX OT cepBepoB 6es-
OMNacHOCTU, KOTOpblE NoAYMHEHBI BbIGpaHHOMY cepBepy 6e30nacHOCTU;

"AyteHTudunkaumsa Windows" — coaepXXuT napameTp, onpeaensiowmii pexmm ao-
Bepus ayteHTudunkaumm Windows B soMeHe 6e30nacHOCTH;

BHumanme! Mapametp "AyteHtudmkaumus Windows" ssnsietcst rnobanbHbiM. Mpu M3MEHeHNM 3Ha-
YEHWs JaHHOTO NapameTpa Ha OfHOM CcepBepe De30MacHOCTM 3HaUEHEe CMEHMTCA Ha BCEX CEpBeEpax
BHYTPU loMeHa 6e3onacHocTy.

"YnpaBneHue TpacCMpoBKOM" — coaepXWT napameTpbl Tpaccmposkn pabotbl MO
cuctembl Secret Net Studio (cepsucHas dyHKUMS).

Habop napameTpoB, AOCTYMHbIX AN MPOCMOTPa U U3MEHEHWS, 3aBUCUT OT TUNa Bbl-
6paHHOro ans ynpaeneHuns obbekTa.
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MapameTpbl ceTeBbIX COeANHEHUN

YnpaBneHue napaMeTpamMm CeTeBbiX COeAMHEHWW ocyulecTtBnseTrca B rpynne "Ce-
TeBble HacTporkn". Mpynna npmucyTCcTBYeT nNpu Bbibope cepBepa 6e30nacHoOCTU Uu 3a-
L MLLIAeMOro KoOMNbloTepa.

MapaMeTpbl UCMOb3YIOTCA NPU YCTaHOB/IEHUU CETEBOIO COeAMHEHUS o6bekTa ¢ cep-
BEpoM 6e30MacHOCTU, KOTOPOMY MOAYMHEH AaHHbIM 06bekT. Ans kopHeBoro Cb Ha-
CTpoiika AaHHbIX MapaMeTpoB He TpebyeTcs.

CeTeBOe B3auMMogencTBME KOMMOHEHTOB cucteMmbl Secret Net Studio gaet onpe-
OENeHHY HarpysKy Ha KaHasbl CBSI3M. YCTOMUYMBOCTb CETEBbIX COEAMHEHUN U 3a-
TpaunmBaeMoe BpeMsi Ha nepeaavy AaHHbIX 3aBUCAT OT MPOMYCKHOM CMOCOB6HOCTU
cetn. Ecnm nponyckHasi cnocobHOCTb HU3Kas (HanpuMmep, Npu UCMOb30BaHUN MO-
OEMHOro coeaMHeHUs), BO3MOXHbI AMTeNbHble 3afepXXKWU MpU YCTaHOBMIEHUM CO-
eaHeHn n gaxe cbon Npu nepegaye AaHHbIX.

YTo6bl 06ecneunTb HopMasbHOEe (YHKLMOHUPOBAHWE CUCTEMbI Ha MEAJIEHHbIX Ka-
Hanax CBsi3W, aAMMHMUCTpaTopy 6e30MacHOCTU credyeT MnpoBepuTb M MpU Heob-
XOAMMOCTW OTKOPPEKTMPOBaTb MapaMeTpbl CETEBOro B3aMMOAENCTBUS O6bLEKTOB.
[aHHble napaMeTpbl ONpeaensiioT MHTEePBasbl BPEMEHW OXWUAAHWUS NMPU BbINOIHEHWM
ceTeBbIX 3aMpoCoB.

MpumeyaHue. CHU3MTL Harpysky Ha KaHamnbl CBSI3M MOXHO M [pyrumu cnocobamu. Hanpumep, no-
CPEACTBOM M3MEHEHUS NapaMETPOB CUHXPOHW3ALIMM 3aAaHMIA KOHTPOSS LLENOCTHOCTY, MO YMOMYaHMI0 Npu
MEHSIEMbIX Ha KOMMbKOTEPAX (CM. JOKYMEHT [2]).

AnAa HacTpolkKnM NnapaMeTpoB ceTeBbiX COeANHEHU:

1. B none "LWabnoHbl ceTeBblX HacTpoek" BbibepuTe HYXHbIN WabnoH Ana Ha-
CTPOMKM NapaMeTpoB CETEBOr0 B3aMMOLENCTBUSA. 3HAYEHMS OCTasIbHbIX NOMEN N3-
MEHSIOTCA aBTOMaTUYEeCKM B COOTBETCTBMM C BblbpaHHbIM WwabnoHoM. [lpu
HeobXoAMMOCTN 3HaYeHUs MOXHO OTpeAakTMpoBaTb BpYy4YHYK (onucaHue na-
paMeTpoB CM. Ha cTp.310).

2. Haxmute kHonky "MpnMeHUTL" B HUXHEN YacTn Bknagku "Hacrporiku".

I'Iapameprl nepega4vun nokanbHbIX XypHasoB

YnpaBneHue napameTpamMm nepenadn fnokasbHbIX XYpPHaNoB OCyLLEeCTBASAETCS B Fpyn-
ne "C6op xypHanos". pynna npucyTcTBYeT nNpu Bbibope cepsepa 6e30nacHoCTN nam
3allMLLaemMoro KomMnbetoTepa.

MapameTpbl cbopa foKanbHbIX XYpHanos, 3afaHHble Ana cepsepa 6e3onacHOCTH, OT-
HOCSITCS KO BCEM KOMMbIOTEPAM, KOTOPblE€ NOAYMHEHbI AaHHOMY cepBepy. [pu 3TOM Ha
OTAENbHbIX KOMMNbIOTEPAX MOXHO HACTPOUTb UHAMBUAYANIbHbIE MAapaMeTpbl, KOTOPbIe
6yayT nmeTb 6051ee BbICOKMIA MPUOPUTET MO CPAaBHEHMUIO C 3a4aHHbLIMM NapaMeTpamm
Ha cepsepe 6e30MacHoCcTu.

Conepxu1Moe NnoKasbHbIX XYPHaN0B 3aliMliiaeMblX KOMMbIOTEPOB A0/HKHO CBOEBpE-
MEHHO MOCTyMnaTb B LIEHTpaNM30BaHHble XypHanbl B 6a3e AaHHbIX cepBepa 6es-
OMacHOCTU. [AnuTenbHble nepepbiBbl B OTMPaBKe MOrYT MPUBECTU K NepenosiHeHuto
NIOKaSIbHbIX XXYPHANoB UM K Ype3MepHOi Harpyske Ha cepsep 6e30nacHoCcTV 1 Ka-
Haflbl CBA3W NpPU NONyYEHUM BOMbLLINX 06LEMOB AaHHbIX.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 6 4
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

YTobbl Mn3bexaTb nNpobneM, CBA3aHHbIX C HECBOEBPEMEHHOW Mepejayen AaHHbIX,
agMmHucTpaTopy 6esonacHoOCTM cnedyeT NpoBepuTb U NMpU HEObXOoAMMOCTU OTKOp-
peKTUpPOBaTb MaKCMMasibHbI pasMep XypHana CUCTEMbl 3aWWTbl U YC0BUA rMe-
pesanucn cobbiTnii (HacTpavBaeTca B pasgene "basosas 3awumTa" 4ong rpynnbl
napameTpoB "XypHan"), HacTpouTb NapameTpbl 1 pacnucaHue cbopa xxypHanos (Ha-
CcTpauBaeTcsa B pasgene "lMapameTpbl" anga rpynnel napametpos "C6op xxypHanos").
OTW napaMeTpbl 3a4al0T YCI0BMSA NS NepeAayn sIoKasbHbIX XYPHanos Ha cepeep 6e3-
OMacHOCTM W pacnucaHue 3anycka npouecca nepegauv. MapameTpbl cnegyeT Ha-
CTpOUTb TakmMM 06pa3oM, 4Tobbl, C OAHOW CTOPOHbI, MUHUMU3NPOBATb 3arpy>XEHHOCTb
CeTeBblX KaHaN0B B MMKOBble MOMEHTbI BpeMeHU (HanpuMep, B Havasne paboyero gHs
MW B 3anaHUpOBaHHOeE BpeMs 3arpy3ku 06HoBneHni N0 Ha KoMnbloTepax) 1, € apy-
rol CTOPOHbI, HE AOMNYCTUTb MEpPEnosIHEHNE XYPHANOB Ha 3alMULLAeMbIX KOMMbIO-
Tepax (Tak Kak npv nepernosiHeEHWU JIOKaNbHOro XypHana AOCTyn Mosb30BaTens K
KOMMbIOTEPY MOXET BbITb OrpaHUYeH).

[Ansa HacTpoiikn NapaMeTpoB Nepeaaym >XypHasos:

1. HacrpoiiTe 6a30Bble NapaMeTpbl B rpynne nonen "MponssoanTb c6op KypHanos":

e ecn 3anyck npouecca cbopa XXypHanoB AO/MKEH BbIMOMHATLCS NP KaXKA0M
MoAKJIIOYEHUN KOMMbIOTEPOB K cepBepy 6€30nacHOCTM, yCTaHOBUTE OTMETKY B
rnone "Mpu noaknto4YeHM areHTa K cepsepy 6e3onacHocTn";

e ecm Ha cepBep 6e3onacHOCTU HeobXx0aMMO nepeaaBaTh XypHanbl, 6M3kue kK
nepernosiHEHNO, YCTAaHOBMUTE OTMeTKY B nose "lNpu 3anonHeHnn XypHana Ha
80% un 6onee".

MoscHeHue. CucTema 3aLyUThI KOHTPONMPYET 3anONHEHWE MOKanbHOMO XypHana Ha KOMMbH-
TEpe 1 MHULMMPYET ero nepedady Ha cepsep, koraa TeKyLuit pasmep XypHana aocturHeT 80%
OT 3a7aHHOTO AMS HETO MaKCMMAaIbHO JOMYCTMMOrO pa3Mepa. Mepefaya ocyllecTBnsAeTcs nocne
nonyyeHns NOATBEPKAEHUS O TOTOBHOCTU cepBepa GesonacHocTW. Bo Bpems nukoBoW 3a-
rPYXEHHOCTY CepBepa Npuem nepenoHEHHOTO XypHara oTKNaablBaeTcs.

2. [lpn HeobXoAMMOCTM OTKIOUMTE LEeHTPanM3oBaHHbI cHOp >XypHasnoB onpe-
AeneHHbIX TUNOoB. [Ns 3Toro yaanmte OTMETKM B COOTBETCTBYIOLWMX NONSX rpymn-
nbl "BknounTtb B cbop cneayowmne xypHasnbl". LleHTpann3oBaHHbIN c60p MOXHO
OTK/IIOUNTL TOSIbKO AN WTaTHbIX XypHanos OC Windows, no3ToMy AaHHas BO3-
MOXXHOCTb HeAOCTynHa Npu HacTpolike NapamMeTpoB areHTOB Ha KOMMbtoTepax C
Secret Net LSP.

3. Ecnu Ttpebyetca ocTtaBnATb Ha KOMMbiOTEPax KOMMW COAEPXMMOrO NOKasibHbIX
XXYpHanoB nocne nepejayn Ha cepsep 6€30MacHOCTH, YCTaHOBUTE OTMETKY B nosne
"CoxpaHSTb KOMMW XYPHasnoB Ha 3alMLiaeMoM KoMNbloTepe".

MosicHeHue. Konum cofepx Moro okarbHbIX XypHaMOB COXPaHSIKTCS Ha KOMMbIOTEPE B evt-(hainax
B katanore %ProgramData%\Security Code\Secret Net Studio\Client\OmsAgentEvtCopy. ObpaboTka u
yaaneHue atux (*)aVIJ'IOB BbINONHAETCA aAAMUHUCTPATOPOM.

OYHKLMSA CO30aHWS KONWIA XypHANoB NpeaycMOTPeHa Ans yNpoLLeHUs AMarHOCTUKM BO3HUKAOLLNX
npobnem. B HopmansHOM pexume paboTbl AaHHas OYHKLMS LOMKHA BbITb OTKMOYEHA.

4. Ecnv 3anyck npolecca nepegaydn fIoKaabHbIX XYpPHanoB NOAKIHOYEHHbIX KOMMbIO-
TepoB JO/MKEH BbINONHATLCA B ONpeaefieHHble MOMEHTbl BPEMEHW, HACTporTe pac-
nucaHne cbopa XKypHanos. [Ond 3Toro BblbepuTe HYXHbIN pexuMm B
packpblBatoLemMcs cnmcke nons "PacnucaHue cébopa xypHanos":

MNMepuoanueckoe

3anyck npouecca nepeaqn XypHasnos OCYLUECTBNSIETCS YEPE3 PaBHbIE NPOMEXYTKU
BpeMeHu. MpoaoIKUTEIbHOCTb NMPOMEXYTKA 331aETCs B MUHYTaX, Yacax Uin AHsX.
PeXMM HauMHAET AeCTBOBATL C MOMEHTA HACTYM/1EHWNA onpeaeneHHON AaTbl U BpEMEHU.
Y106 bl yKazaTb APYroi MOMEHT Hauana AenCTBUA PEXNMA, Bbi6EpUTE CCbITKY C TEKYLUMM
3HaYeHMEM AaTbl U BDEMEHU M B MOSIBUBLLEMCS Ha SKPaHe AManore yKaXKute Hy)XXHble
3HayeHus

E>xeHepenbHoe
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3anyck npouecca nepesayv XypHasnoB OCYLLEeCTB/SIETCS B MOMEHTbl BpEMEHU, 3aAaHHble
pacnucaHueM. PacnuncaHuve npeacTasneHo B Buae Tabnuvubl. B cton6uax tabnumubl
nepeunciieHbl AHW Heflenu, a B CTpokax — Yachl. BeIbop BpeMeHM 3anycka npotecca
OCYLLECTBSIETCSA NOCPEACTBOM BblAENEHUSI COOTBETCTBYIOLLEN siueliku Tabnuubl.
[JeicTBue pacnvcaHunsa NOBTOPSIETCS eXeHeaenbHO

YT106bl OTKHOUMTL PEXMM Nepeaaym XypHanos No pacnucaHuio, BbibepuTte B pac-
KpblBalLWEeMCa cnucke 3HadeHne "He 3apaHo". Ecim pexum OTKAOYEH Ang 3a-
WwuwaeMoro KomnbetoTepa, 6yayT nNpUMMeEHATbCS NapaMeTpbl  pacnucaHus,
3a4aHHble ANs poanMTenbCcKoro obbekTa. YTobbl nepeiiTn K 3TMM napameTpam, Bbl-
6epute ccbiky "lMepeTn Ha AeNCTBYHOLEE pacnncaHue poauTenbCcKoro obbek-

Ta .

MpumeyaHue. MapameTpsbl pacnucaHus, 3afaHHble Ans cepeepa 6e30NacHOCTU, He NPUMEHSIIOTCS
Ha KOMNbOTepax ¢ MHANBUAYASbHO HACTPOEHHbLIMI PACTUCAHUSAMM NEPEeAAYM XypHAOB.

5. HaxmuTte kHonky "MpuMeHUTL" B HUXHEN YacTu BkNaakm "HacTtponkun".

MapameTpbl cepBepa

YnpaeneHue napameTpaMmu cepsepa ocylecrenserca B rpynne "KoHdurypauuns cep-
Bepa". [pynna npucyTCcTBYeT Npu Bblbope cepBepa 6€30MacHOCTU.

Ha cepBepe fomkeH 6bITb YCTaHOBNEH cepTudmkaTt ans obecrneyeHmst BOSMOXHOCTU
noaYNHEHMS areHToB. [py HanMuMmn KoppekTHoro ceptudukarta B none "Ceptndukar
cepBepa" oTobparkaeTcs ccbinika "YcTaHoBNeH", NO3BOMIAOLWANA Bbi3BaTb CTaHAAPTHOE
OKHO C NoApPOBHbIMU CBeAEHMSIMU O cepTUdMKaTe cepepa 6e30nacHoOCTy.

Mo ymonuaHuio Ans pasMeLleHUs KaTanoroB apxmBa W BpeMeHHbiX dannos, co-
3[aBaeMblX cepBepoM 6e30MacHOCTM, MCNONb3YKTCA SIOKanbHbIe Nanku B KaTasore
ycraHoBku MO cepsepa. MNpu HeobXoAMMOCTM MOXHO yKasaTb Apyrve nyTu pas-
MeleHus ¢alinos B none "PacnonoxeHue garnos Ha cepeepe” — AN 3Toro BBeauTe
NMOMHbIA NYyTb B COOTBETCTBYIOLLEM NOME U HAXMUTE KHOMNKY "MpUMEHUTL" B HUXHEN
yacTu Bkiagku "Hacrpoikn®.

MpumeyaHue. B cnyyae ncnorns3oBaHUs CETEBOMO NyTU HEOBXOAMMO HA KOMMLIOTEPE, T HAXOANUTCS Ce-
TEBOM pecypc, CTaHAapTHbIMM CPeACTBaMU NPeAoCTaBMTb NpaBa JOCTyna K nanke Ans y4eTHO 3anmcu
komnbloTepa cepBepa GesonacHocTu. pu 3TOM NpaBa JocTyna Apyrux yYeTHbIX 3anucei cregyeT orpa-
HW4MTb. HacTpoiika npaB [OCTyna OCYLIECTBNSIETCS B AMANOroBOM OKHE HACTPOMKM CBOWCTB Nanku Ha
Bknagkax "besonacHocTb (paspelueHns Ha AocTyn k nanke) u "[ocTtyn" (paspelleHus ans obuiero pe-
cypca). B cnnckax y4eTHbIX 3anucelt HyxHO [0OaBWTb YYeTHyl0 3anmuch KoMnbtoTepa cepsepa bes-
OMacHOCTM M NpU HACTpOiKe paspelueHuit Ha AOCTYN K Marnke HasHauuTb pa3spelleHus "YreHue" u
"3anucy", a Npu HacTpoiike paspeLueHnil 4ns obLyero pecypca — HasHaunTh paspelueHus "YteHue" u "Us-
MeHeHue".

I'Iapameprl dPXNBUPOBaHUA LIEHTPAJIU30BAHHbIX XYPHaNoB

YnpaBneHne napamMeTpaMu apxXMBUPOBAHUS LIEHTPasM30BaHHbIX >XYpPHasioB OCYy-
wecrensertca B rpynne "ApxnBmpoBaHue XypHasnos". [pynna NnpucyTCTBYET Npw Bbl-
6ope cepBepa 6e30MacHoOCTU.

MapameTpbl  3afjal0T  pacnucaHMe aBTOMATUMYECKOro  apXWBUPOBAHUS  LIeH-
TpanuM30BaHHbIX XYPHanoB. ApXUBUPOBaHUE NPUMEHSAETCS K 3aMM1CsiM XYypHasos, Ko-
TOpble MOCTYMNUAM OT NOAYMHEHHbIX 3aLlMLaeMbIX KOMMNbIOTEPOB U XpaHSATCS B H6ase
JaHHbIX cepBepa 6e30MacHoCTU.

C uenbto obecneyeHns COXpaHHOCTU MHMOPMaLMN cnegyeT NpPoBOAUTL perynspHoe
apxmBupoBaHme 6a3bl AgaHHbIX. B HekoTopbix Bepcmax CYB/ AeNCTBYOT OrpaHnyeHns
Ha obbeM 6a3 gaHHbIX. Eciv pa3mep 6a3bl NpeBbICUT OrpaHu4eHne, NoCTynaeHne Ho-
BOV MH{OpMauunmn byaeT HEBO3MOXHO A0 O4YNCTKM B,

Hapsay c obecneuyeHuneM coxpaHHOCTM WMHMOpPMaUUKM apxXuUBUMpPOBaHWE AAeT BO3-
MOXXHOCTb BbIBECTW 13 6a3bl JaHHbIX HeaKTyallbHble CBeAeHUS, YTOObl COKpaTUTbL Bpe-
M$S1 BbIMOSIHEHUS 3anpocoB K B/l. Mpyn HeobxoaMMOCTN NMpOCMOTPa CTapblX 3anucen o
cobbITNAX B LIeHTp ynpaBneHus MOXHO 3arpy3nTb Qaiiibl apXUBHbIX KOMUNA.
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ApPX1BUPOBAHME MOXET BbIMOMHATLCSA MO 3a4aHHOMY pacnucaHuio Ansi cepeepa 6es-
OMacHOCTM UM MO CreumnanbHol KoMaHae, A0CTYNHON B LleHTpe ynpasneHus.

[Ansa HacTpoiiku NnapamMeTpoB apXMBUPOBaHUA:

1. BbibepuTe B pacKpblBatoLWLEMCS CMUCKE HYXHbIA PEXUM:

NMepunoanyeckoe

3anyck npouecca apxXnMBMpOBaHUS OCYLLECTBISIETCS YEPE3 PaBHbIE NMPOMEXYTKM BPEMEHU.
MpoAoMKUTENBHOCTb NPOMEXYTKA 3a4a€ETCA B MUHYTaX, Yacax Uiau AHAX. Pexum
HauYMHaeT AeCTBOBaTb C MOMEHTa HacTynJIeHUs 3aaHHON AaTbl U BpeMeHU. YTobbl
yKasaTb APYroi MOMEHT Hayana AeliCTBUS peXxurMa, BbI6epuTe CCbUTKY C TEKYLLMM
3HaYeHMEeM aTbl U BDEMEHW U B MOSIBUBLLEMCS HAa SKpaHe AManore yKaxuTe HyXHble
3HayeHus

E>xeHepenbHoe

3anyck npouecca apxXnMBMpoBaHUs OCYLLECTBSIETCS B MOMEHTbI BpEMEHU, 3aAaHHble
pacnucaHveM. PacnucaHve npeacTaBneHo B BUuAe Tabnuvubl. B cton6uax Tabnumubl
nepeunciieHbl AHW Helenu, a B CTpokax — Yachl. Bbibop BpeMeHM 3anycka npotecca
OCYLLECTBSIETCA NOCPEACTBOM BblAENEHUSI COOTBETCTBYIOLLEN siueiiku Tabnuubl.
[eicTBne pacnmcaHuns NoBTOPSIETCS eXeHeaenbHO

YT06bl OTK/IIOUYNTL PEXUM aBTOMATUUYECKOro 3amnycka npouecca apXMBMpoBaHUS,
BblbepnTEe B pacKpbiBaloLWEMCS CMcKe 3HayeHne "He 3agaHo”.

2. HaxmuTte kHomMKy "MpuUMeHnTL" B HMXXHEN YyacTn Bknaaku "Hacrtporkn".

MapameTpbl paccbiNKM yBeAOMNEHUA O COObITUAX TPeBOrU

YnpaBneHve napamMeTpamMu paccbiiKn yBeAOMNeHUI O CcobbITUAX TpeBorn ocy-
wecrensertca B rpynne "lMoytoBas pacceisika o Tpesorax". Fpynna npmMcyTCTBYET Npu
Bbl6ope cepBepa 6e30nacHoOCTU.

Mpwn perncrpaunmn cobbiTUin TPEBOrM Ha 3aLLMLLAEMbIX KOMMbOTEPaX, MOAYMHEHHbIX
cepsepy 6e30MacHOCTM MM ero Noa4YMHEeHHbIM cepBepaM, cuctema Secret Net Studio
MOXET aBTOMaTM4YecKM oroBewaTb 06 3TOM OTBETCTBEHHbIX COTPyAHWMKOB. Ono-
BeLleHMe OCYLLECTB/ISETCS B BUAE YBEAOM/IEHW A, PacChllaeMblX MO 3/IEKTPOHHOM Mo-
yTe.

Paccbinika BbINOMHSAETCS MO CrneuMmanbHbiM MNpaBuaaMm, pacrnpegensmowmm  yse-
OOM/IEHNSA B 3aBUCMMOCTU OT MCTOYHWKOB perucrpaumun, Kateropum wuam Kogos Co-
6bITHN. B COOTBETCTBUM C 3afaHHbIMK MpaBuaaMm Ha cepeepe 6esonacHoctn byaer
BbINMOJHATLCA 06paboTka BCex 3aperncrpmpoBaHHbiX cobbITUA TpPeBOrn, CBEAEHUS O
KOTOpPbIX 6b1/IM MOyYEeHbl CEPBEPOM.

Hanpumep, MOXXHO HaCTPOUTb PacchbiiKy YBEAOMEHWN I CleayowmnM o6pasom:

e pu BO3HMKHOBEHWUM COBbITMIN TpeBorn kateropun "Bxoa/Bbixoa" yBeaoMneHus
HanpaBAsOTCA CUCTEMHOMY aAMUHUCTPATOPY;

e PV BO3HMKHOBEHWM COBLITUA TPEBOTM KaKoW-M60 KaTeropuu yBeaoMseHWus
HanpaBnsOTCA aAMMHUCTPaTopy 6€30NacHOCTM U ayaAnMTopy.
Ana HacTPOKM NapaMeTpoB NOYTOBOW PACCbUIKMU:

1. CdopMupyiiTe CNUCOK MpPaBWl PacchiikKK YBEAOMNIEHWUI. YnpaBneHue CrncKoMm
npaBu/ OCYLLIECTBISIETCS C MOMOLLbIO KHOMOK, PAaCro/IoXEeHHbIX MOJ CMUCKOM.

KHonka OnucaHue

PepakTupoBaTtb | Bbi3blBaeT AMasioroBoe OKHO A1l HACTPOMKN NapaMeTpoB Bbib paHHOro
npaesuna (CM. HUxe)

Oo6aButb [JobaBnseT HOBOE NpaBunI0 B CNNCOK. /19 HOBOro npasmnia
BbINOSTHAETCS HAaCTPOWKa NapaMeTpoB B MaI0rOBOM OKHE (CM. HUXeE)

Ypanutb YpanseT BblopaHHbIi 371€MEHT U3 CNUCKa

2. Bnone "MNo4TtoBbIN cepep" BBeanTe nMs unu IP-agpec no4ToBOro cepeepa, 4yepes
KOTOpbIN 6yAeT BbINONHATLCS pacchifika yBeaoMneHuii. B none "Mopt" ykaxuTe
HOMep nopTa Ans A0CTyna K cepeepy.
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3. B none "Ot koro" BeBeante, ecnu TpebyeTtcs, aapec 31eKTPOHHOW MOYTbl, Ha KO-
TOpbIN NonyvyaTenu yseaoMIeHU CMOryT HanpaBnsTb OTBETHbIe coobweHuns. Ha-
npumep, AnA 3TUX uUener MoxXeT ObiTb yKasaH aapec 3/eKTPOHHOW MNOuThI
agMMHuUcCTpaTopa 6e3onacHoCcTu.

4. lpn HeObXOANMMOCTM YKaXMUTe yUeTHble JaHHble Ans AOCTyMNa K MO4YTOBOMY cep-
Bepy. [lns 3Toro ycraHoBmMTe OTMETKY B noJse "Mcnonb3oBatb ayTeHTUdUMKaumw"
W B NOSIBUBLLEMCS OKHE BBEAMTE UMSI U Naposib Nosib30BaTens.

MpumeyaHue.

* [lapameTp "Mcnonb3oBaTb ayTeHTUdMKALMIO" LOCTYNEH AN HACTPOWKM TONBKO 15 CepBepa, K KO-
TOPOMY B JaHHbIA MOMEHT nogkmnioyeH LieHTp ynpaenexus.

¢ Tpu HEOBXOAMMOCTY U3MEHEHUS YYETHBIX JaHHbIX st JOCTYNa K NOYTOBOMY CEPBEPY HAXMUTE
KHOMKY "CMEHUTB MMS M Naponb NoMnb30BaTens" v BBEAUTE HOBbIE YYETHbIE AaHHbIE.

¢ [Ins NoBbILIEHNS 3aLLMLLEHHOCTI PEKOMEHAYETCS B KA4YeCTBE NONb30BaTensl, 0T NuLia KOTOpOro
OymeT paccbinka, ykasblBaTb OTAENBHO BbISENEHHYI0 TOCTEBYH) YYETHYHO 3aMNCh C MUHUMATBHBIM
Habopom npusmnernit B gomexe AD.

5. Haxmute kHonky "MpnMeHUTL" B HUXHEN YacTn Bknagku "Hacrporiku".

HacTtpoMka napamMeTpoB nNnpaBusia paccCbiJiIKM

Mpumep Ananorosoro okHa HaCTpOVIKM napaMeTpoB NpaBwusia pacCbl/IKM NpeacraBieH
Ha PUCYHKE HUNXE.

e
(M Pacceinka no Tpesoram >

Paccbinka no Tpesoram

Tpesora

WecTosHuk: SecretNet -

Kareropua: 2 v

Coberna: Mobeie -
Ecav B cnucke HeT HeoBXoAMMoil KaTeropuy, ENUWIMTE €€ KO4 &
crpoky. Ecan & cnncke Het neobxoaumore cobeimus, EnKwMTE ero
KO 4epes TouKy ¢ sanAToi: 1045; 2045, Yrobw sagate nobyto
KATETOPMIO MK COBLITUE, DCTABETE NONE MyCTHIM.

Pacceinka

Tema: Secret Net Studio. Pacceinka o Tpesorax.

Crmcok agpecatos:  securityadminl@domainname.ru; securityadminl@domainname.

Hononkurenthan MpHKPENAATE K MMCBMY XypHAaN Tpesor
MHBOPMALNA
Wnis npasuna: Mpasuno N2 ana cobeiThii TpEEOTM NpW BXOAE B CHCTEMY ‘

m OTMEH 2

Ana HaCTPOMKM NapaMeTpoB NpaBuUJia PacCbUIKKU:

1. Bnone "Umsa npaBuna" oTpeaakTUpymnTe nmsa Ans 31eMeHTa B CMCcKe npasui.
2. Brpynne nonen "TpeBora" HacTponTe NapaMeTpbl aHaAM3a cobbITUIA:

NcTOouHMK

CoAepXXUT UMt KOMMOHEHTa MU NOACUCTEMbI, KOTOPOE YKa3blBAaeTCs NPU perncTpaumm
CcOb6bITUI B KayecTBe NCTOYHMKA. BbibepnTe HY>XHbI MCTOYHUK

KaTteropus
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3. Brpynne nonen "Paccbinka" HacTpoiTe NnapaMeTpbl pacChblIKU YBEAOMIEHUN

© KOMMAHMA "KOA BE3OMACHOCTK"

CofepXXUT YMCNOBON KOA KaTeropmmn cobbiTnin. BoibepuTe Koa HYXXHOM KaTeropnmn us
pacKpbIBalOLLErocs Cnvcka uiun BBeanTe 3HaveHne BpyyHyto. Cnmucok KaTeropum,
AOCTYMHbIX A5 Bbl6opa, hOpMMPYETCS B 3aBUCMMOCTU OT YKa3aHHOro MCTOYHMKA

CobbiTus

Coaep>XuT uncnosble naeHTudunkaTopbl CobbITUI. BoibepuTte naeHTUMOUKaTOPbl HYXHbIX
COo6bITUIA N3 pacKpbIBaAIOLLErocs CNUCKa UK BBEAUTE 3HaYeHne Bpy4YHYto. Cnmncok
CcobbITUIA, AOCTYNHbIX A4Ns Bbibopa, popMMpyeTCsl B 3aBUCUMOCTU OT yKa3aHHOM
KaTeropmn. Heckonbko naeHTUdUKaATOPOB pas3aensatoTcs cumeonom ;"

MpumeyaHue. CBegeHns 0 COBLITUSIX MOKHO MOMYYUTb NPU NPOCMOTPE 3anuUceil KypHana cobbITuit
TpeBoru Ha Bknagke "Obuiee" (cMm. ¢Tp.207). cTouHMKM, KOABI KAaTEropuin N AEHTUMUKATOPBI CO-
OblTUiA  NpeacTaBneHbl, COOTBETCTBEHHO, B CREAYKLWMX nonsx BKnagku: "Mctoununk", "Koa
kateropumn" n "CobbiTne".

Tema

Conep>xuT CTpoKy, KoTopasi 6yaeT yKa3blBaTbCS B yBEAOMJIEHUSIX B Ka4eCTBe TEMbl
31eKTPOHHOro coobLweHns

Cnucok aapecartoB

CoAepXXUT CNUCOK 3/1EKTPOHHbIX aApecoB nosyyartenen yseaomneHnin. Heckonbko

A pECcoB pasAenaoTCcs CUMBOMIOM ";

AononHutenbHasa nHdopMmauma

Ecnv none copepxuT OTMETKY, YBeAOMIeHMs 6yayT coaepxXaTtb A4ONO/HUTENbHbIE
cBeAEeHMNSs 0 CObbITUSIX TPEBOMM (B BUAE NMPUKPEMIEHHbIX K MMCbMaM TEKCTOBbIX (haiinios).
[JelicTBne napamMeTpa pacnpoCTPaHSAETCS TONIbKO Ha KOMMbIOTEPbI, MOAYNHEHHbIE faHHOMY
cepBepy 6e3onacHocTh. CBeaeHns He 06aBNSOTCS B yBEAOMIEHMS O COObITUAX TPEBOIU,
Npou3oLWeaLWnX Ha 3aLLmMLIaeMbIX KOMMbOTepax TPaH3UTUBHOIO MOAYMHEHUS
(oTHOCAWMXCA K NOAUYNHEHHBIM CepBepam)

4. HaxmuTe KHoOMky "MpumMeHnTh".

MpuBunerun ansa pabotbl ¢ LieHTpoM ynpaBnexus

YnpaBneHue npMBUIErMsiMU Nnosib3oBaTtesnen Ans paboTbl ¢ LleHTpoM yrnpaBneHus ocy-

LecTBNsAeTca B rpynne napametpoB "lpuBunernu nonb3oBatenen’ HacTpoek cep-
Bepa 6e3onacHocCTu.

Monb3oBaTensm v rpynnamM nonb3oBartenen MOryT 6bITb Ha3HauYeHbI cnegyouwmne npu-
BUNErnn:

"MMpocMoTp MHpopMaumn" — npusBunerns Ans NOAKNIOYEeHUs K cepsepy 6es-
OMacHOCTX M NpocMoTpa MHMOPMaUnn, NOCTPOEHUSA OTYETOB, MPOCMOTPa CNMCKa
KapaHTWHa aHTUBUPYCa;

"PepakTMpoBaHMe Mepapxum M napaMeTpoB 06bekToB" — npuBunerus ans pe-
AaKTUpoBaHUS KOH@Urypaumm ob6beKkToB 1 ynpaBieHus napameTpaMum B pasgesne
"MapameTpbl";

"BbInonHeHMEe onepaTuBHbIX KOMaHA" — MpUBWIErns Ha BbIMOSIHEHNE KOMaHA
OnepaTMBHOrO yrNpaB/ieHus;

"PenakTMpoBaHue NoMTUK" — NpUBUNErns Ans ynpasfieHUs NapaMeTpaMu B pas-
aenax "Monutukn" n "Perncrpaymsa cobbitnin';

"KButnpoBaHue coobuieHunin o TpeBorax" — npueuaernsa Ha BbIMOSIHEHNE KOMaHA
KBUTUPOBaHUSA cobblTUN TPEBOIU;

"C6bop »ypHanoB No KoMaHAe" — MNpuMBUIETNSA Ha BbINOJIHEHWE BHEOUYEPEOHOWN
nepesayn fIoKasbHbIX XYPHaN0B KOMMbIOTEPOB;

"ApX1BUpPOBaHWE/BOCCTAHOBNIEHME XYPHANOB" — MNPUBWUIErNUSA HA BbINONHEHNE
npouenyp apxvMBnpoBaHMS NN BOCCTAHOBIEHUS LLEHTPasIM30BaHHbIX XXYpPHasoB;
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e "3arpyska CINC u3 cdarnna" — npusmnernsa Ha BbiNoSIHEHWE KOMaHAbl 3arpysku B
6a3y cepsepa 6e3onacHOCTM CobpaHHbIX CBEAEHUN O COCTOSAHWUW MPOrpaMMHOM
cpeabl KOMMNbIOTEPA;

o "YrBepxaeHue nacrnopta MNO" — npusBunernsa Ha BbINOMHEHME KOMaHAbl yTBep-
XAEHWS NpoeKkTa nacnopTta B KayecTBe TeKyLero nacnopra KOMNboTepa;

e "CuHxpoHu3auusa 6a3bl gaHHbIX nacnoptos MNO" — npuBuaernsa Ha BbiNONHEHNE
KOMaHAbl CUHXPOHM3aLunM CBEAEHUN O NacrnopTax, pacrnosioKeHHbIX Ha cepeepe
6e3sonacHocTu;

e "YpaneHue nacnopta MNO" — npusBmnervs Ha BbiINOSHEHWE KOMaHAbl yAaneHus

MacrnopToB, KPOME TEKYLLLEro yTBEPXAEHHOro NacnopTa;

e "AOMUHWUCTPUPOBaAHWE CUCTEMbI 3aWUTbl" — npuBuaerna ons ynpasneHus na-
paMeTpamMm MexaHM3Ma camMo3aLmThl.

Mo yMonyaHWio BCe MepeydncnieHHble NMpUBUAErMN NPeAoCTaBIEHbl MOSb30BaTENAM,
BXOASLWMM B rpynny aAMMHUCTPaTOPOB AoMeHa 6e3onacHoCTU. MNpn HeobXxoanMoCcTum
NpUBMIErMN MOXHO HA3HAUNTb U APYTUM YUYETHbIM 3anMCsM, UCKoYas NpUBUIIErUtO
"PepakTMpoBaHMe nepapxmmn n napameTpoB o6bekToB" — AaHHas NpuBuaerns B 0bs-
3aTesIbHOM nopsiAke NpefocTaBsieTCs TObKO ANs Fpynnbl aAMUHUCTPATOPOB AOMEHA
6e3onacHocTy.

Onsa npeaocraBsieHun npuBuneruﬁ:

1. CdopmMumpyiiTe CnMcok nosib3oBaTesien U rpynn, KOTopbiM HeobxoaMMmo npeno-
CTaBuTb npusunernn. Ons pobaBneHus wn ypaneHMst y4deTHbIX 3anmcen wuc-
MosIb3ynTe KHOMKW Mog CIMCKOM.

2. lMpepocraBbTe HeobxoanMble npuBUIErMn Yy4deTHbIM 3anucaMm. [na npego-
CTaBneHUAa npunsunernun Bbl6epMTe YYETHYHIO 3anncCb N YCTAHOBUTE OTMETKY pPAAOM
C Ha3BaHWeM npusuneruun. YganeHne oTMETKU OTMEHSET rnpeaocTtaBfieHne npu-
BUNErnn.

Oco6eHHOCTV NpeAoCTaBNeHMSA NPUBUIIETUIA:

¢ [pueunerus "MpocmoTp UHOPMaLMK" Ha3Ha4aeTCs aBTOMATUYECKN 4151 BCEX YHETHbIX 3anucen,
npeLcTaBeHHbIX B cncke "Mons3oBaTtenm 1 rpynnbl”.

o [pusunerus "PefakTupoBaHue vepapxum u napametpoB 06BEKTOB" HE MOXET ObiTb npeno-
cTaBneHa AobaBneHHbIM y4eTHbIM 3anucam.

* Yrobbl pegakTMpoBaTh nNapameTpbl rpynnbl 3alluThl CETEBLIX NOAKMIOYEHUIA B pa3gene "lo-
nUTUKK", NONb30BATENH JOMKHBI 6bITb NPEAOCTaBNEHbI NpUBMAErMKM "PegakTupoBaHue NonuTuK"
1 "PegakTupoBaHue nepapxuv 1 napametpos 00beKTOB". B CBA3M C 3TUM peaakTupoBaHue yka-
3aHHbIX NapameTpoB AOCTYMHO TOMBKO AN1S NOMb30BaTenen rpynmnbl agMUHUCTPATOPOB JOMEHA
HesonacHocTy.

3. HaxmuTte kHonky "lMpMMeHnUTL" B HMXXHEW YacTn Bknaaku "Hacrtponku”.

MapameTpbl hunbTPa yBe4OMNEHUN O COOLITUAX TPEBOMM Ha
noa4YuHeHHbIX Cb

B rpynne "®unbTp TpeBOr oT NOAYMHEHHbIX CEPBEPOB" OCYLLECTBMASETCA YNpaBieHue
dunbTpaumert cobblTUin TPEBOrM AS1S OrpaHUYEeHUS NOCTYNaloWNX yBeAOMIEHUN OT
3alMLLaEeMblX KOMMNbIOTEPOB CNEAYIOLMX YPOBHEN NOAYMHEHUNS (MOAYNHEHHbIX Cep-
BepoB 6e3onacHocTu). [pynna npucyTcTBYeT npu Bbibope cepBepa 6e30nacHoCcTy.

3a cyeT NCnonb3oBaHMsA PUAbTPa MOXHO COKpPaTUTb ceTeBoM Tpaduk n obecneunTb
NMocTynaeHune yBeaoMIEHWNI TONbKO O BaXHbIX AN aAMUHUCTpaTopa cobbiTuaX.
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MpumeyaHue. Mpu HacTpoike NnapamMeTpoB NONUTHK (cM. CTP.161) MoxHO 3apaTh napameTp "®PunbTp Tpe-
Bor" B rpynne "OnoBeLyeHne o Tpesorax'. ITOT NapameTp OrpaHUYMBaET nepegady yBegOMNEHU He-
MOCPEACTBEHHO Ha 3all/LLiaeMbIX KOMNbloTepax. Takum 0bpa3om, CpeacTBa ynpaBneHus unsTpaume
CODbITUI TPEBOTM MOXHO MCMOMb30BATh OTAEMbHO ANS 3aliMLiaeMbiX KOMMBIOTEPOB W CEPBEPOB. 3TO
no3BonsieT, Hanpumep, 3aAaTb pasHbie napameTpbl (UNLTPaLMK A4S KOMNBIOTEPOB, NOAYMHEHHBIX Cep-
Bepy 6€30MacHOCTU HUXHETO YPOBHS (B pasaene "MonuTuku"), v Ans cepeepa BEPXHErO YPOBHS (B pas-
pene "MapameTpbl"). B 3TUX yCroBUSIX Ha CEPBEPE HUKHETO YPOBHS YBELOMIEHUS O COOBITUSX TPEBOTU HA
KomnbloTepax byayT 0T(UNLTPOBAHbI MO OAHUM KPUTEPUSIM, @ Ha CEpBEPE BEPXHETO YPOBHS COBbLITUS OT
TEX e KOMMbIOTEPOB — MO APYrUM Kputepuam. B LieHTpe ynpasneHus Konu4ecTBO NOCTynatLLmx yee-
[OMNeHNi ByaeT 3aBMCETb OT TOTO, K KaKOMY CEpBEPY BbIMOHEHO NOAKIIOYEHNE.

Hwxe paccmaTtpuBaeTcs npoLeaypa HacTporku unbTpaLni yBegomneHun B rpynne "®unbtp Tpesor ot
noguMHeHHbIX cepBepoB” pasgena "MapameTtpol”. Hactpoika dpunstpaumm B pasgene "Monutukn" (rpynna
"OnoBeLLeHne 0 TpeBorax") OCyLLeCTBASETCS aHaMOTMYHO.

dOunbTpaumsa BbINOSHAETCA NO CAMUCKY NpasBui. B npaBunax ykasbiBalTCA YCNOBUA
Ana COAeEP>XXMMOro nonew B 3anncsx XypHanoB.

Cnuncok npasui MOXHO popMnpoBaTh npu paboTe B rpynne "®uabTp TpeBor OT NOA4-
UNHEHHbIX CepBepoB" WM C MOMOLLLIO CPeACTB naHenn cobblTUM CUCTeMbl (CM.
cTp.194).

Ansa HacTpokn dunbTpaumm cobbiTuili TpeBOru:

1. Bbibepute pexnM @yHKUMOHMPOBaHUSA punbTpa. 18 3TOro yCTaHOBUTE OTMETKY
B HY>XXHOM rosne:

e "He nponyckaTtb Ha cepsep cobblTus 13 npasmn" — GUNbTP He NponyckaeT
yBeaoMieHns o cobblTUSX TPEBOIrM, KOTOPbIE YAOBNETBOPSAIOT YC/I0BMSM B Nnpa-
BUnax dunbTpaumu;

¢ "MponyckaTb Ha cepBep TO/IbKO COBbITUSA U3 MPaBUI" — UHBEPCHbIA PEXUM,
Npu KOTOPOM UNBLTP NPONyCcKaeT yBeAOMNEHUS TONIbKO O COBbITUAX TPEBOIM,
COOTBETCTBYIOLNX MNpaBuiaM U3 CNmcka.

BHumaHme! He BkntouaitTe MHBEPCHbIN PEXMM NpU NYCTOM ciucke npasun. Have punstp He byget
nponyckaTb Bce cobbiTus Tpesoru. Pexum "MponyckaTb Ha cepaep TOMbKO COObITMSA 13 NpaBun” Le-
necoobpasHo ucnonb3oBaTh, ecnu TpebyeTcs nponyckaTb nocTynatwlwme ysegomneHus ob onpe-
AeneHHbIX cobbiTusX, a octanbHble — 6nokupoBaTth. [ng atoro HeobxoaMmo cosgaTh npaBuna,
ONWCbIBaIOLLME TaKMe COBbITUS.

2. CdopMupyinTe CNnMcok npasus GpunbTpaLum. YnpasneHue crnuckoM npasBus ocy-
LLLeCTB/IAAETCA C MOMOLLbI0 KHOMOK, PAcrofnoXeHHbIX Mo CMIUCKOM.

KHonka OnucaHue

PepakTupoBaTb | Bbi3blBaeT AMasioroBoe OKHO A1 HACTPOMKN NapaMeTpoB BbiIb paHHOro
npasuna (CM. HUxe)

Oo6aButb [obaBnseT HOBOE NpaBunI0 B CNMCOK. /1 HOBOro npasmna
BbINOSTHAETCS HAacCTpoWKa NapaMeTpoB B MaI0rOBOM OKHe (CM. HUXe)

Ypanutb YpanseT BblopaHHbI 3/1EMEHT U3 CNKUCKa

3. HaxmuTte kHonKy "MpUMeHUTL" B HMXXHEW YacTn Bknaaku "Hacrtpornku”.

Hacrtpouka napamerpos npasuna punsTpaumm

MpyMep AManoroBoro OKHa HACTPOWKWM MapaMeTpoB MpaBwuia (uibTpauuu npea-
CTaBJIEH Ha PUCYHKE HUXeE.
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(8 Mpasuno duneTpaumn X

Mpaswno punbTpaumu

Werourme: SecretNet -
Kareropus: 3 -

Cobeitua: 1273, 1275 -

Ecnu & cnimcke HeT HeoBXOAMMONA KATEropWUN, BNMILMTE €2 KOA B CTPOKY.
Ecau s cnmcke HeT HeoBxoAMMOre coBeITaA, BNVLLKTE 70 KOA Yepes
Touky ¢ sanatoi: 1045; 2045, Yrobel 3a4ate ntoSyro KaTEropurioc wan
coSuiTUE, OCTAELTE NONE MYCTHIM.

Wwa npasuna: | [pasino N22 ana cobemiii TpeBort NoAHOMOUHOTD YNPAENEHMA A0CT

MpumetuTs Ctmena

Ana HacTpoiik1M NapaMeTpoB NpaBuna ¢punbTpauum:

1. Bnone "VMa npasBuna" oTpefakTMpynTe UMsa Ansa 3/1eMEHTa B CNMCKE NpasBuil.
2. HacrpoliTe napaMeTpbl aHanm3a cobbITUA.

NcTOouHMK

Coaep>XUT UMsi KOMMOHEHTa UM MNOACUCTEMbI, KOTOPOE YKa3bIBaeTCsl NpW pernctpaumm
Ccob6bITUIA B KaUecTBE NCTOUYHMKA. BbibepnTe HY>XHbI MCTOYHUK

KaTteropus

CoAepXXUT UMCNOBON KOA KaTeropmmn cobbiTnin. BeibepuTe ko4 HY>XXHOWM KaTteropnmn us
pacKpblBaloLLErocs CNMUCKa Un BBEAUTE 3HaYeHne Bpy4Hyto. Cnncok KaTeropui,
AOCTYNHbIX ANs Bbi6opa, GOpMMPYETCS B 3aBUCMMOCTU OT YKa3aHHOro MCTOYHMKA

CobbiTusa

Coaep>XuUT uncnosble naeHTUdPuUKaTopbl CO6bITUIA. Bbibepnte naeHTUHUKaTOPbI HY>XHbIX
CO6bITUIA U3 pacKpbIBAKOLLErOCs CNUCKa UK BBEAUTE 3HaYeHne Bpy4Hyto. Cnncok
CcobbITUI, AOCTYMHbIX AN BbI6Oopa, GOPMMPYETCS B 3aBUCUMOCTU OT YKa3aHHON
KaTeropmn. Heckonbko naeHTMdUKaTopoB pas3aenstoTcs cumponom ;"

MpumeyaHue. CBegeHns 0 COBLITUSX MOKHO MOMYYUTH NPU NPOCMOTPE 3anuUCei XKypHana cobbITuii
TpeBoru Ha Bknagke "Obwee" (cm. ¢Tp.207). UcTouHMKM, KOkl KaTeropuit U uaeHTUdUKaTopbl Co-
ObITUA  NpeacTaBmeHbl, COOTBETCTBEHHO, B Credylowux nonsx Bknagku: "Victounuk", "Kog
kaTeropun" n "CobbiTne".

3. Haxmunte KHonky "lMpuMeHnTb".

MapameTpsbl TpaccupoBkm MO cuctemobl Secret Net Studio

LleHTp ynpaBneHusl NpeaocTaBnseT BO3MOXHOCTb LLeHTPaIM30BaHHOMO BKJIKOUYEHUS U
HaCTpPOMKW MapaMeTpoB TPacCMPOBKM — CEpPBUCHOM QYHKUMKM ansg cbopa WH-
dopmaumm o pabote cncrembl Secret Net Studio. Mpun TpaccnmpoBke OCyLLEeCTBASETCA
3anmMcb B cneuuanbHble dainbl cyXebHbiX AaHHbIX 0 QYHKUMOHUPOBAHUM MNpO-
rpaMMHbIX MoAynel. DT AaHHble HeobXoAuMbl AN AMarHOCTUKU BO3HUKHOBEHMUS
C60MHbIX UK OWINBOYHBIX CUTYaLUNA.
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© KOMMAHMA "KOA BE3OMACHOCTK"

MapameTpbl TPAaCCMpPOBKKN BXOAAT B rpynny "YnpasneHue TpaccupoBkon", kotTopas Ao-
CTynHa npw Bblbope cepeepa 6e30nacHOCTM UM KOMMbIOTEpa nog ynpasneHunem OC
Windows. CBepeHnsa 0 HeO6X0AMMbIX AEUCTBUAX LS HACTPOMKWM MpenocTaBnsioTCA
npu obpaleHnmn B oTAEN TEXHMYECKOM noaaepXXkn komnanum "Kog besonacHoctn".

BHumaHme! He pekomeHayeTcs 6e3 He0BX0aMMOCTH BKIOYaTh (DYHKLMIO TPACCMPOBKM. B WwTaTHOM pe-
Xume akcnnyaTauumn cuctembl Secret Net Studio gaHHas dyHkums gomkHa ObiTb OTKNKOYEHA, UTOOLI HE CO-
30aBaTh [MLLHIOKO Harpy3Ky Ans KOMNboTEpPa.

LLla6noHbI NnapameTpoB 6e30MacHOCTH

MeHto "LabnoHbl" HaxoamTca B naHenn "KomnbtoTepbl" Ha Bkaake "Hactporkn".

(W) SNServ.forest.bo : Secret Net Studio - LienTp ynpasnenma - O X
L IS Soppaypay D Gppeypaad | @ L) Nec Bendeacpaunm -

_ COCTOAHME HACTPORIKI NHOOPMALIMA
E KopHegoii
P E SNServ.forest.bo
a &forest.bo

ESNSen_foraum .g'? WatnoHu = AanHsie noayueHs: 18:54:44 CBHOEMTE

@ Desetz.forest.bo

@I’!n,quuhem—mﬁﬂe( roRMTAIA EE;: 5a3OBaH 3a I-LLMTa

BazoBaa zawura

Bxon 5 cuctemy () | Bxoas cucremy

Kypuan
Jenenacnmiposayne C’ MakcumaneHsli NEpHOA HEAKTMEHOCTH 40 BAOKMpC
Karoun nonssosarens SKpaHa
Onoeewenue o Tpesorax
Kontposs RDP nogxatouenwii
() 3anpeT ETOPMYHOND BX0A3 B CUCTEMY
AZMUHWCTPUPOBAHKME CUCTEMEI 33LLLNTEE
TNoxanbhas sawuta

Auckpeyronroe ynpasaerue gocrynou C’ Peakuuwa Ha USbATHE MASHTMOWKATOPa

TATUNARMA RAHHRY

Mogrkaouen: SNServ.forestbo =

o

OkHo cobbmai °| B o=

MosicHeHue. MeHio "LLlabnoHbl" nosiBUTCS nocrne 3arpy3ku napameTpoB Ge3onacHoOCTU BbiBpaHHOIO
obbekTa ¢ cepeepa besonacHocTu. [ing 3arpyskn napameTpoB B 06nacTu 0TobpaxeHus napameTpoB Ha-
XMUTE KHOMKY "3arpy3nTb HaCTPOMKM",

MeHto "LLabnoHbl" copepXuT cneaytowme nyHKTbl

e "Co3patb NoO HacTpoikaMm obbekTa ynpaBneHus" — co3gaHue wabnoHa ¢ na-
pamMeTpamMm 6e30rmacHOCTK HacTpoeHHoro obbekTa (cMm. cTp.175);

e "MpuMeHUTL" — NpuMeHeHMe napaMeTpoB 6e30MacHOCTM U3 CyLLEeCTBYOWMX Wa-
610HOB (CM. HUXE);

e "CpaBHWTb C" — cpaBHeHMe napaMeTpoB 6e3onacHocTu obbekTa C napaMeTpamu
6e3onacHocTu wabnoHa (cM. cTp.177).

MpumeyaHue.

¢ [LabnoHbl MOXHO NPUMEHNTB K rpynne OAHOTUMHBIX 06BEKTOB (K KMMEeHTaM Nop ynpaBrieHneM OfHON
OC, noaumMHEHHbLIM OJHOMY M TOMY e cepBepy Ge3onacHoCTH; k cepeepam Be3onacHocTi nog ynpas-
nexnem oaHomn OC, HaxoAALWMMCS B OJHOM AoMeHe 6e30macHoCTH).

¢ [Insi npUMeHeHus 1 cpaBHEHMS LaBMoHOB nonb3oBaTenio Heo6XoaMMbI NpaBa Ha peAakTUPOBaHME Mo
JINTUK.

¢ [ins KNMEHTOB B CETEBOM pexume paboTbl B JokanbHOM LEHTpe ynpaBneHUs HeAoCTYNHbI HACTPOMka
U NPpUMEHEHNE NONMUTUK CeTeBoil 3alUnThI.

MpumeHeHne

B Secret Net Studio MOXXHO NpMMeHUTL cneayoLme WabnoHb!:

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 73
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e CTaHgapTHble wabnoHbl Ans npuBedeHUs MHEOOPMaUMOHHOW CUCTEMbI B CO-
oTBeTcTBME TpeboBaHMAM O 3awmTe MHDOPMaLMK ANS aBTOMaTU3NPOBAHHbIX CU-
CTeM, rocyaapCTBeHHbIX MHMOPMALMOHHbIX CUCTEM N MHGHOPMALIMOHHbIX CUCTEM
nepcoHasnbHbIX AaHHbIX (CM. cTp.239);

e Wa6oH NapaMeTpoB 6€30MacHOCTU, HACTPOEHHbIX MO YMOIUYaHMIO;

e wabnoHbl, co3aaHHbIe camocToATenbHO B Secret Net Studio (cMm. cTp.175).

MpumeyaHue. Ans komnstotepos ¢ Secret Net LSP MoXHO NpuMeHNTb TONbKO LWabroHbl, CO3aaHHbIE Camo

CTOATENbHO.

Ana npuMmeHeHuna wabnoHa:

1. BuibepuTe B cnucke oaMH UKW HECKOSIbKO KOMMbIOTEPOB, BbI30BUTE A1 HUX Na-
Henb CBOMCTB, Nepenaute Ha BKNagky "Hacrtponku" n HaxmmTe KHOMKy "3a-

rpy3uTb HacTpomkmn".

2. B meHto "lWabnoHbl" BbibepUTE NYHKT "MpnMeHUTL".

MosiBUTCS NepeYeHb WabnoHOB:

&7 Wabnonm ~
+ Cozaate No HacTpolikam obbexTa ynpasneHua

MpumenuTs l} b

CpaBHuTE © b

OTkpriTs vz daiina

3HaYeHWA N0 YMONYAHUID

LabnoH HacTpOSK, COAEPHAWMA 3HAYSHWA No
YMOMYEHUID,

CET 16

WaBnoH HacTpoek ANA NpUESAEHKMA
MHCDPM&LIMCHHOH CHUCTEMBI B COOTBETCTEME
TpeBoEaHMAM K AETOMATMINPOBEHHEIM CH...

CET 1B

WaBnoH HacTpoek ANA NpUESAEHKMA
WHBOPMELMOHHON CUCTEMBI B COOTEETCTENE
TpeBoEaHMAM K AETOMATMINPOBEHHEIM CH...

CBT1I

WaBnoH HacTpoek ANA NpUESAEHKMA
WHBOPMELMOHHON CUCTEMBI B COOTEETCTENE
TpeBOEAHMAM K AETOMATMINPOBEHHEIM CH...

CBT 14

3. BnepeuHe BbibepuTe WabNOH, KOTOPbLIN HEO6XOANMO MPUMEHNTL:

e "OTKpbITb M3 paiina" — aAnsg NpUMeEHEHUS paHee Co3a4aHHOoro wabnoHa;

MpumeyaHue. Mpu BbIGOPe AaHHOMO NYHKTA OTKPOETCS CTaHAaPTHbINA ananor OC ans oTKpbITUS
taina. Boibepute wabnoH napameTpoB 6e30nacHOCTM, KOTOPbIA XOTUTE MPUMEHUTb, U Ha-

xmute "OTKpbITH".

e "3HayeHus No ymonuaHuw" — ansa npuMeHeHus wabnoHa napameTpos 6e3-
OMacCHOCTU, HAaCTPOEHHbIX MO YMOTHYAHUIO;

e "CBT 1b", "CBT 1B" u gp. — ana npumeHeHus wabnoHa, cogepxalliero na-
pameTpbl 6e30nacHOCTU ANns MHHOOPMALMOHHON CUCTEMbI ONpeaeneHHoro Tn-

nawu Knacca/ypOBHﬂ 3awnThbl.

MosABMUTCSA OKHO C COAEPXXMMbIM LLABMIoHA.

i Copepskvmoe wabnona - NCMNAH ¥Y3-1

= m NOANTUKKA
n baszosan sawura

B Bxoas cuctemy

iz bazoBad zawmTa

u|| Bxon & cueremy Ayav..

v Kypuan

Tenesoe konuposaHue
| Knioun nenssosatens 3kpaHa
] Onosewenve o Tpesorax

B Kontpons RDP nomcntosenuii

| Makcamanshsii nepuos i
HeAKTUBHOCTU A0 BAGKMPOBKM 5

MUHYT

| 3anper sropuunoro exaga & i

AAMAHMCTPUOBaHYE CACTEMEI S3UITE cacTemy
m|  flokanshan sawwTa

v|  [VCKpELMOHHOE yNpaBneHm e A0CTYNo

| Bramunts

Peakuua Ha nseaTue i

L] 3a™paHre BaHHbIX

~|  Monnomounce ynpasnenne 4OCTYNOM

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

naeHTAGMKaTOpa

He 6noxuposate

174



© KOMMAHMA "KOA BE3OMACHOCTK"

CoBer. [ln9 NpocMOTpa CnpaBoYHOi MHAOPMALIMM O LWABIOHE HAXMUTE KHOMKY ]

4. TllpoBepbTe 3Ha4YeHMS NapaMeTpoB Ha COOTBETCTBME TPebOoBaHMSAM O 3alUNTE UH-
dopmMaumu, npeabsaBnsemMbiM K MHPOPMaLMOHHOM cucTteMme. icnonb3ynTte obnacrtb
ornaeneHus ana Bbibopa rpynnbl napameTpoB M obnactb oTobpaxeHus na-
paMeTpoB A1 MPOCMOTpa 3HAaYEHMI NapaMeTpoB BblGpaHHON rpynmnbl.

MosicHeHme. ['pynnbl napamMeTpoB 1 NapameTpbl 0003HAYAIOTCS NMUKTOrPaMMON B 3aBUCUMOCTY OT UX
HanM41st UM OTCYTCTBMS B LUABNOHe:

. —OTCYTCTBYET;

L YaCTU4YHO nmeeTcd (TOJ'IbKO OnA rpynnbl napamMeTpoB; O3Ha4YaeT, YTo He BCe napameTpbl

rpynnbl BKIOYEHbI B WAGMOH);

. v —unmeeTca.

Ecnm Bbl He xoTuTe NPUMEHATb rpynny napaMmeTpoB WK napameTp WwabnoHa, yCTaHoBUTE CO-
OTBETCTBYHOLL YO NUKTOrpammy B 3Ha4eHune "OTC)/TCTByeT". B atom cny4vae npu npuMeHeHun WwabnoHa
rpynna napamMmeTpoB Unn napaMmeTp He U3MEHUT CBOE 3HAYeHUe.

5. HaxmuTte kHonky "MpuMeHUTb WwabnoH".

CoBer. [1ns 0TMeHbI feicTBUSA HaxmMuTe "OTMeHa".

Cucrema BblAACT 3aNpoc Ha NOATBEPXAEHWE AENCTBUS.
6. Haxmnte"[a".

CoBerT. [1ng 0TMeHb! ercTBUs HaxmuTe "HeT".
[ins BO3BpaTa K NPOCMOTPY M KOPPEKTUPOBKE NapamMeTpoB HaxmuTe "OTmeHa".

[Janee Bo3MOXHa cneayowas peakuns CUCTeMbl.

e [lpy npumMmeHeHun wWabnoHa c npasunamMm M3 K KIMEHTY UAW rpynne Kan-
€HTOB CMCTeMa BblJACT AMAsIOroBOe OKHO Ans Bblbopa crnocoba npuMeHeHuns
npasun M3 wabnoHa K 06beKTy.

Secret Net Studio

anMEHEHMe npaena 4OCTyMNa MeXXCeTEBOIo sKpaHa

© L8 yenewroro npumenenua npasua gocTyna MexceTeEoro 3KpaHa, HeoBxoauMo EBIBPATE
OJMH W3 cRegyrowpx cnocobos AobaBneHvA NpaEun wabnoHa HaCTPoeK K Npasinam obbexTa
ONEePaTMEHOID YNpasneHHA;

@ JoGasmTe npagwna us wabnoHa HECTPOEK B KOHEL CNWCKA W BbIKNMYNTE CYLWECTEYHILLNE
npaswna

) AoBasuTs Npasmuna U3 WabnoHa HACTPOEK B KOHEL, CrIMCKa
_ He npuMeHATs Npaswna

MpHMMeHHTE

BbibepuTe HyXHbIl cnocob gobasneHns HacTpoek n HaxxmnTe "lMNpuMeHnTb".

° Mpyn npuMeHeHuun wabnoHa K rpynne KnMeHToB C rpynnoBbiMAU NOJIMTUKAMU
cucTeMa BblAacT coobuieHne 0 Hannumm Ha KIMeHTe rpynnoBbIiX NOANTUK. B
3TOM Cny4dyae npu npuMeHeHuun wabnoHa rpynnoBble€ MOJIMTUKN HE WU3-
MEHAITCA.

7. OxwnganTe, noka cucreMa npuMeHuT WwabnoH napameTposB 6€30MacHOCTY.

Co3paHue

B Secret Net Studio HacTpokn napameTpoB 6e30nMacHOCTM 06beKkTa MOXHO CoXpa-
HUTb B WAbnoH ansa ,qaaneVlmero NMPUMEHEHNSA 3TOro wabnoHa Ha APYrnx KOMMbHo-
Tepax.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 7 5
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT
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Ana cospaHua wabnoHa:

1.

2.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa

BbibepunTe B CNMCKE HYXHbIA KOMMNbIOTEP, BbI30BUTE AN HEr0 NaHeNb CBOWCTB,
nepenanTe Ha BKIaAKy "HacTponkun" n HaxXMmTe KHOMKY "3arpy3nTb HacTponku".

B meHto "LWabnoHbl" BbibepnTe NyHKT "Co34aTb NO HACTpoikaM obbeKkTa ynpas-
neHusa".

OKHO NpuMeT BUA:

CozaaHve wabnoHa

= v  MOMUTUKK

iz basoBa#d zawmTa
v basosana samura

Bxoa & cucTemy 4 | Bxoa & cucremy Ayaur...

Kypran
v| Makcumansmeii nepuca
HEBKTUEHOCT 20 BROKMPOSKA 10
3KpaHa

Tenesoe kanuposanie
My
Knioun nonssosatens

Onoseuenve o Tpesorax

Kowrpane RDP noaxniouenuii

| 3anper sTopurora exopa & i
cucteny BirounTs

ASRASRASRANRANRENEEY

ABMUHUCTPUPOBAHHE CHCTEMBI 3AULHTE!
v JlokanbHas saumuta
v|  [uckpeyunonHoe yNpasneHne AoCTynon

| Peakuyn na nsertve i

| 3ampanse sz waerTbHkaTopS He Brokvposats

¥| Moaromourioe ynpasnerite gocTynom

MosicHeHue. I'pynnbl napameTpoB 1 napameTpbl 0603HAYAIOTCS MUKTOrPaMMOIl B 3aBUCUMOCTM OT UX
HanM41st UM OTCYTCTBUS B LUABNOHE:

. —OTCyTCTBYET;

« ™ _ actno nmeetcs (Tonbko Ans rpynnbl NapamMeTpoB; 03HAYAET, YTO He BCE NapaMeTpbl
rpyNMbl BKMOYEHbI B LLAGOH);

o ¥ _hmeetca.

Mo YMON4YaHUIO Npu co3aaHnmn wabnoHa B HErO BKIHOYAOTCS BCE napameTpbl.

Mpn Heob6xoAMMOCTN M3MEHUTE 3HAYEeHUS NapaMeTpoB MM UCKAKYMTE U3 LWa-
6noHa rpynny napaMeTpoB WM MapameTp, YCTaHOBMB COOTBETCTBYHOLLYH MUK-
TOorpamMmmy B 3Ha4deHue "oTcyTcrByeT".

HaxxMmuTte kHonky "CoxpaHuTtb".
MosBnTCSa AManorosoe OKHO A5 BBOAA MHGOpMaLmu o wabnoHe:

(B Secret Net Studio X

LLlabnoH

Hazeanme: |

KommeHTapui:

MyTe & daitny:

Ormena

BBeamte HanMeHoBaHMWe WabnoHa, KOMMEHTapUn CO CNpaBOYHON MHMOPMaLnen
o wabnoHe n BbIbepuTe NyTh K danny, B KOTOpbIM 6yaeT coxpaHeH wabnoH.

CoBert. [Ins BbiGopa nyTv K dhaiiny HaXMUTE KHOMKY . MosiBuTCA cTanHgapTHbIn guanor OC ans
coxpaHeHus aina. Beegute nms aiina, ykaxute Mecto coxpaHeHns daiina n Haxmute "Coxpa-
HUTB".

HaxMuTte kHonky "CoxpaHuTtb".
LLabnoH 6yaet coxpaHeH B danne ¢ paclwumpeHnem .omstemplate.

176
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CpaBHeHue

B Secret Net Studio nmeetca BO3MOXHOCTb CpaBHEHWS napameTpoB 6e3onacHocTu
obbekTa C mnapameTpaMm 6e30macHOCTM wWabnoHa, YTobbl OUEHUTb CTEeMneHb Co-
OTBETCTBMSA HAacTpoek TpeboBaHmAM 0 3amTte nHdopMaummn.

Mpumevanue. [nsa komnbtotepoB ¢ Secret Net LSP cpaBHeHne napameTpoB 6€30MacHOCTH MOXHO Bbl-
MONHATL TOJTbKO C LIJa6J'IOHaMI/I, CO30aHHbIMN CAMOCTOATENBHO.

Ansa cpaBHeHusa napameTpoB 6e3onacHoOcTn o6bekTa ¢ WabnoHoMm:
1. BbibepuTe B cnmcKe HYXHbI KOMMAbIOTEP, BbI30BUTE A/l HEFO NaHeslb CBOMCTB,
rnepenanTe Ha BKIaaKy "HacTponkn" n HaxxMmMTe KHOMKY "3arpy3mTb HaCTpomkun".
2. B mMeHto "WabnoHbl" BbibepuTe NYHKT "CpaBHUTL C".
MosiBUTCS NepeyeHb WabnoHOoB.

f LaBnoHe ~
+ Co3aate no HacTpodkam oBbekTa yNpasnsHWA

MpymeHuTe b
CpaBHWTE C » OTkpeiTs W3 hafna

IHaueHna no YMON4aHWH

WabnoH HacTpoek, CoaepaLMiA SHAYEHWMA No
YMOIHEHWID,

CBT 1B

Watnon HacTpoek Ana NpreedeHnAa
WHBOPMALWOHHOR CHCTEMEI B COOTEETCTEME
TpeBoBaHMAM K SETOMETUIMPOESHHEIM CH...

CET 1B

Watnon HacTpoek AnA NprBESdeHIA
WHBOPMAUMOHHOR CHCTEME! B COOTEETCTEME
TpeBoEaHUAM K AETOMETUSHPOESHHEIM CH...

CBT 11

WabnoH HacTpoek AnA NpUBEAEHMA

3. B nepeuyHe BbibepuTe WabnoOH, C KOTOPbIM HYXHO CpaBHWTb MapameTpbl 6e3-
onacHocTn obbekTa:

e "OTKpbITb M3 haina" — ans Bbibopa paHee co34aHHOro wabsioHa;

MpumeyaHue. Mpu BbIGOPe AaHHOMO NYHKTA OTKPOETCS CTaHAaPTHbINA ananor OC ans oTKpbITUS
taina. BeibepuTe WwabnoH, ¢ KOTOPLIM XOTUTE CPaBHUTL NapamMeTpbl 6e30nacHOCTY 0ObekTa, U
HaxmuTe "OTKpbITL".

e "3HaueHuma no ymonuaHuw" — gna Bbibopa wabnoHa napameTpoB 6e3-
OMaCHOCTWN, HAaCTPOEHHbIX MO YMOMYaHUIO;

e "CBT1B", "CBT 1B" n gp. — ans Bbibopa wabnoHa, cogepxalliero napameTpbl
6e3onacHoCcTM AN MHAPOPMALMOHHOW CUCTEMbl KOHKPETHOro Tuna wm knac-
Ca/ypOBHS 3aLUNThI.

MoSABUTCS OKHO C pe3y/ibTaTOM CPaBHEHUS.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 77
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(@) Secret Net Studio - m} x
WabnoH
Haseanue: Wcnan ¥3-1

KommerTapuii: .
Latnon HacTpoeK ANA NPWEEAEHUA MHGODMELIMOHHOW CUCTEMEI B COOTEETCTEWE TpeBosaHnAM k obecnevenuio 1-ro
YPOBHA SaLMUEHHOCTM NEPCOHANGHLIX ABHHBIX

CpasHueaetca @ computer-2 TWinfo.local
Cogepxarve: NONNTVKA
bazoBas sawmTa

Bxog & cncremy

Kypran

TerHesoe KoNMPOBaHWE Ocy
Kntoum nonbsosatens
Onosewenue o Tpesorax

Kontpons RDP nogknioqesui

AAMUHUCTPUPOBAHUE CUCTEMEI SALLMTSI Otcy
Nokanehas sawmTta

AuckpeunoHHoe YyNpasneHue A0CTYTIOM

MosicHeHWe. Bo3amoxHbI crieayioLLne pe3ynbTaTbl CPAaBHEHNS NapamMeTpoB:

* "CoBnagaet"—napameTp WwabnoHa coBnagaeT c napameTpom 06bekTa;

* "He coBnagaet" —napameTp wabnoHa He coBnagaeT c napameTpom 06bekTa;

* "OtcyTCTBYET" —MnapameTp OTCYTCTBYeET B LWaboHe;

* "He nogaepxuBaetca” —napameTp MMeeTCA B WabnoHe, HO He NoAAepXUBaeTcs 00beKTOM.

4. W3yunTe pe3ysibTaTbl CPABHEHUS.

BHumaHue! Ecnv BbI npMeHWn LWAabrioH, a 3aTeM cpaBHUBAETE NPUMEHEHHbIE HACTPOMKM C TEM ke
wabnoHom, MoryT He coBnaaaTh npasuna M3 (MonuTtukn — CeTeBas 3awmuta — lNepCoHarnbHbIN Mex
ceTeBoil akpaH). Ctapble npasuna MO He yaansatTca npu npuMeHeHun WwabnoHa. [ins coBnagexns
HeobxoaMMo HacTpouTb Npasuna M3 BpyuHyHo.

5. BbibepuTe ganbHeliwee gencreme:
e [Ona npuMmeHeHus wabnoHa napameTpoB 6e30MacHOCTM, C KOTOPbIM Bbl-
MOJSIHEHO CPaBHEHNE, HAXXMUTE KHOMKY "MpnMeHUTb Wwabnon";
e Ana BO3BpaTa K HacTpoilke napameTpoB 6e3omacHOCTM Ob6bekTa HaxmuTe
KHonky "OTmeHa".
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[maBa 15

MOHUTOPUHI U onepaTUBHOE ynpaBreHue

OOLlee cocTosAHUE CUCTEeMbI

OOwue cBepeHun

CBefeHnss o6 o6LeM COCTOSSHUM 3alUMLEHHOCTU CUCTEMBI

coaepxatca B UH-

dopmMaumoHHo naHenn "CraTucTuka", npuMep KOTOpPOW MpeacTaBfieH Ha ce-
OyloweM pucyHke. [ng npocMoTpa 3TUX CBEAEHUW HaxXMuTe KHonky "Cratucruka"
BBEpPXY MaHeNN HaBuraumu (creBa B OCHOBHOM OKHE).
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NHdopmaumoHHasa naHenb "Cratucruka" coctouT ns BUAXKETOB. BumxkeTom sasnsietcs
BU3YyalNibHbIl 3N1IEMEHT MHTEpdenca NporpaMMbl, HarNSAHO XapaKTeEpPM3yHOLWKUn oanH
CUCTEMHbI napaMeTp. MaHenb BUuAXeTa COCTOUT U3 CNeAYIOLNX /IEMEHTOB:

SneMeHT

OnucaHue

HasBaHue

HanmMeHoBaHWe BuaXeTa

Cocras

MOXET coaepaTb CNeaytoLLyto MHdOopMaLmio:

nokasaTeslb — YACNO0 aKTyanbHbIX COBbITUIA. Yncno senseTca
rMNEepCCbUIKON, HaXKaThe Ha KOTOPYHO NMO3BOJISET MOCMOTPETL
MHbOPMaLMIO 0 AaHHbIX COBbITUAX B COOTBETCTBYIOLLEM XYpPHane;

rpacdvk - rpadmyeckas hopMa pacrnpeaeneHns Ha MHTepBasne BpeMeHu

3aperncTpmpoBaHHbIX cobbiTnii. CTonbuk Ha rpaduke aBnsieTcs
rMNepCcCbUIKOM, HaXaTue Ha KOTOPYHO NO3BOJISIET MOCMOTPETL
MHdOopMaumnio 0 COHbITUN B COOTBETCTBYIOLLEM XypHane;

CMUCOK — NepeyveHb MMeH 3aWnLaeMbiX KOMNbOTepoB. NMs aBnseTcs

rMNEepPCCbIUTKOM, HaXkaTue Ha KOTOPYHO NMO3BOJISIET MOCMOTPETb
MHbOPMaLMIO 0 3aLMLLAGEMOM KOMMbloTepe

®DoH

LiBeT naHenun BuaxeTa

B >»xypHan

SBnseTcs rmnepccbin KOWM Ha BCce 3aperncTpupoBaHHbIE B COOTBETCTBYHOLLEM
XYypHane cobbiTns, CBA3aHHbIE C AAHHbIM CUCTEMHbIM NApaMeTPOM N BCEMU

KOHTPONMpPYeMbIMU 06 beKTaMu
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g Hanunuune cneunanbHON NMKTOrpaMMbl Ha NaHeNN BUAXKETa CBUAETENIbCTBYET 06 0TO6-
H pa)keEHUM AaHHbIX 060 BCEX KOMMbIOTEpPAX, MOAUYMHEHHbLIX cepBepy 6e30macHOCTH,
BKJ/IHOUAst KOMMbIOTEPLI, MOAYMHEHHbIE €r0 A0YEPHUM CepBepaM.

MaHenb "Cratncrtnka" no yMonyaHuio coaepXunT dMKCMpoBaHHbINM Habop BUOXKETOB C
HaCTPOEHHbIMW NapaMeTpaMm, CMCOK KOTOPbIX NPeACTaB/IEH B cieaytoLlen Tabnmue.

HasBaHue DoH Cocras

TpeBorun BbICOKOrO YPOBHS BopaoBbii MokasaTtenb, rpadunk, CNMCOK
TpeBorn NOBbILLEHHOrO YPOBHS KpacHbin MokasaTtenb, rpaduk, CNMCoK
TpeBoOrn HU3KOro ypoBHS OpaHxeBbIf MokasaTtenb, rpaduk, CNMCoK
3anpocsbl Ha yTBepxaeHune AK CuHnn [Mokazartenb

OwnbKM NNLEH3NM Benbin Mokasatenb

Ownbkum OK KpacHbi MokazaTenb
3a610KMpOBaHHbIE KOMMbIOTEPDI KpacHbin Mokasatenb

Camble 3apaKeHHbIe KOMMbIOTepbI benbi Mokasarenb, rpaduk, CNINCoK
KomnbloTepbl C HapyLWeHWeM LLeNoCcTHOCTU | Benbiin MokasaTtenb, rpaduk, CNMCOK

MonHbIN nepevyeHb BUOXKETOB C UX ONMcCaHeM npeacrtaB/iEH B cnep,yrou.teﬁ Tabnmue.

HasBaHue OnucaHue Cocras

basoBas 3awumra

Ton KOMMNbIOTEPOB C KomnbtoTepbl ¢ HambonbLumnm Cnncok
3anperamu Bxoga KOJIMYECTBOM 3apEerncTpmMpoBaHHbIX

cobbITIA 3anpeTa BXxoaa B CUCTEMY
Ton nonb3oBaTesien c Monb3oBaTenun ¢ HanbosbLIMM Cnucok
3anperamMu Bxopa KOMTMYECTBOM 3aperncTpmpoBaHHbIX

cobbITUiA 3anpeTa BXxoaa B CUCTEMY

TpeBorn BbICOKOro ypoBHsi | Y1C/10 HEKBUTUPOBaHHbIX TPEBOI MokasaTtenb, rpadumk,
BbICOKOrO YPOBHS CNUCOK

TpeBoOrv nosBbIlWWEHHOro Yncno HEKBUTUPOBAHHbIX TPEBOI MokasaTtenb, rpacuk,

YPOBHS NOBbLILIEHHOMO YPOBHS CMNCcoK

TpeBOorn HU3KOro ypoBHS Yncno HeKBMTMPOBAHHbIX TPEBOI MokazaTtenb, rpadumk,
HW3KOro YpoBHS CNUCOK

Ownbkn ®K Konnyectso KOMNbIOTEPOB C MNokazartenb

owmrbKamMm BbINOTHEHUS
PYHKUNOHANBHOro KOHTPON S

3anpocbl Ha yTBepxkaeHune | KonnyectBo KOMNbIOTEPOB C MokazaTtenb
AK 3anpocoM Ha yTBepxaeHune

annapaTHOW KoHdurypaumm
3a6nokupoBaHHble KonnyecTso KOMNbIOTEPOB, MokasaTtenb
KOMMNbIOTEPbI 3a6/10KMPOBaHHbIX CUCTEMOM

3almThI
Ton KOMMNbIOTEPOB C KomnbtoTepbl ¢ Hanbonbwmnm MokasaTtenb, rpaduk,
HapyLeHUusAMU KOMIMYECTBOM 3aperMcTpMpoBaHHbIX | CINCOK
LI€/1IOCTHOCTH CO6bITUIA HapYLUEHUS LEeNOCTHOCTH

npu obpaboTke 3apaHni

JlokanbHas 3awWmTa

Ton KOMNbIOTEPOB C KomnboTepbl ¢ Hanbonbwmnm MokasaTtenb, rpaduk,
3anperamMy NOAKJIIOYEHMUA | KOIMYECTBOM 3aperMcTpMpoBaHHbIX | CMUCOK
yCTpOicCTB cobbITA 3anpeTa NoAKIYEHNS

YCTPOMNCTB
Ton KOMNbIOTEPOB C KoMnboTepbl C Hanbonbwmnm MokasaTtenb, rpaduk,
3anperamMm neyartm KOMIMYECTBOM 3aperMcTpMpoBaHHbIX | CINCOK

cobbITuii 3anpeTa neyaTn
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HassaHune OnucaHue Cocras
Ton nonb3oBaTeneiu c Monb3oBaTenu ¢ HanboNbLWUM MokasaTtenb, rpauk,
3anperamMm neyartm KOSINYECTBOM 3apermMcCTpMpoBaHHbIX | CINCOK

co6bITUIA 3anpeTa neyatu

Ton KOMNbIOTEPOB C KomnbioTepbl ¢ HanbonbLIMM MokazaTtensb, rpaduk,
ceTeBbIMU aTakamMu KONTMYECTBOM 3aperncTpMpoBaHHbIX | CANCOK

CcobbITNIA 06 06HapPYXEHHbIX

curHatypax COB
Ton aTakylowWMnXx y3snos Cnucok Hanbonee yacto Cnuncok

BCTPEYaloLLMXCS aTaKyoLMX Y3108 B
3aperncTpmpoBaHHbIX COBbITUAX 06
obHapyxeHun curHatyp COB

CamMble 3apa)<xeHHble KomnbioTepbl ¢ HanbonbLIMM MokazaTtensb, rpaduk,
KOMMNbIOTEPbI KOMIMYECTBOM 3apEernMcCTpMpoBaHHbIX | CINCOK
cobbITnii 06 06Hapy>xeHnn BMpyca

Ton BMpycos Cnucok Hanbonee yacto Cnincok
BCTPeYaLLMXCcs BUPYCOB B
3apermMcTpupoBaHHbIX CObbITUAX 06
obHapyxeHuun supyca

Ton KOMNbHTEPOB C Crnncok KOMMbioTepoB € HanbonbwuM| Cnncok
BUpPyCaMM B KapaHTUHE UYMCIIOM BUPYCOB B KapaHTUHe

AononHuUTesNbHble BUMKETbI

CBo6oagHoro mecra B b MpoueHT cBob6oaHOro Mecta B B Mokasarenb
cepBepa nogknto4deHnsa. Ans MS SQL
Server (nonHas Bepcus)
oTobpaxkaeTtcs cBobogHOe MecTo
davina b[] 6e3 yyeTta cTpatermm
OVNHAMUYECKOro yBem4yeHns

NMepenonHeHue xypHana KonnyecTtBo KOMMNbIOTEPOB C Mokasarennb
CO6bITUAMKN O NepenoiHEHUN
XypHana

OWn6KN NULEH3UN KonnyecTtBo KOMMNbIOTEPOB C MNokasatenb

HapyLleHNeM JIMLEH3UOHHOW
NOMUTUKM N UCTEKLLNMM
NNLEH3MAMU

MpumeyaHue. Mpu fobaBIEHUM HOBOTO BUIKETA Ha NaHenb "CTaTucTuka" POH BUIKETA MO YMONHYaHMIO
aBnsetcs 6enbim.

Pepa KTUpOBaHWe napaMeTpoB BuaXeTa

B BuakeTe MOXXHO peakTUpoBaTh CleayoLMe napaMeTpbl:

e HasBaHue;

e CocTasB;

e (OH.

Mpoueaypa pefakTMpoBaHUA BUAXKETA BbIMOMHSAETCS B CNeLMansHOM auanore.

Ana BbiI30Ba AManora peAakTMpoBaHUSA BUMKeTa:
ﬁ? 1. B npaBoM BepxHeM yrjy naHenm HaxkMmTe KHOMKy "PegaktnposaTb BUAXETbI".

B naHenun "Cratncruka" Ha naHenm Kaxaoro BUAKeTa NOosIBATCS aKTUBHbIe MUK-
Torpammbl pegakTupoBaHus. KHonka "PenakTupoBaTb BUAXKETbI" U3MEHWUT CBOWM
LBET Ha 3e/IeHbl N NOABATCA CBOOOAHbIE SSUENKM NS pa3MeLLEHNS BUIKETOB.
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Coser. Mpy Heo6XoaNMOCTH MOXHO yOanuTb Mo6oi BUAXET ¢ MHAOPMaLMOHHOI naHenn "Cra-
TUCTMKA", HaXaB MUKTOrpaMmy "Y aanuTe" Ha NaHenm BUaXeTa.

2. Ha naHenu Hy>HOro BUA)XeTa HaxXMMTe NMKTorpamMmy "PegaktnpoBatb".
Ha akpaHe nosasuTcsa gnanor, noaobHbIN cneaytoLliemy.

@ PegaktuposaHne BULKETE — O *

Peaaktun PoOBaHWe BUAXKETa

YiancnTe Ha3BaHWe W BEIBEPUTE COCTAB BUWKET

MpeanpocmoTp: Hassanne:

TpeEorv HU3Koro i Tpesoru HUIKOTD YPOBHA

1 08 Yucno HEKEWTUPOBEHHEIX TPEBOT HUZKOTD YPOEHS,

Cocras:
v| Mokazatens
| Tpadmk

2711 3:20
« Cnwcok

computer-2.TWinfo.local

ODEEEEN

Mp me: BugreT otobp TOABKO NO KOMMBIOTEPAM, HENOCPEACTESHHO NOAHMHEHHEIM
CepEEpY NOAKAKUEHUS,

CoxpanuTe Otmena

3. W3MeHunTe napaMeTpbl BUAXETA U HAXMUTE KHOMKy "CoxpaHuTb":
e B noJse "Ha3sBaHune" ykaxxmnte HOBOe HaMMEHOBaHME BUAXKETA;

e Bnosne "CocraB" OTMETbTE AOMONHUTENbHbIE NAapaMeTpbl, KOTopble 6yayT oTo6-
paxkeHbl B BUAXKETE;

e Bnose "®oH" BbIGepnTE LBET NaHENN BUAXKETA.
4. HaxMmuTe NoBTOPHO KHOMKY "PeaakTnpoBaTb BUAXETHI".
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B naHenun "Cratncrmuka" Ha naHenu Kaxaoro BUKETa MCYE3HYT aKTUBHbIEe MUK-
Torpammbl. KHonka "PepgakTnpoBaTb BUAXKETbI" MU3MEHUT CBOW LBET U UCYE3HYT
cBoboAHbIE AUelKN 415 pa3MeLLeHNs BUIKETOB.

[oGaBneHune n yaaneHve BUAXETOB
Ha naHenn "Cratucrmuka" MOXXHO f06aBNsATb M yaansaTb BUAKETHI.
Jo6aBneHuve BUAXETOB

Ana npo6aBneHus BUQKETOB:
1. B npaBoM BeEpxXHEM yr/ly NaHenm HaxXMuTe KHonky "[JobaBuTb BuaxeT".
Ha akpaHe nosiBuTCs guanor gobasneHus BuaKera.

(8 JoBasnenne sngxera — m] x

lobaBneHue BuaxXeTa

BriBepuTe BMAKET M HaxMUTe kHonky ‘foSasuTs’

= BA30BAA 3ALLWNTA
Ton HOMNbLIOTEPOB C 3anpeTamM
Bxon 5 cuctemy Ton KOMNBIOTEPOE € 3aNpPeTaMu NogK... MOAKANYEHNA YCTPORCTE

Tpesoru
KomneoTepsl ¢ Haubonswum

PyHKUMOHANBHEIR KOHTPOAL - KONMHYECTECM 33PErMCTPHPOBAHHBIX
coBbITMi 3aNpeTa NoAKAHHEHWA
bnokuposka yCTpoRcTE,
KoHTpone uenoctHocy

PepaxtvposaTe

2 NOKANBHAA 3ALLWUTA

KoHtpone ycrpoiicre DobasuTs

KoHTtpone nevatm g Computeriame1 215
OBHapyeHie BTOpKEHU = Computeriame2 185
Anmusapye Q ComputeriName3 161
D ComputerMamed 144
2  A0NOAHWTENBHLIE BUAXETHI —
¥ D ComputerMName> 139
paHUNMWa -
Nuuyensuposatine B »cyphan

Mpumedanne, BugxeT oToDpakaeT A3HHBIE TONBKO NO KOMMNBIOTEPaM, HENOCPEACTEEHHD
NOA4MHEHHEIM CEPEEPY NOAKAFOUEHNA,

3akpeite

2. B neBoli YacTu avanora Bblb6epuTe B CMUCKE HYXKHbIN BUMKET U HaXXKMUTE KHOMKY
"NobaBnTb".

Bbi6bpaHHbIV BUAXET aobaBntca Ha naHens "Cratncrnka".

CoBer. lMpu HEOBXOAMMOCTU MOXHO OTPEAAKTUPOBATH LOCTYrHbIE MapaMeTpbl BbiGpaHHOTO BU-
[KeTa, HaxaB KHOMKy "Pepaktuposats". [poLeaypa pefakTMpoBaH1s BUIKETa ONUCaHa BbILUE.

3. [ns3aBepweHns paboTbl C ANANOroM HaXXMUTE KHOMKY "3aKkpbiTh".
YnaneHve BUOXXETOB

Ana ynaneHus BUAXKETOB:
ﬁ? 1. B npaBoM BepxHeM yrjy naHenm HaxkMmTe KHOMKy "PegaktnposaTb BUAXETbI".

B naHenun "Cratncruka" Ha naHenmn Kaxaoro BUAKeTa NOosIBATCS aKTUBHbIe MUK-
Torpammbl pegakTupoBaHus. KHonka "PenakTupoBaTb BUAXKETbI" U3MEHWUT CBOWM
LBET Ha 3e/IeHbI N NOABATCA CBOOOAHbIE SSHEKM NS pa3MeLLEHNSA BUIKETOB.

2. HanaHenu Hy>XHOro BuAaxeTa HaXXMuTe nukTorpammy "Yaanmtb".
BupxeT ncuesHet c naHenn "Cratucruka".
3. HaxmunTe NOBTOPHO KHOMKY "PenakTnpoBaTb BUAXETHI".
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MepemelyeHne BUAXETOB
Ha naHenn "CraTuctnka" MOXHO nepeMeLlaTb BUSKETDI.

Ana nepeMelleHNA BUAKETOB:
ﬁ? 1. B npaBoM BepxHeM yrjy naHenm HaXxmumTe KHOMKy "PegakTnposaTb BUAXETbI".

B naHenu "CratTnuctuka" Ha naHenn Kaxaoro BUAKeTa NosiBATCS akTUBHbIE NMUK-
TorpamMmbl peaakTupoBaHus. KHonka "PegakTupoBaTb BUAXKETbI" M3MEHUT CBOM
LBET Ha 3e/IeHbIN N NOSIBATCS CBO6OAHbIE SYEiKM 415 pa3MeLLEHNS BUAXKETOB.

2. HaBeauTe ykasaTenb Ha NaHeNb BUAXKETA, HAXXMUTE N YAEPXMBAUTE Ha)kaTon ne-
BYH KHOMKY MbILLIN.

3. [lepemMecTuTe NaHeslb BUAXETA B CBOGOAHYIO AUYENKY U OTNYCTUTE NIEBYIO KHOMKY
MbILLIN,

Bumxet 6yaet 3adnkcmpoBaH B HOBOM MOJSIOXKEHUMN.
4. HaxMuTe NOBTOPHO KHOMKY "PeaakTnpoBaTb BUAXKETHI".

HaCTpOﬁKa BpeMeHHbIX NnapaMeTpoB 0To6pa>|<e|-|m| AaHHbIX

K gaHHbIM napamMeTpaM naHenun "CraTuctnka" oTHOCATCS nepuoj, 3a KOoTopblii 0To6-
pa)kaloTcsa AaHHble, U nepuod 06HOBMEHUS 0TOBpaXXaeMblX AaHHbIX.

Mepvop, 3a KOTOPLIA OTOOpaXxarOTCA faHHbIE

[aHHbIli NnapaMeTp MOXET NPUHMUMATb OAHO U3 TPEX CNEeAYOLLMX 3HaYEHWIA:

e 24 yaca;
e 7 OHen;
e 30 aHen.

Ana HacTpoiikn napaMerTpa:

e B nesom BepxHeM yriy naHenu B rpynne "CraTucruka" HaXXMmTe KHOMKY C HYX-
HbIM 3HAYEeHMEM Mepuoaa BpPeEMEHMU, 3a KOTOpbIn ByayT oTobpaxaTbCsa AaHHble B
naHensx BUAXETOB.

Mepuon o6HOBNEeHUA BaHHBIX

BBepxy naHenun otobpaxaeTcs 3HaYeHNe MHTepBasia BpEMEHMU, OnpeaenstoLwero ne-

pUOANYHOCTb aBTOMaTM4YECKOro 06HOBEHNA MHbOPMaUnmM Ha NaHenax BuapkeTos. 06-
HOB/IEHWE MOXET MPOUCXOAMTb Kak aBTOMaTU4YeCKW, Tak WU MPUHYAUTENbHO NMpu

HaXaTun KHOMKKW C nHdopmMmaumen o6 obHoBneHuun. lNeprnos aBTOMaATUYECKOro 06-

HOBMIEHUS AAHHbIX MOXHO U3MEHUTD.

ANns HacTpoiiku nepnoaa o6HOBNEHUSA AaHHbIX:

1. B HMXHEeN Yactn naHenn HaeBurauummn (cneeBa B OCHOBHOM OKHE MporpamMmbl) Ha-
XMUTE KHOMKY "Hactponku" un B nosBuMBLIENCA MNaHenu BblibepuTe CCbIKY
"HacTtponku UeHTpa ynpasneHus".

2. B nosBuBWEMcS auanore BbibepuTe rpynny napametpoB "Cratuctnka" v ycra-
HOBWUTEe BpeMs B nose "Yacrtota o6HOBNEHUS CTaTUCTUKKN".
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[C) Hacrpodiku Llentpa ynpasnenusa X

Ceresnie HacTpoiiki
Cratuctuka

CobbiTia cucTemsl

BpemenHuie daianl
YacTota 06HOBNEHUA CTATUCTIKM: 5 MUH.

Packpacka cobemaii
NuueHznpoearme

Mpweunerin

CrammeTnka

3BYKOBEIE ONOEELIEHNA O TPEBOraX

Janpoc HacTpoeK ynpasasemblx 06LexTos

Monutiku

3aKpeITh

3. Haxmunte kHonky "CoxpaHuTb" 1 3aKpoinTe gnasnor.

Ipynnbi HabnoaeHUA

pynna HabnogeHnsa coaepXunTt nHdopmaumto 06 obLLeM COCTOSSHMM YPOBHS TPEBOT B
cucreme. [ns onepatMBHONO MOHMTOPUHIa agMMHUCTPATOP MOXET chopMMpoBaThb
MPon3BOJIbHbIE Tpynnbl HabnwaeHWs, cocroswme U3 KOMMblTEPOB. pynna Ha-
6noaeHns aBnsaeTcs BUAXKEToM Ha naHenu "Cratucrmka".

Puc.4 NMpumep Bupkerta rpynnbl HabnrogeHus

MaHenb BUAXETa COAEPXKUT B cebe nepevyeHb OTO6pa)KaEMbIX napaMeTpoB:

e MokasaTenb — obLee YMC/Io TPEBON BCEX YPOBHEN MO BCEM KOMMbKOTEPAM Ipynmbl
HabnogeHus;

Coger. Mpy HaBegeHUn Kypcopa Ha nokasaTerb NOSBASKTCA faHHbIE O KOMWYECTBE TPEBOT CO-
rracHo nx ypoBHsiM. OTobpaxaeTcs 0bLLee YNCHO KOMMBIOTEPOB 1 YMCIIO KOMMBIOTEPOB C TPEBOTaMM.

L4 HanMeHOBaHMe — Ha3BaHWe rpynnbl HEGJ‘IPO,D,EHI/IFI;

. NMUKTOrpamMmma C M306pa)KeHMeM KOMMNbOTEPA — YMNC/I0 KOMMNbKOTEPOB C TPEBOramMmun
M 4N CJI0 KOMMNbKOTEPOB B rpynne.

KOHTEKCTHOEe MeHI0 BU)KETa COAEPXUT CrieayoLlme KoMaHabl :

e '"[epelTn K KOMNblOTEpaM" — nepexon Ha naHenb "KoMmnbioTepbl" K NepeyHto
KOMMbOTEPOB rpynnbl HabnoaeHUs ;

e "KBuTMpoBaTtb" — KBUTUpPOBAHME TPEBOI Ha KOMMbIOTEpPAX rpynnbl HabnoaeHns
(BCex nmerowmnxcsa Tpesor nan nsbmnpatesnbHO No BblIbpaHHOMY YPOBHIO TPEBOIM);

e "XypHan" — nepexon K XypHany TpeBOr C oTobpaxeHuem BblOOpKM BCeEX 3a-
perucTpMpoBaHHbIX Ha KOMMblOTepax rpynnbl TPEBOr UM n3bmupaTtenbHo Nno Bbl-
6paHHOMY YPOBHIO TPEBOIU;

e "YpanuTe rpynny..." — yaaneHune rpynnbl HabnoaeHms.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 8 5
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Ans cozpaHusa rpynnbl HabnoaeHns:

1. BnaHenu "KoMnbloTepbl" yCTaHOBUTE peXunM 0TOOpaXxeHns Cnmcka KOMMboTepPOB
1 BbI6epuTe KOMNbIOTEPDI, A/151 KOTOPbIX HY>XXHO €O34aTh rpynny HabnoaeHus.

2. BbI30BUTE KOHTEKCTHOE MEHIO OAHOMO U3 BblOpPaHHbIX KOMMbLIOTEPOB U BblbepuTe
komaHay "HabnogeHue | Hoeoe...".

Mosasutca auanor "Hoeasa rpynna".

() Hoeas rpynna =
Py

Hosasa rpynna

BeeauTe HAZBaHKWE rpyNMkl HABAKAEHWA W HEXMUTE KHOMKy 'CozaaTe’

Ipynna: Cotpyarmen oduca

Cozgate CtmeHa

3. B none "lpynna" ykaxuTe HasBaHue rpynnbl HabnogeHUs M HaXMUTE KHOMKY
"Co3zpatb".

4. [Mocne co3gaHus rpynnbl HabnaeHs nepenanTe Ha nadens "Cratucruka”.
B naHenu "Cratuctnuka" nosaBMTCSA CO3AaHHbIN BUOXKET.

Ana po6aBneHnsa KOMMNbIOTEPOB B CYLIECTBYOLLYIO rpynny HabnwoaeHua:

1. B naHenun "KoMnbtloTepbl" yCTaHOBUTE PeEXMM OTOOpaXKeHNs CnrcKa KOMMbIOTEPOB
1 BbI6EpPUTE KOMMNbIOTEPbI, KOTOPbIE HYXXHO A06aBUTL B rpynny HabnwaeHus.

2. BbI30BMTE KOHTEKCTHOE MEH0 OAHOro 13 BbibpaHHbIX KOMMNbLIOTEPOB U BbibepuTte
KomaHay "HabnwogeHwne | JobasuTb B... | <HasBaHue rpynnbi>".
AnAa ynaneHnsa KOMNbIOTEPOB U3 rpynnbl HabnoaeHus:

1. BnaHenu "KoMnbloTepbl" yCTaHOBUTE peXxunM 0TOBpaXeHns Cnmcka KOMMbioTepPOB
1 BbI6epUTE KOMNbIOTEPbI, KOTOPbIE HYXHO A06aBWUTL B rpynny HabnwoaeHus.

2. BbI30BMTE KOHTEKCTHOE MEHI0 OAHOro M3 BbibpaHHbIX KOMMbLIOTEPOB U BbibepuTte
KomaHAay "Habnwgenwne | Yoanutb n3s... | <HassaHune rpynnbi>".

MpocmoTp cBeaeHUn

0603Ha4YeHNs 06HLEKTOB Ha Anarpamme ynpasneHus

dneMeHTbl AMarpaMMbl yrnpasieHns OoTob6pa)katoT OCHOBHble CBEAEHWUS O COCTOSHUM

o6bekToB. CBeaeHWs npeacTasieHbl B BUAE MMKTONPaMM U PacnofiOXXEHHbIX PSA0M Yn-
CNOBbIX AaHHbIX (HanpuMep, KOIMYeCcTBo CobbITUI TPEBOMM Ha 3aLLMLLIAEMOM KOMMbIO-

Tepe Uan KOMYeCTBO OTKPbITbIX CECCUIW NOMb30BaTenen).

MpuMep anarpaMmbl yripaBneHus ¢ OT06pa)KaEMbIMM cBeAEHNAMU NpeacTaBnEH Ha pu-
CYHKE HUNXE.

D IS Dk Her~ @100~ flec IO — < Il Nayss 28 Moapssacnewus 43 <> (@ Kewmpossts -

Cepeepbl 6€30MacHOCTU 1 KOMMbOTEPDI

L Desetzforestbo

£ h

ﬁb. CepBep 6e30MacHOCTM, C KOTOPbIM YCTAHOBMIEHO coeaMHeHue, obo3HavaeTcs cne-
LManbHOM NUKTOrPaMMON.
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[ns cepsepoB 6€30MacHOCTU 1 rpynmn KOMMNbIOTEPOB YNCIOBbIE AAHHbIE MPUBOAATCS B
AByX unmn 6onee CTpokax: BepxXHSAs CTpoKa CoaepXuT oblee KonnMyecrso Co-
6bITUN/NPU3HAKOB Ha BCEX MOAYMHEHHbIX KOMMbiOTepax (HanpuMmep, CBOAHOE KO-
NNYecTBo cobbITUI TPEBOTM UM KOIMYECTBO BKJIKOYEHHbIX KOMMbIOTEPOB), @ HUXHME
CTPOKM 0TObpaxkalT KOIMYECTBO KOMMbIOTEPOB WMAM MOAYMHEHHbIX cepsepoB 6e3-
OMacHOCTM C KOMMbIOTEpaMn. HEKOTOpbIE YNCI0BbIE AaHHbIe ABASAKOTCSA CCbl/IKaMK, KO-
TOpble MOXXHO MCMOoJb30BaTh AN GuabTpauMu CNUCKOB KOMNbloTeEpoB. Hanpumep,
4yTO6bI 0TO6PA3MTL B AMArpamMmme TOSIbKO KOMMbIOTEPbI C MpU3HaKaMm TPEBOMU.

JononHutenebHble cBegeHna o6 obbekTax 0T06pa>|<ar0Tc;| BO BCMJibIBavOWMNX OKHaX,
KOTOpbI€ NOoABNAKTCA NPpU HaBEAEHUU YKa3aTeENA MbILlUW Ha 06beKThI.

MepeyeHb NpeayCcMOTPEHHbIX MUKTOrpaMM NpeACTaB/ieH B crieaytolleln Tabnmue:

Mukrorpamma| OnucaHue

BrtoyeHa 610kMpoBKa KOMMboTepa (KOMMbOTEPOB). YMC/I0 COOTBETCTBYET
KONMMYEeCTBY NPUUMH 6/10KMPOBKN. B MpuBeaeHHOM NpuMepe — oaHa
npuymHa

ﬁ Ha koMnbloTepe (KoMnbloTepax) obHapy»XeH BMpYC.
Yncno ABNSETCS CYETUMKOM 3apPErMCTPUPOBAHHbIX COBbITUI OBHapYXeHUS
BUPYCOB

Ha komnbtoTepe (KoMnbloTepax) 3achnKCMpoBaHbl COObITUS TPEBOTU.
Yncno ABNSETCS CHETUMKOM 3apErMCTPMpPOBAHHbIX COObITUI HaMBbICLLErO
YPOBHS TpeBorn. MakcMManbHOe YMCI0BOE 3HaYeHne cyeTumka — 999
cobbITMil. B cnyyae npeBbIleHNS OrpaHNYeHNst CHETUMK OTOb paXkaeT
3HauyeHune "99+"

f‘ Ha komnbloTepe (koMnbloTepax) 3acnKcrMpoBaHbl oWMO KN (KpacHbI LBET
[ 5 | MUKTOrpamMbl) UK NpeaynpexaeHns (XXKenTbii LLBET) NpW NpoBepKe
NINLLEH3MI Ha MCMNOJIb30BaHWe KOMMOHEHTOB cucTeMbl Secret Net Studio.
Yncno ABNSETCS CYETUMKOM BKITHOYEHHbIX MOACUCTEM C OLUMGKOM NULLEH3UN

Ha komnbloTepe (KoMnbloTepax) 3acnKCMPOBAHO M3MEHEHME annapaTHOM

m KOHUrypauum
E
1

Ha koMnbtoTepe (KoMnbioTepax) OTKPbITbl ceccum paboTbl Nonb3oBaTenei.
Yncno COOTBETCTBYET KOTMYECTBY OTKPbITbIX CECCUN.

OpaHxeBbIvi LBET MUMKTOrpaMMbl U poHa 0603HaYaT CECCUI0 NTO0KANTbHOIO
aAMUHUCTpaTopa.

3Hak Bonpoca 03Ha4aeT, YTo Npasa Nonb30BaTeNs He onpeaeseHsbl

Ha komnbloTepax, NoAYMHEHHbIX cepBepy 6e3onacHocTn, 3adnKCMpOoBaHbI
OWNBKM (KpaCHbIA LBET MUKTOrpaMMbl) AW NpeaynpexaeHnsa (kenTbin

LBET) NPU NpoBepKe NNLEH3UI HA UCNOSIb30BaHNE KOMMNOHEHTOB CUCTEMBI
Secret Net Studio

‘ Ha komnbloTepe (KoMnbloTepax) AencTBYeT GuabTp COObITUIA TpeBOrn

Basa naHHbIX cepBepa 6e30nacHOCTM nNepenoniHeHa

a YyeTHas 3anmcb KOMMbloTepa OTK/IKOYEHA
OFF

MuKTOrpamMmbl NPUBEAEHbBI B MOPAAKE YMEHbLUIEHUS MpUopuTeTa oTobpakeHus. B ane-
MEHTaxX AuMarpaMMbl B MepBY ouyepedb OTO6pa)katoTcs MUKTOrpaMMbl C 6osee Bbl-
COKMM MpuopuTeToM. ECin B anieMeHTe He XBaTaeT OTBEAEHHOM 30Hbl A1 BblBOAA
BCEX MUKTOMPaMM, UCKJIOUAKTCS HAMMEHEeEe 3HaunMbIE.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 1 87
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CeBepeHua B nepapxuyecKkom crnmcke 00LEeKTOB ynpaBneHua

B naHenu "KomnbioTepbl" npu oTobpaxkeHun crnuncka obbekToB yrnpasreHus cee-
AeHNs 0 COCTOSHMKM 06beKToB npeacTaBfeHbl B TabnvuHoM Buae. BknwoueHue Ta-
61MyHOro pexmnma oTobpaxeHms OCyLeCcTBNSETCS C MOMOLLbIO KHOoMkK "Tabnuua" B
BepxHen yactn naHenn "Komnbtotepbl".

MpuMep cnuncka o6bEeKTOB ynpasieHus B TabNIMUHOM BUAE NPeACTaB/IeH Ha PUCYHKE.
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CeeneHuns o Komn blOTEPAX N cepBepax 6e3onacHocTH 0To6pa>|<ar0Tc;| B KOJIOHKax:

MukTorpamMmMa BKJ1FOYEHHOr0O COCTOSIHUSA

CopepXuT NUKTOrpamMy, eciiv KOMMNboTEP MW CepBep BKAKOYEH. JONOMHUTENBHO NMS
BKJTFOYEHHOrO KOMMbloTEpPa OTO6 paXkaeTcs NOAYXMPHBIM LWPUDTOM, a LIBET €ro NMKTOrpamMmbl
MEHSIETCA Ha 3e/eHbIl MPU OTCYTCTBUM Ha KOMMbIOTEPE TPEBOT W 3aMpOCOB Ha YTBEPXAEHNE
annapaTHOn KOHGUrypaumm

Bbicokuii, NMoBbilweHHbI, HU3Kknim

CopepXuT KONMYeCcTBO COObITUI TPEBOrM, MPON3OLLIEALLINX Ha 3aLLMLLAEMOM KOMMNbIOTEPE U
OXMAALWMX KBUTUPOBaHMS (NOATBEPXXAEHME NpueMa) agMMHUCTpaTopoM 6e3onacHoCTy.

B konoHke "BbICOKMN" yKazaHO KOMMYECTBO KpUTUYECKMX COObITMI TpeBOrn (C ypOBHEM
Tpeoru "BbICOKMI"). B ocTanbHbIX KONTOHKaX — KOIMYECTBO MeHEee 3HauUNMbIX COObITUI
TpeBorun (C ypoBHSMU TpeBOrM "NOBbIWEHHbIA" 1 "HU3KNI" COOTBETCTBEHHO). [IONOHNUTENBHO
LBET MUKTOrpaMMbl KOMMbOTEPA B KOTOHKE "UMsA" MeHsSieTca Ha LBET TPEBOrM HamBbICLLEro
YPOBHS, OXMAaloLWeNn KBUTUPOBaHUS

MukTorpaMmma 610KMPOBKM

Coaep>XXWUT NUKTOrpamMMy BKTHOUEHHON 610KMPOBKK, €Cin KOMMNbloTep 3ab10kMpoBaH. YTobbl
NoNyYnTb AONOSTHUTENbHbIE CBEAEHUS O MPpUYMHE 61OKMPOBKN, HaBeaAUTe yKasaTesb Ha
a4elky — nHdopmaums 6yaeT BbiBeAeHa BO BCMJ1bIBAOLLEM COOOLLEHNM PSAOM C KYpCOPOM

DK

CoLep>XUT NUKTOrpaMMy, COOTBETCTBYHOLLYIO pe3y/bTaTy NpoBeaeHnst hyHKLMOHANbHOMo
KOHTPOJSA NpPU 3arycKe KOMMbloTepa. YTo6bl NOSyYnTh 40MNOMHUTENbHbIE CBEAEHWSA, HaBeanTe
yKasaresib Ha A4YeiKy — MHGOpMaLMs NOSBUTCA BO BCMJ1bIBAIOLWEM COOBLLEHMNM PAAOM C HAM

Ceccum

CoaepXuT KpaTkne CBeaeHUs 06 akTUBHbIX CECCUSIX MU MMS NOJSIb30BaTEN S, OTKPbIBLUETO
ceccuto. YTobbl NONYyYMTb AOMNOMHUTENbHbIE CBEAEHWS, HABEAUTE yKasaTeslb Ha sYeiky —
MHdopMaLua 6yaeT BbiBeAeHa BO BCMJbIBAOLLIEM COO6LLEHUN PSAAOM C KYPCOPOM

MocnepHee nogknroyYeHne

CoLep>XuUT BpeMsi MOCNIeaHEero NoaKIIoYeHns K cepBepy 6€30MacHOCTM ANS BbIKITHOUYEHHOro
KOMMbloTEpPa

JinueHnsun

CoLep>XWUT NUKTOrpaMMmbl, ecnu 3adUMKCUpoBaHbl OLNMGKKM (KpacHbIi LBET MUKTOrPaMMbl) Un

npeaynpexaeHuns (kenTblid LBET) NPU NpOBEPKE TULEH3UIA HA UCNOSIb30BaHNE KOMMOHEHTOB
cuctembl Secret Net Studio. KonnuecTtso owmbok nnv npegynpexaeHnii ykasblBaeTcs psiaom

C NMUKTOrpaMmon

OomMeH 6e3onacHOCTH

ConepxuT nma foMmeHa 6€30MacHOCTU, K KOTOPOMY OTHOCUTCS 06 bekT

Tvn

CO,D,ep)KI/IT NMUKTOrpammy OI'IepaLl,VIOHHOVI CUCTEMBI, ycTaHOBﬂeHHOI‘/II Ha KOMNblOTEPE

Bepcus
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ConepXXvnT HOMep BeEpCUM YCTAaHOBTEHHOIo NporpamMMHoro obecrneyeHms Secret Net Studio
(NO cepBepa 6€30MacHOCTM UKN KIINEHTA)

YpoBeHb Ba)XHOCTH

CopepXunT 06Wmin ypoBeHb BaXXHOCTM KOMMbOTEPA

MonHoanckoBoe wndpoBaHue

CoLep>XUT KOMYECTBO 3alUMdPOBaHHbIX ANCKOB U MUKTOrpamMMy, NoKasbiBaoLLyio, 3amnd-
pOBaH N1 CUCTEMHbIV AUCK

YnpaBneHue orob6paxxeHmem cBeaeHUMN B cnUckKe o6beKToB
ynpaBneHus

CBeaeHns 0 COCTOSAHUM 06BEKTOB YMPaBiEHMUS MOXHO COPTMPOBATbL MO COAEPXKMMOMY
KOMOHOK Tabnuubl. COpTMPOBKA BbIMOMHSAETCA CTaHAAPTHLIMU METOAAMU C MOMOLLbIO
3arofIoBKOB KOSIOHOK.

Mpn HeobXoAMMOCTM TaKXKe MOXHO M3MEHSTb COCTaB OTObpa)kaeMblX KOJIOHOK Ta-
6nnubl M NOpsSAOK MX cnefoBaHUsa. YTobbl HaCTpOUTb KONIOHKW, BbI3OBUTE
KOHTEKCTHOE MEHI0 B CTPOKE 3aroJIoBKOB, BbibepuTe koMaHAay "HacTpolika KofIoHOoK" 1
B NosIBUBLLEMCS anasnore chopMmMpymnTe CNMCOK O0TOBpaXKaeMblX KOTOHOK.

MeuaTb M 3KCNOPT CBEAEHUM O KOMMNbIOTEpax

MporpamMma NO3BONSET OTNPaBAATL HA NevyaTb U/MNM COXpaHATb (3KCMOPTUPOBATD)
CBeAeHMs 0 KOMMNbloTepax, KOTopble oTobpaxatoTcs B Cncke o6beKToB ynpasneHus.

3KCnopT cBeAEHWI ocyLecTBnseTcs B dalinbl popmatoB RTF n CSV. [1ns 3arpy3ku co-
nepxumoro RTF- cdainoe u  CSV- dainnoB HeobxoauMo MCMNonb3oBaTb  CO-
OTBETCTBYIOLLME MPUIIOXEHUS, NOAAEPXKMUBAOLME BO3MOXHOCTb MPOCMOTPA TaKMX
dannos. Hanpumep, pemaktop Microsoft Word n snektpoHHas Tabnmua Microsoft
Excel.

BHumaHme! He pekomeHayeTcs 3arpyxaTb NonyyeHHbI (ain Bo BCTpoeHHbIN peaaktop OC Windows
WordPad, Tak kak B 3TOM peaakTope BO3MOXHbI UCKaxeHus odopmnenns. Mpu oTCyTCTBMM peaakTopa
Microsoft Word gns npocmotpa n nevatn RTF-cbainoB MOXHO Mcnonb3oBaTb CPeACcTBO MPOCMOTpa
Word Viewer. [laHHOe npunoxeHue pacnpocTtpaHseTca becnnaTHo U JOCTYNHO Ans 3arpysku Ha Beb-yane
komnanuu Microsoft.

HacTpolika napaMeTpoB NeyaTu 1 3KCnopTa OCYLLECTBASETCS B CneLmanbHOM naHenm
HaCTPOWKM.

Onsa neyaTtn MAKM 3Kcnoprta cBefeHuit:

1. MoarortoBbTe Tabnmuy CO CMUCKOM O6BLEKTOB yNpaBfeHUs 419 BbiBOAA AAHHbIX:
HacTpolTe oTobpaxkeHne ceeaeHnn (NpyU HEO6XOAMMOCTIN) N HE OTKJ/IoYanTe 0TO6-
paXkeHune cepBepoB U KOMMbIOTEPOB B Tabnuue.

2. Ecwm HY>XHO pacrnedyaTtaTb U COXpaHUTb CBEAEHWNA MO OTAE/IbHbBbIM KOMMNbIOTEPAM
n3 4yncna OTOGpa)KaEMbIX, BblAENINTE HYXXHblIE€ KOMMNbIOTEPLI B Tabnmue.

v 3. BBepxHel yactu naHenun "KoMnbioTepbl" HaxMuTe KHoMkKy "Mevatb"”.
- Ha akpaHe nosBUTCA NaHesb HaCTPONKN NapaMeTpos.
Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 1 89
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[MeyaTk cnucka KOMNBHOTEPOR

Konuuecreo sanuceit ® Bce zanmcK

BmaensHHbie

Jletansnan nndopmaumna A0B3BUTE AETANLHY0 MHGOPMALMID AR
KEXAOTO KOMMBHITEPE

SKCNOPT... Mpeanpocumotp.. Meuats

4. HacrponTe napameTpbl BbiBOAA CBEAEHUN.

IFpynna nonen "Konnuyecreo 3anucen"

OnpepenseT, Kakne 3annucu o KoMmnbtoTepax 6yayT pacrneyataHbl UV COXPaHEHbI:
e "Bce 3anucun" — onepauns BbINONHSAETCA A48 BCEX KOMMbIOTEPOB CMUCKA;
e "BbigeneHHble" — onepauns BbINOMHAETCH TONMbKO A1 TEX KOMMbKOTEPOB, KOTOPbIE
BblaeneHbl B Tabnuvue

Mone "AetanbHas nHcgpopmaymna"

Ecnu ycTtaHoBNeHa oTMeTKa, A1 KOMMbIOTEPOB A0MOMHUTENbBHO 6yAYyT NpUBEAEHbI
CBeAEHUS, He YKasaHHble sIBHO B Tabnuue (Hanpumep, npuurHa 6710KMpoBKu)

5. Y106bl OTKPbITb OKHO MpeaBapuTeslbHOro NPocMOTpa CTPaHWUL, HAXXMUTE KHOMKY
"MpeanpocMoTp" B HMXKHENM YacTu NaHenM HacTponKu napamMeTpos neyatu. lMNocne
MpocMOTpa NoAroTOB/IEHHbIX CBEAEHM I 3aKPONTE OKHO.

MpumeyaHue. B okHe npefBapnUTENLHOTO NPOCMOTPA MOXHO OTNPABUTL JOKYMEHT Ha neyaTb ¢ no-
MOLL{btO CTaHAAPTHOM KHOMKM Ha NaHen UHCTPYMEHTOB.

6. B HWXHEeN 4acT NaHenn HaCTPONKM NapaMeTpPOB HAXKMUTE HYXXHYIO KHOMKY:

e yTO0bbl 3aNYCTUTb NPOLLECC MevyaTu — HaXMuUTe KHonky "Medatb" n ykaxumre
obwme napamMeTpbl neyaTn (BblbpaHHbIN NPUHTEP, YMCNO KON U Ap.) B Ana-
nore Hactporikm OC Windows;

e 4TOb6bl COXpPaHUTb CBeAEHUS B daninie — HaXMUTE KHOMKy "3KkcnopTt" u yka-
XunTte numsa n Tun danna B gnanore coxpaHeHus danna OC Windows.

CBepfeHus 0 COCTOAHUN OOBLEKTOB

BbiBOA, CBEAEHUI O COCTOSIHMM 06BbEKTOB OCyLLlecTBseTcs B naHenn "KomnbioTepbl"”
Ha Bkagke "NHdopmauna". MNMpu BKAOYEHUN OTObpaxxeHnsa ceeaeHuin naHesnb "Kom-
nbloTepbl" nMeeT BUA, NOA06HbLIN NpeacTaBNeHHOMY Ha pUCYHKe.
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B NServforestho WMHpopmaums o kanerTe Secret Net Studio
LoD Momen(s) Gesanacocrs: FORESTE0
© @ Noaumennsi rec Tur: Arenr Windows

Bepera Secret Net Studio: 8683200
v naKeTsl U -
YCTaHORAR HEIE NaKETS! MCTpaEASHAT:

WinpposaTs ynpasnarouwi ceTesaii Tpadix

ypOBEHb BaXKHOCTN 0ObekTa i

Yposers BaxOCTA OBxexTa ynpaBeHA%: ) Hopwanshsi
Beicokuii

YueTHasa nrdopmauma

Hazsanie nogpasasnenys:

Haseanite aETOMATUSHPOBaHHOM CUCTEN:

Ha Bknagke "MHdopmaumsa" npeacrasnieHbl OCHOBHble cBeaeHUs 06 obbekTe n go-
MeHe 6e30MacHOCTU, K KOTOPOMY OH OTHOCUTCS. CpeacTBa Ansl yrnpaBieHus 06bekToM
[OCTYrMHbI Ha Bknagke "CocrosiHme".

CBeaeHus B naHenu cobbITUN CUCTEMbI

MaHenb cobbITUIN CUCTEMBI MOXET MCMONb30BaTbCA A5 MONyYEHUs CBeAEHUN 06 n3-
MEHEHWM COCTOSIHUSA 3allMliaeMblX KOMMblOTEpPOB. MpuMMep COAEPXMMOro MNaHesnm
NnpeAcTaBfeH Ha C/iefy oL EeM PUCYHKE.

Onucarne

[T ——

MonyuwnTs cnucakmne Tpesori.

2] Ugermdwmeatop (o) Yposern Tpesorn

1 165 B Mossiuennsiii
anpoc kondurypaumi. Kondurypauua sarpyxena.
Cobbimune 06 usmerenm konurypatym. smennnacs wepaprus OY.
Tpesoru Ha cranumu. Komnstorep: computer-2.TWinfo.local. Tpesorn: 1(1) [onyunts onucanme Tpesori.

4| Wpentupnratop (coa) Yposers Tpesorn
165 B Mossiuennsiii
anpoc kondurypaum. Kordurypauua sarpysxeria.

7 Cobermie o6 usmerern kondmrypaumi. Msuermnacs wepapn OY.

B naHenun cobbiTUin cucTemsl MOryT BbIBOAUTBLCA CBEAEHNA CNEAYOWNX TUNOB:

e "CobblTnsa cetn" — yBenomneHmss o6 M3MEHEeHWU COCTOSIHUS KOHTPOAMPYeEMbIX
06bEKTOB, UX KOH(UIrypaumum n o CBA3M C cepBepoM 6e3onacHocTn (Hanpumep,
"<ums_komnbroTepa> 3abnoknposan"”, "lMoTepsHa cBSA3b C cepeepoM..." n ap.);

e "[lelictBMA nonb3oBaTtens" — yBeAoMIEHUS, MHHOPMUPYOLWME 0 AENCTBUAX NOSb-
3oBaTenen (Hanpumep, "KomaHpa "3abnokupoBaTb" oTnpaBnieHa Al areHTa
(oB)...", "KBUTMpOBaHMe TpeBOr A/15 areHTos..." u ap.);

e "TpeBorn" — yBenoMneHns o ¢aktax perncrpaumm cobbiTUiA TpeBOrM Ha 3a-
WwMLaeMblX KOMnbtoTepax (Hanpumep, "Tpesoru Ha ctaHumun™).

Ecnun He 3agaHbl ocobble LBeTa AN yBEAOMIEHUIN, CBEAEHMWS, MONyYEHHbIE BO BpeMs
Tekyllen ceccumn paboTbl ¢ nporpamMmon, oTobpaxkatTcs Ha 6enom doHe. CBeneHums
OPYrnx ceccuii — Ha cepom goHe.

MapameTpbl 0OTO6paXKeHMs AaHHbIX B MNaHENM CO6bITUN MOXHO M3MeHSATb (CM.
ctp.139).

MpocmoTp pacuumpeHHon uHpopmMmauum o cobbITUAX

B naHenu cobbITUl CUCTEMbI MOXET BbIBOAUTLCA pacluMpeHHas MHdopMaums o co-
6bITMAX. Hanpumep, B yBeAOMNEHUAX O COBbITUAX M3MEHEHWUS MOIMTUKN KOHTPONS
YCTPOWCTB UM O COBbLITUSAX TPEeBOrn. PaclumpeHHas nHgopMaLma BbIBOANTCA B BUAE
TabnnuHoro 6510ka, AN OTOBGPaXKEHMS KOTOPOro MCMOMb3YETCA KHOMKa packpbiTUs
nepapxvu B NEBOI YaCTU CTPOKMU.
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TabnnuHbln 6nok yBeaoMneHns 06 M3MeHEeHUN NOANTUKN COAEPXUT CMUCOK MONTUK
M UX U3MEHEHHbIX 3Ha4YeHun. [Ansa cobblTMn TPEBOrv BbIBOAATCS OCHOBHbIE CBEAEHUS,
nonyyeHHble B yBeaoMaeHusx. YTobbl 3arpy3umTb Bce CBeAeHWUS O CObbITUAX
TpeBoru B 6510ke, BbibepuTe ccblfky "lMonyunTtb onucaHue Tpesorn" — B 610k 6yayt
3arpyxeHbl CBeAeHUs B BMAE 3anncen XypHana c onucaHuem cobbituin. Mpu npo-
CMOTpe 3anmcein MOryT UCNonb30BaTbCs Te e PYHKLUUU HACTPOMKK OoTobparkeHus,
KaK U B OCHOBHOM Tabnuue ¢ 3anncsamm xypHana (CopTMpoBKa, rpynnuposka, Bblbop
KOJSIOHOK 1 Ap.).

MpeaycMoTpeHa BO3MOXHOCTb OTOBpaXKeHUs AOMNONHUTENbHbLIX AaHHbIX O COBbITUMU.
[na 3TOro BbI30BUTE KOHTEKCTHOE MEHIO 3anmncK o cobbiTUK N BbiBepuTe koMaHay "de-
TanbHO" — B NpaBoOI YacTK NaHenu cobbITUIA CUCTEMbI OTKPOETCS MaHesnb AeTaslbHOro
onucaHus. Ecan gaHHble o cobbiTUM cogepxaT MHdopMaL Mo 0 KakoM-NnM6o ycTpoi-
CTBE, MOXHO CKOMMpoBaTb 3Ty MHdopmMauuto B bydep obmeHa, uyTobbl MOTOM A0O-
6aBUTb YCTPOMCTBO C 3TUMM NapaMeTpaMu B TpynnoByld MNOAUTUKY. [LeihcrBue
BbIMOJIHAETCS C MOMOLL b KOMaHAabl "KonnpoBaTb YCTPOMCTBO" B KOHTEKCTHOM MEHIO
naHenn aeTanbHoro onmncaHus.

ABTOMaTunueckoe oroﬁpax(el-me nocriegHMx ceeaeHun

HoBble yBegoMmneHus o COobbITMAX MOMEeLaTCsa B KOHel, cnucka. Ana YAOGCTBa npo-
CMOTpa aKTyaJibHbIX cBeaeHui npeaycMoTpeH peXuM aBTOMaATUYECKOro npo-
KpyydnBaHuA CNNUCKa K nocneaHeMy AO6aBﬂ8HHOMy 3N1EMEHTY.

[ NS BKIOYEHUS 3TOrO pexynma Bbl30BUTE KOHTEKCTHOE MEHIO B t06OM MecTe naHenm
cobbITUI cncTeMbl 1 BbibepuTe KOMaHAay "ABTOMaTMyecKkas NpokpyTka".

JKcnopT cBegeHun

MporpaMma No3BOMSIET COXpaHATb (3KCMOpTUpOBaThb) B alfibl CBeAeHUs, 0To6-
paxkaemble B NaHenm cobbiTUIM CUCTEMbI. DKCNOPT BbiNoNHSAeTCs B dainbl popMaTa
XML.

DKCNOPT OCYLLECTBASETCH C MOMOLLbK KOMaHA KOHTEKCTHOrO MeHk "3kcnopt" u "IKc-
noptupoBsaTb Bce". KoMmaHaa "IkcnopT" npumMeHseTcs, 4Tobbl 3KCNOPTUPOBaTb OTAE b
Hble BbibpaHHble CTpokM Tabnuubl ceeaeHun. Ecnu Tpebyetca akcnopTupoBaTb BCHO
Tabnuuy, BbI30BUTE KOHTEKCTHOE MEHI0 B SI060M MecTe naHenu cobbiTUi CUCTEMbI U
BblbepuTe KoMaHay "SkcnopTuposaTth Bce".

OTcnexunBaHue coobITUN TPEBOrU

LleHTp ynpaBneHns MHGOpPMMPYET 0 COBbITUAX, HAa KOTOpble HeobxoanMo obpaTuTb
BHUMaHMe agMMHUcTpaTopa 6e3onacHocTu (cobbiTnst TpeBormn). Takme cobbiTus perm-
CTPUPYIOTCS Ha 3aliMLaeMblX KOMMbloTepax B xXypHane Secret Net Studio nnun wTaT-
HOM XYypHane 6e3onacHocti OC 1 nmetoT TN "AyanT oTkazos" nam "Owmnbku".

CobbITWS TPEBOMM Pas3NMyaloTCa Mo CTeNeHM 3HaYMMOCTN caMnX COBbITU U YPOBHIO
BaX>XHOCTW 06bekTa, Ha KOTOPOM OHU Npoun3sownu. Kputnueckme cobbiTMsa MOryT UMETb
ypOBeHb TPEBOrn "BbICOKMN" onst 06bEKTOB C BbICOKMM YPOBHEM BaX>XHOCTK man "no-
BbIWEHHbIN" — Ans 06beKTOB C HOPMasibHbIM YPOBHEM BaX>XHOCTU. MeHee 3HauMMble

CO6bITUSA MMEKT YpOBEHb TPEBOrM "MOBbIWEHHbIN" MM "HU3KUA" COOTBETCTBEHHO
YPOBHO BaXKHOCTN 06bEKTOB.

Cepeep 6e30MacHOCTN HaKanIMBaeT CBeAEeHMA 0 COBbITUAX TPEBOrU B OTAE/IbHOM XYp-
Hane. XXypHan cobbITUiA TpeBoru hopMnpyeTcs 13 yBeaoMIeHWN, HanpasiseMblx cep-
BEpy OT 3allMLLAEMbIX KOMMbIOTEPOB.

OnoBelwyeHne 0 cOObLITUAX TPEBOTU

Mpy NosyyYeHUM yBEAOMIEHUI O NMpou3oleawmnx cobbiTUaX TpeBorn LieHTp ynpas-
NEHUS He3aMeaMTeNIbHO OMoBelaeT Mnosb3oBatens 06 3ToM. OnoseleHne npouc-
XOAMT MyTeM MOJauuM  pasfMuHbIX  BU3yanbHbIX  CUrHanoB. Hanpumep,
COOTBETCTBYIOLLME 3/IEMEHTLI AMArpaMMbl YrNpaBieHUs BblAENSTCA KPacHbIM LiBe-
TOM. TaKXe A/151 ONOBELLEHMS MOMYT MCMNO/Ib30BaTLCA M 3BYKOBbIE CUTHAsbI.

OTKktOYEHME ONOBELLEHMS U BO3BpaleHne 06bI4HOro Bnaa o6beKkToB MpPoncxoamT Mno-
Cfie KBUTUPOBaHMS COBbITUIA TPEBOT .
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CraTucrmnyeckme cBeAeHms 0 HEKBUTUPOBAHHbIX COBbITUSAX TPEBOIrM BbIBOAATCS Ha Ma-
Henn "Cratuctuka" B BMAae CNUCKOB, NOKasaTenen u rpadmkoB pacnpeaeneHus co-
6bITHR.

KButupoBaHue cobbITU TpeBOry

BHumaHue! KsutuposaHue cobbiTiit TpeBOrM He06X0AUMO BbINONMHSATHL 0 apXUBUPOBAHUS XypHana co-
ObiTuit TpeBoru. Ecnu B apxvB Gbinu noMeLLeHbl 3anucy, He NpoLLeaLIMe NPpoLesypy KBUTMPOBAHHS, 3Ha-
UEHWe cyeTuMKa COObITMI TPEBOMM YMEHBLLAETCS, U agMMHUCTpaTop 6e30nacHoCT MOXET MPONyCTUTH
WHEOpMAaLMIo O HECAHKLIMOHMPOBAHHOM AoCTyne. B aTom cnyyae ans KBUTUpOBaHMs cobbiTwil cnesyeT
BOCCTaHOBMTb XypHan cobbITuil TpeBorv 13 apxuea B 6a3y AaHHbIX cepBepa 6e30macHOCTH, NOCIE Yero Mno-
SBUTCS BO3MOXHOCTb 06paboTaTth MHdopmaLyio B 06bI4HOM MOpPSAKE.

MNoa KBUTUPOBAHWEM COBLITUI TPEBOrM MOHMMAETCA MOATBEPXKAEHME O MOSTYUYEHUM
MHdOopMaL MM aAMUHUCTPATOPOM 6€30MaCHOCTM C ONMMCaHUEM NPUHATLIX Mep. Kak npa-
BWO, Kaxaoe cobblTMe TpeBOrn TpebyeT BbISICHEHUS NPUYUH €ro BO3HUKHOBEHUS U
BbIMO/IHEHUSA 3KCTPEHHbIX AencrBuin pans  obecneyeHuss 6e30MacHOCTM  WH-
dopMaLMoHHOM cucTeMbl. Mocne Toro Kak agMUHUCTpaTop 6e30MacHOCTU MPUHSAN K
CBEAEHMIO N NpoaHanM3upoBan 06CToSTENbCTBA BOSHUKHOBEHWUSI COBbITUSI TPEBOTHU,
HeobxoAMMO MOATBEPAUTb MpueM WHMOPMaUUKU, BbIMOAHUB MNpoLEeaypy KBU-
TUPOBaHMUSA.

Mpn KBUTUPOBaHUN aAMUHUCTPATOP BBOAUT TEKCTOBbI KOMMEHTapui C OnNucaHneM
MPUYMH U MPUHATBIX MEP, U 3TOT KOMMEHTapui COXpaHSAETCs B CMCTEME BMECTE C Npu-
3HaKOM KBUTMpPOBaHUSA cobbiTusa. UHdopMaumsa o camoM cobblTum TpeBorum He yaa-
naeTca u3 XKypHana. B panbHenweM no >KypHany Cco6bITUIA TPeBOrM MOXHO
onpenenuTb, KTO, KOrja 1 Kak oTpearmpoBsan Ha npounsoweaume coboiTus. Nocne keu-
TUPOBaAHUSA BCEX CO6bITUI, MOMyYeHHbIX OT KOMMbKTEpa, 3TOMy O6bekTy BO3-
BpaLlaeTCcs HOpManbHbIN BMUA 0TOBpaXkeHns.

MpumeyaHue. MoM1Mo KBUTUPOBaHHUS COBLITUIA TPEBOTYM C 0653aTENbHLIM BBOAOM KOMMEHTapHUS afiMu-
HUCTpaTopoM GesonacHocTy, B LieHTpe ynpaBneHus npeaycMoTpeHa BO3MOXHOCTb copoca CHETUMKOB CO-
ObiTi (M. Huxe ). Mpoueaypa cOpoca CYETUNKOB MpefHasHayeHa TOMbKO AMs Cryyaes, CBS3aHHbIX C
HaCTPOMKON CUCTEMbI 3aLYMThI, U He [JOMKHA MPUMEHSITHCSA B LUTATHOM PEXUME (YHKLMOHUPOBAHUS.

KBMTUpOBaHMe CObbITUIA TPEBOrUN BbIMOAHAETCSA Npu paboTe C XXypHanoMm cobbITui Tpe-
BOrun B naHenun "XypHanbl Tpesor" (cM. cTp.222).

CO6poc c4eTUYMKOB COObLITUI TPEBOTM

Mpu nonyyeHnn yseaoMieHnii 0 3aperucTpupoBaHHbIX COBbITUAX TPEBOMN CHETUMKM
COB6bITUIN N U3MEHEHHblE NUKTOrpaMMbl 06bLEKTOB 0TOBpaxkarTca 40 TeX Nop, NoKa He
6yayT 06HYyNeHbl 3Ha4YEeHUS CHETUMKOB AN19 3TUX 06 EKTOB.

YMeHbLUEHNE 3HAUYEHWNI CUYETUYMKOB MPOUCXOAUT MPU KBUTUPOBAHUM COBBLITUI Tpe-
Born (cM. Bbille). B wTaTHOM pexunme DYHKUMOHMPOBAHUS CUCTEMbI 3allUTbl 06-
HYNEHUE CYETUYMKOB HEOBXOAMMO BbIMOSIHATL TOSIbKO MOCPEACTBOM KBUTUPOBAHUS
CcobbITUI, Tak Kak npoueaypa KBUTUPOBAHWUSA MpedycMaTpuBaeT MNPOCMOTP WH-
dopMaLmm o cobblTUSX N A06aBeEHUE YTOUHSAOWMX KOMMEHTapUeB aIMUHMUCTpaTopa
6e3onacHocTK.

Bo BpemMsi HacTpoMkuM napaMeTpoB CUCTEMbl 3alMTbl Ha 3Tane npobHOM 3KcC-
nnayataunu gonyckaetcs cbpacbiBaTb 3Ha4YE€HUSA CHETYMKOB COOLITUI TPEBOrM ANs one-
paTMBHOIrO BO3BpaTa K HOpManbHOMY Buay oTobpaxeHus obbekTos. [Mpun cbpoce
CYETUMKOB CUCTEMA BOCMPUHMMAET B KayeCTBe NPUHATbIX K CBeAEHUIO BCe CobbITus
TpeBoru, npovsowealme Ha 3awmiuaeMoM KOMNbloTepe (KOMMblOTepax) Ha MOMEHT
NOCTynneHns KoMaHapl. OgHaKo B OT/IMUMeE OT NpoLeaypbl KBUTUPOBaHUSA Npu copoce
CYETUMKOB He 3anpallMBaeTCs YTOYHSAIOWUNA KOMMEHTapuh agMuHucTpaTtopa 6e3-
onacHoctu. MNpu 3TOM B CUCTEME COXPAHSAIOTCA CBEAEHUS O TOM, KTO W KOrpaa Bbl-
nonHWA obHyeHne 3HayYeHn, BMecTe C HdopMaumen o CobbITUAX TPEBOIrU.

Ansa c6poca cHeTYMKOB CO6BbITUIA TPEBOru:

1. B auarpamme ynpaBfieHWs UK B CUCKE 06bEKTOB Bbl6EPUTE HYXKHble 06bEKTbI.
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2. BbI30BMTE KOHTEKCTHOE MEHI0 OAHOro M3 BblbpaHHbIX 06bEKTOB, packponTe noa-
MeH10 "KBnTnpoBaTbh" 1 BbibepuTe HY>XXHYIO KOMaHAay :

e "Bce TpeBorn" — ans KBUTUPOBaAHUS BCEX COObITUIM HE3ABMCMMO OT YPOBHEN
TpeBoru;

e "TpeBOrun BbICOKOrO YPOBHA" — ANs KBUTUPOBAHUSA TOSIbKO COBbITUN C ypOB-
HeM TpeBoru "BblCOKMn";

e "TpeBorm nMoBbIWEHHOro YPOBHSA" — A9 KBUTUPOBAHUS TOJIbKO COBLITUN C

YPOBHEM TPEBOrU "MOBbILLIEHHbIR";

e "TpeBOrv HM3KOro ypoBHS" — AN KBUTUPOBAHMUS TOSIbKO COObITUIM C YPOBHEM
TpeBoru "Hu3knn".

3. [pu nossneHun amvanora 3anpoca Ha npoaomKeHue aencrens noaTreBepanTeE Bbl-
nonHeHne onepauunn.

Onsa obbekToB 6yaeT BO3BpaLLEH HOPMalbHbIN BUA oTobpaxeHus. O pesynbTaTtax
BbIMOSIHEHWNA AENCTBUS BbIBOANTCS YBEAOM/IEHWE B NaHenn cobbiTUN CUCTEMBI.

CosfaHue npaBun hmnbTpauum Ha OCHOBE YBEAOMITEHUN O
cobbITUAX TPEBOrU

[Ons BbIGOPOUHOro OTCIEXUBAHUSA COBLITUN MOXHO HACTPOUTb DUNBLTP, KOTOPbIN By-
OeT onpeaensTb, Kakne yBeaoMAeHns o CObbITUAX TPEBOMM AO/MKHbI NOCTYyNaTb Ha cep-
Bep 6e3onacHoctn. OuNbTp TpeBOr AENCTBYeT HEe3aBUCUMMO OT  MOJIMTUKK
perncrpaunm cobbiTU B IOKANbHbIX XYPHanax, Yto AaeT BO3MOXHOCTb KOHTPOSS
BaXHbIX U3MEHEHUN B cucteMe 6e3 yMeHbLleHns obbemMa coxpaHsaeMon nHbopmMaumm
B JIOKa/IbHbIX XXYpHanax. ®UnbTp MOXET NPUMEHATLCA NpU nepegadve yseaoMIeHnn
OT 3alMLiaeMbliX KOMMbOTEPOB Ha cepBep 6e3onacHOCTU (HacTpamMBaeTcs B rpynne
"OnoeseleHuns o Tpesorax" pasgena "lMonntnkun" naHenn ceoncTts o6bLEKTOB), a Tak-
e npu nepegayvye yBeAOMIEHUIN, MOSyYEHHbIX MOAYMHEHHbIMU cepBepamu 6e3-
onacHocTtu (HacTpansaeTcs B pa3gene "lMapameTtpbl").

B co3pgaBaeMbix npaBusiax aBTOMaTUUecKM A06aBnsOTCS ycnoBus (uabTpauum Ha
OCHOBe BblbpaHHbIX cBeaeHuin. Co3aaHue npasm B NaHeNN cobbITUI NpeayCMOTPEHO
ONS YBEAOM/IEHMI O COBbITUSIX TPEBOIU, NMOJSTYYEHHbIX BO BPEMSI TEKYLLEN CECCUM pa-
60TbI C NporpamMMoMn.

Ana po6aBnenusn npaBuJia B NaHeNun Co6bITUW CUCTEMBbI:

1. B naHenu cobbiTuiA cucTtembl nepenamTe K yBeAOMNEHMIO O COBbITUAX TPEBOIrU U
packpoliTe 610K € pacluMpeHHON nHdopMaumren o cobbiTuax. [1ns aToro HaBeanTe
yKasaTteslb Ha CTPOKY yBEeAOM/IEHUS U ABaXAbl HAXMUTE NIEBYK KHOMKY MbllKN
WM HaXKMUTE KHOMKY packpbIiTUS epapXumn B IeBOI YacCTX CTPOKW.

MpumeyaHue. OnucaHne naHenu cobbITUd CUCTEMbI W BO3MOXHOCTEN AN yNpaBneHus oTob-
paxeHneM CBeAeHNI M. Ha cTp.191.

2. B 650Ke Cc pacluMpeHHOon nHgopMaumen Bbi30BUTE KOHTEKCTHOE MEHHO CObbITMSA 1
packporiTe nogmeHto "obaBnTb NnpaBwio Ans duabTpaumm Tpesormn”.

3. BbibepuTe komMaHAy AobaBneHus npasunia B HYXHbI dunbTp. GunbTp cobbiTUi
TpeBorn MoxXeT O6biTb 33gaH B rpynnoBbiX MOAMTMKaxX (MpU HanMyuum BO3-
MOXHOCTU U3MEHEHMNS NOUTUK) NN B NapaMeTpax cepsepa 6€30nacHOCTH.

Mocne Bblbopa komaHabl B naHenn "KomnbioTepbl" 6ygetr oOTKpbiTa CoO-
OTBETCTBYIOLLANA rpynna napameTpos, U B CMUCKe npasu dusibTpa nosiBUTCA HO-
Boe npaswio. Ecnn pgobaBnsemoe npaBuiOo MOXET MOBAUSATbL Ha MPUMEHeHue
paHee 3ajaHHbIX NapaMeTpoB, nepes AobaBneHNEM Ha 3KpaHe NMOosIBUTCA 3anpoc
Ha BbIMOJIHEHME AaNbHENLWNX AENCTBUA. B 3TOM criyyae nepes npoao/mKEHUEM
ornepaunmn peKkoMeHAyeTCs NpoBEepPUTb 3a4aHHble NapaMeTpsbl.
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OnepaTuBHOE yrpaBneHue

OnepaTMBHOE YyMpaBfieHWe 3alMLLAEMbIMU KOMMbOTEPAMU OCYLLECTBASETCA C MO-
MOLLbO KOMaHA. KoMaHAbl onepaTMBHOMO YNpaB/ieHMst MOMYT MPUMEHSTLCS K KOMMblo-
TepaM Kak caMoro cepBepa noAktoueHus (cepBep 6e30MacHOCTU, C KOTOPbLIM
yCTaHOBJ/IEHO coeanHeHme LieHTpa ynpasneHus), Tak U NoAYMHEHHbIX cepBepoB. Mpu
3TOM BblBpaHHbI 419 YNpaBNeHWs KOMMbOTEP AO/HKEH BbiTb BK/OYEH.

I'IpumeanMe. Ecnn B gaHHbIN MOMEHT MCNOMHEHME Kakon-nnbo OI'IepaTIABHOI;l KOMaHAbl HEBO3MOXHO,
9Ta KOMaHAa unu OTCyTCTBYET B MEHI0, UITM HEaKTUBHa.

ynpaBneHMe nonb3oBaTesIbCKMMU CeCCUAMU

[ns BK/IFOYEHHbIX KOMMbIOTEPOB MOXHO MPOCMaTpUBaTbh MHMOPMALMIO O TEKYLNX
NMoJsIb30BaTENIbCKNX CECCUSAX, @ TAaKXKe 3aBepLLaTb Bbl6paHHbIE CECCUM.

Onsa 3aBeplwieHUs NOJIb30BaTeN1bCKUX ceccuu:

1. B auarpamme ynpasfieHUs UavM B CnUcke 06bEeKTOB BblGEpUTE HYXHbI KOMMbHO-
Tep.

2. BknouynTe oTO6paXKeHmne NnaHenm CBOMCTB C MOMOLLbIO KOMaHAbl B KOHTEKCTHOM Me-
HI0 ob6bekTa. B naHenu ceBoicTB nepenanTe Ha Bknaaky "CocrosHue" n HaxMnTe
nanTky "Bxopa B cuctemy".

CnpaBa otobpasutca 6nok ¢ nHdbopmaumen 0 MexaHW3Me M CNUCKOM MNOofb-
30BaTENbCKMX CECCMI Ha KOMMbIOTEPE.

3. BbibepuTe nosb3oBaTeNbCKNE CECCUWN, KOTOpbIE TpebyeTcs 3aBeplnTb. A8 Bbl-
6opa HECKONMbKUX CeccuMil UCNosb3ynTe BMECTe C MblWwbl knaBuwu "Shift" un
"Ctrl". HaxmuTe KHOMKy "3aBepwnTb ceccuio", KOTOpas pacrofiodXeHa Haja
CMUCKOM Ceccuit.

EHOKMPOBKa n pa36ﬂ0KMPOBaHMe KOMNbHTEPOB

BkntoYeHHbIE KOMMbIOTEPbI MOXHO YAaNeHHO 3ab10KMpPoBaTb UM CHATb B/1I0KMPOBKY
(pa3bnokmpoBaTb). KoMaHabl AN BbIMONHEHUS AEACTBMIA MOTYT MPUMEHATbLCS K
KOMMbOTEPAM MM cepBepaM 6e3onacHocT. Ecin KoMaHZa NpuMeHsieTcs Ans cep-
Bepa 6e30MacHOCTM, COOTBETCTBYIOLLEE [AeNCTBME OyAeT BbIMOAHEHO Ans BCEX
KOMMbIOTEPOB, NOAYUHEHHbIX JAaHHOMY CEPBEPY.

Mpn noctynneHnn kKomaHAbl 6NOKMPOBKM Ha 3KpaHe KOMMbIOTEpa MOsBASETCH COo-
obweHne o6 3TOM M npepbiBaeTca ceaHC paboTbl Tekywero nonb3oBatensa. Oa-
HOBpeMeHHO B XypHane Secret Net Studio perncrpupyetcsa cobbiTne "KomnbroTep
3ab1oKMpoBaH CMCTEMON 3aWwnTbl", KOTOpoe sABnseTcs cobbiTMeM TpeBoru. JIokasnbHO
pa36J'IOKVIpOBaTb KOMMNbKOTEP MOXET TOJ/IbKO MOJZiIb30BaTeE/lb, BXOAHLIJ,I/II‘/'I B TOKaJIbHYHO
rpynny aaMMHUCTPaTOpPOB.

Ecnim komnbloTep 3a6/0KMpoBaH CUCTEMOI 3aliUTbl, COOTBETCTBYIOLME O06bEKThI B
LieHTpe ynpaBneHuma oTobpaxatoTcs C MU3MEHEHHbIMU NMKTOrpamMMamm (cM. ctp.186).
[Ina Takoro KOMMbOTEPa MOXET NMPUMEHATLCA KOMaHaa pasbnokuposaHus. Mocne no-
NlyYeHUsl KOMaHbl Ha pa3bnoKMpoBaHWE Ha 3KpaHe KOMMbloTepa MOABASETCA Co-
o6lLeHEe 06 3TOM U MOMb30BaTESb MOXKET MPOAOC/KUTL PaboTy.

Ana 6510KMPOBKN KOMMbIOTEPOB:

1. B amarpamme ynpaBneHUst UM B CNMUCKE 06bEeKTOB BbibEpPUTE HYXHbIA O6bEKT
(koMnbloTep, rpynna, cepeep 6€30MacHOCTN) UKW BbIAENIUTE HECKOIbKO HYXHbIX
o6bekToB.

2. Bbl30BMTE KOHTEKCTHOE MeHI0 BblbpaHHOro obbvekTa (0AHOro M3 BblAENEHHbIX
obbekToB), packponTe noaMeHto "KomaHabl" M BblbepuTe komaHay "3a-
6noknposatb". Mpn NosBNEeHMWU gnanora 3anpoca Ha NPoAC/HKEHNE AEACTBUS NOA-
TBEpPAMTE BbIMOSIHEHWE ONepaLmn.

Ana pa3610KkMpoBaHUA KOMMNbIOTEPOB:
1. B avarpamMe ynpasfieHUsl UKW B CMIMCKE O6bEKTOB Bbi6epUTE HYXHbIA 06beKT
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(koMnibloTEp, rpynna, cepeep 6e€30nacHOCTN) UM BblAENNTE HECKOIbKO HYXHbIX
06beKToB.

2. Bbl30BUTE KOHTEKCTHOE MeHlO BblbpaHHOro obbvekTa (OAHOro M3 BblAENEHHbIX
obbekToB), packporTe noaMeHio "KomaHabl" u BbibepuTe koMmaHay "Pas-
6nokuposatb". MNpu NOsSIBNEHMW AManora 3anpoca Ha NPoAo/HKEHNE AENCTBUSA NoA-
TBEpAMTE BbINOSIHEHWE ONepaLmu.

MpumeyaHue. 3abnokupoBaTh UK pas3bnokMpoBaThb KOMMLIOTEP MOXHO Takxe Ha Bknaake "CocTosiHue"
[aHHOro KomnbtoTepa. BuibepuTte anemeHT "BrokupoBka” 1 HaxmuTe KHOMKy "3abnokupoBats" unm "Pas-
6roKMpoBaThL" COOTBETCTBEHHO.

Mepe3arpy3ka 1 BbIKNOYEHNE KOMNbLIOTEPOB

NS BKAOYEHHbIX KOMMNBbIOTEPOB MOXHO YAa/IEHHO NUHULMMPOBATL Nepesarpysky uam
BbIK/tOUYEHUE. KoMaHabl A1 BbINOSIHEHUS ,quICFBMVI MOTryT NPUMEHATLCA K KOMMbIO-
TepaM wam cepBepaMm 6e3onacHocTu. Eciv komaHaa npuMeHsieTcs Ans cepsBepa
6e3onacHOCTK, COOTBETCTBYOLLEE AelicTBUE (Nepe3arpy3ka uam BolkaoveHue) byaer
BbIMOJIHEHO A/14 BCEX KOMMbKOTEPOB, NOAYNHEHHbLIX JaHHOMY CepBEpY.

Mepe3arpyska WM BbIK/IOYEHUE KOMMbIOTEPA BbIMOSHAETCA HE3aBUCMMO OT KO-
nnMyecTBa OTKPbITbIX I'IpVIJ'IO)KEHVIVI N HaNM4Na HeCoOXpaHEeHHbIX JOKYMeHTOB. [pu no-
CTynneHnn KoMaHAabl Ha 3KpaHe KOMMNbKOTEPA NOABAAETCA coobuieHne o6 3TOM, U B
TeyeHne 15 cekyHp C MOMeHTa nosiBNeHns coobLieHnsa nonb3oBaTenb KOMMNbKOTEPA MO-
XXET COXPaHUTb OTKPbITblE JOKYMEHTDI.

Onsa nepe3arpy3kKv UJn BbIKJ1FOUEHUS KOMIMbIOTEPOB:

1. B amarpamme ynpaBneHUsl UM B CNMUCKe 06beKTOB BbibepuTe HYXHbIA 06bEKT
(koMnibloTEp, rpynna, cepeep 6€30nacHOCTN) UM BbIAENNTE HECKOJIbKO HYXHbIX
06beKToB.

2. Bbi30BUTE KOHTEKCTHOE MeHlo BblbpaHHOro obtbekta (0AHOro M3 BblAENEHHbIX
obbekToB), packporite noaMmeHto "KomaHabl" wn Bbibepute komaHay 'lMe-
pe3sarpy3uTb" uam "BbikounTb" 4na nepesarpysku UM BblKIHOYEHUS KOMIMblO-
Tepa COOTBETCTBEHHO. [py nNoOsIBNEHMW Auanora 3anpoca Ha MNpOJOC/IKEHUe
OeCTBMS NOATBEPANTE BbINO/HEHWE ONepaLumin.

OGHoBREHe rpynnoBbIX NOMUTUK HA KOMNbLIOTEPaXxX

ﬂ,)‘lﬂ BKJTIOYEHHbIX KOMMNbIKOTEPOB MOXHO YAaJIEHHO WHUUWUPOBATb 3anycCckK 06-
HOBJIEHUA rpynnoBbIX NMOJNTUK. KomaHpa NMPUMEHAETCA K OTAE/IbHbIM KOMMbKOTEPAM,
ceppepaMm 6e30nmacHOCTM M rpynnam KomnbioTepos. Ecnn BbibpaH cepeep 6e3-
onacHoCtn uvnu rpynna, obHoBNEHUE rpynnoBbIX MOJIMTUK BbIMNOJIHAETCA Ha BCEX
KOMMNbloTepax nog ynpasneHnem OC Windows, noguYmHeHHbIX cepBepy 6e3onacHocTu
WM BKJIIOUEHHbIX B rpynmny.

MpUHYyANTENbHOE 06HOBMIEHNE YCKOPAET MNPOLLECC MPUMEHEHWNS LLEHTPaIM30BaHHO 3a-
AAHHbIX FPYMMNOBbIX MOANTUK HA KOMMbOTEPAX.

Ansa o6HOBNEHMSA rPYNMNOBbIX MNOJIMTUK HA KOMINblOTEpPAX:

1. B gmarpamme ynpaBneHus uam B crnncke obbekToB BblbepnTe HYXHbIN 06bekT
(komnblOTEp, rpynna, cepsep 6e30NacHOCTN) UM BblAENINTE HECKOIbKO HYXHbIX
06beKToB.

2. Bbl30BUTE KOHTEKCTHOE MeHtO BblbpaHHOro obbekTa (OAHOro M3 BblAENEHHbIX
0b6bekToB), packpoiTe noaMeHto "KomaHapl" u BbibepuTe KomMaHay "lMpuMeHUTb
rpynnoBble NOANTUKK" .

YTBepXAaeHne U3MeHeHUH annapaTHON KOH(Ury paLmm

Ona BKIIOYEHHBLIX KOMMbIOTEPOB MOXHO YAA/NIEHHO YTBEPAMTb M3MEHEHUsa anna-
paTHOM KoHdurypaumm. KoMmaHaa yTBepXAaeHUs KOHMUrypaumum npuMeHseTcs ToMb-
KO K KOMNbloTepaM nog ynpasneHnem OC Windows.

KoMnbloTep, Ha KOTOPOM 3adMKCMPOBAHO M3MEHEHME annapaTHOM KOHdUrypauum,
0603HavaeTcs B AMarpamme ynpasneHuns cneymanbHon nMKTorpaMmmon (cM. ctp.186).
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Ana yTBep)>XAeHUA annapaTtHoOi KOH(Urypaumm Ha KoMnbloTepe:

1. BbI30BUTE KOHTEKCTHOE MEeHK KOMMbiTepa C W3MEHEHHOW annapaTHOM KOH-
¢urypaumen n Boibepute KOMaHAy "YTBEpAMTL annapaTHY KOHdUrypaumio".
Ha skpaHe nossuTca Ananor co CrMCKOM YyCTPOMCTB, HE coBMajalroLmx C 3Ta-
JIOHHOWM annapaTHOM KOH(Urypaumen KoMnboTepa.

2. [na yyeTa M3MEHEHWI B COCTaBe 3TaJIOHHOW annapaTHOW KOHdUrypauum
KOMMbIOTEPA HAXMUTE KHOMKY "YTBEpanTL".

MpumeyaHue. YTeepanTb annapaTHyo KOHUIypaLmo MOXHO Takxe CreytoLLMMI cnocobamu:

* Ha Bknagke "CoctosiHue" BbIBpaHHOro kKoMnbloTepa Bbibepute anemeHT "KoHTponb yCTPporncTB” 1 Ha-
XMUTE KHOMKY "YTBEepaMTb annaparHyto KoHPuUrypaumio”;

* B naHenm cobbITUI CUCTEMBI BEI3OBUTE KOHTEKCTHOE MEHI0 YBEAOMIEHUS "Ha areHTe <uMs_KOMNbHo-
mepa> n3meHunach annapaTHas KoHgurypaums" v Bbibepute komaHgy "YTBepanTb annapaTHyto KOH-

turypaumio”.

C60p NOKanbHbIX XYpPHaNnoB N0 KOMaHAe agMUHUCTpPaTOpPa

Mepepaya noKasnbHbIX XYPHaNoB 3allMlLiaeMblX KoMnbloTepoB B B[l cepBepa 6e3-
OMacHOCTU BbIMOJIHSAETCS peryssipHO B COOTBETCTBUM C 3aAaHHbIMW NapamMeTpamu (CM.
cTp.164).

[ NS BKIOYEHHbIX KOMMBbIOTEPOB MOXHO BbIMOIHUTL 3aMyCcK npoLecca BHeo4YepeaHom
nepeaayn nokKaJabHbIX XYpPHanos. KOMaH,EI,bI MPUMEHAITCA K OTAE/IbHbIM KOMMbIO-
TepaMm, cepBepaM 6e30nacHOCTM U rpynnaM KoMmnbtloTepos. Ecnn BblbpaH cepeep 6e3-
onacHoCtM wuwnau rpynna, C60p NIOKAJIbHbIX >XYPHaJiOB BbIMOJIHAETCA CO BCeX
KOMMbIOTEPOB, NOAYNHEHHbIX CepBepy 6€30NacHOCTN UAN BK/IKOYEHHbIX B Fpynny.
Ana 3anycka npouecca nepeaaum JioKkasbHbIX XXYPHao0B:

1. B Anarpamme yrnpasiieHna nam B Cnucke obbekToB BblﬁepMTe HY>XHblE 06bEeKTHI.

2. BbI30BUTE KOHTEKCTHOE MEHI OAHOM0 M3 BblbpaHHbIX 06bEKTOB, packpoiTe noa-
MeHto "XKypHanbl / CobpaTb XypHarbl C KoMnbloTepa".

3. BbibepuTe KOMaHAy C HasBaHMEM HYXHOrO XypHana UM KoMaHay "Bce", ecnu
TpebyeTcs nepenaTb B B/l cepBepa 6e30MacHOCTM BCe NIoKanbHble XYypHarbl.

B naHenu cobbITUiA cMCTEMbl NOSABUTCS YBEAOM/IEHME O 3anycke npolecca cbopa
JNIOKanbHbIX XYypHanoB. CTaTyC BbINOJHEHMS NpoLlecca oTobpa)kaeTcsi B KOJIOHKe
"OnucaHne".

VnpaBneHMe (*)YHKLIVIOHMPOBaHVIeM MeXaHU3IMOB 3alliuUTbl Ha
KOMNbHOTEpax

[na BK/OYEHHbIX KOMMbIOTEPOB MOXHO MCMOMb30BaTb CPEACTBa OMepaTUBHOM Ha-
CTPOViKM DYHKLIMOHNPOBAHMSI MEXAHM3MOB 3alLUThI.

Ansa HacTpoiikn (yHKLMOHMPOBaHUS MEXaHU3MOB 3aliUTbl Ha KOMMbIO-
Tepe:
1. B avarpamme ynpasieHns nnun B cnmcke o6beKkToB BblbepnTe HYXHbI 06beKT.

2. BknounTte oTobpaxkeHue napaMeTpoB 0bbekTa (C noMollblo kKoMaHabl "Ceoncrea”
B KOHTEKCTHOM MeH0) 1 nepenante Ha Bkiaaky "CocrtosHme" (cMm. cTp.190).

MpumeyaHue. Mpy BbiGOpe Heckonbkux 06LEKTOB BkNaaka "CocTosiHWe" HeOCTYNHa. |

3. HaxmMuTe KHOMKY HY>XXHOro MexaHmama (Hanpumep, "3aTpaHune gaHHbIxX").
CnipaBa OT KHOMKM NosBUTCH 610K, coaepXallnin CBeaeHns 0 MexaHu3me.

4. YT106bI BKIOUYMTL UM OTK/IIOYMTb MEXaHWU3M 3allUThl, NepeBeanTe B Hy>KHOe No-
JNIOXXeHMe nepeksoyaTeNb, pacnofioXeHHbI cneBa B 3arosioBke 6noka. Mpu no-

ABNNIEHUW  Ananora 3anpoCa Ha Npoao/mKeHune OencTBuS noarBepanTe
BbIMOJIHEHMWE onepauun.
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MpumeyaHue. BkntoueHne MexaHu3Ma 3alLuTbl BOSMOXHO NPU HanMuuu AeACTBYIOLEeN NNLEH3MK
QNS aHHOTO MexaHu3Ma. BbiknoyaTenb NpucyTCTBYET B 3arofioBke Onoka, ecnv NuueHsns Ha aaH-
HbI MexaHW3M BKIOYeHa. YnpaBrieHWe CMUCKOM MULEH3NN OCywecTBnsieTcs Ha Bknagke "flu-
LeHann".

5. Ecwm pgns  MexaHu3Ma MpeaycMOTPeHbl  AOMOSHUTENbHbIE  BO3MOXHOCTM
HACTPOMNKM, BbIMO/IHUTE HYXHble AEACTBMS C MOMOLLbIO CPEACTB YrpaBfeHus,
npeacTaBfeHHbIX B 6/10Ke.

3anycx nporpamMmmbl yaaneHHoOro ynpaereHna KOMnboTepom

LleHTp ynpaBneHunsa npepoctaBnsieT BO3MOXHOCTb 3anycka nporpammbl PuTTY, uc-
nonb3yemMon Ans NOAKNI0YEeHUS K KoMNbloTepam nog ynpasneHmem OC Linux c ycra-
HoBneHHbIM 10 Secret Net LSP 1 oTnpaBku KOMaHA ynpaBneHUs No MpOTOKOMYy
Secure Shell (SSH). BeBoa koMaHA ynpaBfieHUS OCYLLECTBNSIETCS B peXuMe Ko-
MaHAHOW CTPOKM B OTAE/IbHOM OKHe nporpammbl PUTTY.

[ns vcnonb30BaHMs MNPOrpaMMbl Ha KOMMbIOTEPAX AO/MKHbI 6biThb YCTAaHOBMEHbI CO-
OTBETCTBYIOLLME YACTM NPOrpaMMHOro obecrnedyeHuns:

e Ha pabouyeM MecTe agMMHUCTpaTopa — nporpamMma PuTTY (SSH-knueHT). ECcnmn
dann putty.exe HaxoaMTCA He B KaTanore ycraHoBku LleHTpa ynpasneHus, Heob-
X0AMMO 3a4aTb NyTb K danny B napaMeTrpax paboTtbl LieHTpa ynpasneHusa (cMm.
cTp.139);

¢ Ha 3alMLLAEeMOM KOMMNblOTepe — cepBep 415 Bxoaawmnx SSH-noaknoyeHmnn. Ha
KoMnbtoTepe nog ynpasneHneMm OC Linux ¢ yctaHoBneHHbIM MO Secret Net LSP
KOMMOHEeHTbl SSH-cepBepa MYHKLMOHUPYIOT NO YMOAYAHUIO U AONOSHUTENbHAs
yCTaHoBKa He Tpebyetcsa. Ha komnbtoTepe noa ynpasneHnem OC Windows SSH-
cepBep MO YMOSYaHUIO He yCTaHoBNeH. [ns noaknioyeHns HeobxoamMmo ycra-
HoBuTb O cepsepa (HanpuMep, Bitvise SSH Server).

Ansa 3anycka nporpaMMbl yAasieHHOro yrnpaB/ieHUs:

1. BbI30BUTE KOHTEKCTHOE MEHIO KOMMbloTepa nog ynpasneHnem OC Linux ¢ ycra-
HoBNeHHbIM O Secret Net LSP n BbibepuTe komMaHAy "3anycTuTb yAaneHHoe
ynpasneHune yepes PuTTY".

Ha skpaHe nosiBUTCS AvManor Ans BBoAa MMEHW 1 Naposis Monb30BaTens C npasaMm
Ha yAaneHHoe yrnpaB/eHme.

2. BeeauTe MMS M Naposb Nofb3oBaTtens (HanpuMmep, NoKanbHOro agMMHUCTpaTopa
KOMMNbIOTEPA, K KOTOPOMY BbIMOMHAETCSA MOAK/IIOUEHNE) N HAXMUTE KHOMKY "3a-
nycTmTb".

Ha skpaHe nosiBUTCA OKHO nporpamMmel PUTTY. lNMocne ycTtaHOBNeHUs coeauHeHuUs
C KOMMNbIOTEPOM B OKHE MOSBUTCA NpUrnaweHne Ha BBOA4 KOMaHabl.

3. BBeauTe HyXHYI KOMaHAay (KoMaHAbl). [leicTBmsa B OKHe nporpamMMbl PUTTY Bbl-
MOJIHAIOTCS Tak e, KaK U B IOKasIbHOM KOHCOMM KOMaHAHOW CTPOKM.

dopmMupoBaHUe OTYETOB

B LleHTpe ynpaBneHns MOXHO (OpMUpPOBaTh ClIeAyoLLNE OTYETI :

HaszBaHue OnucaHue

MporpamMmmbl n ConepXuT y4eTHY0 MHdOpMaL Mo KOMMbIOTEPOB M NepeyeHb

KOMIMOHEHTbI YCTaHOB/IEHHOIO Ha HMX NporpaMMHoOro obecrneyeHuns

Pecypcbl APM ConepXXuT yyeTHY nHdOopMaL Mo KOMNbITEPOB M NOAPO6HbIE
CBeAEeHMs 0 NapamMeTpax yCTaHOBIEHHOM Ha HUX CUCTEMbI 3aLLUTbI

Aonyck ConepxuT ceeaeHmnst 06 yctaHoBneHHbIX MAK "Cobonb" 1 cnncok

nonb3oBaTtenen B NAK | nonb3oBaTeneii, UMEOLWNX AOMYCK K KOMMblOTEPAM C

"Co6onp" MAK "Cobonb"

DNIeKTPOHHbIE ConepxuT cBeaeHunst 06 aNeKTPOHHbIX MAeHTUdMKaTopax,

naeHTudunkKaTopbl 3aperncTpupoBaHHbIX B Secret Net Studio
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MpumeyaHue. B JlokansHOM LEHTpe ynpaBneHust MOXHO chopMUpoBaTh TONbKo 0T4YeThI "MporpamMmbl 1
KoMnoHeHTbI" 1 "Pecypcel APM",

Co3gaHue 3anpocoB anst GopMMpPOBaHMS OTYETOB BbIMOJHSETCSA B naHenm "OtuyeTsbl”,
ONs nepexoaa K KOTopoln HaxmMmuTe KHornky "OTt4yeTbl" Ha naHenu HaBurauum (cneea B
OCHOBHOM OKHe). OTYeTbl (POPMMPYHOTCS TONbKO AJ1s1 KOMMbBIOTEPOB MOA Y paB/ieHUEM
OC Windows.

B pexxuMe oXxuaaHusa 3anpoca naHesb MMeeT Ceayownii Bua.

Mporpammsl u
=4 KOMMOHEHTbI
Oruer npeanassasen 4ns c6opa ceegenuii ob

JCTEHOBMEHHOM MPOTpaMMAOM OBecneueHM Ha
[

[ Pecypcsl APM

Oruet npenHasHaser anA cBopa coeneHiii o
3AUMILZEM X PECYPCaX # MAPAMETPaX CHCTENS!
SAWMTE KOMNGIOTEPa:

Y~  [obpo noxanceats & pasaen oruetos!
B

[lnn navana paBoTer uBepuTe MyKHbIR OTYET.

|E3 MAK "Cobons”

Oruet MpeaasHaser Ans c0pa MHAOPMALLK 060
Beex ycranosnextbix & cncrene NAK "Cobons”
NORS30BATENAY, KOTOPHIE WMEKT AOMYCK Ha
KoNrbioTEps ¢ yeTarosnestsi [AK "CoBons”,

& DNeKTPOHHLIe
MAEHTUUKATOPbI
OTuert npeanasHaden 418 cBOpa CEELEHMI O

38PETHCTPUPOBAHHLIX § CUCTEME 3AEKTPOMHBIX
[rn—

Onga otyeTtoB MoOryT 6bITb 3agaHbl obwme napaMeTpbl OCbOpMJ'IEHMﬂ: Ha3BaHWe n no-
roTnn opraHun3aunn, a TakXxe napaMeTpbl HyMepaunn CTpaHuL.

OTyeTbl coxpaHsatoTcs B darnbl dopmata RTF. Ona 3arpy3kum cogepxumoro RTF-
¢dannos HeobxoaMMO MCMOAb30BaTb COOTBETCTBYHOLLME MPUSIOKEHUS, MNOA-
AepXuBallwme BO3MOXHOCTb MpocMoTpa Takux dannos. Hanpumep, peaakTop
Microsoft Word nnu cpeacrso npocmotpa Word Viewer. Bmecte ¢ oT4€TOM AOCTYMHO
coxpaHeHune aaHHbIX B hanne dopmaTta XML.

OtyeT "lMporpaMmbl N KOMMOHEHTbI"

OTueT co CBeAEHUSIMM O MPOrpaMMHOM OB6ecrneyYeHun, YCTaHOBJIEHHOM Ha KOMMbiO-
Tepax, GopMUPYETCS TONIbKO ANA BKJIIOYEHHbIX KOMMbIOTEPOB.

Ans ¢popMmupoBaHusa oTyera:
1. B neson yactn naHenu "OtueTbl" BbibepuTe pa3aen "lMporpaMMbl U1 KOMAOHEHTHI".
MaHenb npuMeT BMA, NoA06HbIN NpeACcTaBleHHOMY Ha ClieyoLeM PUCYHKe.

n porpammel u Tec 8IS HiBugewmssce [ Crssmgenewe 8 Bo
=4 KOMMOHEHTbI
Orer npeanastiaer AR cGopa ceeaeriil ob CrpykTypa MNporpammHoe obecneuerne APM
YCTaHOBNEHHOM NPOrPaMMHOM OBecneNeruM Ha
KounsioTepax. . [ S
v G s1NOSforestbo ©.11.0. oTBETCTBEHHBIX NHL:

Hasanshik nogpasaenerus: Visaros .11
[ Pecypcsl APM

Hauanshik nogpasgenenus T3Mk Metpos C.C.

Oruet npeanasnaven ana cbopa ceeneruii o
a2UpLEEIEX PeCYpCaX ¥ MapaNETpaK CUETEMSI

SBUVTS KONMBHOTED.
e P HauansHik Noapasaenens conposoxaesys: | Craopos UM

|3 NAK “Co6onb”

Oruer npegrasauen 1A cBopa urdopuaLn 060
scex ycranoanenHei s cncreme MAK "Cobons” v
NONE30BATENAY, KOTGPBIE UMSHOT AONYCK Ha
Kounsroreps ¢ yeranosnenmsin TTAK *Cobons”

& SN1IeKTPOHHbIe
nAeHTUdUKaTOPbI
Oruer npeariosaven AR cBOPa CoeacHMii O

22PETUCTPUPOBaHHEIX & CHCTEME 2AEKTPORNEIX
uaerTGMKaTOpaX. Coxpamus oTuer smecre ¢ alirom XML

CoxparnTe aiin oruetakak  C:\Users\bil\Documents\06_09_2021_13_29_11_software_reportrtf

HBCTPOIKM OTUETOE... Mocrpouts
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B cnucke "CrpykTypa" npeacraBfieHbl 3alinLaeMble KOMMboTePbl, CBEAEHUS O KO-
TOpbIX MOXHO A06aBUTb B OTYET. CNMCOK COAEPXUT TOJSIbKO BK/IHOYEHHbIE B AaH-
Hbll MOMEHT KOMMbIOTEPHI.

Coser.

*  Cnncok MOXET cofiepxaTb NPOCTOI NepeyeHb KOMMLIOTEPOB UMM UEPaPXMI0 OBBEKTOB B CTPYK-
Type Active Directory. [MepeknioueHue pexuma 0TobpakeHMs Cnucka ocyLLeCTBNSETCS C MOMOLLbIO
COOTBETCTBYIOLLMX KHOMOK, PACMOSNIOXEHHbIX HAf CMIUCKOM.

* Takxe CMMCOK MOXHO OT(UNLTPOBATL NO UMEHaM 06BEKTOB. YT0OLI 0TOOPA3NTL B CNIMCKE HYX-
Hble KOMMbIOTEPbI, B CTPOKE NOKUCKa BBEAUTE CTPOKY CUMBOIIOB, KOTOPAs AOMKHA NPUCYTCTBOBATH
B MMEHaX KOMMbIOTEPOB UMW APYrUX 0BBEKTOB.

2. OTMeTbTe KOMMbOTEPbI, CBEAEHUS O KOTOPbIX TpebyeTca Nony4nTb B OTHETE.

Coser.

*  Yro6bl YCTAHOBMTbL UMW YAANUTL OTMETKM OOHOBPEMEHHO 151 BCEX KOMMBIOTEPOB, UCMOMb3YITE
COOTBETCTBYIOLLME KHOMKW B BEPXHEN YACTV NaHenM.

* [lpenBapuTenbHbIi BbIGOP KOMMBIOTEPOB ANt POPMUPOBAHNS OTYETA MOXHO BbINONHUTL B AMa-
rpamme ynpaBneHust unu B cnucke obbekToB naHenu "Komnbtotepbl”. [JeACTBUS BbINOMHATCSA
aHarmnormyHo KoMaHaam onepaTMBHOrO ynpaeneHus. YTobbl nepenTn kK GopMUPOBaHIIO 3anpoca
Ha NOCTPOEHME 0TYETa ANS HYKHbIX KOMMbIOTEPOB, UCMOMb3YITe KoMaHay "OTueTs! | MporpamMmbi
1 KOMMOHEHTbI" B KOHTEKCTHOM MEHIO 06BEKTOB.

3. B npasoi 4yactu naHenun "OTyeTbl" BBEAMTE B COOTBETCTBYOWMX nonax OO co-
TPYAHWKOB, OTBETCTBEHHbIX 3@ 3KCryaTaunto BbibpaHHbIX KOMMbIOTEPOB.

4. B none "CoxpaHuTb haiin oTueTa Kak" BBeANTE MOJSIHOE UMS daitia oTYETa NN Ha-
XKMUTE KHOMKY B MPpaBOWM 4acTu Moss, 4yTobbl ykasaTb ¢aiinl B Anasnore coxpa-
HeHus panna OC Windows.

5. Tpun HeobxoouMoCTn nocTtaBbTe OTMETKY B nose "CoxpaHuTb OT4YeT BMecCTe C
dannom XML" n HacTponTe obwme napameTpbl 0OPOpPMSIEHUS OTHETA: Ha3BaHWeE U
JIOrOTUN OpraHu3aumu, a TakXe napaMmeTpbl Hymepauuu crpaduy. YTobbl mns-
MeHUTb 0b6lme napameTpbl, BbibepuTe CCblfKy "HacTpolnkun oTyeToB", yKaxuTte
HY>XHble 3Ha4YeHUS B MOSBMBLLEMCH ANanore u HaxmuTe KHonky "OK".

6. HaxmnTe kHonky "MocTpouTb".

HauHeTcs npouecc nonyyeHus u obpaboTkm AaHHbIX. [0 3aBeplweHun noa-
roTOBKM OTYETa Ha 3KpaHe MOosSBUTCHA COOTBETCTBYloWee coobweHune. YTobbl 3a-
rpy3nTb NOSIyYeHHbIN hann oTyeTa, HaxmmTe KHonky "MpocMoTp".

Otuet "Pecypcbl APM"

OTYyeT co cBeAeHMSIMM O MapaMeTpax CUCTEMbl 3aluTbl HOPMUPYETCSH TOMbKO ANs
BKJ/TIOYEHHbIX KOMMbHOTEPOB.

Ans ¢popMmupoBaHusa oTyeTa:
1. B neBo#t yactn naHenu "OtyeThl" BbiGepuTe pasaen "Pecypcebl APM".
MaHenb npuMeT BMA, NoAO6HbLIN NpeACcTaBleHHOMY Ha CleayloLeM PUCyHKe.
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Mporpammel 1

= KOMMOHEeHTbI
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Orer npeanasmasen ana c6opa ceeaeri o6 CrpykTypa Pecypcel APM
YCTAHOBAEHHOM NPOFPaMMIHOM OBEChIEHEriti Ha
KounsioTepaK.
& - [v| @ forestbo
| QJ s1NoSforestbo Yraure KoTopan Byaer B oTuETE:
+ [v| B2 Pecypcs paoueii cranunn
|:| Pecypcel APM | [ 3auwmeie noacucress
+ [v] £ Moanmn Besonacrocn
Oruer npeawassaven Ana c6opa cseReHUi O + v| MY Basosan sawwme
3BULLAEM X PECYPCaX 1 NBpaNETpaX CHicTeN
33UYUTEI KOMNLHITEPS. | Y Bron s cucremy
v B Hypren
~| Y Tesesce xonuposanme
v B4 Know nomssosarens

| [ Onoeewenie o Tpesorax

]Eﬂ MNAK "Cobonb" ~| b Kormpons RDP-noaknoueniii
T ———
Orer npeanasmasen ana cbopa urGopuaL obo . v D) 3sup noxansex pecypeos
BCex ycTaHoBNeHHbiX B cucteme MNAK "Cobons” u
NONE30BATENY, KOTOPHIE HMEr0T AOTYCK Ha | & Avckpeunonmoe ynpasnere aocrynow
KoMnsIOTEpS! C ycTamoB nenHeiMm MAK “Cobons™. v B 2amupanve ganneix
| (2 Monnamoaros ynpasnere aocynow
| [ 2amkmyras nporpammman cpepa
| B 3awwma ancka v wndposanne anHsix
p ONeKTPOHHbIe
NAeHTUOUKaTOPSI
N CoxpariuTe haiin or-era kak:  C\Users\bill\Documents\06_09_2021_13_34_50_resource_reporttf
Orser npeanasmasen ann cbopa coeaenmi o
22PeTUCTPHPOE2HHBX & CUCTEME 2EKTPOMHEIX
aeHTHUKaTOpaX. CoxpaHuTs oTuer smecte ¢ daiinom XML

Hacipoiiku otyeTos...

B cnucke "CTpyKkTypa" npeacrasfieHbl 3aLiniiiaeMble KOMMbIOTEPb!, CBEAEHUS O KO-
TOPbIX MOXHO A06aBMTb B oTUYET. CMUCOK COAEPXUT TONbKO BKJIOUEHHbIE B AaH-
Hbll MOMEHT KOMIMbIOTEPbI.

Coger.

* Cnuncok MOXeT cofiepxaTb NPOCTOI NepeyeHb KOMMbIOTEPOB UMK UepapxMi0 0BLEKTOB B CTPYK-
Type Active Directory. MepekntoueHue pexnma 0TobpaxeHus crnmcka ocyLLecTBASETCS C MOMOLLbH
COOTBETCTBYIOLLUX KHOMOK, PACMONOXEHHbIX HAf CIMCKOM.

* Takxe CMCOK MOXHO OT(hUNLTPOBATL N0 UMeHaM 06beKTOB. YT0Obl 0TOBPA3NTL B CNIMCKE HYX-
Hbl€ KOMMbKOTEPBI, B CTPOKE NOWCKa BBEAUTE CTPOKY CUMBOJIOB, KOTOpas J0MXHA NPUCYTCTBOBATh
B MMEHaX KOMNbIOTEPOB UMK IPYriX OB BEKTOB.

2. OTMeTbTe KOMMbIOTEpbl, CBEAEHUSA O KOTOPbIX TPE6YETC$I NOoNy4YnTb B OTHETE.

Coger.

*  Y106bl YCTAHOBMTbL UMW YAANUTL OTMETKM OOHOBPEMEHHO [1S1 BCEX KOMMbIOTEPOB, UCMOMb3YNTE
COOTBETCTBYIOLLME KHOMKI B BEPXHEN YacTV NaHenu.

* [lpeaBapuTenbHbIii BbIGOP KOMMBIOTEPOB ANs (DOPMUPOBAHUS OTHYETA MOXKHO BbIMOMHUTL B Ana-
rpamme ynpaBneHus unu B cnucke obbekToB naHenu "Komnbtotepbl”. [leACTBUS BbINOMHATCSA
aHanorMyHo KoMaHzam onepaTuBHOrO ynpasneHus. Ytobbl nepeiTi K popmMUpoBaHMI0 3anpoca
Ha NOCTPOEHNE OTYeTa AM1S HYXKHBIX KOMMBOTEPOB, Ucnonb3ynte KomaHay "OtuyeTsl | Pecypcbl
APM" B KOHTEKCTHOM MEHI0 06 BEKTOB.

3. B npaBoii yactn naHenm "OTyeThbl" OTMETbTE pa3aenbl CBEAEHUN, KOTOPble HEO6-
XOAMMO BK/HOUNTb B OTYET.

HasBaHue OnucaHue

3awmMTHbIe NOACUCTEMDbI Pazgen B oTueTe coaep>XUT NepeyeHb 3aLUMTHbIX
noacuctem Secret Net Studio. ns Kax a0l noacUCTEMbI
yKasblBaeTcs MHPOpMaLMs O MNLEH3NU N TEKYLLEM

COCTOSAHMUM NOACUCTEMBI

Monutukn 6e3onacHocTun Pazzen B oTyeTe COAEPXKMUT NapaMeTpbl yKazaHHbIX
nonuTnk 6esonacHoCcTU. s NonyvyeHus oTaAenbHbIX
CBeAEeHWi OTMETbTE NOAYMHEHHbIE 3/TEMEHTHI C

Ha3BaHUAMUN HYXHbIX Fpynn NapaMeTpoB

Peruncrpauus cobbituii Pasnen B oTyeTe cogepXuT nepeyeHb cobbITMin U Napa-

METPbI X perncTpaumnm

napaMeprl Pazpen B otuete COAEPXUT NapaMeTpbl CETEBbIX

HACTPOEK 1 napameTpbl C60pa XypHanos

JlokanbHble Nonb3oBaTenm | Pasgen B oTyeTe COAEPXKUT MHDOPMALIMIO O JIOKANbHbIX

nonb3oBaTensax KoMnboTEPA

JlokanbHble rpynnbl
nonb3oBaTenen

Pazaen B oTyeTe CoaepXUT MHPOPMALIMIO O TOKaNbHbIX
rpynnax nosnb3oBaTtenemn

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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HasBaHue

OnucaHue

JloMeHHble NnoJib30oBaTesu,
3axoAauBLUME Ha
KOMMblOTEp

Paszen B oTyeTe coaepXuUT MHDOPMaLMIO O LOMEHHbIX
nonb3oBaTensx, BbIMOMTHMUBLUMX BXOA Ha KOMMblOTEP

3apaHUA KOHTponA
LIe/IOCTHOCTH

Pasgen B oTueTe conep>xuT nHdopmMaunio 06 nmMeroLwmxcs
Ha KOMNbtoTepe 3a4aHNSAX KOHTPONSA LLeNOCTHOCTU U
CMnCcKax pecypcos 3TUX 3a4aHum

3apaHunsa 3aMKHYTOM
nporpaMMHoOI cpeabl

Pasgen B oTueTe coaep>xuT nHdopmMaunto 06 nmeroLwmxcs
Ha KOMNblOTEPE 3a4aHNAX 3aMKHYTON NporpaMMHOM
cpeabl M CNUCKax pecypcoB 3TUX 3a4aHum

AncKkpeunoHHoe
ynpaBJ/ieHue fOoCTynoM

Paszen B oTyeTe COAEPXKUT MHDOPMALIMIO O KOHTPO-
JINPYEMBIX 3TUM MEXAHM3MOM PECYpCax M yCTaHOBEHHbIX
AN HUX napaMeTpax 6e3onacHocTu

Pecypcbl NOSTHOMOYHOIrO
ynpaBneHus 4OCTynoMm

Pazgen B oTyeTe coaep>XXUT CNMCOK KOHCbVILI,EHLWIaJ'I bHbIX
pecypcoB 1 cBefeHust 06 yCTaHOBNEHHbIX A1 HUX napa-
meTpax 6e3onacHocTn

Pecypcbl 3aimppoBaHHbIX
AAHHbIX

Paszen B OTYeTe COAEPXKMUT CMIUCOK MMELWMXCS
KPUMNTOKOHTENHEPOB C yKazaHWeM UX napamMeTpoB

4. Bnone "CoxpaHuTb aiin oTueTa Kak" BBeaMTe NONHOE MMa dalina oTyeTa unm Ha-

XXMUTE KHOMKY B MpaBoW 4actu nons, 4tobbl ykasaTb ¢aiin B guanore coxpa-
HeHusa darina OC Windows.

Mpn HeobxoouMoCTU MNocTaBbTe OTMETKY B nosie "CoxpaHUTb OTYET BMeCTe C
dannom XML" n HacTpoinTe obwme napameTpbl 0OPOPMIIEHUS OTHETa: Ha3BaHWe U
NIOrOTUN OpraHuM3aumu, a TakXe napaMmeTpbl HyMmepauuwn crpanuy. YTobbl mns-
MeHUTb 06wme napameTpbl, BbibepuTe CCblKy "HacTpoikm oTyeToB", ykaxuTte
HY>XHbl€ 3Ha4YeHUS B MOSBMBLLEMCS Anasnore n HaxmmuTte KHonky "OK".

HaxmunTe kHonky "MocTtponTb".

HauHeTca npouecc nonydyeHus u obpaboTtkm AaHHbIX. MO 3aBepweHun noa-
roTOBKM OTYETa Ha 3KpaHe MosSIBUTCHA COOTBETCTBYlOLee coobuweHune. YTobbl 3a-
rpy3nTb NOSyYeHHbI pann oTyeTa, HaxkmmTe KHomnky "MpocmoTp”.

Otyet "[lonyck nonb3oBatenen B [AK "Cobonb"

OTyeT co cBegeHussMM 06 ycrtaHoBneHHbiX MAK "Cobonb" 1 cnnckoM nonb3oBaTenen,
MMerwmnx gonyck K komnetotepam c MAK "Cobonb", popmumpyetca no nHdopmaumu,
KOTOpas XpaHWUTCSA Ha cepBepe 6e30MacHOCTU.

Ana ¢opMupoBaHusa oTueTa:

1.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

B nesow yactu naHenu "OTt4deTbl" BbibepuTe pasgen "MAK "Cobonb".
MaHenb npuMeT BMA, NoAo6HbIN NpeacTaBeHHOMY Ha CleayoLeM PUCYHKe.

[Jlonyck nons3oeateneit B MAK "Cobonb”

Mporpammel 1
=4 KOMMOHEHTbI

Qroer npearasnasen ann cGopa caeacrmii o6
YCTAHOBNEHHOM MPOTPAMMHOM OBECTIEHe I Ha
vounsrorepax.

B oTuer 6yayT BKAOUEHLI PABOUME CTAHUAN, HA KOTOpLIE yeTaosneH MAK "Cobon™
[pynniposka pesynsTaTos:
@) Mo paBouim cranuam

Mo nonssosaTenmM

[ Pecypcel APM

Oruer npegraznauen ann cbopa caegenuii o
3BLLIGEIEX PECYPCaX 1 MaPaNETRaK CHETEMSI
T ——

LloBags 5 oTeet pabouue crarn be3 MAK *Cobons”

[loBasuTh & oTET pErnCTpaLMOHIYID HHGOPMALUID & PABONX CTam LA

|E=3 MAK "Cobons”

OrweT npearianaven ana cbopa urbopNaLmn oBo
Bcex ycTanosneHHsix B cncteme MAK "Cobons” n
Non308aTENAX, KOTOPBIE UMSIOT AONYCK Ha
KounsroTepsl € yeraromnenmbn TTAK *Cobons”

& SNeKTPOHHbIe
MAEHTUDUKATOPSI
OTueT npeanasHaue Ana cBOPa CaensHuli O

38PRFUCTPMPOBaHHEIX § CHCTME SEXTPOT BN
UagHTAGKATORaX.

Coxparinrs pafin oTueTaxak | CAUsers\bilDocuments\06_09_2021_13_38_53_sobol_report.rtf

Coxparus omer smecte ¢ Gafirom XML

Hacrpoiiku oTueroe...
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Coger. [pu paGoTe c 0GbekTamu B AMarpamme ynpasreH!st Unm B criicke 06beKTOB naHenu "Kom-
nbtoTepbl” MOXHO NepenTy k hopmmpoBaHuio oTyeTa "Honyck nonb3osateneit B MAK"Coborb" ¢ no-
MOLLbt0 KOMaHAb! KOHTEKCTHOTO MeHto "OTyeThl | MAK "Cobonb".

2. BbIbepUTe HYXHbI BapuaHT rpynnnMpoBKU CBeAeHUIA B oTyeTe. CBeAeHUS MOryT
6bITb MpPeACTaB/IEHbl MO KOMMbIOTEPAM MM MO Mofb3oBaTensM. [ns Bbibopa Ba-
pvaHTa rpynnupoBKK yCTaHOBMTE OTMETKY B COOTBETCTBYIOLLEM MOJIE.

3. Ecnu TpebyeTtcs, UTo6bl B OTUETE AONONHUTENBHO 6bINN NpeacTaBneHbl CBeAEHWS
0 KOMMNbIOTEPAXx, Ha KOTOpbIX He ycTaHoBneH MAK "Cobonb", yCTaHOBUTE OTMETKY
B none "[o6aBuTb B oT4eT paboume ctaHumm 6e3 MAK "Cobonb".

4. Ecm TpebyeTca o6aBnTb B OTUET YYETHYIO MH(MOPMaLMIO ANs KaXXA0r0 KOMMbHO-
Tepa (cBeaeHums o pabouem Mecte, HOMep cMcTeMHoro 6aoka u ap.), yCtTaHoBUTE OT-
MeTKy B rnonie "[Jo6aBnTb B OTYET pPerncrpaumoHHy0 MHdopMaumto o pabounx
cTtaHumnax".

5. Bnone "CoxpaHuTtb dain oT4yeTa Kak" BBeanTe nosHoe nms danna ot4yeTa uam Ha-
XXMUTE KHOMKY B MpaBoW 4actu nons, 4tobbl ykasaTb ¢alin B gnanore coxpa-
HeHusa darina OC Windows.

6. [Mpyv HeobxoaAMMOCTM MocCTaBbTe OTMETKY B nose "CoXpaHWUTb OTYET BMeCTe C
dannom XML" n HacTponTe obline napameTpbl 0QOpMIEHNS OTYETA: HA3BaHUE U
JIOroTUN opraHmM3auMun, a Takxke napaMeTpbl HyMepauuwm CTpaHuy. YTobbl K3-
MEeHUTb 0buwme napameTpbl, BbibepuTe ccbiky "HacTpoliku oTyeToB", yKaxuTe
HY>XHble 3HAaYEHUS B MOSIBUBLUEMCS AManore n HaxxmMmmute KHornky "OK".

7. HaxmuTte kHonky "MocTponTb".

HauHeTcs npouecc nonyyeHuss M obpaboTkm AaHHbIX. o 3aBeplweHuMn noa-
rOTOBKM OTYETa Ha 3KpaHe NOosIBUTCS COOTBETCTBYlOLlee coobueHne. YTobbl 3a-
rpy3uTb NONyYEHHbIN balin oTyeTa, HaXXMUTE KHoMKY "lMpocmoTp".

OTyeT "ONeKTPOHHLIE uaeHTUukaTopb!”

OTYyeT co cBefeHNAMN 06 3MEKTPOHHbIX MAEHTUMUKATOPAX, 3aperncTpupoBaHHbIX B
Secret Net Studio, popMmpyeTcsa no MHbopMaLMn, KoTopast XpaHUTCA Ha cepBepe 6e3-
OMacHOCTHU.

Ana dopMupoBaHusa oTueTa:

1. B neBon yactu naHenu "OtueTbl" BbibepuTe pasgen "DNeKTpPoOHHble WMAEH-
TndwunkaTopbl".

MaHenb npuMeT BUA, Nofo6HbIN npeacraBieHHOMY Ha cnefytouweM pUCyHkKe.

Mporpammel 1 Cnncok uaeHTNdMKaTOpos Nonb3osaTenei
=4 KOMMOHEHTbI

Oruer npeanasHauen 418 cbopa cseaernii o6
JCTaHOBRERHOM MPOrpaMMHOM OBecnENEHIM e Yiaxure unpopMaunio, KoTopan GYAET COAGPKATLCA B OTueTe:
KoMmbroTepaX. ®) BiAouMTS 5 OTHET ASHTMGKATOPE C Ar0BBINM NapameTpamA

BRAOUWTS £ OTET HAEHTUOUKETOPH, COAEpXEIME

[ Pecypcel APM

Oruer npeanassases 4m C60pa CaeaeHni o
S3ULLBENEIX DECYPCaX 1 NAPAMETPEX CHCTEME Kparkas dropwa oTera
sawTE KOMMBIOTEpa.

|E= NAK "Cobons”

Qrser npeanastasen 4nn cbopa i opmaLk obo
BCeX yCTaHOoBeHHsIX B cucTeme MAK "Cobons” u
NOnE30BaTENA, KOTOPHIE HMEIDT ADTYCK Ha
KounsroTeps: ¢ ycramosaenmsin MAK “CoBons”

’ ONeKTPOHHbIe
UAEHTUOVKATOPBI
Oruet npegrastasen 418 céopa caegeHnii o

3BPETMCTPHPOEEHHSIX 8 CUCTENE 3NEKTDOHHEX
UaSHTABKATOpEK. Coxpanus orwet suecre ¢ fafinom XML

Hecrporiku ordero.. [ oo |

Coxparurs daiin orseta kak  CAUsers\bilNDocuments\06_09_2021_13_40_56 identifier_reportrf

Coser. [Npu pa6oTe c 06bekTamn B aMarpamme ynpasrieH!st Uim B criicke 06bekToB naHenu "Kom-
NbIOTEPbI" MOXHO NEPENTN K (HOPMUPOBAHMIO OTYETA "ONEKTPOHHbIE MAEHTUMUKATOPBI" C MOMOLLbIO
OAHOVMMEHHO KOMaH bl B oAMEHI0 "OTYeThl" KOHTEKCTHOTO MEHIO.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 203
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2. Ecnm Tpebyetcs, 4tobbl B oTyeTe 6blAM MpeacTaBfeHbl MAEHTUPUKATOPLI, CO-
Aepxawme nobble napamMeTpbl, YCTAHOBUTE OTMETKY B nosne "BkAl4nTb B OTUET
naeHTudunkaTopsl c 1obbiMM NapamMeTpamn”.

3. Ecwm Tpebyetcs oTdwunbTpoBaTb MAEHTUdMKATOPbI B 3aBUCUMMOCTM OT CO-
AepXalnxcs B HUX AaHHbIX (Maposel nosb3oBaTenen, Kpuntorpahmnyeckmx Kito-
yer MM gaHHbix ans pabotbl ¢ MAK"Cobonb"), ycTaHOBUTE OTMETKY B Mone
"BKNIOYNTb B OTUET MAEHTUDMKATOPbI, coaep)Kawme" n OTMETbTE HYXHbIe TUMbI
AaHHbIX. B oTyeTe ByayT NnpeacTaBneHbl Te nAeHTUGMKATOPbI, KOTOpble coaepXaT
AaHHble Ntoboro TMna us ymcsa OTMEYEHHbIX.

4. Tlo yMON4YaHM1IO 4N1a KaXA40oro naeHtndukartopa B otTyeTe NnpeacraBnieH nepevyeHb
BCEX TUMNOB AAHHbIX, KOTOPble MOryT 6bITb 3anucaHbl. Mpn HeobxoanmMocTn coxpa-
HUTb B OTYETE TOJIbKO cBeAeHMs 06 MMEeoLWmMXCa AaHHbIX YCTAaHOBUTE OTMETKY B
none "KpaTtkasa ¢opma otueta".

5. B none "CoxpaHuTb hanni oTyeTa Kak" BBeauTe NOSHOE nMs dalina oT4yeTa uan Ha-
XKMUTE KHOMKY B MPpaBOWM 4acTu Noss, 4yTobbl ykasaTb ¢aiiil B Anasnore coxpa-
HeHuns danna OC Windows.

6. [pu HeobxoamMoCTM nocTtaBbTe OTMETKY B none "CoxpaHWTb OTYET BMecTe C
dannom XML" n HacTponTe obwme napameTpbl 0OPOpPMIIEHUS OTHETA: Ha3BaHWe U
JIOrOTUN OpraHu3aumu, a TakXe napaMmeTpbl HyMmepauuu crpanuy. YTobbl mns-
MeHUTb 0b6lme napameTpbl, BbibepuTe CCblfKy "HacTponkum oTyeToB", yKaxuTte
HY>XHble 3Ha4YeHUS B MOSBMBLLEMCH ANanore u HaxmuTe KHonky "OK".

7. Haxmute kHonky "lMocTtponTb".

HauHeTcs npouecc nonyyeHus u obpaboTkm AaHHbIX. [0 3aBeplweHun noa-
roTOBKM OTYETa Ha 3KpaHe MosSBUTCHA COOTBETCTBYloWee coobweHune. YTobbl 3a-
rpy3nTb NOSIyYeHHbIN hann oTyeTa, HaxmmTe KHomnky "MpocMoTp".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 20 4
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

[maBa 16
PaboTa ¢ ueHTpanmM3oBaHHbLIMM XXypHaramm

BO3MOXXHOCTb 3arpy3Ku LLeHTpasim30BaHHbIX XYypHanos 13 6asbl AaHHbIX cepBepa 6e3-
OMacHOCTM AOCTYMHa Npu NOAKIYEHUN NPOrpaMMbl K cepeepy. 3arpysky 3anucemn n3
hannoB MOXHO BbINMOSHATL NMpu paboTe NporpaMmbl Kak C NOAK/IIOYEHUEM K CepBepY
6e3o0nacHOCTH, Tak U B aBTOHOMHOM pexuMme.

NMeeTcs BO3MOXHOCTL Mo Mepe cbopa xypHanoB Secret Net Studio c pabounx craH-
LW onepaTUBHO MPefoCTaBASATb MOSHYH MHMOPMaLUNIO U3 3TUX XypHanos SIEM-
cucremam (cM. cTp.322).

LleHTpan n3oBaHHbIe XypHarbl

B 6a3e gaHHbIX cepBepa 6e30nacHOCTN HakanJAMBaKTCA Ceay oL me XypHanbl:

e XXypHan cobblITU TpeBormn, o6beaAnHSIOWMNIA BCE 3aNMUcK O CObbITUAX TPEBOIU CO
BCEX YMpPaBSEMbIX KOMMbIOTEPOB;

e XXypHan cobbiTuin, obbeanHsaowmii xypHan Secret Net Studio n wTaTHbIe Xyp-
Hanbl OC Windows co Bcex ynpasnsieMblX KOMMbOTEPOB;

e >XypHan cepsepa 6€30MacHoCTu.

NHdopMaumio 13 3TUX XYPHasnoB MOXHO 3arpyxaTb 4YaCTUYHO WM MOSIHOCTbIO B
LleHTp ynpaBneHus.

XypHan cobbITuit TpeBoru

XypHan cobbITUii TpeBorn npeaHasHadeH Ans LEeHTPaSM30BaHHOMO XpaHeHUs UH-
dopmaumm o cobbITUAX TPEBOMM, MPON3OLLEALLIMX Ha 3alLMLLaeMblX KOMMbloTepax. Co-
ObITUSIMM TPEBOMM CYUMTAKOTCS COObITUS, KOTOpblE PErucTpupyrTcs JOKanbHO B
XypHane Secret Net Studio nnn wTaTHOM XypHane 6e3onacHoctn OC u nMerT TUn
"AyouT oTkaszoB" mnm "Owmnbkun". XypHan cobbiTuin TpeBorn GopMmnpyeTcs u3 yBe-
OOMIeHN I 0 cobbITUAX TPEBOMrU, HanpassieMblX cepBepy 6e30nacHocTu.

CBedeHusi, CoaepXalmecs B >KypHane cobbiTUii TpeBoru, MO3BOASIOT aaMM-
HUCTpaTopy 6€30MacHOCTM onepaTUBHO NoJlyYaTb Hanbonee BaxkHYo MHbOPMaLMio 0
nonbITKax HecaHKLUMOHWPOBAHHOIO AoCTyna B cucreme. Mpu BO3HWKHOBEHWUU CO-
6bITUSA TPEBOIM CBEAEHMS O HEM PErMCTPUPYIOTCS B COOTBETCTBYHOLLEM JI0KASIbHOM
XKYpHasne U OOHOBPEMEHHO OTMpPaBNAOTCA cepBepy 6e30MacHOCTM, KOTOpbI coxpa-
HSIET MX B XypHase cobblTuii TpeBoru. TakMM o6pa3oM, B cucteme aybnmpytoTcs cee-
[EHWS 0 TaKOM COBbITUM, UTO YMEHbLUAET PUCK NOTEPU MHMOPMaLMK.

[Ona KOMMNbOTEPOB MOXET AeNCTBOBaTb (ubTP COBbITUIA TpeBOruM, KOTOPbIN onpe-
aensiet Kkputepuun Bbi6OpOUYHOro otcnexmnsaHus cobblTuin. Ecnn npasuna dwunbTpa-
UMM He 3aJaHbl, B XYypHan cobblTuii TpeBOrn noctynaet uHdopMaumsa 0 KaxaoMm
COb6bITMWN TPEBOrM Ha KOMMbIOTEpPE.

CBeaeHMNss 0 CoBbITUAX COXPAHSIOTCA B XYpHane B Buae 3anuvceit. Kaxaas 3anucb
BK/IlOYaeT B cebst Habop noneit ¢ AaHHbIMU U3 JIOKaNbHOMO XYpHasa, a TakXe Mnons ¢
[OMOSNHUTENbHbLIMU AaHHbBIMK (TUM NIOKANbHOMO XYypHana, cBeaeHust 06 areHTe, ypo-
BEHb Yrpo3bl, KBUTMPOBAHWE U Apyrue napaMeTpsbl).

O6beANHEHHbIN XYy pHaNn KOMNLITEPOB

O6beanMHEeHHbI XYypHan KOMNbOTEPOB (Ha3blBaeMbl TaKXe XXypHan CTaHUKNIA) npea-
Ha3HayeH ANs LUeHTPasM30BaHHOro XpaHeHNsa COAEPXKMMOro NIOKanbHbIX XYpHasnos,
NOCTYMNMBLUMX C 3aliMLaeMbIX KOMMbOTepoB. K foKanbHbIM XypHanaMm OTHOCATCSH
xypHan Secret Net Studio 1 wTtaTHble xypHanbl OC Windows (5kypHan NpunoxeHumn,
CUCTEMHBbIV XYypHan un xypHan 6e3onacHoctn). OnucaHme HasHa4YeHUs JTIoKaNbHbIX
YKYPHaNoB CM. B JOKYMeHTe [2], rnaBa "JIokanbHbI ayanT".
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I'Iepe,u,aqa NOKaJIbHbIX XXYpPHasioB A1 LEHTPA/IM30BaAaHHOIO XpaHeEHUA B 6a3y AaHHbIX
cepeepa 6e30MacHOCTM OCYLLLECTBASETCA B COOTBETCTBMU C 33A4aHHbIMW NapaMeTpamm
(c™. cTp.164).

CBeaeHus, NoNyUYeHHbIe U3 NIoKaSbHbIX XYPHAI0B, COXPaHATCS B NOSIHOM 06beMe B
06beAMHEHHOM XYypHarne. BMecTe C 3TUMU CBEAEHUSAMU B KaXKAO0M 3anmncu o cobbiTnn
(bUKcMpyoTCa AONONHUTENbHbIE AaHHble (TUM NOKaNbHOMO XypHana, ceeaeHus o6
areHTe, ypoBEHb Yrpo3bl U Apyrue napameTpsbl).

XypHan cepBepa 6e3onacHocTy

B xypHane cepsepa 6e30MacHOCTU MPOTOKO/MPYHOTCA CECCMM AOCTyna K cepsepy,
OTKpbIBaeMble KOMMOHEHTaMU W nporpamMMammu Secret Net Studio, Bkaouass BHy-
TpeHHMe ceccum camoro cepeepa 6e30MacHOCTU.

CBeaeHMs 0 CECCUAX COXPaHSAKOTCS B XypHare B BUAe 3anuceii. Kaxaas 3anucb BKIO-

yaeT B cebs1 Habop nosei, B KOTOPbIX NPeACTaBfeHb! Ciefytolmne AaHHbIe:

e 06lWMe AaHHbIE O CECCUWN: UMS KOMMbIOTEPA, MHULMATOPbI OTKPbITUSA (KOMMOHEHT
M N0J/Ib30BaTesIb), BPEMSI OTKPbITUSA U 3aKPbITUS CECCUK;

® OCHOBHbI€ AaHHble O BbIMOMHABLIMXCA AENCTBUSAX B CECCUN: BPEMS BbIMOJIHEHUS
KaXkAoro Aencrens, pesysbtaTt, onncaHne camoro Aencreus;

e  [OMNOSIHUTENbHbIE AaHHble C AeTajlbHbIMU ONUCaHUAMKM COBbITUIN (CUCTEMHbIE
nAeHTUdUKaTOpbl 06LEKTOB, KOAOBbIE 0603HaYEHMs1 pe3y/bTaToB M Apyrue na-
pameTpbl).

XpaHeHMe XypHanoB

XypHanbl ¢ 3anMcaMm 0 CobbITUAX MOTYT XPaHUTBCS B CIEAYHOLLMX XPaHUIMLLaX:

e NOKasbHble XpaHUMLLLA Ha KOMNbtoTepax, rae 6b1n 3aperncrpupoBaHbl CObbITUS
(nokanbHbIe XypHanbl);

e LleHTpanu3oBaHHoOe XpaHunuue B B[] cepBepa 6e3onacHoCTH;

e (alifnbl apxMBOB, CO3A4aHHbIX CepBepoM He30nacHoCTH.

B LeHTpe yrnpaBneHuns OCYLLECTBNSAETCA MPOCMOTP XYPHAN0B, XPaHSALWMXCA B LLEeH-
TpanM3oBaHHOM XpaHuauuie uam B darnax apxusos. [Ing NnpocMoTpa TeKyLiero co-

LEPXMMOro NOKanbHbIX XXYPHanoB TpebyeTcs npeasapuTenbHas nepeaaya XXypHasnos
Ha xpaHeHue B B/] cepsepa 6e3onacHocTu.

NokanbHble XpaHunuiia XXypHanos

Mpu perncrpaummn cobbiTM 3aNMCKM O HUX MOMELLAITCA B COOTBETCTBYHOWME NO-
KanbHblE XYpPHasbl N XpaHATCA Ha 3aliMliaeMoOM KoMmnbloTepe. loka 3anucu xpa-
HATCA B JIOKa/IbHOM XpaHUNNLLE, UX MOXXHO 3arpy3nTb JIOKaJIbHO Ha KOMMNbIOTEPE.

JlokanbHblE XXYpPHalnbl XpaHATCA OO0 TEX MNOp, MOKa OHU He 6yﬂ,yT nepeaaHbl B LEH-
Tpann3oBaHHOE XpaHunMiLe Ha cepBepe 6esonacHocTu. Mocne nepedaun 3anuceit
MPONCXoaAnNT OHNUCTKAa COAEPXKMMOIro NOKaJIbHbIX XXYPHAJIOB.

BHumaHwme! Mpu paboTe ¢ nokanbHLIMW XypHanamu nomnsL30BaTerb, HafeneHHbI COOTBETCTBYIOLLUMU
MOMHOMOYMSIMU, MOXET BbIMOMHSATH OYACTKY XXYPHANOB 10 WX Nepesaym Ha cepeep 6eonacHocT. YTobbi
UCKIIOYNTb BO3MOXHOCTb HECAHKLIMOHMPOBAHHOTO yaaneHuns nHopmaLmu, HeobxoauMo NpefocTaBnsaTh
MOMHOMOYMS YNPaBNEHWS NOKamNbHbIMU XyPHaNamm TONbKO JOBEPEHHbIM N0ML30BATENSM.

ueHTpaHM3OBaHH09 XpaHunuile

LleHTpan“3oBaHHOE XpaHWMLLE XYPHANoB pasMellaetca B Bl cepBepa 6es-
onacHoctu. CBeAeHUsa 0 COBbITUAX, PEFUCTPUPYEMBIX B XYpHane cobbiTUii Tpeeorun
WAW B XYypHane cepeepa 6e30MacHOCTM, MOCTYMalT HEenoCpPeACTBEHHO B LEH-
Tpann3oBaHHOE XpaHuauulie 6e3 MPOMEXYTOYHOro pasMelleHus B ApYyrux xpa-
HUAMWax. B o6beaAMHEHHOM XYypHane KOMMbIOTEPOB pa3MeLlaeTcsl COoAepXKMMoe
NIOKaJIbHbIX XXYPHAoB Npu nx nepeaave uU3 nokanbHbiX XxpaHunuuy B B[] cepsepa 6e3-
OMacHOCTM. 3anyck npouecca nepeaayv JfIoKajbHbIX J>XYPHANOB C 3alUMLLAeMblX
KOMMbIOTEPOB OCYLLECTBIAETCS B C/IEAYOLLUX Clydasnx:
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¢ B MOMEHTbl BpeMeHU, 3afaHHble NapaMeTpamMm aBToOMaTM4YeCKOM nepeaayvn xyp-
Hanos (cM. cTp.164);

* 10 KoMaHzZe nonb3oBaTtens LleHTpa ynpasneHus (cMm. ctp.197).

MpumeyvaHue. [ns wratHbix xypHanoB OCWindows MOXHO OTKMIOWMTL nepegady 3anuceilt B LieH-
Tpanu3oBaHHOe xpaHunuuie. Ecnv ons xypHana oTkntoueHa yHKUMS LigHTpann3oBaHHoro cbopa, aToT
XYpHan UrHOPUPYETCS NPy 3anpoce NokarbHbIX XXyPHAmNOB 1 COAEPXVMOE 3TOr0 XypHarna ocTaeTcs B Io-
KanbHOM XpaHWmnmLLe.

YaaneHue 3anucei XypHanoB 13 LEHTPaNM30BaHHOMO XpaHUAMLLA MNPONCXOAUT Mpu
aApXVBMPOBAHUW XKYPHAsoB.

MpocMOTp M ynpaBieHWe 3anucsaMy XypHanos, XpaHsiwuxcs B B[l cepsepa 6e3-
OMacHOCTU, OCYLLLECTBSIETCS TONbKO B LieHTpe ynpasneHus.

ApxuBbI XypHanoB, co3faHHbIe CepBepoM 6e30MacHOCTH

[Ons ymeHblweHnsa obbema 6a3bl AaHHbIX cepBepa 6e30nacHOCTM NpeaycMoTpeHa BO3-
MOXHOCTb apXVUBWPOBaAHMUA COAEPXMMOro LEHTPasIM30BaHHbIX >XYypHanos. Ap-
XVMBUPYIOTCA BCe 3anncu XypHanos, uMerowmecs B bl cepsepa 6e3onacHocTn Ha
MOMEHT Hauasna npouecca apxmsmpoBaHus (415 XXypHana cepsepa 6e3onacHocTn —
apXMBUPYIOTCH CBEAEHUS O 3aBEPLUEHHbIX CECCUAX). 3annCn, NOMeELLEHHbIE B apXuB,
yOanarnTCa U3 LEHTPAZIM30BaHHOI O XpaHunauilia.

3anycK npouecca apXxMBUPOBAHNS OCYLLECTBIISETCA B CIeAyOLWnX Cny4dasax:

e B MOMEHTbl BpEMEHU, 3alaHHbl€ NapaMeTpaMm aBTOMaTU4YECKOro apXuBMPOBaH NS
XXypHanos (cM. cTp.166);

* 10 KOMaHze nonb3oBatens LleHTpa ynpasneHus (cMm. ctp.225).

ApXUBMPOBaHHbIE 3aNMCK XYPHaNoB XpaHATCa B dannax. Ona Kaxaoro apxmsa co-
34aeTcsa oTAeNbHbIN dann. Mo yMonyaHuio Ans pa3MeLLleHns apxXMBOB UCNOMb3yeTcs
nogkartanor \Archive, paCnonoXeHHbIM B KaTasore YyCTaHOBKM cepBepa 6e3-
OMacHoOCTU.

MaHenwu onsa paboTbl C 3aNMCAMM XXyPHaroB

BbiBOA 3anucen LEHTPA/IM30BaHHbIX XYPHa/0oB OCYLLECTBNIAETCA B Cneayrumnx na-
Henax:

* MaHenb XypHana cobblTnuii Tpesorn. Bo Bpemsa paboTbl ¢ NporpamMMon nepexop, K
naHenn >xypHasna OCyLLeCTBSETCA C NOMOLLbIO apnbika "XypHanel Tpesor" B na-
Henu HaeBurauuMu unmn no ccoifike "XXypHan nony4dyer" B yBeooMIeHUM O 3anpoce
XXypHana B naHenu cobbITUiA CMCTEMDI;

e MaHesnb XypHasna cTaHuuii. Bo BpeMsi paboTbl C NporpaMMoi nepexoa K naHenm
YKYPHaNoB OCYLLECTB/ISIETCSA C NOMOWbIO sapnblika ">XypHanbl cTaHUMR" B naHenm
HaBuraumum uam no ccolsike "XXypHan nonydeH" B yBeAOMAEHUM O 3amnpoce Xyp-
Hana cobbITUi B NaHenn cobbliTUI CUCTEMBI;

e MaHesnb XypHana cepsepa 6e3onacHocTn. Bo Bpemsa paboTbl C nporpaMmMon nepe-
X0A4 K MaHenu XypHasnoB OCYLLEeCTBASETCS C MOMOLWbO Apsbika "XypHanbl cep-
Bepa" B NaHenun HaBuraumm uam no ccoisike "XXypHan nonyyeH" B yBeAOMNEHUMN O
3anpoce XypHarsa cepeepa B naHenm cobbITUii CUCTEMBI;

e NaHesflb apXMBOB XYPHANOB — OTKPbIBAETCS MO YMOJYAHWUIO, €CIM NMpPU 3anycke
LleHTpa ynpaBneHus B Ananore Bbibopa pexunma paboTbl BbibpaHa KoMaHaa 3anyc-
Ka B aBTOHOMHOM pexume "ApxmB XypHanoB" u ykasaH dalin apxuBa 4ns 3a-
rpyskn. Bo BpemMss paboTbl C nporpaMMoit nepexos K MaHenM apxvMBoB
OCYLL,ECTBNSIETCS C MOMOLLLbIO sApfblika "ApXuBbl" B NaHENN HaBUrauuu.

[na 3arpy3ku 3anuceit B NaHenn co3faeTcs BKMaaka, HasblBaemasi 3anpocoM. B na-
HeM MOXHO paboTaTb C HECKONbKMMKM 3anpocamu. epexodbl Mexay HUMKM ocy-
LLLECTBNAOTCS MOCPEeACTBOM Bbl6Opa HYXHOrO 3anpoca B MNaHenu YyrpaBeHus
3anpocamu.

MaHesnb XypHana cobbITUi TpEBOrN UMEET BUA, NOA06HbIN NpeaCTaBNeHHOMY Ha cre-
ZYIOLLEM PUCYHKE.
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T Hoow I Orepurrs COBbITHA YIPO3bI
I S N [ N |
CTAHAAPTHGBIE SATIPOCEI 22012019 13:15:33 Bo spewn pabote: AvTieMp...  ArTisupyc Antivirus computer-2.TWinfo.local
B 3 ce spens f 22012019 13:12:51 LR KkomnoHenTa AnTvspy..  AHTMBIPYC Antivirus computer-2TWinfolocal [y
B 3o 22012018 11:57:02 Bo spems pabors Awmisup..  Amtisupyc Antivirus computer-2 TWinfo.local 2
B 2o @ 22012018 11:35:19 [lna konnonents Autusupy..  Asrasapyc Antivirus computer-2 TWinfo local E
B 37 omox 22.01.2019 11:44:00 @ Bo spems paoTsl AHTneup...  AHTvEMpYC Antivirus computer-2TWinfo.local
B Bee suicoxoro yposwa 22.01.2019 11:43:40 Basei COB ycrapenn. AamunncTpuposanie MetworkPro...  computer-2TWinfo.local @
B 8ce nossiwenroro yposta 22.01.2019 11:42:30 178 kounoHenTs AsTUBUDY..  AHTABMPYC Antivirus computer-2 TWinfo.local
BB Bce nuzkoro ypoera e . . . Lo e
B Nocnegie 1000 cosm AETANLHO OBLILEE TAPAMETPHI KBUTVIPOBAHUE 176 v
& Hosuit sanpoc Kypran (ko) 4
BHELLIHME HYPHAEL XKypran Secret Net Studio @
SDarewra  5-1-5-21-2040544098-3823034636-4237747343-1168
Arenr Secret Net Studio
Tun (ko) 16

MoscHeHme. Ha pucyHke 0603HaueHbl: 1 — naHernb ynpaBnexus 3anpocamu; 2 — obnactb 0TobpaxeHus
CBEMEHNN; 3 —NaHenb HaCTPONKM BbIBOAA CBeAEHMI; 4 — 06nacTb OnncaHms cobbITuiA.

MaHenb XypHana CTaHUuMi UMeeT BMA, NoAobHbIM NpeacTaBieHHOMY Ha CeayolWeM
PUCYHKeE.

COBLITWA Yrpo3el

IC Hoswii M Orpems

3AMPOCH % 2201.2019 18:17:31 Besonacrocmy | Onepauwa nepenocakmoua. | [lpyrie cucremuie cob..  Microsoft-Windows-Security-...
D Hoswi sanpoc Q22012019 181731 BesonacocTn  Onepausa wrposaHus, LlenocTHocTs eucTens! Microsoft-Windows-Security-.. @
@ 22012019 181731 BesonacHocTd  Onepauna ¢ dalinom ke, [pyrve cacrembie ob..  Microsoft-Windows-Security-..
BHEWHWE XYPHAbI
A, 22012019 181731 BesonacocTn  Onepausa wrposaHus, LlenocTHocTs eucTens! Microsoft-Windows-Security-.. E
4L 1215nl0g B =
@, 22012012 181731 Besonackoct  Onepaura ¢ Gaiinom kmoueli,  Apyrie cacremmme 6. Microsoft-Windows-Security-..
@ 2012019181721 Cucremmnlt 7026 @ Senvice Control Manager @
@ 22012019 181716 Cucremmuii 7036 Service Control Manager
O 2012019181652 Cuerensii 7036 Service Control Manager
LETANLHO OFLLEE MAPAMETPbI 63/115122 (v
‘Onucanme
Onepauyn nepeHcca Kiloua.
Mpaamer:
VIIeHTHOWKATOD GE20MacHOCTH: NT AUTHORITY\CHCTEMA
VIMA yueTHE# 3an4c: COMPUTER-28
[lomen yueTHoli 3anuci: TWINFO
VIAEHTHOUKATOR BXOA B CHCTEMY: Ox3E7

MosicHeHue. Ha pucyHke 0603HaueHbl: 1 — naHernb ynpaBnexus 3anpocami; 2 — obnactb 0TobpaxeHus
CBEMEHNN; 3 —naHenb ynpaBneHuns 3anucsamm; 4 —obnacTb onnucaHus cobbITuiA.

MaHenb XxypHana cepsepa 6e3onacHOCTU MMeeT BMA, NoaobHbI NpeacTaB/IeHHOMY Ha
CneayroLLeEM PUCYHKeE.

{& Hosein M Oncpeme CoBLITHA

Cnucox ceccuis Deiicrann & ceccun

K B Hoswi sanpoc BC x | computer2TW  LUesp ynpas INFO\sdmin 22012019160 22012019 1¢ * | 21.01.2019 13:51:24 3asepuero coe
computer-2TW  Llewtp ynpaﬁ@lNFU\admm 22012019144 2201.2019 16| 21012019 133036 v Yeranosneno o

A compuraTW  Liewmpypesre TWINOtwdmin 21012019133 2101201 T B
computer-2TW  Arenr NTAUTHORITY 21012019114 22.01.2018 1¢ @
computer-2TW  Llewtpynpssne  TWINFO\admin 21012019114 21.012019 13 @
computer-2TW  Cepsep CHCTEMA 21012019114 22012019 13
computer-2TW  Arenr NTAUTHORITY 12122018 143 18.12.2018 1€ !
computer-2TW  Uermpynpasne  TWINFOWAdmin 12122018 143 210120151 | AETA/IBHO  OBLIEE 2
computer-2TW  Uewtpynpseae  TWINFO\Admin 12122018143 121220181¢ | Onncanue
computer-2TW  Cepsep CHCTEMA 12122018143 21.01.2019 1" Onepaus; YcTakoBMeHo CoRmHeNte ©
computer-2TW  Uenrpynpssne  TWINFOVAGmin 11122018 143 12122018 1¢ cepaepoM
computer-2TW  Lewtpynpsere  TWINFOVAdmin 11122018 143 11122018 1¢ AonoamuensHo: @
T I P P rI T [——

ore0 TWINFO\administrator

SID nonw308aTens:

MosicHeHue. Ha pucyHke 0603HaueHbl: 1 — naHerb ynpasrieHus 3anpocamu; 2 — obnacTb 0TobpaxeHus
cnucka ceccuin; 3 — obnactb 0TobpaxeHus cBeaeHuiA 0 BbIGpaHHON ceccu; 4 — naHenb HaCTPOKM Bbl-
BOZJa cBeeHN; 5 —obnactb onucaHns cobbITUA.

MpyMep NaHenM apxX1BoB XYPHasI0B NpeaCcTaBfieH Ha CieayoLLEM PUCYHKE.
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. COBbITHA ¥TPO3bI
Hoswii ~ [l Orepems
OO N T
B & APXUBLI .
23112018 17:4202  Awtvavpycreie Basei ycrapenn.  Armvsupyc  Antivirus computer-2.TWinfo.ocal
B B 2019-01-22-184450-220, 23
23112018 17:42:51  Heyaaunas nonsitka Bx082 6. Bxoa/seixoa  NetworkProte..  computer-2TWinfolocal =)
S ypnan cepseps (3]
) 23112018 174630 Kownswotep nepewen s asap...  Cocremssie  NetworkProte..  computer-2.TWinfo.ocal
8 O computer-2TWinfo3
— -
£ Tpecon 23112018 17:50:04  Orkes & ayrenmadukauny, Ayremtadi..  AuthServer computer-2.TWinfo.ocal E
26.11.2018 11:00:24 bassl COB ycTapenu. Agmunncp..  NetworkProte..  computer-2.TWinfo.local
Cepeep: 26112018 1101:22  Orxas s ayrermudmrauym. Ayrermudm..  AuthServer computer-2.TWinfo.local
computer-2.TWinfo local 26112018 11:01:43  Orkas & ayrermudumrauny, Ayrenngn..  AuthServer computer-2.TWinfo.ocal
Januck Ao ; ’
AETANBHO OBLLEE MAPAMETPbI KBUTWMPOBAHWME 2/TT0 (v
22.01.2019 18:44:04
Onncanue
Monbsosarens:
TWINFO\Administrator HeyazauHaR NoNLTKa BXOA3 B CUCTEMY.
MoacwcTema: NIoKansHbIR BX04
Onucanme: Wima noaszoearens: administrator@TWINFO.LOCAL
Yzen kaventa: COMPUTER-2
Mepean sepcua Yzen cepsepa: COMPUTER-2
Cecamn: 1
NpuunHa: KDC-cepeep ayTeHTHQHKaLMK HeAoCTyNeH

MosicHeHme. Ha pucyHke 0603HaueHbl: 1 — naHernb ynpaBneHus 3anpocami; 2 — obnacTb 0TobpaxeHus
CBEAEHMIN; 3 — naHenb HaCTPOWKM BblBOZA cBeAeHUiA; 4 — obnacTb onucaHus cobbitnit; 5 — obnactb
OCHOBHbIX CBEAEHWI 06 apxuBe.

OCHOBHbl€ 3/1IEMEHTHI MHTEpdeiica:

MaHenb ynpaBneHus 3anpocamu

Coaep>XuUT CMNCKM 3anpocoB AN 3arpy3kun 3anncein. 3anpockl rpynnupyoTcs B CEAYLWmMX
pasgenax:
e "CraHgapTHble 3anpocbl" — 3anpockl C npeaonpeaeneHHbiMM Kputepusamm otbopa
3anucen, 3arpy>xaembix U3 xypHana (TonbKo ANs XypHana cobbiTuin Tpesorn);
e "3anpocbl" — 3anpockl, CO3AaHHbIE NOb30BaTENEM A9 3arpy3KKN 3anncen u3 xxypHana;
e "BHelHune XypHanbl" — 3anpocbl, CO34aHHbIe NPU 3arpyske 3anucen ns gainnos;
e "ApxuBbl" — 3anpocbl, NOy4YeHHbIe N0 pe3ynbTaTaM aHanM3a COAEePXKNUMOro
3arpy>XeHHbIX apX1BOB

O6nactb oTtobpakeHnsa cBeaeHnn

ConepXXuT cBeAeHMs 0 COBbITUSIX B XXYpHane B BUAE Tabnubl CO CNMCKOM 3anuceii. B
Tabnnue MOXXHO M3MEHSTb COCTaB OTO6 paXKaeMbIX KOTOHOK M NMOPSAOK X clefoBaHus. Ytobbl
HaCTPOUTb KOJTOHKM, BbI30BUTE KOHTEKCTHOE MEHIO B CTPOKE 3aro/l0BKOB, BbibepuTe KoMaHay
"HacTpoWka KonoHOK" 1 B NosiBMBLUEMCS Ananore chopMUpyNTE CMMCOK 0TOO paXkaeMbIx
KHOMOK

MaHenb HACTPOMKU BbiBOAA CBEAEHUM

CopepXXuT KHOMKW Bbl30Ba CPEACTB KOH(UIYpUpPOBaHMs 3anpoca, nevyatu 1 aKcnopTa
3anucen

O6nacrtb onucaHma cobbiTui

Conepxunt nogpobHyto nHbopMaLumio o BbiIopaHHOM cobbiTnn. MHgopMaums o cobbITusx
rpynnupyeTcs B CAefyoLMX BKIaaKax:

e "[leTanbHO" — COAEPXUT AETa/IbHOE ONMUCaHWE U NOoMyYeHHble aHHble. Ecnu aaHHble 0
cobbITnK coaepxaTt MHGOPMaLMIO O KAKOM-STMG0 YCTPOICTBE, MOXXHO CKOMMPOBaTh 3Ty
MHdopMaumto B 6ydep obMeHa, 4Tobbl NOTOM 406aBUTb YCTPOMCTBO C 3TUMM NapaMeTpamm
B rpYynMoBY0 MNONUTUKY;

e "Obwee" — coaep>XunT NOMHbIA CIUCOK MNONEN U NX 3HAYEHUN B 3aMNMUCK O
3apermcTpmpoBaHHOM cobbitn. CNMCOK NpeacTaBrieH B TabnnyHow dpopme;

e "MMapameTpbl" — COAEPXUT CNNCOK NapameTpoB cuctembl Secret Net Studio, nonyyeHHbIX
13 AeTanbHOro onncaHus cobbitna. Cnncok npeacTasneH B TabnnyHom popme;

e "KBUTMpOBaHME" — COAEPXUT CBEAEHUS O TOM, KTO U KOrAa BbINOHUA Npouenypy
KBUTUpPOBaHMA (NoaTBEPXAEHWE nprema) ANS BbiIbpaHHOW 3anMcu, N TeKCTOBbIN
KOMMEHTapuii C onncaHneM fencTBnin. Bknaaka oTobpaxaercs ToNbKo ANS XypHana
CcobbITUIA TPEBOMM NPpK BbIGOPE 3aNncKu C NPU3HaKOM KBUTUPOBaHMS.

BrntoueHne n oTktoveHme obnactn onmcaHms cobbITUi ocyLlecTBAseTCcs Nnpu Boibope
KoMaHabl "[eTanbHO" B KOHTEKCTHOM MEHIO 3arnmncu 0 CO6bITUM MITN C MOMOLLbHO KHOMKM,
pacronoXeHHOoM Cnpasa B HMXHEN cTpoke 061acTn oTobpaxkeHns cBeaeHum

O6nacrTb OCHOBHbIX CBefieHui 06 apxuBe
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Vicnonb3yeTcsi TONbKO B NaHenu apxuBoB XypHanos. CoaepXUT OCHOBHbIE CBEAEHMUS O
BbI6paHHOM apXx1Be, COXpaHEeHHbIe MPW ero co3faHuun: uMsa cepsepa 6e3onacHocTy, rpaHmua
WHTepBana BpEMEHM ANs 3aMWCell, UMsi CO34aBLUEr0 apXMB MoNb30BaTeNsl, ONMcaHne apxvBea

3arpys3kKa 3anmcei XXypHanoB

3anpocbl Ans XypHana cobbITUi TpeBorun

B LleHTpe ynpaBneHus npeaycMoTpeHbl crieaytolimne crnocobbl Co3aaHmns 3arnpocoB Ha
3arpysKy 3anmcen xxypHana cobbiTuin TpeBorm:

e CO3aaHMe 3anpocoB Mo CTaTUCTUUECKUM AaHHbIM;

e KOHTEKCTHOE CO3AaHune 3anpocoB /15l O6bEKTOB;

e CO3aaHMe 3anpocoB C NpeaornpeaeneHHbIMU KpUTEPUSIMU 0T60Pa;

e CO3[4aHue 3anpoCcoB C MPOM3BOSIbHbIMU KPUTEPUSMUM OT6Opa;

e CO34aHMe 3anpocoB Ha 3arpy3Ky 3anucen xxypHana us gannos.

CosapaHue 3anpocCcoB No CTaTUCTUHYHECKMM AaHHbIM

Cratuctnyeckme pdaHHble O CO6bITUAX TpeBOruv npeacTtasfieHbl B naHenun "Cra-
TUCTMKA". TakxKe B NpaBoOM BEPXHEM YI/ly OCHOBHOIO OKHa LleHTpa ynpasneHus oTob-
pa)kaeTcqd MHAMKATOP COCTOSAHUS CUCTEMbl, KOTOPbIN coAepXUT obLiee KONM4yecTso
COb6bITUI TpeBorn (Npy HANNYUKN HEKBUTUPOBAHHbIX COObITUI).

CyeTumku Koamnyectea cobbiTui TpeBorn B naHenu "Cratncrnka" n B MHANKaTope co-
CTOSIHWUSI CUCTEMbl MOTYT MCMOMb30BaTbCs A1 CO34aHMSI 3anpoCcoB Ha 3arpysKy 3a-
nucen >ypHana cobbiTu TpeBorn. YTobbl co3gaTb HOBLIM 3anpoc, BblibepuTe
3HaYeHMeE HYXXHOro cyeTumnka. B naHenm xxypHana cobblTUi TPEBOrM MOSIBUTCS HOBbI
3anpoc, B KOTOPOM aBTOMaTM4yeckun 6yaeT BbINOMHEHA 3arpy3Ka 3anmcen.

KoHTekcTHOe co3paHue 3anpocosB ansA o6bekToB

3anpocbl Ha 3arpysKky 3anucei XypHana cobbiTUi TPEBOrM MOXHO CO34aBaTb Mpu-
MEHUTENIbHO K 06beKkTaM, Bbi6paHHbIM B MaHenu AvarpaMMbl yMpaBieHWUs WAn B
cnucke o6beKTOB. 15 TakMX 3anpoCcoB aBTOMaTMUYECKM CO34at0TCs NpaBua oTéopa u
(bUNbTPaLMM MO KOHTEKCTY Bbl6paHHbIX 06bEKTOB M KOMaHA,.

[AnAa KOHTEKCTHOro co3faHuUA 3anpoca:

1. Bavarpamme ynpasieHUs UK B CNIMCKE 06EKTOB BbI6EPUTE HYXKHbIE 06BEKTHI.

MpumeyaHue. O Hannumm 3aperncTpUpoBaHHbIX COBLITUI TPEBOTU, OXMAAIOLLMX KBUTUPOBAHWS (N0
TBEPXKOEHWS NPUEMA) afMUHUCTPATOPOM 6E30MacHOCTI, OMOBELLAIOT CHETUMKI COBLITUN, KOTOPbIE
oTobpaxatoTcs psiaom ¢ obbekTamm (cm. cTp.186 1 cTp.188).

2. BbI30BUTE KOHTEKCTHOE MEHI OAHOM0 M3 BblBpaHHbIX 06bEKTOB, packpoiTe noa-
MeHto "XKypHanbl / )KypHan TpeBor" u BbibepnTe HY>XXHY0 KOMaHAy :

e "Bce TpeBorn" — ans nosyyeHus ceegeHuin o cobbiTUSAX BCEX YPOBHEWN Tpe-
BOIMN;

e "TpeBorn BbICOKOro ypoBHS", "TpeBorn rnoBblWeHHOro ypoBHs", "TpeBoru
HWU3KOro ypoBHS" — Ans MonydYeHUst CBEAEHUIN TOJIbKO O COBbITUSX C CO-
OTBETCTBYOLLMM YPOBHEM TPEBOI M.

M0 OKOHYaHMKM 3arpy3ku 3anucem B NaHenn cobbITUIN CUCTEMbI MOSABUTCS yBe-
AOM/IeHMe 0 NoslyyYeHun XypHana. [insa nepexoaa K 3anucsaMm xypHana Bblbepute B
yBeaoMeHNU cCblfky "XKypHan nonyuen".

Co3paHme 3anpocoB C npeponpeneneHHbIMM KputepuaMmm oTt6bopa

3anpocbl € npeaonpeieneHHbIMM KpuTepusiMm OT6opa MO3BONSAOT ONepaTMBHO 3a-
rpy3umTb B LIeHTp ynpaBneHnst HEKBUTUPOBAHHbIE 3aNucu O COBbITUSIX TPEBOMU, KO-
TOpble 6bisin 3aperncTpmnpoBaHbl B Te4eHne 3aAaHHOro nepmnoaa BpeMeHUN UM UMEKOT
ornpeaeneHHbI ypoBeHb TPEBOrU.
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Co3gaHue 3anpocoB C npeaonpeaeneHHbIMU KputepusamMm otbopa BbiNOSHAETCA B Na-
Henwn XxypHana. Takme 3anpocbl uenecoobpasHo co3gaBaTb NPy HaANM4YUKM B CUCTEME
HEKBUTUPOBAHHbIX 3anucen o cobbITUAX TPEBOr K.

Ans cospaHus 3anpoca ¢ npegonpeaesieHHbiIMU Kputepusamm otbopa:

e B pasgene "CraHaapTHble 3anpochl" naHenu ynpasieHus 3anpocamy HaBeauTe
yKasaTesb Ha 3/1eMEHT CMUCKa, COOTBETCTBYIOLUNIM HYXHOMY Mepuoay BpeMeHM
WSIM YPOBHIO BaXXHOCTM COBbITUIA, N ABaXAbl HAXKMUTE JIEBYIO KHOMKY MbILLIK.

B naHenn xypHana 6yaeT co3daH HOBbIM 3anpoc C COOTBETCTBYHOWMMUM Ma-
paMeTpamu, Noc/ne 4Yero aBToOMaTM4YeCcKn MHULNUPYETCS Npouecc NonyvyeHns 3a-
nucern un3 xypHana. o OKOHYaHWM 3arpyskm 3anucer B MNaHenu cobbITMi
CUCTEMbl NOSABUTCH yBEAOM/IEHWE O MOJIyYEeHUM XypHana Co CCbIJIKOM A5 nepe-
X0Aa K HOBOMY 3anpocy.

Cos3paHue 3anpocoB C NPpOM3BOJIbHbIMM KpUTEpmnamMmm orﬁopa

3anpocbl C MPOM3BONbHBLIMW KpUTEpUsSMM OTHOpa 3anuceirn cosgalTcs AN no-
cneaytoLlen HacTporKM napaMeTpoB M 3anycka npouecca NonyYeHus 3anmcein Bpyyd-
HYIO.

Co3gaHue 3anpoCcoB BblIMOMHAETCA B NaHeNN XypHana cobbiTuiA TpeBoru.

Ana co3pgaHusa 3anpoca:
1. BnaHenu ynpasneHus 3anpocaMm HaXXMmMTe KHONKY "HoBbl".

B naHenu xypHana 6yaeT co3aaH HOBbI 3anpoc, U crpaBa NOSIBUTCA NaHeNb Ais
HaCTPOMKK ero napaMeTpoB.

2. HacrporiTe napamMeTpbl HOBOro 3anpoca (CM. cTp.215) u HaxMuTe KHOMNKY "Bbli-
NONHWTb 3anpoc K BAA" B HUXXHeWN YacTn NaHenn HacTpPOKM NapaMeTpoB.

byaet MHMUMMPOBaH NPOLECC NMONYyYEHUS 3anucen n3 xypHana. o OKOHYaHum
3arpysku 3anmcen B nMaHesnm CobbiTUI CUCTEMbl MOSIBUTCS yBeAOMJIEHME O MOo-
JNIly4eHMM XypHana Co CCbIIKOWM A1s nepexofa K HOBOMY 3arnpocy.

Co3paHue 3anpocoB Ha 3arpy3Ky 3anMcem XXypHana cobbitumn
Tpesoru us cpannos
3anucm XypHana cobbITUIA TpeBoru MoryT XpaHuTbcs B hannax dopmaTa *.snua. 3a-

rpy3ka 3anucen u3 Takux ¢dannoB B naHenb >XypHana cobbiTuiA TpeBOrn ocy-
LLeCTBASETCA NYTEM CO34aHMNS OTAENbHbIX 3anNpoCcoB A5 KaXkaoro darina.

daiin gns 3arpyskn MoOXHO yKasaTb Npu 3anycke LleHTpa ynpaBneHunst B aBTOHOMHOM
pexxunme (cM. cTp.137) nnm Bo BpeMs paboTbl ¢ LleHTpOM ynpaBneHms B NaHenm xyp-
Hana cobbITU TpeBoru.

Ansa cozpaHuvsa 3anpoca Ha 3arpy3Ky 3anucei u3 cdailna B naHenm xyp-
Hana cobbIiTuii TpeBOrun:
1. B naHenu ynpasBneHus 3anpocamm HaxkmMmTe KHoMKy "OTKpbITb".
Ha skpaHe nosasuTcsa ananor oTkpbiTna darina OC Windows.
2. BbibepuTe HyXHbIl an.

B naHenu xypHana 6yaeT co3gaH HOBbIM 3anpoc, B KOTOPbIM 6yAyT 3arpyeHbl 3a-
nuecn us danna.

3anpocbl Ans XypHana cTaHUuu

B LleHTpe ynpaBneHus npenyCcMOTPeHbl cneayoLlime cnocobbl co34aHnsa 3anpocoB Ha
3arpy3Ky 3anucen xxypHana CTaHL Wi

L KOHTEKCTHOE Co34aHune 3anpocoB Ansd 06'beKTOB;

e CO34aHWe 3anpocoB C MPOU3BOSIbHBIMU KpUTEPUAMU O0THOPA;

e CO34aHWe 3anpocoB Ha 3arpy3Ky 3anucen XypHana ctaHuMin UM NoKanbHbIX Xyp-
Hanos 13 dalinos.
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KoHTekcTHOe co3paHue 3anpocoB ana o6bLeKTos

3anpocbl Ha 3arpy3Ky 3anucei XypHana CTaHLUMii MOXHO CO3aBaTb MPUMEHUTENBLHO
K 06beKTaM, Bbl6paHHbIM B MaHeNM anarpamMmbl YnpaBaeHUs Unu B CNMcKe 06bEeKTOB.
[na Takux 3anpocoB aBTOMATUYECKN CO3AaloTCs npaBufa otéopa U dunbTpaumnmn no
KOHTEKCTY Bbl6paHHbIX 06bEKTOB U KOMaHA.

[ANnsA KOHTEKCTHOro co3fAaHusA 3anpoca:
1. B awarpaMMe ynpaBieHUs UM B CrMcKe 06beKTOB Bbl6EPUTE HYXXHblE 06bEKTbI.

2. Bbl30BUTE KOHTEKCTHOE MEHIO O4HOrO U3 BblbpaHHbIX 06bEKTOB, packporTe noa-
MeHto "XypHanbl / XypHanbl kKomnbioTepoB n3 BA" n BbibepuTe KOMaHAy, CO-
OTBETCTBYIOLLYIO HY>XHbIM KpUTepmsaM o0T6opa 3anuceit. MOXXHO 3arpysmnTb 3anmcum
0 CObbITNAX, NOCTYNMUBLUME U3 ONpeaesieHHbIX JIOKaNbHbIX XXYpPHanoB No OTAeNb-
HOCTU uUnn XxypHana Secret Net Studio coBMecTHO ¢ XXypHasioM 6e3onacHocTu. Mo
kKoMaHAe "Co3paTb 3anpoc” BbIMOMHSAETCA CO3[4aHMe 3anpoca C NepexoaoM B na-
Henb "XXypHanbl cTaHuMIi" Ans HacTpPoMKKM NapamMeTpoB 3anpoca (cM. cTp.215).

lMocne BbiGOpa KOMaHAbl Ha 3arpysKy 3anucer 0 cobbITUSX, MOCTYNMUBLUMX U3
onpefeneHHbIX NIOKanbHbIX XYPHaNoB, aBTOMaTMyYeCckn MHULMUPYETCS npoLlecc
NonyyYeHns 3annucen n3 xxypHana ctaHumii. No okoH4YaHMK 3arpysku 3anucemn B na-
Henn cobbITUiA cncTeMbl NMOSABUTCS YBEAOMSIEHME O MOAyYeHUWn XypHana. Ans
nepexoia K 3anucsaMm XxypHana Bblbepute B yBeaoMneHun ccblfky "XypHan no-
nyyen".

Co3paHuMe 3anpocoB C NPOU3BONbHbIMM KpUTepuamMmm oTt6bopa

3anpocbl C MpPOM3BOSIbHBIMM KpuTepusiMM oTHopa 3anucert cosgatoTca Ans no-
crenytowen HacTporKn napaMeTpoB M 3anycka npouecca rnoayyeHms 3anucen Bpyy-
HYI0.

Co3paHue 3anpocoB AN1s 3arpy3Ku 3anucen XypHasa CTaHUWIA BbINOSHSAETCS B MNa-
Henun "XKypHanbl cTaHuuin".

Ana co3pgaHusa 3anpoca:

1. B naHenu ynpaBneHus 3anpocamm HaxmumTe KHonky "HoBbin".

B naHenn "XypHanbl ctTaHunn" 6yaeT co3gaH HOBbIW 3anpoc, U crpaBa NoOSABUTCA
naHenb AN HAaCTPOMKN ero napaMeTpos.

2. HactpoiTe napameTpbl HOBOro 3anpoca (cM. cTp.215) u HaxMuTe KHonky "Bbl-
NOMHWTL 3anpoc K B" B HUXXHEN YacTn NaHenM HaCTPoOMKKN NapaMeTpoB 3anpoca.

byaet MHMUMMPOBaAH NPOLECC NMONYyYEHUS 3anucen n3 xypHana. Mo OKOHYaHum
3arpysku 3anmcen B naHesnm cCobbiTUI CUCTEMbl MOSBUTCS yBeAOM/SIEHUE O MOo-
JNIly4YeHMM XypHana Co CCbIIKOWN Ans nepexofa K HOBOMY 3arnpocy.

Co3paHuMe 3anpoCcoB HA 3arpy3Ky 3anvceu XXypHana CTaHUVM unm
nokKasnbHbIX XXypHanos u3 channos
3anmMcn XypHana CTaHUMW MOryT XpaHuTbCa B dalinax crneuuanbHoro dopmarta

*.snlog. 3arpyska 3anuncen us takux dannos B naHenb "XypHanbl ctaHuui" ocy-
LLLeCTBNSETCA NYTEM CO34aHMS OTAENbHbIX 3aNpoCOB AN KaXaoro ganna.

KpoMe TOro, otaenbHble 3amnpochbl, aHa/lOrMyHble 3anpocaM Ha 3arpysky >ypHana
CTaHUMI, MOXHO co3aaBaTb Ans alnoB CtTaHAapTHOro dopMmaTta XXypHasna cobbiTui
OC Windows *.evt*,

darin Ans 3arpysku MOXHO yKasaTb Npu 3anycke LleHTpa ynpaBneHus B aBTOHOMHOM
pexume (cM. cTp.137) unm Bo BpeMs paboTbl B NaHenn ">KypHanbl cTaHuun".
Ana co3gaHuMA 3anpoca Ha 3arpys3ky 3anucei us ¢daina B naHenu "Xyp-
Hasbl CTAaHUMN":
1. B naHenu ynpaBneHus 3anpocamm HaxmmTe KHonky "OTKpbITb".

Ha akpaHe nossuTCca avanor oTkpblTus danna OC Windows.
2. BbibepuTe HYXHbIW dann.
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B naHenu "XypHanbl ctaHumin" 6yaet co3gaH HOBbIM 3anpoc, B KOTOpbI 6yayT 3a-
rpy><eHbl 3anncm n3 danna.

3anpocbl Ans XypHana cepBepa 6e3onacHoCTH

B LleHTpe ynpaBneHus npeaycMOTPEHbI creaytolme cnocobbl co3aaHums 3anpocoB Ha
3arpysKy 3anucen xxypHana cepsepa 6e3onacHocTu:

e KOHTEKCTHOe Cco3aaHue 3anpocos;
e CO34aHMe 3anpocoB C MPOU3BOJIbHbIMU KPUTEPUSIMU OT6OPa;

e CO3haHMe 3anpocoB Ha 3arpy3Ky 3anucen XypHana cepBepa 6e30macHoOCTU U3
dannos.

KoHTekcTHOe co3paHue 3anpocos

3anpocbl Ha 3arpysKy 3anucei xypHana cepsepa 6e30MacHOCTM MOXHO CO34aBaTb
npv pabote B NaHenu AvarpaMmMbl yrnpasiaeHUs UAN B CMcKe 06bekToB. [ Takmx
3anpocoB aBTOMATMYECKM MOryT CO34aBaTbCA Mpasuia otbopa M GuabTpauMu no
KOHTEKCTY Bbl6paHHbIX KOMaHA.

AnAa KOHTEKCTHOro co3faHuUA 3anpoca:

1. B anarpamme ynpasBfieHUs UM B CMUCKE 06bEKTOB BbI30BUTE KOHTEKCTHOE MEHIO
cepBepa 6e30MacHOCTH, XYpPHaa KOTOporo TpebyeTtcs 3arpy3nTb. B KOHTEKCTHOM
MeH0 packponTe noameHto "XXypHanbl / XXypHanbl cepepa”.

2. BbibepuTe KOMaHAy, COOTBETCTBYHOLLYI HYXHbIM KputepusMm otbopa 3anucen.
MOXHO 3arpy3uTb 3anuMcu O CO6bITUAX, 3aperncTpupoBaHHbIX B TeYeHue no-
cregHero 4yaca, nocnegHux CyTok, unaum Bce 3anucu. o komaHge "Co3paTtb
3anpoc" BbIMOMHAETCHA CO3AaHMe 3anpoca C nepexoaoM B naHens "XypHanb! cep-
Bepa" ANns HaCTpOMKM NapamMeTpoB 3anpoca (cM. cTp.215).

Mocne BbiGOpa KOMaHAbl Ha 3arpy3Ky 3anmncei o cobbITUAX, 3aperncTpMpoBaHHbIX
B TeYyeHMe nocnefHero 4aca, MociegHux CyTOK, MAM BCeX 3anucein as.-
TOMaTMYECKN MHULMUPYETCS NpPoLECcC NolyYeHUs 3anunceit 13 xypHasna cepsepa
6e3onacHocTu. Mo OKOHYaHWM 3arpy3Kun 3anuceli B NaHeNn cobbITUN CUCTEMbI NO-
SIBUTCS YBEAOM/IEHME O NONyYeHUM XypHana. [ns nepexoa K 3anucsaM xypHana
BblbepnTe B yBeAOMNEHUN CCbifIKy "XXypHan nonydyeH".

Co3paHue 3anpocoB C NPOM3BOSIbHbLIMU KpuTepuamvm ot6opa

3anpocbl C MPOM3BOMbHbLIMM KpUTEpUSMM OTHOpa 3anmcen CosgaloTca AN no-
cneayrollen HaCTporKK napaMeTpoB M 3amnycka npouecca NonyYeHus 3anucein Bpyu-
HYIO.

Co3paHue 3anpocoB Ans 3arpy3ku 3anucer XypHana cepsepa 6e30nacHOCTU Bbl-
nonHseTcsa B naHenu "XXypHanbel cepeepa”.

Ansa cospaHna o6uero 3anpoca:

1. B naHenu ynpasneHus 3anpocamMmm HaxkxmMmTe KHonky "Hosbin".

B naHenun "XypHanbl cepsepa" 6yaeTt co3gaH HOBbIM 3amnpoc, U cnpaBa NMnosiBUTCA
naHesb ANs HAaCTPOKK ero napaMeTpos.

2. HactponTe napameTpbl HOBOro 3anpoca (CM. cTp.215) 1 HaxMmTe KHOMKy "Bbl-
MOSIHUTB 3anpoc K BJ]" B HMXKHEWN YacTu NaHenn HaCTPOMKM NapaMeTpoB 3anpoca.

ByoeT MHULMMPOBaAH MPOLLECC MONYUYEHMS 3anmcein 13 xypHana. Mo oKoHYaHUK
3arpysku 3anuceit B naHenu cobbITU CUCTEMbl MOSABUTCSA YBEAOMIEHWE O Mo-
JlyYeHWNU XKypHana Cco CCbINIKOW AN nepexoaa K HOBOMY 3arpocy.

Co3paHue 3anpocoB Ha 3arpy3Ky 3anuvceM XXypHana cepsepa
6e3onacHocTu M3 chamnos
3anucm XypHana cepBepa 6e30MacHOCTM MOryT XpaHUTbCa B palinax cneumanbHoro

dopmaTa *.snsrv. 3arpyska 3anmcemn us Takmx darnos B naHenb "XXypHanbl cepeepa”
OCYLLECTBMSIETCS NYTEM CO3AaHMNS OTAENbHbIX 3aNPOCOB A5 Kaxkaoro daina.

darin ans 3arpysku MOXHO yKasaTb MpW 3anycke NporpaMMbl B aBTOHOMHOM pexume
(cM. cTp.137) nnu Bo BpeMs paboTbl C nporpammoit B naHenu "XypHanbl cepeepa”.
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Ana co3gaHua 3anpoca Ha 3arpys3ky 3anucei ms c¢gaina B naHenm "Xyp-
Han cepsBepa":
1. B naHenu ynpasneHWs 3anpocamMmm HaxxmmTe KHonky "OTKpbITb".
Ha sakpaHe nosasuTca ananor otTkpbiTns ganna OC Windows.
2. BbibepuTe HYXHbI dann.

B naHenu "XXypHanbl cepeepa" 6yaeT co3aaH HOBbIN 3anpoc, B KOTOpbIM 6yayT 3a-
rpy>eHbl 3anmcm us ganna.

3anpoch! Ans apxuBOB XYpHanoB

[na npocMoTpa 3anunceit XypHanos, MOMELLLEHHbIX B apXWUBbl, HEO6XOAUMO 3arpy3unTb
(aiinbl HyXHbIX apX1MBOB B LIeHTp ynpaBneHus.

BHumanune! [ns sarpysku apxuoB TpebyeTcs [ocTaTOuHOe CBOGOAHOE MPOCTPAHCTBO Ha
AMCKe, KOTOPbI UCNOoMnb3yeTcs Ans BPEMEHHbIX (halnoB (pa3apxMBMpOBaHME OCYLLECTBASETCA B nanke
BPeMeHHbIX (halnoB nonb3oBaTens). Ytobsl 3arpykatb apxussl pasmepom 4o 80-100 MB, Heobxogumo
okono 4 I'b cBob6oaHoro npoctpaHcTBa. [ns paboTbl ¢ apxuamu pasmepom 200-300 MB TpebyeTcs He
meree 10TB.

Mocne 3arpyskyM apxWBOB CO34AKOTCA 3anpocbl Ans 0T6opa HYXHbIX 3anucen. Cos-

AaHune 3anpocoB BbINMONHSETCS B naHenn "Apxusbl". B LieHTpe ynpaBneHus npeay-

CMOTpEeHbI crieaytowme cnocobbl co3aaHmns 3anpocoB:

e CO3paHMe 3anpoca 4ns oTbopa 3anuncert oTAENbHOMO XypHasa B 3arpy>eHHoM ap-
XxuBe;

e co3gaHuMe 3anpocoB ans otbopa 3anucen XXypHana cobbiTUIA TPEBOIM UN XKYp-
Hana CTaHUMI B 3arpy>XeHHbIX apX1Bax.

3arpyska cpannoB apxmBoB

CepBep 6€30MacHOCTM CO3AAET apXMBbl XYPHAsOB B (haifax cneuunansHoro gopmara
3
.omax.

dainnbl apxMBOB 415 3arpy3KM MOXHO yKa3aTb Npu 3anycke LieHTpa ynpasneHuns B aB-
TOHOMHOM pexume (cM. cTp.137) nnm Bo BpeMs paboTtbl B naHenun "Apxumsbl".

MpumeyaHue. B LieHTpe ynpaBneHus nogaepkvBaeTcs 3arpyska (aiirioB apxvBOB, CO3AaHHbIX cep-
Bepom besonacHoctn C3U Secret Net Bepcun 7.0 m BblLLe.

Ansa 3arpy3ku ¢annoB apxmBoB B naHenu "ApxuBbl'":

1. B naHenu ynpasBneHus 3anpocamm HaxkmMmTte KHoMKy "OTKpbITb".
Ha skpaHe nosasuTcsa ananor oTkpbiTna darina OC Windows.

2. BbibepuTe HyxHble dansbl.

B naHenu "ApxuBbl" 6yayT co3aaHbl HOBble Noapasaesbl, KOSIMYeCTBO U Ha3BaHMS
KOTOPbIX COOTBETCTBYIOT BblbpaHHbIM dannam apxusoB. [oapasgensi cogepxat
nepapxuyeckme CNUCKM KOMMNbIOTEPOB U XXYPHAsOB, 3aMncu KOTOPbIX MOJyYeHbl
13 apxneoB. OCHOBHble CBEAEHMS O 3arpy>eHHblX apxuBax oTobpaxatoTcs B 06-
lacTu CBEAEHM, KOTOopas pacnosioXeHa noj naHesbto ynpaBneH1s 3anpocamu.

Co3paHue 3anpoca ansa orbopa sanucem oTaenbHOro XypHana
B 3arpy>eHHOM apxuBe

B 3arpy>eHHOM apXxvMBe MOXHO CO3A4aBaTb 3anpockl Ans 0T6opa 3anuceit oTAeNbHbIX
XKYPHanoB, NpeacTaBNEHHbIX B MEPapXMUEeCKOM CrucKe apxusa. Takue 3anpochkl OT-
HOCATCA TOMIbKO K BblBGpaHHOMY »YpHasly COOTBETCTBYIOLLErO KOMMbIOTEPA U HE Ao-
MyCcKaloT 3arpy3Ky Apyrux 3anucen, XpaHsaLMxcs B apxuse.

Onsa cospaHus 3anpoca ans 0T60pa 3anucen oTaesNibHOro XYPpHana:

1. B pa3gene "ApxuBbl" naHenu ynpasieHuMs 3anpocaMm packporTe CNMCOK noapas-
Aena c Ha3BaHWeM HYXXHOro apxuBa.

2. Hasepgute YKa3saTeslb Ha CTPOKY XXYpHasia U ABaXXAbl HAaXXMUTE NEBYIO KHOMKY Mbl-
wu.
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B nanenn "Apxusbl" 6yaeT co3pgaH HOBbIM 3anpoc, B KOTOPOM oTob6pas3saTcs cee-
AeHns n3 BbIbpaHHOro XXypHana.

Co3paHue 3anpoca ana orbopa sanucemn XXypHana co6biTun Tpesormn
WIIM XKypHana CTaHUUM B 3arpy>XeHHbIX apXxmBax

Cpeav 3arpyXeHHbIX apxXnBOB MOXHO cAenaTb BblGOPKY M3 BCEX 3anuceit XypHasos
COBbITUI TPEBOrN MM XKYPHANOB CTaHLMIA, XPaHALLMXCA B apxmBax. 3anpoc ans oT-
6opa 3anuceit 3TUX >XXYPHASIOB NO3BOMAET MOSYUYNTb 3anMcu, NOCTynuBLUNE C pas-
JIMYHBIX KOMMbIOTEPOB, M MOXET NMPUMEHSATLCS K HECKO/IbKMM Bbl6paHHbIM apXyBaM.

Ana cozpaHuMA 3anpoca ana oréopa 3anucein >XypHana cobbiTui TpeBoru
WM XXYpPHasa CTaHUMM:

1. B naHenu ynpaefieHus 3anpocaMmm HaxxMuTe KHomKy "HoBbin" 1 B nosiBuBLIEMCA
MEH 0 BbIGEPUTE HYXHbI TMM 3anpoca:

e "Hantu B XypHanax TpeBor" — co3gaeT 3anpoc Ans BbI6OpKM 3anncemn ns xyp-
HasnoB CobbITUI TpeBOrn;

e "HalTu B XypHanax CtTaHUMin" — co3gaeT 3anpoc Ans BbI6OpKK 3anncen mns
YKYPHaNoB CTaHLMIA.

B nanenu "Apxusbl" 6yaeT co3gaH HOBbIM 3anpoc, U CrpaBa NosBUTCA NaHes b Ans
HaCTpOMKK ero napameTpos.

2. HacrpoliTe napaMeTpbl HOBOro 3anpoca (cM. cTp.215) 1 HaxkxMnTe KHonky "HaiiTtu
B apxmBax" B HMXXHEN 4YacTu NaHenm HacTpPoMKKN napamMeTpoB 3anpoca.

ByAeT MHUUMMPOBAH NPOLLECC MNOMyUYEHUS 3anncei U3 BblbpaHHbIX apXUBOB.

HacTtpoiika napameTpoB 3anpoca

[na nony4yeHns HY>KHbIX CBEAEHUWN B 3anpoce 3anucen xXypHana MOXHO U3MEHATb Na-
paMeTpbl 3arpy3km u dunbTpaunm 3anmcen. Hactponka napaMeTpoB OCYLLLECTBIAETCS
B CneumanbHOM NaHesn HacTpPomKH.

Ons HacTPOWKM NapaMeTpoB 3anpoca 3anucein:

1. BknoumTe oTobparkeHMe naHenn HacTpoMKM NapamMeTpoB 3anpoca. YTobbl BKIIO-
YUTb UKW OTK/IHOUYNTL OTOBpaXXeHMe naHenm, NCnonb3ynTe KHoMkKy "3anpoc” B na-
HEeNW HacTpolKM BbiBOAA CBeAeHUI (crnpaBa oT 06/1acTn oTobpaXxxeHns cBeaeHU ).

MpumeyaHue. MaHenb HaCTPOWKM NapaMeTPOB 3anpoca OTOGpaxaeTcsa MO YMONYaHuo Ans co-
3[jaHHOr0 3aMpoca ¢ NPOU3BONLHLIMU KpUTEPUAMI OTBOPA.

MpuMep coaep>XMMOro naHenu Ans XypHana cobbliTuit TpeBOrn npeactaBfieH Ha
CNeayoLeM pucyHke.
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KOHCTPYKTOP 3ANPOCA Heogsiid sanpoc

Mepuon spemenn ® 33 sce BpeMs

3a nocnegHuit Yac

3a nocnegHue 24 vaca
3a 7 gHei

3a 30 gnedt

3BD|ETI: WHTEDEAM -

Tpesorn YposeHs Keutupoeanmne Tun coBbimian
. | Boicokwid +| He kenTHpoBaHHbIE « | AyauT OTKa30B
.' + | MoBblweHHbIR KevTvposaHHbe A v Owwnbew
. v | Husxmi

Konnuecrso ® Bce cobeimua

nocnegHnx cobDBITMIA

Yxa3aTh KOAMHECTEO:

Bl cepeepa

PR — computer-2 TWinfolocal v

lNepelTi B pacluMpeHHbLIA DEXIM = Buinonnwute sanpoc k b OTmeHa

2. BseauTe uMa 3anpoca W HacCTpoWTe napaMeTpbl OTOOpa 3anuceit B Co-
oTBeTcTBYlOWMX Monsx. CocTae HacTpauMBaeMbliX MapamMeTpoB 3aBUCUT OT WC-
TOYHMKA CBEAEHWNI, TUMOB XYPHANOB U TEKYLLIErO PEXMMA NaHENN HAaCTPOMKM.

[na cospgaHHOro 3anpoca C Npov3BoJSibHbIMK KpUTepMaMn otbopa No yMOMYaHMUIO
naHenb npeacraBfieHa B YNPOLWEHHOM pexume, KOTOpbIA MO3BONASET yKasaTb
OCHOBHbl€e NapaMeTpbl 0T60pa 3anuncen (CM. pUCyHoK BbiLwe). MNpu HeobxoanMmMocTum
AeTannM3npoBaTb NMapamMeTpbl BKIIOUYMTE PaClUMPEHHbIN PEXWUM HACTPOMKK C MNo-
MOLLbIO CCbISIKM "TlepeiTh B paCluMpPeHHbIN PeXnM" B HUXHEN YacTu naHenu.

MpuMep coaep)XMMOro nNaHenm B pacllMpeHHOM peXxMMe HacTPoMKK NpeacTaBieH
Ha PUCYHKE HUXE.
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KOHCTPYKTOP 3ANPOCA 23 30 greit

MNpaswna sanpoca

{ Mpasuno Cnepatop Ycnosue
fata A WHTepsan hd 3a 30 gHei = n WK @ * X
Kateropua v CogepmmT v CACTEMHBIE ~ n Wi @ * X
v | CaBeitie ¥ | | PaeHo ¥ | | 1001 v ®- X
KeuTupoeanue v| He keuTHposaHHLIe

KB/TVPOEEHH!:IE

Konuuecreo @ Bce coSuimua
nocnegHux cobbITHA

Bl cepeepa
GezonacHoCTH

¥kasate KONMYECTED!

computer-2.TWinfo.lzcal -

3. [na npuMeHeHus 3a4aHHbIX NapaMeTpoB NUCMOJb3yTe COOTBETCTBYHOLLYIO KHOM-
KY B HMXKHEW 4YaCTu NaHenm HaCcTPOMKM:

¢ YT06bI CaenaTb HOBYIO BbIGOPKY 3anuncen xypHana us 6a3bl JaHHbIX cepBepa
6e30nacHOCTU, HaXXMMUTE KHOMNKY "BbINONHMTL 3anpoc Kk BA".

e YT106bl BBINTU M3 HACTPOMKW MapamMeTpoB 3amnpoca, HaxXMmuTe KHonky "OT-
MeHa".

YnpaBneHue 3anpocamu

B naHensax "XypHanbl Tpesor", ">XXypHanbl ctaHumin" n "XXypHanbl cepBepa" npeay-
CMOTpEHbI CneaytoliMe BO3MOXHOCTM yrnpaBfeHns 3anpocamm (KpoMe 3amnpocoB C
npenonpeaeneHHbIMM KpuTepnsimm oTbopa 1 3anpocoB Ha 3arpy3Ky 13 dainos):

e  BKJ/IIOYEHME N OTKITHOUEHME PEXMMA aBTOMATMUECKOW 3arpy3Ku 3anpoca;

e COXpaHeHue NapaMeTpoB 3anpoca B daline;

e 3arpyska napaMeTpoB 3anpoca u3 daina;

e MOBTOpHas 3arpyska sanucei u3 B[l ceppepa 6e30nacHocTy.

Onepauuu no ynpasneHUto 3anpocamMm BbIMOSHSAKTCSA C MOMOLLbI KHOMOK B MaHesnu
ynpaeneHus 3anpocamu. CpeacTBa ynpaBfieHUs MepeynucieHbl B clegyowen Ta-

6nunue:
KHonka | OnucaHue
* Bk/touyaeT n OTK/I0OYAET peXUMM aBTOMaTMUECKONM 3arpy3Ku 3anpoca B Crieaylwmx
ceaHcax paboTbl ¢ nporpamMmoli. Mpwu BKIIOYEHHOM peXKWMe KHOMKa BblaeneHa
LIBETOM
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 21 7
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KHonka | OnucaHue

E CoxpaHsieT BbibpaHHbI 3anpoc B darine. CoxpaHeHue ocylecTsnseTcsa B dann
dopmaTa *.snreq

( :. 3anycKaeT NpoLecc HOBOW 3arpy3Ku 3anmceit B COOTBETCTBUU C TEKYLLMMU
napameTpamu 3anpoca

OTKPpbITb | Bbi3biBaeT Ananor oTkpbiTus dakna 4nsa 3arpy3ku 3anpoca. Ytobbl 3arpy3uTb
paHee coxpaHeHHbIN 3anpoc, ykaxute Tun darina "3anpoc (*.snreq)". Nocne
3arpysku 3anpoc gobaensercsa B pasgen "3anpockl" COOTBETCTBYIOLLEN NaHenm
XKypHanos (B NaHenb TOro XXypHana, 415 KOToporo 6bi1 co3aaH 3anpoc)

[ns 3aKpbITUS 3anpoca MCnosb3yrTe KHOMKY "3akpbiTh" cripaBa OT ero Ha3BaHMus.
Bo3moxHocTu npu NnpocMmoTpe 3anucen

Pexumbl oTobpaxeHns cBeaeHUN 0 COObITUAX

3arpyxeHHas nHdopmaumns o cobbiTUsAX BblBOAMTCS B obnactn otobpaxeHus cse-
AeHU cooTBeTCTBYOWEN naHenn (cM. cTp.207). [na aHannsa COAepXMMOro Xyp-
HanoB npeayCMOTPeHbl pas/iMyHble peXWuMbl O0TobpaxeHus ceBedeHwl (Kpome
XypHana cepeepa 6esonacHoctu). [ToMnMo BbiBOAa MHGpOPMaunm B Buae 06bIYHOIO
cnucka 3anucen LeHTp ynpaBneHus npenocraBnsieT BO3MOXHOCTb MPOCMOTpa CBe-
AEHUI B BUAE CNMNCKOB COBLITUI Yrpos.

Pexum "CobbiTna"

B pexunme "CobbiTMA" BbIBOANTCA CMMCOK 3arpy>XeHHbIX 3anuncein XypHasnioB B Ta-
6nnyHoOM dopme. 3TO OCHOBHOW W Hambonee yHKUMOHaNbHbIA peXuUM Ans Npo-
CMOTpa M ynpasfeHus 3anucamu. NpuMep Coaep>XX1UMoro okHa c Tabnuuen 3anucemn
npeacTaBfeH Ha PUCYHKE HUXe.

COBbITHA YTPO3bl

S S e [ S Py F Yooy ey .
2704201835907  Awrvewpycrisie 6assi ycrapenu.  AwTwswpyc  Antivirus computer-2TWinfolocal ~ NT AUTHORITY ~ CWCTEMA ® Mossiwennsii
KeuTuposars Tpesaru.. @
Mepeiitn k xounsrorepy  Cirl+G
23 Konwposats cri+C E
Mewars.. Curl+P
B Sxenopt.. Ctrl+£
BETANEHO OBLLEE APAMETPE! kBT 171 (v

Packpacka cobemil
Onucanmne
W, Wekars & Bazax sHaHWit »
AHTHEMpYCHEIE Bazkl ycTapenn.
[aTa BLINyCKa SHTHEWPYCHBIX Ba32: 2018-03-12 13:0C AoBasnTs npaswao novcka yrpossl

@HHEIe
A " | Deransho Ctri+D

C NOMOLLLbIO KOHTEKCTHOrO0 MEHI0 3arnucen BbIMOJHATCA HEOOXOANMbIE AENCTBUSA:
KOMMpoBaHue, nevaTtb, COXpaHeHne n ap.

B npaBon yactn CTpoku noa Tabnmuen coaepXXMUTCS CYETUMK 3anucen: <HOMEp Bbi-
6paHHON 3anncK>/<KoIM4ecTBO BblibpaHHbIX 3anucen>/<obliee KoONM4yecrtso 3a-
rPpy>XEeHHbIX 3anncen>.

Pexum "Yrposbi"

B pexunme "Yrposbl" BbIBOAMTCA CMMCOK COObITUA Yrpo3, MOMyYeHHbIX B pe3ynbTaTe
aHanu3a 3arpy>eHHbiX 3anmcent. CobbITUS Yrpo3 NpeacTaBnsatoT coboit okaTble nam
pasbsACHSIOWNE CBEAEHMS O 3aperncTpupoBaHHbIX cobbiTUsX (Hanpumep, cobbiTne
Yyrpo3sbl C Npu3HakaMu noadbopa napons). Pexxum npegHasHayeH Ans npeacraBieHuns
aAMUHUCTPATOPY MW ayauTopy Haubonee BaXKHOW ANt HUX MHbOpMaUnM U3 Xyp-
Hanos. MprMep coaep>X MMOro OKHa C NMOSTyYEHHbIM CMUCKOM NpeaCTaB/EH Ha PUCYHKE
HUXe.
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COBLITHA YIPO3bl

I S S |
= o Owwbka paboTe Secret Net Studio 19.04.2018 16:01:59 ‘computer-2.TWinfo.local

Nevats.. Cirl+P ~

o Ouepegs dal Secret Net Studio AHTHEMPYC Antivirus computer-2TWinfo..  NT AUTHORITY CHUCTEMA

| Aeranario Ctrl+D
© () Owndxa pabore 19042018 16:1534  computer-2TWinfolocal

* o Owwmbxa padoTe Secret Net Studio 20.04.2018 16:39:13 computer-2.TWinfo.local

= o Owwmbka paboTe Secret Net Studio 20.04.2018 23:02:13 computer-2.TWinfo.local

AETANBHO OBLUEE 15 (v

Yrposa
o Owwubka paBotel Secret Net Studic

Onwucanne

NHdopmaumns sbiBoanTCA B TabnnuHom opmMe C BO3MOXHOCTbIO PACKpbITUS CMUCKOB
3aperucrpmpoBaHHbIX COBbITUI, OTHOCAWMXCA K cobbITUAM yrpo3. [pu npocMoTpe Ta-
61nYHbIX 6710KOB C 3aNMCAMMN XXYPHasioB MOryT UCMOb30BaTbCA Te XKe PYyHKUUU Ha-
CTPOMKM OTOBpaXxeHus, Kak U B OCHOBHOM Tabnuue ¢ 3anmcamMm xxypHana.

C NOMOLLbI0O KOMaH[ KOHTEKCTHOIMO MeHI0 COBbITUI Yrpo3 (Takoe MeHIo NokKasaHo Ha
PUCYHKE) MOXHO OTMpaBMTb CMUCOK Ha NedaTb WMAW BKIAUYUTL/OTKIOYNTbL OTO6-
paxkeHne 06nacTn onncaHmnsi CobbITUNA.

B npaBon yactu CTpoKM nog Tabnmuen coaepXxumTcs CHETUMK COBbITUN yrpo3: <HOMEp
Bbl6paHHOro cobbiTna>/<obliee KOMUYecTso cobbITUIN>.

[Ana HacTpoMKM aHanun3a 3anvMcer U NoOMckKa cobbiTuii yrpos:
1. 3arpysuTe 3anucm xypHana.

2. T[epekntoumTe 06nacTb oTo6paXKeHUs cBeAeHUIn B pexuM "yrposbl" C MOMOLLbLO
KHOMKW B BEpPXHel yactu obnacrtu.

3. HaxmuTte kHonKy "3anpoc" B NaHenM HaCTpoMKkn BbiBOAA CBEAEHMI (CnpaBa OT 06-
nactu otobpaxeHnsa cBeaeHnin).
Ha akpaHe nosBuUTCSA NaHesb HaCTPOMKW NapaMeTpoB MoMcKa yrpos.

MOWUCK YTPO3

v Tpaenna nomcka

v Mogbop napona

| @ Nogknroverue yerpoiicTsa

v 0 OwnExa yHKUWoHANEHOrD KoHTponRA Secret Net Studio
v 0 Cwwbka pabot Secret Net Studio

v 0 KoHTpoe UENOCTHOCTH 3aEEPLUIEH C OLWIMBKaMK

| @ Cobone: koHTPOAE UENOCTHOCTI 3aBEpPLIEH € CUIMBKaMM
| @ Korrpans annapaTHoi koHGUrypaLMM sasepILEH C owMBKamM
v MSSQL: Noaop napons

| () MS5QL: MpoBnemsl ¢ NPOKIECAMTENEHOCTSIO

o 0 MSSQL: Chod pesepeHOro KoNMUpoEaHuA

v 0 CHoi co3aHUa TOUKW BOCCTAHOBNEHWA

v MogospurensHas akTweHocTe DMS-cepeepa

G o +B o
[ Qe |

B cnucke npeactaBneHbl NpaBufia Noucka cobbITUM Yyrpo3 B 3arpyXeHHbIX 3a-
nucsax xypHana. Mo yMonuaHuio CNMcoK COAEPXUT NpeayCTaHOB/IEHHbIE NpaBuaa
novcka obLLero xapaktepa. 3T1 npaBu/ia NoOUcKa Hesb3sa yAaauTb U3 crnucka.
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4. CdhopMupynTe CNMCOK NpasBma Nomcka cobbiTniA yrpo3. YnpasaeHune npasuiamm
OCYLLeCTBNSAETCS C MOMOLLbIH KHOMOK Mo CIMCKOM.

[na dopMUpoBaHmMA Cnvcka NpeaycMOTpeHbl Cieayolne BO3MOXHOCTH

e pobaBneHve u yganeHue npasBus NOMCKa yrpos (C MoMoLibio KHonok "[o-
6aBnTb NpaBna0 Nomcka yrposbl" n "YaanuTe npasnnio yrposbl");

e KOMWpOBaHMeE NpaBua Noucka yrpo3 (c rnomouibio kKHornku "KonupoaTb" co-
3[aeTCcsa Konus BbIGpaHHOMO NpaBuia, AOCTYNHas AN1s peAakTUpoBaHus);

e 3arpy3ka Cnucka npaswJs, cOXxpaHeHHoro B darne (C noMoLw b KHonku "UM-
nopT npasun yrpos").

5. Hacrtporite napameTpbl noucka cobblTuii yrpo3. HacTporika ocyLecTBasieTcs
OTAEeNbHO ANA KaXKA0ro npasusia ¢ NoMoLbio MacTepa. lNpu co3gaHmnm HOBOro npa-
BWJIA 3anyCcK MacTepa NpoMcxoanT aBToMaTtnyeckn. YTobbl HacCTpoMTb NapameTpbl
MMelLerocs npaswuia, Bbibepute ero B CNMCKeE M HaxXmuTe KHoMky "Pe-
AaKTMpoBaTb NpaBu/o yrposbl" cnpaBa nog CAMCKOM MpaBu UM HAaXMUTE Ha
HY>XHOE NpaBun/I0 ABOMHbIM LLENYKOM MbILLIN.

MpumeyaHue. CraHgapTHble npasuna cuctemsl Secret Net Studio He noanexat pefakTMpoBaHuio.
Macrep 3anyckaeTcs TOMbKO AMns NPOCMOTPa CBEAEHUI O NpaBune.

[wvanorn mactepa HaCTpoMkun napaMeTpoB Npasunia:
e [Nwnanor "Pegaktop BblpaxeHuns". NMpumep ananora NpeacraBfeH Ha pUCYHKe

HUXe.
(B) Pegaxtuposarme npaewna: MoaGop napons — [m| X
Pe,{l,a KTUPOBaTb NMpaBnao NMOKNCKa Yrposbl
PeaakTop BbipaseHns
Ycnosua npasuna:
{ Mpasunc Cnepatop Ycnosme
% | CoBeive v | | Pasto v | 520 - n wim| @~ >
Tun - Pasno - AyauT oTkasos hd n Wn @ >
Mapametp: Um... * KoHctaHtHoR... ¥ ] m @' >
X | CoBeitne v | | PaeHo v 4625 v n nwiml @~ >
Tun v | Pasto ¥ | AyguT oTKasos > n WK @ A
Mapametp: Um... = KoHcTanhoe.., = n Wi @ v >
Mapamertp: Ko... ¥ Paexo v 0xC000006A A A\
< Hasag, Bnepeg > Otmena

CocTaBbTe CMUCOK YCIOBUI, KOTOPbLIM AO/MKHbI YAOBAETBOPSTL 3anncu s co-
OTBETCTBMS AaHHOMY COBbITMIO Yrpo3bl. YCNIOBUS ONPeaensitoT COAepXXMMOE MNo-
nen B 3anmcsix 0 CobbITUSIX UM MapaMETpPoOB B OMUCAHUsX cobbiTuii. OAns
KOHTPONS COAEPXMMOro MnoAsi WAW napaMeTpa B CMUCKE [AO/MKHO Mpu-
CYTCTBOBaTb BblpaXkeHue, 3a4atoLiee AonyCcTMMble 3HayeHusl. Hanpumep, ans
nonsa "Tun" MOXHO 3adaTb 3HayeHue "AyamT oTkasoB", UTobbl Npu aHanuse
paccMaTpuBanNCh 3anmcu 0 COBbITUSX TONbKO 3TOrO TUNa.

HeckonbKO BbIpaXeHUMW JNIOrMYeckn CBA3bIBAOTCA Mexay cobon. [Npeay-
CMOTpPEeHbl BO3MOXXHOCTU UCMONb30BaAHUA nornyeckux onepatopos U, WA, a
TakxXe rpynnupoBaHuns Bblpa)keHni. Hanprmep, MOXHO 3a4aTb obs3aTenbHoe
coBnageHne 3afjaHHbIX 3HadeHun gna nonen "Tun", "UcTtouHuk" mn "Kom-
notoTep", 4Tobbl NpM aHanM3e He pacCMaTpMBaIMCb 3anNncK, y KOTOPbIX XOTS
6bl OAHO M3 3HAYEHWI B YKa3aHHbIX MOJSAX HE COBMAaAaeT C 3a4aHHbIM.

Ana dopMMpoBaHMA CrMcKa YCIOBWIA WUCMONb3yiTe chefylolmne cpeacresa
ynpasneHus:
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e CpeAcTBa rpynnupoBKU BblpaxeHuin (cneea) — Ans obbeanHeHuns B rpyn-
Ny OTMETbTE HY>XHbl€ BblPaXEHUS N HAXMUTE KHOMKY C PUrypHON CKO6-
KOW, KOTOpas pacrnofiokeHa Hah CrnuckoM. YTobbl  OTMEHUTb
rpynnupoBKY, HAXMUTE KHOMKY B BUAE KPeCTUKa B 30HE FPpynnupoBaHus;

e CpeacTBa onpefeneHuns ycrnoBuii Ana COAEPXKMMOro noss UM napamerpa
(B ueHTpe) — uTobbl 3adaTb YC/OBUE, YKaXWUTE B PacKpblBalOLLINXCS
CMUMCKax HasBaHMe HYXXHOro Moss UM NapaMeTpa U ero 3HaueHus;

e cpeacTtBa Bbibopa foOrMyeckor onepauum co CneaylowmM BblpaXeHUeM
nam rpynnoin (kHonku "W/WINN") — 4yt0bbl BKAOUMTL AEUCTBUE JlO-
rMYECKOoro ornepaTopa, HaXXMUTe ero KHOMKy (AeMNCTBYOLWWA onepaTop Bbl-
JerlieH 3eNeHbIM UBETOM);

e cpeacTBa nobaBneHuUs v yaaneHus BbipaxeHun (cnpasa).

Mocne dopMmMpoBaHUA CNCKa YCI0BUIM HaXXMUTe KHoMKy "Bneped" ans nepe-

X0Aa K cnegyrowemy gmasnory Macrepa.

e [wnanor "[dononHuTenbHble napameTpbl". MNpuMep Ananora npeacrasneH Ha

PUCYHKe HUXeE.

[C] Pepaktupoeanne npaeuna: MogBop napons - m} *

PEﬂ,aKTMPOBaTb npaBuvao NOKCKa yrpo3bl

,ﬂ,OI'I OAHWTENEHBIE N3DAMETPBI

Kypnansi: Secret Net Studic  |v| besonacHocmw Mpunoxenwid CuctemHbid

Konuuecrso
NOBTOPOE cobbimha:

w

pazza 120 cex

¢l/|KCMpDBaTh OAHY TPEBOry 33 CECCWMID NONbL30EATENR

Hazsanme npaswna: - I'Ic,Lﬁop napons

Onwncanme: Peructpauma 3-x coBuiTWid 3anpeTa sxo4a © NPUYWHONA "HEEEPHOE UMA NONL3OBATENA MK Nap:

< Hazag loToeo OTmeHa

OTMeTbTe XYypHasbl, 3anMcn KOTopbix 6yAyT paccMaTpuBaTbCs NMpU aHanuse
Ha COOTBETCTBUE JAHHOMY COBbITUIO YrpO3bl.

B rpynne nonen "Konnuyecrso noBTOpPOB COb6bITUA" yKaXUTe rnapameTpbl OT-
CNeXMBaHUS HECKONbKMX 3anncen, yaA0BNETBOPAIOLMX 3a4aHHbIM YCIOBUSIM.
Ecnu TpebyeTcsa oTcneanTb NOBTOPSIOLWMECS COObITUS, MpoM3oLWwealne B Teye-
HMEe HEKOTOPOro MPOMEXYTKa BpeMeHu (Hanpumep, Ansl KOHTPOAS MOMbITOK
noabopa Napons), yKaXXuTe HY>XHOe KOJIMYECTBO NOBTOPOB U MHTEpBas Bpe-
MEHW B CEKYHAAX.

an HeO6X0,CI,VIMOCI'VI MOXHO BK/TIOUNTb pEXUM COKaTnU4A B 0OAHO cobbiTue yrpo-
3bl Angd cniy4aes, Koraa npuv aHaan3e BblIABAAETCA HECKO/IbKO TaKUX CObbITUN
3a BpeMs OAHOro ceaHca paboTbl nonb3oBaTens (K KOTOPOMY OTHOCSATCS 3a-
nuMcKn). 3a CYET 3TOro COKpaLLaeTcs CNMCoK cobbiTUi yrpo3. JaHHbIN pexum
cnefyeT MCNoNb30BaTb, €C/IM MOCeA0BaTebHOCTb COObITUI yrpo3 B npe-
Aenax ogHOoro ceaHca pa60'rb| He BaXHa. ,U,J'Iﬂ BKJTIOYEHUNA peXnMa COKaTusa
yCTaHOBUTE OTMETKY B nose "dpuKkcmposaTb OAHY TPEBOry 3a CECCUI0 MOoSb-
3oBaTtens".

B nonsax rpynn "HasBaHue npaBuna" mn "OnucaHune" yKaxuTe NMKTOrpammy
Ans cobbITUS Yrpo3bl, ero Ha3BaHWe 1 JONONHUTESbHbIE CBEAEHUS.

YT106bl NPUMEHNTb 334aHHbIE NMapaMeTpbl, HAXXMUTE KHOMKY "FoToBO" B AMa-
Jlore Macrepa HacCTpolKM NapaMeTpoB npasuna.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 221
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

6. [locne HacTporkm npasna noncka cobblTU Yrpo3 Npu HEOOXOANMOCTN COXpaHUTE
cnucok npasun B dann ansa ganbHenwero ncnosb3oBaHna. [nsa 3Toro HaxmuTte
KHOMKY "3KCcnopT npasu yrpo3" caesa noj CrncKoM npasusl.

7. OTmeTbTe B CNMCKe CO6bITMS Yyrpo3, MOUCK KOTOPbIX HYXXHO BbIMOJHUTb, U Ha-
XMUTE KHOMKY "Mounck" B HUXHEN YacTu NaHenm HacTpoKu napaMeTpoB NoucKka
yrpos.
lMocne aHanu3a 3arpy>XeHHbIX 3anncen nNosBUTCA CMUCOK MOSYYEHHbIX COBbITUNR
yrpos.

MpumeyaHue. Mpasuna noucka yrpo3 MOXHO CO3AaBaThb HEMOCPEACTBEHHO Npu paboTe C 3anncsAMM Xyp-
Hanos. [ins 3T0ro BbIAENUTE HYXHbIE 3aMI1CK, BbI3OBUTE KOHTEKCTHOE MEHI0 U BbiGepuTe KomaHay "[o-
GaBuTbL NpaBKmo Noucka yrposbl”. [lanee HacTpoiiTe NapameTpbl NPaBuna B uasnorax Mactepa HacTponKu
(aHanoryHo BbILLEONMUCAHHOM NpoLeaype).

KBuTupoBaHue cobbITUIA TPEBOIM B XypHane

AnAa KBUTUPOBaHUA B 3anpoce C 3aNucsaMm xXypHana cobbITUM TpeBoru:

1. 3arpysuTe 3anucm xypHana cobbiTnii Tpesorm ns bl cepsepa 6e3onacHocTn (cm.
cTp.210).

2. B cnucke 3anucein xypHana BblAeNNTE 3anncu o cobbITUSX, KOTOpble HeobxoanMo
KBUTUPOBATb.

3. BbI30BMTE KOHTEKCTHOE MEHIO OQHOW M3 BblOpaHHbIX 3anucein n BblbepuTe KO-
MaHAay "KBuTupoBaTtb Tpesorm".

Ha SKpaHe NoaBuUTCA Ananor Anda BBoda TEKCTOBOro KOMMEHTapu4.

4. BeanTe TEKCTOBbIN KOMMEHTapuii C ONMcaHMeM NPUYMH 1 NPUHATLIX Mep Nno dak-
TY BO3HUKHOBEHUS COBbITUI U HaXXMUTE KHOMKY "KButnposatb".

B naHenu cobbiTMil cMCTeMbl NOSBUTCS YBEAOMNEHME O KBUTUPOBAHUU COBbITUN
TpeBOru, n Npu3Hak KBUTUPOBaHMS ByaeT NpMcBOeH BblOpaHHbIM 3aNnCaM.

CopTtupoBKa 3anucen

OtobpaxaeMmble 3anncyM COPTUPYIOTCA MO 3HaYeHWUAM, COAepXalumcs B onpe-
OeneHHblX KofoHKkax Tabnuubl 3anucen. CopTupoBka Tabnuvubl 3anucen Bbl-
NnonHsAeTcs cTaHAapTHbIMK criocobamun. [N COPTUPOBKU MO COAEPXKMMOMY KOSOHKMU
HaBeauTe yKasaTe/lb Ha ee 3aro/loBOK U HAXXMUTE NIEBYIO KHOMKY MblLLW.

Mouck 3anucen

LleHTp ynpaBieHnsa no3BONSIET BbIMOJHUTL MOWCK 3anunceri, yAOBNETBOPAKOWNX 3a-
[AHHbIM NapaMeTpaMm UM CoAepXKallMx TEKCTOBYH CTPOKY. [MoncK ocyliecTsnsieTcs
TOSIbKO cpeaun oTobparkaeMbix 3anmcen B TeKyLLeM 3anpoce.

AnAa novcka 3anuceu no 3agaHHbIM NapaMeTpaM:

1. 3arpysuTe 3anucu XXypHana n HacTpoKTe napameTpbl 3anpoca (cM. cTp.210).

2. Haxmute KHonky "lMpnMeHnTb 3anpoc nokanbHo".

B Tabnuue 3anucen 6yayT BblAeNeHbl BCE 3anNnUcK, YAOBNETBOPSOWME 3a4aHHbIM
napameTpam B 3anpoce.

LiBeToBOE OchopmMneHue 3anucen

Ona HarnagHoro npeacrasneHns WHdopMaumm nNpegycMOTPeHO LiBETOBOE 0dOopM-
neHne otobpaxaeMmbiXx 3anucen (KpoMe xypHana cepsepa 6e3onacHocTn).

Mpwn BKIIOYEHHOM peXMME LLBETOBOr0 0(POPMAEHUS 3anNnCU BblAENSOTCA 3aA4aHHbIMU
uBetamu. OnucaHMe HACTPOMKM MapaMeTpoB LBETOBOro OMOPMAEHUS CM. Ha
cTp.312.

Ana BKJIIOUYEHUA pe)XxuMa LBeToBoro ochopmaeHus:

1. 3arpys3uTe 3anucu xypHana (cm. cTp.210).
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2. BbI30BUTE KOHTEKCTHOE MeHIO fitobon 3anuckn n BoibepuTe KoMaHay "Packpacka co-
6biTMIN".

3anucn 6yayT BblaenieHbl LIBETAaMU, COOTBETCTBYIOLWMMU XapaKTepPUCTUKaM COo-
6bITUIA.

OTkntoveHne pexunma LBETOBOIro OCbOpMJ'IeH Ma BbIMOJIHAETCA aHaIOrM4Ho.

MonyyeHune cBeAeHUN O COOLITUAX U3 BHELIHUX 6a3 3HaHWUK

Mpn Heob6xo0AMMOCTM NOMyYEeHUS AONONHUTENbHbIX CBEAEHWN O 3aperncTpupoBaHHOM
Co6bITMKN LleHTp ynpaBneHns no3BosnsieT BbINOMHUTb 3anpoc MH(OpMaLmMn BO BHeLL -
HUX 6a3ax 3HaHWI, pa3MeLLAEMbIX B CETU MHTEPHET. BHewHme 6a3bl 3HaHNI MOryT CO-
AepXaTb MofesHyl WHbopMaumMilo O MpUYMHaxX BO3HUKHOBEHUS KOHKPETHbIX
CcobbITUI N pekOMeHAauun ans nonb3osaTenen. MNpepocrtaBneHne nHdopmMaumn BO
BHeWHUX 6a3ax 3HaHWUM perynnpyeTcs BragenbLuamMmm MHMOOPMaLNOHHbIX peCcypCcoB.

MonyyeHne MHbOPMaLMKU BO BHELIHUX 6a3ax 3HaHWI He NpeaycMOTpeHo ANs 3a-
nucew xypHana cepsepa 6€30nacHocTu.

[ns 3arpysku cBeAeHMN KOMMbOTEP AOHKEH UMETb AOCTYMN B CETb MUHTEPHET.

Ana ¢opMmupoBaHua 3anpoca MHpopMaLum BoO BHewHeW 6a3e 3HaHUN:
1. 3arpys3uTe 3anucu xypHana (cMm. cTp.210).

2. BbI30BMTE KOHTEKCTHOE MEHI0 3anmcu o cobbiTUM, MO KOTOpOMYy TpebyeTcs no-
nyunTb MHbOpMauuto, packporite noameHto "WckaTb B 6a3ax 3HaHuI" n Bbl-
6epuTe COOTBETCTBYIOLLYHO KOMaHAY:

o Microsoft Knowledge Base — pana noucka B 6a3e 3HaHMI Ha caliTe
http://www.microsoft.com;

. Event ID Database — pna noucka B 6a3e 3HaHUW Ha canTe
http://www.eventid.net.

Ha skpaHe nosBuTCcs OkHO Be6-o0603peBaTens, B KOTOPOM ByZeT 3arpy>eHa crpa-
HMUa C pe3ynbTaTaMu nomcka B 6ase 3HaHU.

MeyaTb 3anucen

LI,eHTp ynpasneHnsa No3BONIAET OTNpPaB/iATb Ha NedaTb 3annCKU TeKyLliero 3arnpoca.
Hacrponka napaMeTpoB OCyLLEeCTBASETCA B CreumnanbHONW NaHenn HacTpomKu.
BO3MOXHOCTb NeyaTn He NpeayCcMoTpeHa A4S )XKypHana cepsepa 6e3onacHocTu.

Ansa neyatm 3anucei:
1. 3arpys3uTe 3anucu xypHana (cm. cTp.210).

2. Ecnu TpebyeTcs pacnedaTtaTtb YacTb 3arpy)XeHHbIX 3anuceit, BblAeMTe HYXHble
3anucu B Tabnuue.

3. HaxmuTte kHonky "lMe4yaTb XypHana" B MaHesM HACTPOMKM BbiBOAA CBEAEHUN
(cnpaBa ot obnactn otobpakeHns ceeaeHuin).

Ha akpaHe nosBuUTCA naHesb HaCTpOVIKM napaMeTpoB ne4vyaTtn.
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MeuaTs xypHana
Konwuecrso sanncei ® EBce crpokw

BrigeneHnbie

Ananazon: or a0 CTpOKM

Detanbhana JoBaeuTs B NeYats AeTansHyo MHGOPMALWMIO © cobeimiax
WHopMaLma

MpeanpocMoTp...

4. HactpoiTe napamMeTpbl neyaTu.

Fpynna nonei "Konuuecrso 3anucein”

OnpenenserT, Kakne 3anucm 6yayT pacnevyaTaHbl:

e "Bce CTpoKKn" — BbIMOMHSETCS NeyaTb 3anmcen, oTob paxaeMblx B COOTBETCTBUM C
TeKyLLMMN napamMeTpamn dunbTpaumnm;

e "BbigeneHHble" — BbINOHSAETCA NeyaTb TOMbKO TEX 3aMUCEN, KOTOPbIE BblAENEHbI B
Tabnuue;

o "[nanasoH" — No3BONSET 3a4aTb AMana3oH 3anucen A8 nedyaTv No NopsaKy mx
cnepoBaHus B Tabnnue (B COOTBETCTBUM C TEKYLUMMM NapaMeTpamMm COPTUPOBKN).
paHMubl AMana3oHa onpeaensatoTcs B nonax "ot" n "ao". Mepeasa n nocnegHsas
3anucu gmManasoHa Takxe 6yayT pacnedyaTtaHbl

Mone "AetanbHaa nHgopmauma"

Ecnu yctaHoBneHa oTMeTKa, 6yaeT pacneyaTtaHo CoAepPXKUMOE Monel C AeTaNbHbIM
ornuncaHuem cobbITnin

5. YT06bl OTKPBLITH OKHO NpeaBapuTENbHOr0 MPOCMOTPA CTPaHMUL, HAXMUTE KHOMKY
"MpeanpocMoTp"” B HMXHEN YacTU NaHeNn HacTpoMKn napameTpoB nevaTu. Mocne
NpoCMOTpa 3anyCcTuTe NPOLECC C MOMOLLbIO CTaHAAPTHON KHOMKW OTNPaBKKN Ha ne-
YaTb Ha NaHen MHCTPYMEHTOB OKHa NpeaBapuUTENbHOr0 MpocMoTpa.

MpumeyaHue. 3anyck npowecca neyaTv MOXHO BbINONHUTL 6€3 OTKPbLITUS OKHA NpeBapUTenbHOro
npocmoTpa. [ins aToro HaxmuTe KHonky "MevaTs" B HKHE YacT NaHeNN HaCTPOMKY NapaMeTpoB ne-
yaTu.

Ha skpaHe nossutcs ananor OC Windows ans Bbibopa npMHTEpPa M HAaCTPOMKKN 06-
LWMX MapaMeTpoB neyaTu.

6. BbibepuTe NpuMHTEp M HaxkxmMuTe KHoMKy "MevaTtb".
JKcnopT 3anucen

LleHTp ynpaBneHus MO3BOMSIET 3KCNOPTMPOBaTb (COXpaHATb) B daksbl 3anmcu Te-
Kylwiero 3anpoca. Hactpoiika napamMeTpoB OCYLLECTBASETCH B CneuuanbHOoW naHenu

HaCTPOWKM.

DKCNopT ocylwecTenseTcs B hansibl cnewmnanbHblXx GOpMaToB:

e 3anuMcym XypHana cobbiTUiA TpeBOrM — 3KCNOPTMPYHOTCA B dainbl dopmaTta
b 3 .
.snua;

e 3anucu XypHana CTaHUMn — 3KCNopTUpPYIOTCA B darinbl popmaTta *.snlog;

e  3anucK XypHana cepsepa 6e30MacHOCTM — 3KCNOPTUPYHOTCA B hansbl popmaTta
b 3
.Snsrv.
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Ana akcnoprta 3anucemn:
1. 3arpys3uTe 3anucu xypHana (cMm. cTp.210).

2. Ecam TpebyeTcs 3KCMopTUPOBaTh YaCTb 3arpy>XXeHHbIX 3anucei, BblAeInTe HYX-
Hble 3anucu B Tabnuue.

3. HaxmuTe KkHONKy "IKCNopT XypHana" B naHenu HacTpoOMKM BbiBOAA CBEAEHWUMN
(cnpasa oT obnactu oTobpaxxeHus CBeAeHU).

Ha akpaHe nosaBuTCsA NaHenb HAaCTPOMKM NapaMeTpoB 3KCropTa.

JKCMOPT XXypHana

My k dain L .
yTe K atiny C\Users\administrator\Documents\3a ece Bpema.snua

LEHHBIE CUMBOBE < >
Tun draiina @ Bce crpokm

BrigensHHble
Owanazon: ot 4o

Becs wypHan

[=]

4. YT106bl yKasaTb daln ans coxpaHeHus, HaXXMUTE KHOMKY B MpaBoi yacTy nons

"MyTb kK danny" n BbibepuTe pa3MelleHMe B Ananore coxpaHeHus danna OC
Windows.

5. HacrpoliTe napameTpbl 3KCnopTa.

Fpynna nonen "Tun cdanna"

OnpenenseT, Kakne 3annucu 6yayT SKCNOPTUPOBaHbI:

e "Bce CTpoKKn" — BbIMOMHSAETCSA 9KCNOPT 3anuncern, oTobpaxxaemMbiX B COOTBETCTBUN C
TeKyLwMMN napamMeTpamu dunbTpaumnm;

e "BblgeneHHble" — BbINO/HSAETCA 3KCNOPT TONIbKO TeX 3anuncei, KoTopble BblAeNeHbl B
Tabnuue;

e "[nanasoH" — No3BONSET 3a4aTb AMana3oH 3anucen Ans aKCnopTa No NopsaaKy ux
cnepoBaHus B Tabnuue (B COOTBETCTBMM C TEKYLUMMWN NapaMeTpaMn COpTUPOBKN).
paHnubl AMana3oHa onpeaensioTca B nonax "ot n "ao". NMepsas n nocneaHsas
3anucuK gmManasoHa Takxe 6yayT 3KCnopTUpoBaHbl;

e "Becb xXypHan" — BbINO/IHSAETCSA 3KCMOPT BCEX 3aMUCEN, 3arpy>XeHHbIX B 3anpoc (B
TOM UMCsie TeX, KOTOPbIE HE YA0BETBOPSIOT TEKYLUMM NapameTpam dunbTpaumm)

6. HaxmuTte kHonky "2kcnopt".

ApX1MBUpPOBaHMe LeHTPaN1M30BaHHbIX XXYpPHanoB No KOMaHAae
agMUHUCTpaTopa

ApXMBMpOBaHME LIEHTPaIM30BaHHbIX XYpHasnoB, XpaHsawmxca B B[] cepeepa 6es-
OMacCcHOCTU, BbIMONHAETCA PEryndapHO B COOTBETCTBMU C 3aaHHbIMW NapaMeTpaMn ana
cepsepa 6e3onacHoctn (cM. cTp.166).

Mpu paboTte c LleHTpoM yrnpaBneHusi MOXHO BbIMOMHUTbL 3amycK MpoLecca BHeoue-
peaHoro apxXmMBMPOBAHUSA LLEHTPANN30BaHHbIX XYpHanoB. KoMaHaa apXMBUpPOBaHMs
NpuMeHseTcs K cepeepy 6€30MacHOCTM, C KOTOPbIM YCTaHOB/IEHO COeANHEHNE.,
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Ana 3anycka npouecca apxmuBUpPOBaHUS XXYPHaJIOB:

1. B agnarpamme ynpaBieHWs UM B CMUCKE 06bEKTOB BbI30BUTE KOHTEKCTHOE MEHIO
cepBepa 6e30macHOCTM, packporiTe nogmeHio "ApxmBupoBaHue" n Bblbepnte Ko-
MaHay "Co3aaTb apxuBs XypHanos".

Ha skpaHe nosiBUTCS Avanor Ans HaCTPOMKM MapaMeTpoB apXMBUPOBaHUS.

2. HacrpoiTe napameTpbl apXMBMpOBaHWS, MNpeacTaBfieHHble Huxe. lNocne Ha-

CTPOMKN HaXXMUTE KHOMKY "Apx1MBMpoBaTh".

Mons "Co6biTnsa go"

Mons onpenensoT rpaHULy MHTepBana BpeMeHu. B apxuB 6yayT noMeLleHbl 3anucu,
KOTOpble 6blM 3aperMcTpMpOBaHbl 40 YKa3aHHOro MOMEHTa BPEMEH M

Mone ")XXypHanbi"

Mone onpeaenseT TMMbI XYPHaNo0B, 3annucu KOTOPbIX AO/KHbI apXMBUPOBATLCH

Mone "OnucaHune"

BBeauTe B 3TOM Nosie KpaTkoe onmMcaHue co34,aBaemMoro apxmea
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[maBa 17
HNononHuTenbHble BO3MOXHOCTHU JIOKanbHOro
agMWUHUCTPUPOBaAHUA

PepaktupoBaHue y4eTHOU MH(popMaLMmM KOMMNbIOTEPaA

B yuyeTHOM nHdOpMaLum KoMMNbloTePa MOryT 6bITb yKasaHbl Cleaytol e CBeleH s :

e HasBaHMWe noapaszefieHns, B KOTOPOM MCMOJIb3YEeTCs KOMMbIOTEP;

¢ HauMeHOBaHWe aBTOMaTU3UPOBAHHOW CUCTEMbI MPeAnpUATUS;

® MEeCTO pacnosnioKeHns KOMMNbIOTepa;

e HOMep cucTeMHoro bnoka.

BBoA yuyeTHOM MHMbOPMaLMM MOXHO BbINMOAHUTL NPU YCTaHOBKe knneHTckoro Mo cu-
crembl Secret Net Studio nnm no3xe. Bo3MOXHOCTU pefakTUpPOBAHWUSA YYETHOW WUH-

dopmaumm npepocrasnaTca B LleHTpe ynpasneHuns (cMm. crp.190), a Takxe B
AnanorosoM okHe "YnpasneHue Secret Net Studio”.

Ana peaakTMpoBaHUsA yyeTHOM MHdopMauum B AMasoroBoM okHe "Ynpas-
neHune Secret Net Studio™:

1. B MaHenu ynpaeneHus Windows Bbibepute spnbik "YnpasneHue Secret Net
Studio".

Ecnm Ha komnbloTepe BkaoveHa PyHKUMs "KOHTponb aAMUHUCTPaTUBHbBIX MpU-
BUNernn", Ha aKpaHe rnosiBUTCS aAmanorosoe okHo BBoaa PIN agMmHucTpaTopa.

2. B none "PIN agmnHucrtpatopa" seeamTte PIN agMMHMCTpaTOpa U HaXXMUTE KHOMKY
"OK".
Ha akpaHe nosaBuTCa aAnanorosoe okHO "YnpasneHue Secret Net Studio”.

3. lMeperanTte Kk gnanory "YuetHas nHdopmauyms".

4. BeanTe CBeAEHMS O KOMMbIOTEPE B COOTBETCTBYIOLLMX NONSIX.

5. HaxmuTte kHonky "MpumeHunTb" nnam "OK".

JlokanbHOe onoBeleHne 0 COObLITUAX TPEeBOrn

CobbITUSIMM TPEBOMM CUMTAlOTCS COObITUS, KOTOpble PErMCTPUPYIOTCS B XypHane
Secret Net Studio nnm wTaTtHOM XypHane 6e3onacHoctn OC n mumetoT TmMn "AyanT
oTkaszoB" mam "Owmnbkun". NMpy BOSHMKHOBEHUWN Ha KOMMbKOTEPE TaKMX COOLITUA CK-
CTeMa 3alMUTbl MOXET JIOKaNbHO onoBewaTb 06 3TOM TeKyLlero nosb3oBaTens
KOMMbloTepa.

PeX1M NokasnbHOr0 OMoOBELLEHUS O COBbITUSIX TPEBOMM MOXHO BK/IIOYATh U OTKJIOUATb
Ansi BCeX MoNb30BaTefie KoMnbioTepa (KOMMbITEPOB) WMAM NpPefoCcTaBUTb MOJSib-
30BaTesIsIM BO3MOXHOCTb YMNPaB/siTh PEXMUMOM CaMOCTOATENbHO.

Huxxe NpMBOAMTCS ONMCcaHWe npoueaypbl LeHTpann3oBaHHOM HAaCTPOMKN Ha paboyeM
MecTe agMUHUCTpaTopa B LieHTpe ynpaBneHus. JlokanbHas HacTpoika BblMOSHAETCA
QHanNorMyHo C UCNosb30oBaHneM JIOKabHOro LLeHTPa ynpaBieHus.

Ana ynpaBneHusi pe>xMMOM JIOKaJIbHOro OMoOBeLeHUs 0 coBbITUAX Tpe-
BOru:

1. B lUeHTpe ynpaBneHus otkponTe naHenb "KomnbioTepbl" n Boibepute 06bekT, ans
KOTOPOro HeobxoamMMo HaCTpoOUTb MapameTpbl. BknwounTte otobpaxeHue naHenm
CBOMCTB C MOMOLbIO KOMaHAbl B KOHTEKCTHOM MeHto obbekTa. B naHenn cBoncrs
nepenanTe Ha BKkNaaky "HacTtpolrikn" wn 3arpy3ute napameTpbl C cepeepa 6e3-
OMacHoCTHU.

2. B pasgene "MonuTtukun" nepenamte K rpynne napametposB "OnoBelleHne o Tpe-
Borax".
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3. [nga napameTtpa "JIoKkanbHOe onoBeLleHne 0 TpeBorax" yKaXXnute pexum 4encTems
nnu BblbepuTe 3HadeHune "OnpeaenseTca nonb3osartenem".

. MpumeyaHue. MepekntoyeHne pexima nokanbHOro OMOBELLEHWS MOMb30BATENEM OCYLLECTBIISETCS
C NMOMOLLbI0 KOMaHAb! "YBeAOMMEHMs O TpeBorax" B KOHTEKCTHOM MeHI0 nukTorpammbl Secret Net
Studio, Haxogswelics B naHenw 3agay Windows.

4. HaxmuTe KHonky "MpuMeHnTL" B HUXHER YacTu BKaaku "HacTporikn".

INNokanbHoOe ynpaBneHue JINLEeH3NAMU

B cucreme Secret Net Studio AeiCTBYHOT NMUEH3MOHHbIE OFpaHMYEHUS Ha UC-
rnonb3oBaHMe psiga NOACUCTEM, peanusylwmx NMpUMEHEHUE MeXaHW3MOB 3allUThbI.
YnpaBneHue MMueH3nsaMn OCyLLECTBSIETCS C MOMOLLIbIO crieunanbHbiX daioB.

Onsa knueHToB Secret Net Studio B ceTeBoM pexxnMe paboTbl onepaummn C IMLEH3NAMU
OCYLLEeCTBNAIOTCA Ha cepBepe 6e3onacHocTu. MNpu NOAKIIOYEHUUN KIIMEHTa K cepBepy
NponcxoanT NpoBepKa SIMLLEH3MOHHbIX YC/TIOBUI, U COOTBETCTBYIOLLAS KIMEHTCKas /n-
LIeH31sa 3arpyxaeTcs ¢ cepsepa 6e30nacHOCTV B JIOKaNbHOE XpaHWAWLLE KIMEHTa.
YnpaBneHue nMueH3naMm Ha cepeepe 6e30nacHOCTM BbiNnosHSaeTcs B LleHTpe ynpas-
JNIeHNs B LeHTpaaM30BaHHOM pexunme paboThbl.

Takxe B cucTeMe MnpeaycMOTPeHO NoKanbHOe ynpaBfieHUe JIMLUEH3USAMW Ha 3a-
WM aeMbliX KoOMNbloTepax. JIokanbHoOe ynpaBieHne MoXeT ﬂOTp66OBaTbCF| Aana Knn-
€HTa B AaBTOHOMHOM peXxunme pa6OTbI, a TaKXe U B CETEBOM pexXunme, ecnu
NOoAKJIIOYEHUE K CeEpBEPY 6e30nacHOCTN HEBO3MOXHO ANTENbHOE BpeEMA.

BHumanme! Ecnin nuueHsus xoTs 6bl Ha 0gHY paboTaloLLyyio NoaCMCTEMY He aKTUBMPOBaHa, OTCYTCTBYET
Unn ee Cpok [eicTBUS UCTeK, TO KnneHTckoe MO nepexoauT B orpaHUYeHHbI pexum paboTbl, Npu Ko-
TOPOM HEBO3MOXHO PeaaKTMpOBaTh HACTPOKM CCTEMBI 3aLLUTLI, @ TaKXe 3anyckaTb DOMbLLYI0 YacTb 3a-
LWMUTHBIX YTUANT.

Ansa nokasibHOW perucrpaumm 1IMUeH3nn:

1. B JlokanbHOM LEeHTpe ynpaBfeHus OTKponTe naHenb "KomnbloTep" n nepenante
Ha BKaaky "JinueHsumn".

(8 Nlokansreiii pesn : Secret Net Studio - Lienrp ynpaenenna - x

- @
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Ha Bknaake nNpeacTaBsieH CMMCOK SIMLLEH3UPYEMbIX NOACUCTEM U CBEAEHMUS O Te-
KyLLeM COCTOSIHUUW ANLIEH3UIN. AKTUBUMPOBAHHbIE noacncreMbl (C AENCTBYIOWMMU
NINLUEH3MAMMN) NMEIOT OTMETKM CNieBa OT Ha3BaHMM. YTobbl 0TobpasnTb NoApo6HbIE
CBeeHMS O NNLEH3UM Ha NOACUCTEMY, HAaBeAUTE Ha CTPOKY C Ha3BaHWEM Moa-
CMCTEMbI U HaXXMUTE KHOMKY, KOTOpasi NOsIB/IIETCSA B BblACNIEHHOW CTPOKe CrpaBsa.

2. Mpu Hannuum danna C IMLUEH3USAMU, KOTOPbIE HYXXHO 3aperncrpMpoBaTtb, Ha-
XMUTe KHonky "[dobaBwuTb nmueH3Mn us danna”, KoTopas pacnonoxeHa Haa
CMMCKOM NMLEH3MpyeMbIX noacucreM. B nossuswemcsa gnanore Bbibopa danna
Bbl6epUTE HYXHbIV halif C IMLEH3NSAMN.

Mocne 06paboTkM AaHHbIX CMNCOK AMLLEH3MN ByaeT o6HOBNEH.
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3. [Ansa ynpasneHus akTMBauuen NoAcMcTeM (BK/IOUYEHUE U OTKIIOYEHME AEeNCTBUS
JINUEH3MI) UCNONb3YNTE 3N1eMEHTbI YNpPaB/eHWNs, PACNoONOXEHHbIE C/lieBa OT Ha-
3BaHMI noacncrem. Npu OTKNKYEHUN AENCTBUS NNLEH3UM NOJIe CO CBEAEHUSAMU O
NNUEH3MM ANa NOACUCTEMbI CTAHOBUTCHA MYCTbIM U HUXE BbIBOANTCHA cooblieHne
06 yaaneHum nmueHsuu.

4. [na coxpaHeHUs TeKyllen KOHMUrypauum AnUeH3UM HaxMmuTe KHonky "Mpu-
MEHUTBL" B HUXXHEN YaCcTu BKIAAKW.

Ans nokanbHOro aKcnoprta JINLLeH3UNN:

1. B JlokanbHOM UeHTpe ynpaBneHus oTkporTe naHens "KomnbioTep" n nepenamte
Ha BKaaky "JlinueHsun".

2. HaxmMmuTe KHOMKY "DKCrnopT AMUeH3MKn", KoTopasi pacnosioXeHa Haj CMMCKOM Jn-
LLeH3MpyeMbIX noacncTeM. B nosBmBLIEMCS Ananore ykaxumTe nyTb 415 3KCnoprta
darna c niMueH3nsaMun.

Ana nokanbHOW aKTUBaLIMU JIMLIEH3UN:

1. B JlokanbHOM LEeHTpe ynpaBfeHus OTKponTe naHens "KomnbloTep" n nepenante
Ha BKaaky "JinueHsumn".

2. HaxmuTe KHONKy "AKTMBMPOBaTb", KOTOpas pacrnosioxXeHa Hag CrWUCKOM Sn-
LeH3npyeMbiXx noacucrem. B nosisuBemcs ananore Bblibopa darina sbibepute
nNyTb AN 3KcnopTa garna ¢ namueH3nsamu, sbibepmte NOACUCTEMDI, AN KOTOPbIX
HY>XHO aKTUBUPOBaTb JIMLEH3UN, U HAXXMUTE KHOMKY "Bnepen”.

3. BbibepuTe BapMaHT akTUBaALMU JIMLUEH3UN U HAXMNTE KHOMNKY "MpUMeHnTL".
4. Tlpwn Bbibope akTMBaLWUWM 4yepe3 NNYHbIN KabuHeT 3arpysumTe ¢dainn 3anpoca Ha

CTpaHuLy aKTMBaUUW B TNYHOM KabuHeTe, AOXAMTECh aKTUBaALUUU NULEH3UN U
ckayarnTe dalin C akTMBMPOBAHHbBIMU JIMLLEH3NSMMU.

HaxxMmute kHonky "[lo6aBuTb nnueH3mu 13 ¢aina", kotopas pacrnosioXXeHa Hag
CMMCKOM JNIMLLEH3MPYEMbIX NoacucTeM. B nosiBuBlieMcs gnanore Bbibopa aiina
BblbepuTe halinl C akTUBMPOBaAHHbIMU JIMLIEH3USMU.

Onsa nokanbHOro yaaneHus JINLEH3UMN:

1. B JlokanbHOM UeHTpe ynpaBneHus oTkporTe naHens "Komnbiotep" n nepenamte
Ha BKaaky "JlinueHsun".

2. HaxmuTe kHONKy "YaanuTb/[JeakTuBmpoBaTb", KOTOpas pacrnosiokeHa Hajg
CMMCKOM NNLIEH3UpyeMbIX noacucreM. B nossuBwemca amnanore Bblibepute nu-
LEeH3MKN, KOTOpble HeO6X0AMMO yadanuTb C KAMEHTA, U HaxmuTe KHonky "lpu-
MEHUTL".

Ana nokanbHOW AeaKTUBaLUU JINLIEH3NN!

1. B JlokanbHOM LEeHTpe ynpaBreHus OTKponTe naHenb "KomnbioTep" n nepenante
Ha BKaaky "JinueHsun".

2. Haxmute kHonky "Ypanutb/[OeakTuBumpoBaTb", KOTOpas pacrnosioXXeHa Haj
CMUCKOM NNLEH3npyeMbliX noacucreM. B nossuswemca gnanore BbibepuTte nun-
LeH3MKN, KOTopble HeO6X0ANMO yAaNUTb C K/IMEHTA.

3. [lloctaBbTe OTMeTKY B nosie "[eakTMBMpOBaTb NIMLLEH3UU NMpPU yaaneHun" n Ha-
XXMUTE KHOMKY "Bnepen".

4. BbibepuTe BapuaHT AeaKTMBaLMU JIMLEH3UA N HAXXMUTE KHOMNKY "lNpuMeHnTb".

BHumanme! [ins peaktmBaumm nuueHsnm Ha nogeuctemy "Basosasi sawumTa’ Heobxoaumo npep-
BapUTENbHO JeaKTUBMPOBATbL NULEH3UN HA BCE OCTaNbHbIE NOLCUCTEMI.

MN3meHeHue pexnma paGOTbI KITneHTa

KnneHT cucrtembl Secret Net Studio moxeT pyHKUMOHMPOBaTb B aBTOHOMHOM U ce-
TEBOM pexunmax. TekyLwmi pexumm paboTbl kimeHTa otobpaxkaeTcs B JTokanbHOM LIEH-
Tpe ynpasneHus. lNepeknioyeHne Mexay pexmmamm MOXXKHO BbiNOAHUTL B JTOKanbHOM
LleHTpe ynpaBieHns 1 C UCMoNb30BaHNEM KOMaHAHOM CTPOKM.
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Ana npocMoTpa MH(OPMaLMM O TEKYLLEM peXKuMe paboTbl KJINeHTa:

e B JlokanbHOM LleHTpe ynpaB/eHUs B HUXXHEN YacTuM NaHenn HaBuraumm Haxmmure
KHoMKy "HacTtporikn". Ha akpaHe nosiBUTCA NaHesb Bbi30Ba CPeACTB HAaCTPONKM

() NoxansHeiii pexim : Secret Net Studio - Lientp ynpasnenns - o X
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B BEpXHEI YacTu NaHenu Bbl30Ba CPEACTB HAaCTPOMKN 0TOBPa3UTCS pexuM paboThbl
KMeHTa:

e "Pexum paboTbl: aBTOHOMHbIN" — Npu YHKUMOHUPOBAHUN KJIMEHTA B aB-
TOHOMHOM pexume;

e "PexwuM paboTbl: ceTeBo" — npn GYHKLMOHMPOBAHUN KIIMEHTA B CETEBOM pe-
KXUme;

e "Pexum paboTbl: MAET onpeaeneHne pexmma" — npu BbINOJIHEHUW NpoLecca
onpeaeneHuns pexunma;

e "Pexum paboTbl: He onpegeneH" — Npu BO3HUKHOBEHMW OWINBOK B Npouecce
onpeaeneHns pexnma.

MosicHeHwe. Ecniv pexum paboThl KNMeHTa He ONpeaeneH, nepesarpy3uTe KOMNbIOTED.

Ona nepeknoYeHUs KIMEHTa U3 aBTOHOMHOIO pe)XxuMa B ceTeBOM:

1. BJlokanbHOM LeHTpe ynpaBneHMs B HUXKHEN YacTu NaHenn HaBmraumm HaxmumTre
KHoMKy "Hactporikn" n Bbibepute KoMaHAay "lNepeBecTy KOMNbIOTEP B CETEBOW pe-
KUM...".

Ha skpaHe nosBMUTCA OKHO C 3aMNpOCOM YYETHbIX AaHHbIX CepBepa 6e3onacHocTn.

Secret Net Studio

MepeBecTu KOMMNbIOTEP B CETEBOW PEXUM

i1 nepexoaa & ceTesoll pesm BEEAHTE HA3IBaHVE CEpEEpa BE3CMCHOCTH, KOTOPOMY BYAET MOAHHHRTLCR

KOMMbOTED:

§% Mo okoHuaHHM KoMMsroTER SyAST NEpesarpyKen

Japas

2. YKaXuTe HaMMeHOoBaHue cepeepa 6e3OI'IaCHOCTVI, KOTOPOMY A0/DKEH NOAYHNHATLCA
KJIMEHT, OAHWUM U3 CNIeAYHoLLNX CrocoboB:
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*  HaXMWUTe KHOMKY G ANsi MoMcka JOCTYMHbIX cepBepoB 6€30MacHOCTM U Bbl-
6epuTe Heob6x0aANMbIN CepBep N3 CNUCKA HAUAEHHbIX;

e BBeAMTe HaMMeHoBaHWe cepBepa 6e30MacHOCTM CaMOCTOSTENBHO.
3. HaxmunTe KHonky "Bnepen".

MosicHeHue. [ins 0TMeHbI Nepexofia B CETEBOW PEXMM HAXMUTE KHOMKY "3akpbITb".

HauHeTcs npouecc MpoBepkM yUeTHbIX AaHHbIX cepBepa 6esonacHocTu. Bos-
MOXHbI CfieaytoLme oWwnbKu:

e HavMMeHOBaHMe cepBepa 6e30MacHOCT! BBEAEHO HEBEPHO. B 3TOM ciyyae cu-
cTeMa BblgacT coobuweHune 06 owmnbke. HaxxmMmTe "3akpbiTh" 1 NOBTOpUTE Mpo-
ueaypy;

MoscHeHme. Ecnn HaumeHoBaHWe cepBepa 6e30nacHOCTM BBEAEHO HEBEPHO, B XypHane byaet

3aperucTpupoBaHo cobbiTne "Owmbka. BxogHoi napameTp umeet Hynesoe 3HaueHue. Cepeep
He HangeH".

e HeAOCTaTOYHO MpaB A8 NOAYMHEHUS KNneHTa cepeepy 6e3onacHocTu. B aTom
cnydae cucrema BblgacTt coobuieHne 06 owmnbke. Haxmute "OK" 1 nosTopute
npoueaypy € npaBaMv agMMHMUCTpaTopa AoMeHa 6e30nacHoCTu.

Mpu ycnewHOM 3aBepLUeHnm NPOBEPKM YHETHbIX AaHHbIX cepBepa 6e3onacHoCcTu.

4. BbibepuTe NMUEH3MKN Ha cepBepe 6e30MacHOCTM UM Ha AaHHOM KOMMbIOTEPE U Ha-

XXMUTE KHONKY "Bnepea".

5. BbibepuTe BapuaHT AeaKTMBaLUN IULEH3NI, NCNONb30BaBLUMXCA B aBTOHOMHOM
pexunme paboTbl KJIMEHTA, U HAXXMUTE KHONMKY "epekniounTb".

BHumaHwue! ﬂﬂﬂ MCnonb3oBaHNA AaHHbIX J'II/ILleH3VIl7I Ha OpyroMm aBTOHOMHOM KIMEHTE UX Heob-
XO0OUMO AeaKTnBUpoBaTh.

HauyHeTca npouecc HaCTpOVIKVI KnMeHTa ansa pa6OTbI B CETEBOM peXNME.

MosicHeHue. Mpu nepeBoae KNMeHTa M3 aBTOHOMHOTO pexuMa paboTbl B ceTeBoi cucteMa Secret
Net Studio BbinonHseT creaytowme AencTms:

*  CO3[AEeT yYeTHYH 3anuCh KNMEHTa B CTPYKTYPE LIeHTPann30BaHHOrO yrpaBreHus;

* CO03[aeT 3anuch o cepaepe 6e30MacHOCTH B PEECTpe KNUeHTa;

*  BBOAWT KNOY aKTUBALMM NULLEH3UM KNNEHTA;

* MOJKMIYAET KNMEHT K IoMeHy 6e3onacHocCTy;

* NepeBOAUT MeXaHU3Mbl 3aLLUTbI KIIMEHTa B CETEBOI peXuM paboTbl.

Mpwn ycnewHoM 3aBepLlieHnmn npoLecca HaCTPOMKM NOSABUTCA OKHO C COOBLLEHNEM
0 NepeBoje KMeHTa B CETEBOM PeXXnM n Heob6XoAMMOCTM Nepe3arpy3nTb KOMMbIO-
Tep.

6. HaxmunTe KHoONKy "lNepe3arpy3uTb".

KnneHT 6yaeT nepeBefieH B CETEBON PeXMM. BbINOMAHUTCA NpoBepKa SIMLEH3UM
KnneHTa. MNpyU BO3HUKHOBEHWUM OLIMOGKWU JIMLIEH3UPOBAHUS CUCTEMA BblAACT CO-
OTBETCTBYlOLLlEE COObLLEHME. B 3TOM Ciiyyae CKOpPPEKTUpYHTE NIMLEH3MU B MPO-
rpaMMe yrnpasfieHuns, 3anyLIeHHON B LLEHTPaIM30BaHHOM pexunMe.

MoscHeHue. [Ins nepekntoyeHUs KNMeHTa U3 aBTOHOMHOMO pexuMa B CETeBOM B KOMaHOHOW CTpOKe
nepenauTe B KaTanor ycTaHOBKM KNIMEHTA 1 BbINOMHUTE KOMaHAY:

medusa.exe /switchmode=network /omserverName=<SERVERNAME>
/omserverPort=<PORT>
roe:

¢ <SERVERNAME> —wums cepBepa 6€30nacHOCTU, KOTOPOMY AOITKEH NOLUMHATLCA KIUEHT,;

* <PORT>—nopT cepsepa 6e3onacHocTu. Ecnv napameTp He 3aaaH, byneT ncnons3oBaTbes nopt 443.

Ona nepeknroyYeHUs KJIMEHTA U3 CEeTEBOro peXxuma B AQBTOHOMHBbIN:

1. BJlokanbHOM LeHTpe ynpaBneHMs B HUXKHEN YacTu NaHenn HaBmraumum HaxmmTre
KHonky "Hactponku" un Bbibepute kKomaHay "llepeBecTn KOMMbIOTEP B aB-
TOHOMHbIN pexuM...".

Ha akpaHe noaBuTCcs npeaynpexaeHue:
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Secret Net Studio

I'Iepesecm KOMNbHOTEP B 3aBTOHOMHBI pexum

) KomnsioTep Byaet oTkAOuEH OT cepBEpa BE30NACHOCTH, BCE MEXBHUIMB! J3WUMTE NPOACXAT CEoto paBoTy ¢
TEKYLUMMM HBCTPOHKEMH, YUETHEIE ZaHHEIE KOMMLIOTERa BYAYT YARNEHEI M3 CTPYKTYDS! YTIPAEAEHNA,

§% Mo okonuarim koMMbioTep ByaeT nepesarpysen

Mepea nepesoom NposepsTe Hanuuie CEOBORMDIX MMLENSNIi AN% ABTOMOMHEIX KOMMBIOTEPOS 5 MHHOM KaBiHeTe
llusecuritycode.ru. Tpu Hanuuwi cxauaiiTe $aiin € AMLEH3UAMA.

Brepea > 3akpaits

MosicHeHue. Mpu nepeBofe KMEHTa U3 CETEBOTO pexiMa paboThl B aBTOHOMHbI cuctema Secret

Net Studio BeInonHaeT cregytolLne aencTens:

* yOanser yyeTHble AaHHbIE O KITMEHTE U3 CTPYKTYPbI LEHTPanu30BaHHOr0 ypaBneHus;

*  MEpEeBOANT MEXaHW3Mbl 3aLLNThI KIIMEHTA B aBTOHOMHbII PEXUM paboTbl C COXPaHEHUEM TEKYLLMX
HacTpoek, HO Be3 COXpaHEHUS NULIEH3NN;

* yaanseT yyeTHbIE JaHHble cepBepa 6e30nacHoCTH M3 nokansHon b knnexTa.

2. HaxmuTe kHoMky "Bnepes".

MosicHeHue. [ins 0TMeHbI Nepexofia B aBBTOHOMHbIN PEXUM HXXMUTE KHOMKY "3aKpbITh",

Bbi6epuTe darin nMueH3nin ans NCnonb30BaHUS KIIMEHTOM B @BTOHOMHOM peXxume
M HaXXMUTE KHOoMKY "lMepeknounTb".

BHuMmaHue! MepeknioyeHie knMeHTa B aBTOHOMHBIN PEXMM BO3MOXHO C HEAKTUBUPOBaHHbIMM NK-
LieH3nsiMM InGo Ges nuueHsmit. B Takom cnyyae KnneHT GyneT dyHKLMOHMPOBATL B OFpaHNYeHHOM pe-
ume paboTbl, pU KOTOPOM HEBO3MOXHO PELAKTMPOBATb HACTPOMKM CUCTEMbI 3aLiUThl, @ TaKkKe
3anyckaTb GOMbLUYI0 YACTb 3aLLUTHBIX YTUIKT. JTULEH3MM MOXHO ByaeT A06aBUTL U aKTUBMPOBATL N03-
e yepe3 JlokarbHblil LLleHTP ynpaBreHus.

HauHeTcqa npouecc HaCI'pOVIKVI KnnMeHTa ansa paGOTbI B aBTOHOMHOM pexXunMme.

Mpu ycrewHoM 3aBepLleHUM NpoLecca HaCTPOMKN NMOSIBUTCS OKHO C COOBLLEHMEM
0 MepeBoAe KJIMEHTa B aBTOHOMHbLIN PeXuM M HeobXOoAMMOCTM MepesarpysnTb
KOMMbtOTEP.

MoscHeHwue. Mpy nepexofie B aBBTOHOMHbIA PEXUM yUETHbIE iaHHbIE O KTIMEHTE MOTYT He YaanuThes
W3 CTPYKTYPbI yNIpaBeHUs aBTOMaTM4YeCku. B 3TOM criyyae cucTema BblaacT COOTBETCTBYIOLLEE Npeay
npexgaexue. Mocne nepesoga KNMeHTa B aBTOHOMHbIA PEXUM yaanuTe yYeTHble [aHHbIe Camo-
CTOSITENBHO.

3. HaxmuTe KHonky "lNepesarpy3uTtb".
KnneHT 6yaeT nepeBefieH B aBTOHOMHbIV PEXUM.

MoscHeHue. [ns nepeknioyeHNs KNMEHTA U3 CETEBOrO PeXnMa B aBTOHOMHbIA B KOMaHAHOW CTpoKe
nepenanTe B KaTanor ycTaHOBKM KNIMEHTA 1 BbINOMHUTE KOMaHAY:
medusa.exe /switchmode=standalone

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 232
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

MpunoxeHue

Heo6xoauMble npaBa AN YCTaHOBKX U ynpaBreHus

Cucrema Secret Net Studio obecneunBaeT BO3MOXXHOCTU BXOA4a U BbINOJHEHUNSA one-
paunn ansa nobbiX 3aperncTpMpoBaHHbIX NO/b30BATENEN B paMKax MOIHOMOYNIA, KO-
TOopbiMM OHU obnagatoT B OC n MexaHu3Max 3awmuTbl. [Ans yCTaHOBKM KOMMOHEHTOB
Secret Net Studio n ynpaBneHunst paboToli CUCTEMbI MOJSIb30BATENN AOMNOSIHUTENBHO
OOMKHbI 0bnafgaTb onpeaeneHHbIMMU aAMUHUCTPATUBHbLIMU MonHoMounsamu. CocTtaB
HeobxoAMMbIX MpaB W MPUBWUNIErNiA AN aAMUHUCTPUPOBAHMS 3aBUCUT OT Bbl-
MOSIHSEMbIX Oonepauni.

[Ona aBTOHOMHOro pexmma MyHKUMOHMpoBaHuS yctaHoBka MO knmeHTa Secret Net
Studio n BCce (PyHKUMM ynpaBneHuUs [OCTYMHbl MONb30BaTENSAM, BXOASWMM B 1O-
KaslbHYIO rpynny aAMUHUCTPaTOPOB KOMMbioTepa. HekoTopble pyHKUMK (Hanpumep,
ynpasneHue xypHanom Secret Net Studio) moryT 6bITb nepegaHbl ApYyrvM Mosb-
30BaTeNsM NyTeM NpeaocTaBneHns COOTBETCTBY WX NPUBUIIETUNA.

Huxe B AaHHOM pasgefnie MNpUBOAMTCA CMMUCOK OCHOBHbLIX oOmepaunin npu uc-
nosib3oBaHumM cuctembl Secret Net Studio B ceTeBoM pexmMe GyHKLUMOHUPOBAHUS.
[na KaxaoW onepauuu yKasaHbl Y4YeTHble 3arnucu, AN KOTOPbIX AOCTYMHO Bbl-
nosiHeHne Aencreunii. Micnonb3yloTca creaytoume ycnoBHble 0603HaUeHMsa YUETHbIX
3anucen:

e AAMMHMUCTPATOpbI Jieca AOMEHOB 6e30MacHOCTM — rO0JIb30BaTeNn, BKIIHO-
YEHHble B rpynny aaMMHWUCTPATOpPOB Jieca AOMeHOB 6e3onacHoctn Secret Net
Studio (rpynna yka3blBaeTCcs Npu yCTaHOBKe cepBepa 6e30nmacHOCTM, ecn Bbl-
6paH BapuaHT CO34aH1s AOMeHa B HOBOM JieCcy AOMeHOB 6€30MacHOCTM — TO eCTb
ycTtaHaBnmeaeTcs nepsbiii Cb B necy AoMeHOB 6e30nacHoCTu);

e AaMMHMCTpaTOpbl AOMeHa 6e30nMacHOCTM — MoNb30BaTENN, BK/IOYEHHbIE B
rpynny agMMHUCTPaTOpOB AoMeHa be3onacHocTn Secret Net Studio (rpynna yka-
3blBaAeTCs MpU YCTaHOBKe cepBepa 6€30MacHOCTM, eCcin BbibpaH BapuaHT Co-
3[laHMS HOBOMO JoMeHa 6e30MacHOCTU — TO eCcTb yCTaHaBMBaeTcs nepsbii Cb B
AoMeHe 6e3omnacHoCTK);

e AAMMHMCTPATOPbI — M0/Ib30BAaTENM, BK/IHOUYEHHbIE B CTaHAAPTHYO JIOKAJIbHYHO
rpynny agMMHUCTPaTOPOB KOMMbloTepa (AAMMHUCTPATOPbI);

. MpuBunerna <HasBaHue_ NpuBHJIerun > — oNb30BaTENN, KOTOPbIM Ha-
3Ha4Y€eHa yKasaHHaa npusnnieruna.

YcTtaHoBKa U yaaneHuwe KOMNOHEHTOB

OCHOBHble onepaLumn Npu yCTaHOBKE UMW yaAaneHUmn KOMMOHEHTOB CMCTeMbl Secret
Net Studio npeacrasneHsl B cieayoLmnx Tabanuax.

Ta6n.1 YcraHoBKa u yaaneHue cepsepa 6e3onacHoOCTH

Onepauusn

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHUE

Co3paHue rpynn nonb3oBaTtenen Ans agMMHUCTPaTOPOB fieca [Monb3oBaTenun ¢ NpasamMn ANs co34aHuUA
AoMeHa 6e30nacHOCTM M aAMMHUCTPATOPOB AOMeHa 6e30nacHOCTN rpynn B AoMeHe AD v Ans BKIKOYEHUS

nonb3oBaTesnel B rpynnbl

YcTaHoBKa C CO34aHNEM JOMEHA B HOBOM JieCcy JOMEHOB e Administrators (4AOMeHHbIV
6e3onacHocTn rnonb3oBaTesb).
e AAMUHUCTpPATOpbl AOMEHA
6esonacHocTn
YcTaHoBKa C cO34aHMEM HOBOIo iIoMeHa 6e3onacHoCT B e Administrators.
CYLLECTBYHOLLEM Necy e AAMMHUCTpATOpbI Sleca JOMEHOB
6e3onacHoCTH.
e AAMUHUCTpPATOpbl AOMEHA
6esonacHocTn
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YyerHble 3anMcu Cc npaBaMy Ha
Onepauus
BbIMOJIHEHNE
YcTaHoBka ¢ fobaBneHneM cepsepa B CYLUECTBYIOLMIA L OMEH e Administrators.
6e3onacHocTn e AAMMHUCTpaTOpbI leca JOMEHOB
6e3onacHocTy.
e AAMMHMCTpaTOpbl JOMEHA
6e3onacHocTn
YpaneHue B LUTAaTHOM peXMME: C O4HOBPEMEHHbIM yAalleHNEM e Administrators.
cepBepa 13 CTpYyKTypbl QY e AAMMHUCTpaTOpbl LOMEHA
6e3onacHocTn
YpaaneHue B HELWUTATHOM pexuMe: 6e3 KOppeKTUPOBKN CTPYKTYpbl Administrators
oyl
10nepauus, B pesynbTaTe KOTOPOIt Ha KOMMbloTepe 6yaeT yaaneHo MO cepeepa 6e30nacHOCTY,
HO MHOPMaLKA 0 cepBepe oCTaHeTcsl B CTpykType OY. [Ins yaaneHus cepeepa U3 CTPYKTypbl
MOXHO ncnonb3osaTb LeHTp ynpaeneHus (cm. ctp.235). [laHHbI BAapMaHT BO3MOXEH, eC/n B
cUcTeMe NpUCYTCTBYEeT XOTa 6bl 0AUH cepBep 6e30MacHOCTU, AOCTYMHbIA AN NOAKIOYEHUS
nporpammsl. [pn HeWTaTHOM yAaleHnn Noc/efHero cepsepa jieca ,OMEHOB aHHbIe sieca JoMe-
HoB 6e30nacHOCTM yHMYTOXalOTCA Npu yaaneHuu MO cepsepa.
Ta6n.2 YcraHOBKa U yAaJZieHUe K/IMeHTa
YyeTHble 3anMcu C npaBaMm Ha
Onepauus
BbIMOJIHEHNE
YcTaHOBKa C NOAKOYEHNEM K cepBepy 6e30nacHoCTH e Administrators.
e AAMWHUCTpaToOpbl AOMEHa
6e3onacHocTn
YcTaHoBKa 6e3 NoagK/IYeHus K cepBepy 6esonacHocTn! Administrators

YpaneHve c 04HOBPEMEHHbIM yAaneHMeM KMeHTa U3 cTpyktypbl OY | o Administrators.

e AAMMHUCTpATOpPbl OMEHA
6e3onacHoOCTH

YnaaneHne 6e3 KOppeKTUPOBKK CTPYKTYpbl oy? Administrators

10nepauus, B pesynbTaTe KOTOPOI Ha KOMMbIoTepe 6yAeT ycTaHoBeHO MO KAUEHTa, HO KITUEHT
He 6yner cBsizaH C cepeepoM 6e3omacHocTM B CTpykType OY. [ns pobasneHuns comno-
CTaB/IEHHOMO K/IMEHTY areHTa B CTPYKTYPY M NOAYMHEHUS ero cepBepy 6e30MacHOCTN MOXHO
ncnonb3osatb LleHTp ynpaeneHus (cm. ctp.235).

20nepauusi, B pesynbTaTe KOTOPOIl Ha KoMnbloTepe GyaeT yaaneHo MO kAneHTa, HO UHdOP-
Maums O KJIMEeHTe OCTaHeTcs B CTpykType OY. [Ing yaaneHus CornocTaBNeHHOro KIMeHTY areHTa
N3 CTpYKTypbl OY MOXHO ncnonb3oBath LleHTp ynpasneHus (cMm. cTp.235).

Ta6n.3 YcraHoBKa u yaaneHue LleHTpa ynpaBneHus

YyeTHble 3anMcu C npaBaMm Ha
Onepauus
BbIMOJIHEHUE
YcTaHoBKa Administrators
Ypanenve Administrators
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HacTpoiika MexaHM3MOB 1 ynpaBneHne napameTpamu 06eKTOB

OCcHOBHblEe Omnepaunnm MNpu HacTpolKe MexXaHM3MOB 3awuTbl cuctembl Secret Net
Studio n namMeHeHMn napameTpoB 06bLEKTOB (Monb3oBaTeENEN, KOMMNbLIOTEPOB) Npea-

CTaBfeHbl B creayouern Tabnuue.

Ta6n.4 HacTpoiika MeXxaHU3MOB U ynpaBJjieHue napaMmeTpaMmm o6beKToB

Onepauus

YyeTHble 3anMcum C npaBaMm Ha
BbIMNOJIHEHUE

CospaHue n yaaneHue rpynn nonb3oBaTenemn

e [lonb3oBaTenu ¢ NpaBamu Asis
CO34aHUS U yaaneHns y4eTHbIX
3anucen B gomeHe AD.

e Administrators

Co3paHve 1 yfaneHune nonb3osarenei

e [onb3oBaTenu c npaBamMu Ans
CO3aHUS U yaaneHnsl y4ETHbIX
3anucen B gomeHe AD.

e AAMMHMCTpATOpbI JOMEHA
6e3onacHocTn Administrators

YnpasneHune napameTpamm nNonb3oBaTesnen, NpucBoeHne n
HacTpoWka naeHTMhuKaTopos

e AAMMHMCTPaTOpbI JOMEHA
6e3onacHoCTH.
e Administrators

dopMMpoBaHMe cCnNMCcKa KoMMnbloTepoB A5 Bxoga B MNAK "Cobonb

AAMUHUCTPATOPbl lOMEHA 6€30NacHOCTH

YnpasneHue knoyamm LY MAK "Cobonp"

e AAMMHUCTpATOPbl OMEHA
6e30nacHoOCTH.
e Administrators

JlokanbHoe yrnpasneHne napamMmeTpamMmm KomMnbloTepa:
penakTupoBaHue yuyeTHon nHdopmaumn, noakntoyeHme MAK
"Cobonp"

e AAMMHMCTpATOpbI JOMEHA
6e3onacHoCcTyH.
e Administrators

Ynpaenenue napametpamm KL-3MC

e AAMMHUCTpATOPbl OMEHA
6e3onacHoCTH.
e Administrators

Pabota ¢ LieHTpom ynpaBneHus B LIeHTpannu3oBaHHOM peXxume

OcHoBHble onepauun B LeHTpe ynpasBneHus cucrembl Secret Net Studio npea-

CTaBfieHbl B criegyollen Tabnuue.

Ta6n.5 Ucnonb3oBaHue LleHTpa ynpaBneHus

Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHUE

MoakntoyeHne K cepsepy 6€30NacHOCTM U NPOCMOTP
nHdbopmaumm

Mpusnnerns "MpocMoTp MHdopMaummn" ans
cepBepa NoAK/IIYEHUS

KoHdurypuposaHue areHToB (fobaeneHune B cTpykTypy OY,
yAaneHue, NnogyYMHEHne N HacTpoiKka NapamMeTpoB B peXxunme
KOH(UIrypupoBaHus)

ALMUHUCTPATOPbl loMEHa 6e30MacHOCTH

KoHdburypmuposaHue cepeepoB 6e3onacHocTu (AobaBneHne B
cTpykTypy OY, yaaneHue, NoA4YMHEHWE N HacTponKa napamMeTpos
B peXuMe KOHDUrypnpoBaHms)

ALMUHUCTPATOPbl loMEHA 6€30MacHOCTH

KoppekTnpoBka CTpyKTypbl OY Moc/ie HeWTaTHOro yaaneHms
cepBepa 6€30MacHOCTM: yaaneHume cepeepa Npu NoaKIYeHN K
Cb B ApyroM goMeHe B ToM e necyl

e AaMuHWCTpaTopbl AOMeHa 6e30MmacHoCTH
(B AOMEHe cepBepa NOoAKNYEHNS).

e AAMUHMCTpaTOpbl AOMeHa 6e30macHoCTH
(B AOMEHe yaaneHHoro cepeepa)

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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Onepauus

YuyeTHble 3anMcu c npaBaMm Ha
BbIMOJIHEHMNE

HacTpolika napaMeTpoB rpynnoBbIX NOMTUK AOMEHOB U
OpraHM3aLUnoHHbIX NOAPa3Ae/eHN

e AAMMHWUCTPATOpbl AOMEHa
6e3onacHocTyn.
e [Mpusunerus "PenaktnposaHue
nonuTuk" Ans cepeepa NOAKTIOUYEHUS.
[nsa ynpaesneHuns rpynnoi napamMeTpos
"AAMUHNCTPUPOBAHNE CUCTEMbI 3aLUMThI"
AOMONHUTENbHO TpebyeTca npusunerns
"AAMUHUCTPUPOBaHME CUCTEMBI 3aLLMThI" Ha
cepBepe NOoAKII0YEHNS

YpaneHHas HacTporika NoKanbHbIX NapameTpos Secret Net
Studio: napameTpbl N0OKasbHOW MNONNTUKKM 6e30nacHoCTH,
annapaTtHas KOH(Urypaumns, COCTOSHME 3alUTHbIX MEXaHU3MOB

e [lpuBunerun "PegaktmpoBaHue
nonuTuk".
e "BbinonHeHme onepaTtMBHbIX KOMaHA"
A5 cepBepa NoAKYeHns.
[ns ynpaBneHus rpynnoin napamMeTpoB
"AAMUHNCTPUPOBAHNE CUCTEMbI 3aLUMThI"
AOMNOMHUTENbHO TpebYyeTCs NpuBUIErs
"AAMUHUCTPUPOBaHME CUCTEMBI 3aLLMThI" Ha
cepBepe NoAK/TOYEHUS

6/10KMPOBKa, Nepe3arpyska, 06HOB/IEHWE NONNTUK

BbinonHeHne KoMaHA onepaTUBHOIO ynpaBieHNs KOMMNbloTepamMu :

MpuBunerus "BbinoNHEHME ornepaTUBHbIX
KoMaHa" ANns cepsepa NoaKIoYeHUs

3anyck npouecca BHeoyepeaHoro c6opa XypHanos C
3alMLIAaeMbIX KOMMbIOTEPOB

Mpuennerns "Co6op xypHanos no komaHae"
ANsa cepBepa NOAKIIOYEHNS

3anyck npoLecca BHEOUEPEAHOro apXMBMpPOBaHUSA XXYPHasos B

Mpusunerus

B[l cepBepa 6e3onacHoCcTH

"ApX1MBUpOBaHWe/BOCCTaHOBNEHNE
XXYpHanos" Ans cepsepa NoAKNOYEHNS

MHdopMaumn)

KButnpoBaHue cobbiTnin Tpesorn (NoaTBepXAeHMe npueMa

Mpusunerns "KentnposaHue coobLueHni o
TpeBorax" ANns cepBepa NoAKIYeHUs

1 Onepauns BeinonHsetcs, ecnu MO cepBepa 6e30MacHOCTM 6bIMO YAANEHO B HELITATHOM
pexunme 6e3 KOppeKkTMpOoBKN CTPYKTYpbl OY (cM. cTp.233) 1 Npu 3TOM ANA NOAKIOYEHNS NPO-
rpamMmbl goctyneH Cb B ApyroM foMeHe Toro xe sieca. Ecnm MoXHO BbIMOMHUTb NOAK/TIOUYEHME K
cepBepy B TOM Xe AOMeHe, ANS yAaneHns obbekTa U3 CTPYKTYpbl AOCTAaTOYHO NOTHOMOYMN, Tpe-
6yeMbIX NpU KOH(UIrypnpoBaHMM cepBepoB 6e3onacHoCcT (CM. BbILE).

OueHka pa3mepa B[l ana cepBepa 6e3onacHOCTH

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

Ons yctaHoBKM U (PYHKLMOHMPOBaHUS cepBepa 6e30MacHOCTM B CUCTEME AOJIKEH
6bITb ycTaHoBneH cepep CYB[. YTobbl obecneunTb Npon3BOAUTENBHOCTL U HEOD-
X0AMMOE BpeMsi XpaHEHWUS HaKOMMEHHbIX AAaHHbIX, NpeaBapuUTenbHO creayeT oLle-
HUTb pa3mep Byayuier 6asbl AaHHbBIX U HYXHbIN 06beM ANCKOBOro NpoCTpaHCTBa Ha
KoMnbtoTepe cepepa CYB[. icxoaa w3 pe3ynbTaToB OLEHKU MPUHUMAETCS pelleHune
o Bbibope pepakuun CYB[ (cBO60AHO pacrnpocTpaHsieMble pefakuuu MMEeT orpa-
HMYeHWe Ha pa3mep H6asbl AaHHbIX) N annapaTHOW KOHMUrypaunm KoMnbooTepa.

OCHOBHbl€ KpUTEPUW A5 OLIEHKMW :

e [loToKk COBbITUI — KOMMYECTBO pEerncrpmpyembiX COObITUIN B TeyeHue orpe-
AeneHHoro nepnoaa BpeMeHu. basosoe 3HauyeHMe — MOTOK COBbITUM B CEKYHAY
(Events Per Second, EPS). CyMMupytoTCS COBbITUS, perMcTpupyemble B LITATHbIX
xxypHanax OC n B xxypHane Secret Net Studio. Hy>XHO yunTbIBaTb, YTO Ha NOTOK
cobbITUI CyLLeCTBEHHO BNMSAIOT POsib KOMMbOTEPA B cucTteMe (cepeep, pabouas
CTaHuMA), a TakXe 3alaHHble napamMeTpbl PYHKLMOHUPOBAHUS N perncrpauum B
noacucremax.

e Pasmep 3anucein o cobbiTuaXx — 06beM coxpaHsSeMON MHMOPMaLMM 0 COBbITUSX B
3anncsIX XXypHanoB. 3aBUCUT OT 3amnOoSIHEHMS NOJEN B 3anNMNCAX Pas3IMUYHbIMU LaH-
HbIMM: onMcaHus cobbiTuin, cBeaeHmnsa 06 NCTOYHMKaxX M obbekTax, Apyrve AaH-
Hble. PasMep 3anmncu 0 CObbITUM MOXET BapbMpoBaTbCs B LUMPOKUX Mpeaenax,
NO3TOMY LiefiecoobpasHo OLeHMBaTb CpeaHee 3HaYeHune.
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e  CpoK XpaHeHUs XXypHanoB — onpeaensieT BpeMsi XpaHeH s XXypHanoB B 6a3e AaH-
HbIX M B apxmuBax. XypHasbl OO/MKHbI 6blITb OOCTYMHbI 4SS ONEpaTUBHOIro Mo-
JIyYEHUS CBEAEHUI 06 MHLUMAEHTAX U HapyLLIEHUSX NONNTUKM 6e30NacHOCTU, Ans
NpoBeAeHMS ayauTa U ornpeaeneHns noTeHumanbHbiX yrpo3. Cpok XpaHeHu s Xyp-
HanoB A0/KEH 6bITb AOCTATOYHbIM, YTOBbI OCYLLECTBASATb PETPOCNEKTUBHbIN aHa-
JIN3 COCTOSIHUS CUCTEMBI .

MpumeyaHue. [ins obecneyeHus pabotocnocobHocTu cepeepa CYB[ 1 MUHUMU3aLMM N3TEPKeEK HA
noaaepKKy MHAPaACTPYKTYPbl HEOBXOANMO perynsipHO BbIMOMHATL apXuBaLMIo XypHarnos. 1o ymon-
YaHWI0 apxuBbI COXpaHAOTCA B nogkartanore \Archive katanora ycTaHoBku cepsepa 6e3onacHocTu.
[Mpn HeobX0AMMOCTH apXMB MOXHO 3arpy3nTb B a3y AaHHbIX ANs aHan13a cogepKuMoro XpaHswmxes
B HEM XYpHarnoB.

Huxxe paccMaTpuBaeTca npumep pacdeTta anst Tunoson AC knacca 3awmuieHHoctm 1T,
cocrosilen n3 ogHoro cepeepa 6esonacHoct U 100 KIMEHTCKUX KOMMbOTEpPOB. s
cepBepa 6e30MacHOCTU UCMOJb3yeTCs KOMMNblOTEp nog ynpasneHnem OC Windows
Server 2012, gna knmeHToB — OC Windows 8.

Ta6n.6 Notok cobbiTU U CpeaHMIA pa3Mep 3anuceil Ha cepBepe
6esonacHocTM

CpepgHee KONMYeCcTBo

CpeaHuMi pasmep 3anucu

Kypranei cobbiTuii B cekyHay (EPS) (6aiT)
LLTaTHble XXypHanbl OC 3 1000
XypHan Secret Net Studio 0,05 800

Ta6n.7 Motok cobbiTUiA U CpeaHUnii pa3Mep 3anuceii Ha KJIeHTe

CpeaHee KOJIM4eCTBO CpeaHui pa3Mmep 3anucu
VR cobbiTuin B cekyHay (EPS) (6awuT)
LLTaTHbIe )xypHanbl OC 1 1000
XKypHan Secret Net Studio 0,05 800
Ta6n.8 O6bem kypHanos
O6bem O6bem
3anonHeHue bl
Konunuecreo >KypHanos B B[] |>xypHanoBs B
XypHanbli - 3a AeHb .
cobbiTU B A€Hb (M6aiit)! 3a 7 gHen apxuBe 3a 1 rog
(M6aiit)2 (M6aiit)3

Cepsep 6e3onacHocTn, 1 koMnbroTEpP
LLTaTHble )xypHanbl OC 259 200 259,2 1814,4 2 365
XXypHan Secret Net 4320 3,5 24,2 31,5
Studio
KnueHt Secret Net Studio, 100 koMmnbrOTEPOB
LTaTHbIE )XypHansl OC 8 640 000 8 640 60 480 78 840
XXypHan Secret Net 432 000 345,6 2419,2 3153
Studio
Bcero pna cepsepa 6e30nacHOCTU U KJINEHTOB

9 248,3 64 737,8 84 390

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

1ykasaH pa3mep Tabnuu, coaepalmx xXypHanbl cobbitnii. 06wt paszmep 6a3bl JaHHbIX 3aBU-
CUT TaKXXe OT pa3MepoB XYypHarna TpaH3aKuMin 1 NpoBOAMMbIX Onepaunii No onTMMU3aumm, cxa-
M0 6a3bl.

2Mpu ucnonbsosaHuu CYBA MS SQL Express 2012 (B AaHHOI peaakuun AeicTByeT orpa-
HW4YeHMe Ha pa3mep 6a3bl B 10 [6anT) cneayeTr yMeHbWUTb YNCIO MCTOYHUKOB AAHHbIX. Ons
3TOM0 MOXHO COKpaTUTb KOMMYEeCTBO MOAYMHEHHbIX KOMNbioTepos A0 10 nnbo B napametpax
nepeaayn noKanbHbIX XYpPHanoB OTKIOYMTL C60p WTaTHbIX XypHanos OC.
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3c YUYETOM CXaTnsa apxmea ¢ koapduumeHTom 40:1.

BHumaHme! YUtobbl He yBennumneancs obwuit 0bbem 6asbl 1 coxpaHsnach NPOM3BOAUTENBHOCTb, Pe-
rynsipHO BbIMOMHSATE OnepaLun No apxmBMUpoBaHuio xypHanos CYB[l n onTummsaumm cTpykTypbl 6asbl
ANs yoaneHus nycTbix CTpaHuL, 1 fedparmeHTaumu 3anucert B 6ase. B cnyyae nepenonHerus 6a3bl (pu
“cnonb30BaHuM cBo60aHO pacnpoctpaHsemblx CYB[, nMetowwnx orpaHnyeHus no pasmepy 6asbl) Heob-
XOAMMO BbINONMHUTb JENCTBUS NO OUNCTKE Da3bl JAHHbIX, ONUCAHHbIE B JOKYMEHTE C KOMMEHTapUSIMU K
BbinyLieHHoMn Bepcum (Release Notes).

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 238
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PekomeHpaumu no HacTpomnke AN COOTBETCTBUA TpeboBaHUAM
0 3awumTe nHopmaumm

B paspene npuBeneHbl 3HaYeHUsA napaMeTpoB 6e3onacHocTu Secret Net Studio, ko-
TOpble PEeKOMeHAyeTCs YCTaHOBWUTb B LieNsiX COOTBETCTBMS WMHGMOPMALMOHHOMW CU-
cTteMbl TpeboBaHMAM O 3aWmMTe MHGOpPMaUMK, NpeabaBaseMbiM K NHPOPMALMOHHbIM
cMcTeMaM pasIyHbIX TUMOB M K/1AaCCOB/YPOBHEN 3alLNLLEHHOCTH.

HactponTb napameTpbl 6€30MacHOCTM MOXXHO BPYYHYHO MU C MCMOSIb30BAHNEM CTaH-
AapTHbIX WabnoHoB napameTpoB 6e3o0nacHOCTU Ans MHMOPMALMOHHbIX CUCTEM pas-
JINYHbIX TUMOB N KJ1ACCOB/ypPOBHEN 3alnLeHHoCcTH (CM. cTp.160).

MpumevaHue. CranpapTHble WabnoHbl NapameTpoB Ge30MacHOCTM He MOLAEPkKUBAIOTCH KNMEeHTamu
Secret Net LSP.

ABTOMaTM3MPOBaHHbIe CUCTEMbI

Mpn onpeneneHHbIX BapuaHTax HacTpoku cuctema Secret Net Studio obecneunBaet
cooTBeTCTBME TpeboBaHMAM AN CleayowmnX Knaccos 3awmueHHoctn AC cornacHo
Knaccnukaumm pokymeHTa "PyKoBoAALWMIM AOKYMEHT. ABTOMaTM3MpoBaHHble CU-
CcTeMbl. 3awmTta OT HeCaHKUMOHWMpOBAHHOrO fgoctyna kK wHdopmaumn. Knac-
cndukaums aBToMaTU3NPOBaAHHbIX CUCTEM N TpeboBaHMs Mo 3awmnTe MHpopmaunn™:

e ACnepBoW rpynnbl:

e 1B;
e 1B;
o 1T;
e 1.
e ACBTOpOW rpynnbi:
o 2A;
e 2b.
e ACTpeTben rpynmnbi:
o 3A;
e 3b.

Ucnonb3oBaHUe CPEACTB 3aWMTbI 3arpy3Ku

B AC BOMKHbI MPUMEHSITLCS CPeACTBa, MCKIYalLiMe AOCTYN Mosb30oBaTens K pe-
cypcaM KoMnbloTepa B 06x04 MEXaHM3MOB CUCTEMBI 3almTbl. s cucrem noboro knac-
ca o 1B BkntounTensHO B Ka4ecTBe Takoro CpeCTBa MOXET UCMOMb30BaThCa U3aenne
"MporpamMMHo-annapaTHbi komnnekc "Cobonb".

Mpun ncnonb3osaHun Secret Net Studio Ha BUPTyanbHbIX MallMHax B BUPTYyaSlbHOW UH-
dpacTpykType Ha 6a3e npoayktoB VMware Infrastructure nnm VMware vSphere B ka-
YeCTBe CpeAcCTBa AOBEPEHHOW 3arpy3ky BMPTYyasbHbIX MallMH MOXET MPUMEHSTbCS
nsgenue "Cpeactso 3awntbl MHdopMaunnm vGate R2" nnam "Cpeacrso 3awimTbl UH-
dopmaumm vGate-S R2", coBMecTnMoe ¢ Bepcuer ncnosib3yeMoro npoayKra.

BMecTo BblLLIENnepeuYncneHHbIX CpeacTB UM COBMECTHO C JIIOObIM U3 HUX MOXET bbiTb
pa3paboTaH M BHeApPEeH KOMIMJIEKC OpraHu3auMOHHO- TEXHUYECKUX MEpPONpUATUA,
obecneumBalLWMX HEBO3MOXHOCTb AOCTyNa nosib3oBaTenen K nHpopmaumm Ha anc-
Kax KoMnbloTepa B 06xoa mexaHn3MoB cuctembl Secret Net Studio.

MapameTpbl nonutuk Secret Net Studio

[ns cooTBETCTBMSA kKnaccam 3almieHHocTn AC JOMKHbI 6bITb HACTPOEHbI NapaMeTpbl
NoOMNTUK, NepeuncieHHble B cneaytower Tabnmue. Hactpolika BbinonHseTcs B LleH-
Tpe ynpaBneHus Ha Bknaake "Hacrtponkn", pasaen "Monntunkn".

YcnoBHble 0603Ha4YeHUs:
e "[1a" — BKIOUMTb NapaMeTp;
e "Her" — oTKNIOUNTL NapameTp;

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 2 39
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(0653.) — pencrBme 06513aTeNbHO A5 BbIMOJIHEHUS;

(pexkoM.) — aeincTeme pekoMeHayeTcs A BbiMNOAHEHNS;

Ta6n.9 MNapamMeTpbl NONNTUK

-" — 3HauyeHMe NapaMeTpa Ha yCMOTpeHMe aagMUHMUCTpaTopa 6e30nacHoCTy.

Mapamerp

Knacchbl 3awgmuieHHoctn AC

1B, 1B, 1T, 1

2A, 2B

3A, 3b

Fpynna "Bxopa B

cucremy"

MakcuManbHbIn

Bce: He 6onee 10 (pekom.)

Bce: He 6onee 10 (pekomM.)

Bce: He 6onee 10 (pekoMm.)

nepvop
HEeaKTUBHOCTM A0
6710kMPOBKM
aKpaHa
3anpet Bce: [la (pekom.) Bce: [a (pekom.) Bce: [la (pekom.)
BTOPWUYHOIO BX0AA
B CUCTEMY
Pexxnm Bce: CMelUaHHbIN Bce: CMellaHHbIN Bce: CMeluaHHbIN
naeHtTmdbukaumm | (pekom.) (pekoM.) (pekom.)
nosib3oBaTtens
Pexxum BCe: YcuneHHas BCe: YCuieHHas BCe: YcuneHHas
ayTeHTUdMKaunm | ayTeHTUdMKaumsa ayTeHTUdDUKaunsa ayTeHTUdMKaumnsa
nonb3oBaTtens no naponto no naponto no naponio

(0b6s3.) (0643.) (06493.)
Pexxnm 16,1B,1T: da (06%3.) Bce: [a (0643.) 3A: [a (0693.)
ayTeHTUduKaummn | 11: - 36: -
nonb3oBaTens:
PernctpupoBaTb
HeBepHble
ayTeHTUdmKa-
LMOHHbIE AaHHble
MaponbHas BCe: 3aaTb CBOM 3HaYeHUs | Bce: 3aAaTb CBOM 3HaYeHUs | Bce: 3aAaTb CBOM 3HAYEHUS
nonnTuKa (0653.) (0643.) (0653.)
MuHuManbHas 16: He meHee 8 cMMBONOB Bce: He meHee 6 cMMBO0OB BCce: He meHee 6 cMMBO/IOB

ANVHa napona

(0693.)
1B,1r,14: He meHee 6
cumBonoB (0643.)

(0653.)

(0653.)

Cpok pencreus
napons

16: He 6onee 90 gHen
(0693.)

1B,1I,1: He 6onee 180
aHen (0653.)

Bce: He 6onee 180 agHen
(0653.)

Bce: He 6onee 180 aHen
(0653.)

Fpynna "XXypHan

MakcuManbHbIn
pasMmep XypHana
3aWmThl

15,1B: He meHee 4096
(pekom.)
1r,14: He meHee 2048
(pekom.)

2A: He meHee 4096 (pekoM.)
26: He meHee 2048 (pekomM.)

Bce: He meHee 2048 (pekom.)

Monutnka
nepesanucu
cobbITni

BCe: 3aTmpatb cobbITnA No
Mepe HeobxoanMocTn
(pekoM.)

BCe: 3aTtupatb CobbITUA Mo
Mepe HeobxoanMoCTH
(pekoM.)

BCe: 3aTtmpatb cobbITMSA NO
mMepe HeobxoaMmMocTH
(pekom.)

YyeTHble 3anucu
C npuBunerven
npocMoTpa
XypHana
CUCTEMbI 3aLUMTbI

Bce: JlokanbHas rpynna
aAMUHNCTPATOPOB (PEKOM. )

Bce: JlokanbHas rpynna
aaMUHUCTPAToOpPOB (peKoM.)

Bce: JlokanbHas rpynna
aAMUHUCTPATOPOB (pEeKoM. )

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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MapameTtp

Knacchbl 3amymuieHHoctn AC

16, 1B, 1T, 14

2A, 2B

3A, 36

YyeTHble 3anmcu ¢
npueunernen
ynpaBneHus
XKYpPHanom
CUCTEMbI 3aLUMThI

Bce: JlokanbHas rpynna

aAMUHNCTPATOPOB (PEeKOM.)

Bce: JlokanbHas rpynna

agMUHUCTpaTopoB (peKoM.)

Bce: JlokanbHas rpynna

agMUHUCTpaTopoB (peKoM. )

Fpynna "Knrwoum

nonb3oBarena”

MakcuManbHbIn
CPOK AeNnCTBuSA
KJ1toua

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)

Bce: He 6onee 360
(pekom.)

MWHUManbHbIN
CpOK AencTeuns
Kntoya

Bce: 30 (pekoM.)

Bce: 30 (pekom.)

Bce: 30 (pekoM.)

lMpeaynpexaeHue
06 ncreyeHnn
CpoOKa AeNCcTBUS
K/to4a

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekoM.)

Bce: He meHee 14
(pekoM.)

Fpynna "OnoBeweHue o Tpesorax"”

NokanbHoe
oroBeLleHmne o
Tpesorax

1B6: BkntouyeHo (0643.)
1B,1r,14: BkatoyeHo
(pekom.)

Bce: BkntoyeHo (pekoM.)

BCce: BkntoueHo (pekoM.)

Fpynna "Kontponb RDP-nogkntoyeHnin"

MepeHanpas-
NleHne yCTponcTs
B8 RDP-

15, 1B,1I": COM-nopToB. -
3anpeLeHo
LPT-nopToB- 3anpeLieHo

2A: COM-nopToB -
3anpeLieHo
LPT-nopToB- 3anpeLleHo

3A: COM-nopToB -
3anpeLeHo
LPT-nopToB- 3anpeLieHo

neHuve 6ydepa
obmeHa B RDP-
NoAKOUYEHNAX

ir,14: -

2b: -

NoAKNIOYEHNAX Ownckos- 3anpeLleHo [Ounckos- 3anpeLeHo Ounckos- 3anpelleHo
YcTtporicTs Plug and Play- YctpowncTts Plug and Play- YcTtporicTs Plug and Play-
3anpelleHo nogknyaTb 3anpeLleHo NnogKnyaTb 3anpeLleHo nogkno4yaTb
yAaneHHble ycTponcTBa yAaneHHble yCTpoliCcTBa yAaneHHble yCTponcTBa
(pekom.) (pekom.) (pekom.)

14:- 2b:- 3b:-
MepeHanpas- 1B, 1B: 3anpeweHo (pekoM.) | 2A: 3anpeLieHo (peKkoMm.) 3A: 3anpeLeHo (pekom.)

3b: -

MepeHanpas-
JNleHne NpUHTEepoB
B RDP-
NOAKITHOYEHUAX

15, 1B,1I: 3anpeweHo
(pekom.)
14:-

2A: 3anpeleHo (pekom.)
2b:-

3A: 3anpeuweHo (pekom.)
3B:-

Fpynna "KOHTpO/sb agMMHUCTPaTUBHbIX NpU

Bunernn"

CamozawmTa
npoaykrta

Bce: Bkntountb (0643.)

Bce: Bkntountb (0643.)

Bce: Bknrountb (0643.)

YyeTHble 3anmcu ¢
npusunernen
yrnpasneHus
MexaHU3MOM
camo3almnTbl

Bce: JlokanbHas rpynna

aaMUHUCTpPaToOpOoB (PeKoM.)

Bce: JlokanbHas rpynna

aAMUHUCTPATOpPOB (peKoM.)

Bce: JlokanbHasa rpynna
aAMUHUCTPATOPOB (pEeKoM. )

Fpynna "Aunckpe

LUMOHHOE ynpaBsieHne gocrynom"

YyeTHble 3anmcu ¢
npueunernen
ynpaBneHus
npaeamu gocTtyna

16,1B,1T: JlokanbHas

(0b6s3.)
14: NokanbHasa rpynna

rpynna agMUHUCTPATOPOB

aaMUHUCTpPaTOpOB (pPEeKoM. )

Bce: -

Bce: -

Fpynna "3aTtupaHue gaHHbIX"

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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Knacchbl 3amymuieHHoctn AC

MapameTtp
ib, 1B, 1, 14 2A, 2b 3A, 3b
KonunuecTtso 1B6,1B: He mMeHee 2 (0643.) 2A: He mMeHee 2 (0643.) 3A: He meHee 2 (0643.)
LnKnos 1l He meHee 1 (06£3.) 2b: - 36: -
3aTMpaHus Ha 10: -
JNIOKanbHbIX
Anckax
KonwnuecTtso 15,1B: He MeHee 2 (0693.) 2A: He MeHee 2 (0643.) 3A: He meHee 2 (0653.)
LMKT0B 1I: He meHee 1 (06£3.) 2b: - 36: -
3aTMpaHus Ha 10: -
CMEHHBbIX
HocuTensax
KonnuecTtso 15,1B: He meHee 2 (0693.) 2A: He mMeHee 2 (0643.) 3A: He meHee 2 (0643.)
LMKI0B 1I: He meHee 1 (0643.) 2b6: - 36: -
3aTnpaHus 14: -
onepaTvBHOW
namsit
KonuuecTtso 1B,1B: He meHee 2 (06£3.) 2A: He mMeHee 2 (0643.) 3A: He meHee 2 (0693.)
LUMKI0oB 1I: He meHee 1 (0643.) 26: - 36: -
3aTnpaHuns no 1a: -
KOMaHze
"YoanuTtb
6e3B03BpaTHO"
KonwnuecTtso 15,1B: He MeHee 2 (0693.) 2A: He MeHee 2 (0643.) 3A: He meHee 2 (0653.)
LMKT0B 1I: He meHee 1 (06£3.) 2b: - 36: -
3aTvpaHuns npu 1a: -
YHUUTOXEHUMU
AaHHbIX Ha
AncKax
Fpynna "MonHOMO4YHOe ynpaBjieHMe JoCcTyrnom"
HasBaHus 1B6,1B: HactpoeHo (0653.) 2A: HacTtpoeHo (0653.) BCE: —
YpOBHEM ir,14: - 2b: -
KOHdUMaeHUManb-
HOCTM
Pexxum ckpbitnsa 15,1B: CkpbiBaTb BCe: - BCce: -
HefoCTyMHble
KOHMAeHUNanbHble dannbl
(pekom.)
ir,14: -
Pexknum pabotbl 16,1B: KOoHTpob NOTOKOB 2A: KOHTpONb NOTOKOB BCe: -
BKtOYeH (0643.) BK/ItOYEeH (0643.)
ir,14: - 2b: -
Pexxum paboTbl: 16,1B: [a (pekom.) 2A: la (pekoMm.) BCE: —
Crporuii ir,14a: - 26: -
KOHTPONb
TepMUHaNbHbIX
NOAKOYEHN I
Fpynna "3aMkHyTas nporpaMMHas cpega"”
YyeTHble 16,1B: JlokanbHasa rpynna 2A: JlokanbHag rpynna BCe: -
3anncu, Ha aAMUHUCTPaTOpPOB(pPEKoM. ) aAMUHUNCTPaTopOoB (peKkomM.)
KOTOpble He ir,14: - 2b: -
OENCTBYHOT
npasuna
3aMKHYTOM
nporpaMMHoM
cpeanbl

Fpynna "Me)xceTeBou skpaH"

lMpaBuna goctyna

Bce: HacTpoeHo (pekoMm.)

Bce: HactpoeHo (pekoMm.) Bce: HacTpoeHo (pekoM.)

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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Knacchbl 3amymuieHHoctn AC

MapameTtp
ib, 1B, 1, 14 2A, 2b 3A, 3b
[MpoTokonbl BCe: BktoueH A0CTyn TONbKO | BCe: BKIOYEH AOCTYN TONbKO | BCe: BKOUYeH AOCTYn TObKO
ans nportokona IPv4 (0653.) | anst npotokona IPv4 (0653.) | ans npotokona IPv4 (0653.)
BxknounTb 16,1B: Aa (pekom.) 2A: a (pekoMm.) 3A: [a (pekom.)
ICMP-3awmTty ir,1a: - 2b: - 36: -

ICMP-coo0b LweHuns:
DX0-0TBEeT

1B6,1B: Mony4yeHune (pekom.)
ir,14: -

2A: Mony4yeHune (pekom.)
2b: -

3A: Mony4yeHune (pekom.)
36: -

ICMP-coob weHuns:

Anpecart
HeaoCTyrneH

16,1B: MNMonyyeHne,
OTtnpaska (pekom.)
ir,1a: -

2A: MonyyeHne, OTnpaska
(pekom.)
2b: -

3A: NonyyeHne, OTnpaska
(pekom.)
3b: -

ICMP-coobweHuns:
Sx0-3anpoc

1B6,1B: OtnpaBka (pekoMm.)
ir,14: -

2A: OtnpaBka (pekoMm.)
2b: -

3A: Otnpaska (pekoMm.)
36: -

ICMP-coob weHuns:

16,1B: MNMonyyeHne,

2A: MonyyeHne, OTnpaska

3A: NonyyeHne, OTnpaska

XopaTancTeo Otnpaska (pekoMm.) (pexkom.) (pekom.)
MapwpyTtusaTopa | 1l,14: - 2b: - 36: -
ICMP-coobwenus: | 16,1B: MonyuyeHune (pekoM.) | 2A: MonyyeHne (pexkom.) 3A: Mony4yeHune (pekom.)

MpesbiweHne ir,14a: - 2b: - 36: -
BpEMEHHOro

WHTepBana

ICMP-coobuwenus: | 16,1B: Oa (pekoMm.) 2A: [a (pekoMm.) 3A: [a (pekoMm.)
3abnokmposaTb ir,14: - 2b: - 36: -

ocTanbHble TUMbI

OTtcnexwuneatb 1B, 1B, 1I": Bkn (pekoMm.) 2A: Bkn (pekom.) 3A: Bkn (pekoM.)
cocTosiHue 17: Bbikn (pekom.) 2B6: Bbikn (pekoMm.) 3b6: Bbikn (pekoMm.)
coefNHEeHnNn

Bnokuposatb 1B, 1B, 1I": Bkn (pekoMm.) 2A: Bkn (pekom.) 3A: Bkn (pekoM.)

CeTeBble NaKeThl,
He
COOTBETCTBYOLIMNE
Tabnuue
COCTOSIHUM

17: Bbikn (pekom.)

2B: Bbikn (pekoMm.)

3b6: Bbikn (pekoMm.)

Pexxum 06yyeHums

BCe: BbikntoueH (pekom.)

Bce: BbikntoyeH (pekom.)

Bce: BbikntoueH (pekoMm.)

Fpynna "ABTOpu3aLus ceTeBblX cOeANHEHMN’

3awmTa 16,1B,1T: da (pekoM.) 2A: la (pekoMm.) BCE: -
coegvHeHnn ana | 14: - 2b: -

rpynnbl everyone

O6paboTka 16,1B,1T: Noagnuce, MNakeTt 2A: Mognuce, MNakeTt BCe: -
CeTeBbIX MAKeToB: | Lenukom (0653.) uennkom (0643.)

[MapameTpsl 1a: - 2b: -

obpaboTku

CETEBbIX MNaKeToB

O6paboTka
CeTeBbIX MaKeToB:
3awwTa ot replay-
aTak

Bce: [a (pekom.)

Bce: [a (pekoMm.)

Bce: [la (pekoM.)

Fpynna "KoHTposab ycTpoucTB"

Cnuncok
YCTPONCTB:
MapameTpobl
KOHTpoOSS

15,1B,1T: MapameTpsbl
3aflaHbl, NPV 3TOM 4S5 rpynn
"YcTpoincTtea USB",
"YcTponcTtea PCMCIA" n
"YcTponctea IEEE1394"
BKJTHOUEH PEXUM
"MoakntoyeHne ycTpoiicTea
3anpelleHo" (0643.)

14: -

2A: MapameTpbl 3a4aHbl, Npu
3ToM Ana rpynn "YcTponcTtsea
USB", "YcTpoiictea PCMCIA"
n "Yctporictea IEEE1394"
BKJTHOUEH pexXumM
"MoakntoyeHme ycTponcTea
3anpetlueHo" (0643.)

2b6: -

Bce: -

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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Knacchbl 3amymuieHHoctn AC

MapameTtp

ib, 1B, 1, 14 2A, 2b 3A, 3b
Cnuncok 1B6,1B,1T: 3aaaHbl (0653.) 2A: 3apaHbl (0653.) BCE: —
YCTPONCTB: 1a: - 2b: -
PaspelweHus

Fpynna "KoHTponb nevyaru"

MapknpoBka 1B6,1B: CraHpapTHas 2A: CraHpapTHas obpabotka | 3A: CtaHaapTHas obpaboTtka
[ OKYMEHTOB obpabotka (0653.) (06s3.) (0693.)
ir,14: - 26: - 36: -
Cnuncok 16,1B,1T: 3apaHbl (0643.) 2A: 3apaHbl (0643.) BCE: —
NPUHTEPOB: 1a: - 26: -
PaspeweHus

Fpynna "AHTMBM

pyc

MocTosiHHas Bce: OnTuManbHas 3awmTa Bce: OnTMManbHas 3awmTa Bce: OnTuManbHas 3awmTa
3awmTa (pekom.) (pekom.) (pekom.)

CkaHupoBaHue Bce: "YrnybneHHas Bce: "YrnybneHHas Bce: "YrnybneHHas
NOAK/TH0YAEMbIX 3BpUCTMKA", NponycKaTb 3BpUCTMKA", NponyckaTb 3BpPUCTMKA", NponycKaTb
HocuTenen dannbl 6onee 500 MbanT, davinbl 6onee 500 Mb6anT, dannbl 6onee 500 Mb6anT,

NpoBEPSTb apXMBbI.
MakcuManbHas BlOXEHHOCTb
B apxuBe: 8. PaclumpeHus
¢annos: ckaHMpoBaTb BCe
dannbl. JerictBus npum
o6HapyXeHNn 3apaxeHHbIX
dannos : ynanatb
3apaxeHHble gannbl,
yaansiemble aninol
NOMECTUTb B KApaHTUH
(pekom.)

NpoBepSATb apXMBbI.
MakcrManbHas BOXEHHOCTb
B apxuse: 8. PaclumpeHuns
¢dannoB: CKaHMpoBaTb BCE
darinbl. Jenictems npum
06HapyXeHNn 3apaxeHHbIX
dannos : ynansrtb
3apaxeHHble dannbl,
yaansiemble dannbl
NOMECTUTb B KApaHTUH
(pekom.)

NpoBEPSTb apXMBbI.
MakcuManbHas BlOXEHHOCTb
B apxuBe: 8. PaclumpeHus
¢hannoB: CKaHMpPOBaTb BCE
daninbl. ehctemsa npu
06HapyXeHUM 3apaxeHHbIX
¢dannos : ynansitb
3apaxeHHble annbl,
yaansemble dainbl
NOMeCTUTb B KApaHTUH
(pekom.)

CkaHunpoBaHue o
pacnucaHuio

Bce: MNpodunnb "BeicTpas
nposepka".

PacnucaHune: "ExxeHenensHo,
cy66ota B 03:00" (pekom.)

Bce: MNpodunb "BeicTpas
nposepka".

PacnucaHue: "ExeHenenbHo,
cy660taB 03:00" (pekom.)

Bce: Npodunb "BeicTpas
nposepka".

PacnucaHue: "ExxeHeaencHo,
cy66ota B 03:00" (pekom.)

Fpynna "O6Hapy)xeHune BTOp>KeHun"

BrknounTtb
[EeTEeKTOpbl aTak

Bce: [a (pekoM.)

Bce: [Ja (pekom.)

Bce: [a (pekoM.)

BnoknpoBka Bce: [la, Bpems 6n1okmMpoBku | Bce: [a, Bpemsi 6n1oknuposkn | Bce: [a, Bpems 610KMpPOBKM
aTakytowero xocta| — 15 MuH. (pekom.) — 15 MuH. (pekom.) — 15 MuH. (pekom.)
npu

obHapyxeHum

aTak

Mcnonb3oBaTtb 15,1B,1T: fa (pekom.) 14:- | Bce: - BCe: -

YepHbI CNMUCOK

IP-anpecos

CkaHunpoBaHue Bce: [a (pekoM.) Bce: [a (pekoMm.) Bce: [la (pekoM.)
nopToB

ARP-spoofing Bce: [a (pekoM.) Bce: [a (pekom.) Bce: [a (pekoM.)
SYN-FLOOD Bce: a (pekom.) Bce: [a (pekom.) Bce: [la (pekoM.)
AHOManbHbIN Bce: [a (pekoM.) Bce: [a (pekoMm.) Bce: [a (pekoM.)
Tpapmk

DDoS Bce: [a (pekoM.) Bce: [a (pekom.) Bce: [a (pekoM.)
DoS Bce: [a (pekom.) Bce: [a (pekom.) Bce: [la (pekoM.)
BrnounTb Bce: [a (pekoM.) Bce: [a (pekoMm.) Bce: [a (pekoM.)
CUrHaTypHble

aHanunsaTtopbl
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Knaccbl 3awmumeHHoctu AC
MapameTtp

16, 1B, 1I, 14 2A, 2B 3A, 3b
AHanwnzatop HTTP| Bce: [a (pekoM.) Bce: [a (pekom.) Bce: [a (pekoM.)
AHanusaTtop Bce: [la (pekom.) Bce: [a (pekom.) Bce: [la (pekom.)
HTTP: KoHTponb
BXOAALLEro
Tpadwuka
AHanusaTtop Bce: [la (pekom.) Bce: [a (pekom.) Bce: [la (pekom.)
HTTP: KoHTponb
NCXoAALLEro
Tpadwuka
Bnoknposatb 16,1B,1TI: a (pekoM.) BCe: - BCE: -
PpuLwmnHrosble 14:-
URL-agpeca
BnokuposaTb 16,1B,1T: da (pekoM.) BCe: - BCe: -
6oTHeT ceTn 1a:-

MapameTpbl Nnonb30BaTenem

[nsa cooTBeTCTBUSA KNaccam 3awmeHHocTn AC JO/MKHbI 6bITb HACTPOEHbl NapamMeTpbl
nonb3oBaTenen, nepeumcieHHble B cneaytouwern Tabnmue. Hactporika napamMeTpoB OCy-
LwecrensaeTca B LleHTpe ynpasneHuns nosb3oBaTensiMy B AMasIOrOBOM OKHE HAaCTPOMKMU
CBOWCTB NOJib30BaTens.

YcnoBHble 0603HaveHns:

e "[1a" — BKAOUNTbL NapameTp;

e "Her" — OTK/IOUMTb NapaMeTp;

o (06£3.) — pencrBme 06513aTeNbHO 415 BbIMOSIHEHUS;

e (pekoM.) — AeilcTBue peKoMeHayeTcs ANs BbliMOIHEHNS;

e "-" — 3HaueHue NapamMeTpa Ha YyCMOTPEHWNE aIMUHUCTPaTopa 6€30MNacHOCTM.

Ta6n.10 MapameTpbl Nosib3oBaTenen

Knaccbl 3awmumeHHoctn AC
Mapamerp
1B, 1B, 1, 14 2A, 2b 3A, 3b
Fpynna napamerpos "fQoctyn" B gnanore "Mapamerpbl 6e3onacHocTn”
YpoBeHb gonycka 15,1B: Ha3zHaueH 2A: HasHaueH BCe: -
YNO/THOMOYEHH bIM YNO/THOMOYEHHbIM
nonb3osatensam (0643.) | nonb3oBatensam (0643.)
ir,14: - 2b: -
Mpusunernsa: MNevatb 15,1B: Ha3zHauveHa 2A: Ha3sHauveHa BCe: -
KOH®UAEHLMANbHbBIX AOKYMEHTOB | YNONHOMOYEHHbIM YNO/THOMOYEHHbIM
nonb3osatensam (0643.) | nonb3oBatensam (0643.)
ir,14: - 2b: -
lMpuBuneruna: YnpasneHue 15,1B: Ha3HayeHa 2A: Ha3HaueHa BCe: -
KaTeropmsamMm YNO/THOMOYEHH bIM YNOHOMOYEHHbIM
KOH(MAEHUMaNbHOCTH nonb3oBaTensm (0653.) | nonb3oBaTensM (0643.)
ir,14: - 26: -
Mpusunerusa: BoiBoa 16,1B: Ha3zHaueHa 2A: HasHaueHa BCe: -—
KOHMUAEHLMANbHOM YNO/THOMOYEHH bIM YNOTHOMOYEHHbIM
MHdopMaunm nonb3oBaTensm (0653.) | nonb3oBaTensm (0643.)
ir,1a: - 2b: -
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MapameTpbl MmexaHuamos KL u 3MNC

[ns cooTBETCTBMS Knaccam 3awmeHHocTM AC JOMKHbI 6bITb HACTPOEHbI NapaMeTpbl
mexaHnsmoB KL, n 3MNC, nepeuncneHHble B cneaylouwen Tabnuue. Hacrtpoika na-
paMeTpoB OCyLLeCTBNSIETCS B NporpamMMe "KoHTponb NporpamMm 1 AaHHbIX".

YcnoBHble 0603HavYeHns:
e "[1a" — BKIOUMTb NapaMeTp;

"HeT" — oTKNIOUMTL NapameTp;

e (0643.) — pencreme obsi3aTENBHO AN1S BbIMOSIHEHUS

¢ (pekoM.) — JelCTBME peKoOMeHAyeTCs A1s BbIMOSIHEHUS ;

. -" — 3HayeHMe NapaMeTpa Ha YCMOTPEHME agMUHUCTpaTopa 6e3onacHoCTH.

Ta6bn.11 NMNapamerpbl MexaHusmos KL u 3MNC

Mapamertp

Knaccbl 3awmumieHHoctn AC

15, 1B, 1T, 14

2A, 2b

3A, 3b

Owvanor "Pexxumbl" B guanoro

BOM OKHE HAaCTPOMKW CBOMCTB KOMMblOTEpa

Pexxum 31MC BktoyeH

Bce: [a (pekom.)

Bce: [a (pekom.)

Bce: [la (pekoM.)

MArkuii pexmm 1B,1B: Het (pekoM.) 2A: Het (pekoM.) BCE: —
ir,14: - 26: - —
MpoBepsTb LenocTHoCcTb Moaynen | 16,1B: [a (0643.) 2A: Na (0653.) BCe: -

nepea 3anyckom

ir14: -

2b: -

MpoBepsTb 3aron0BKU MoAY e
nepen 3anyckom

Bce: [a (pekom.)

Bce: [la (pekom.)

Bce: [a (pekom.)

KoHTponuposaTb MCNOHSAEMbIE
CKpuUnNTbI

Bce: [a (pekom.)

Bce: [la (pekoM.)

Bce: [la (pekomM.)

[Aunanorosoe OKHO HaCTPOWKWN NapaMeTpoB 3afaHuns K

oHTponsa C3U

MeTtoa KOHTpONS pecypcos sce: Coaepxumoe BCE: — BCE: —
(0643.)
ANroput™ 16: MuTOBCTaBKa BCE:— BCe: -

(pekom.)
1B,1r,1/: CRC32
(pekom.)

Perncrtpaumnsa cobbituii: Ycnex
3aBepLUeHuns

Bce: [a (pekoM.)

Bce: [la (pekomM.)

Bce: [la (pekom.)

Pernctpaumnsa cobbimuii: Ownbka
3aBepLueHuns

Bce: [a (0643.)

Bce: [a (0643.)

Bce: [a (0643.)

Perncrtpaumns cobbitnii: Owmnbka
npoBepKu

Bce: [a (0693.)

Bce: [a (06s3.)

Bce: [la (06s53.)

Peakuuns Ha oTkas: JencTeus

Bce: 3abnoknposatb
KOMMbloTep (peKkoMm.)

Bce: 3a6710KkMpoBaThb
KOMMbtoTep (peKkoMm.)

Bce: 3a6/10KkMpoBaThb
KOMMbtoTep (pekoMm.)

PacnucaHue

16: Mpu 3arpy3ke OCu
no pacnucanmio(0643.)
1B,1r,14: Mpwm
3arpy3ke OC nnu vawe
(0643.)

Bce: lNMpw 3arpy3ke OC
nnu vaule (0643.)

Bce: lNMpwn 3arpy3ske OC
unu vaule (0643.)

AnanoroBoe OKHO HAaCTPOMKMU NapaMeTpoB 3afaHMi KoHTpona OC (dainbl n peecrp)

MeTon KOHTpO/A pecypcoB

Bce: Coaepxumoe
(pekom.)

Bce: -

BCe: —

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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MapameTtp

Knaccbl 3amymuieHHoctn AC

15, 1B, 1T, 14

2A, 26

3A, 36

Anroputm

1b6: UMnToBCTaBKa
(pekom.)

1B,1r,1/1: CRC32 ans
peecTpa v BCTPOEHHas
3UN ansa garnos
(pekoM.)

Bce: -

BCce: -

Perncrtpaumnsa cobbimnii: Ycnex
3aBepLUeHmns

Bce: [a (pekoMm.)

Bce: [a (pekoM.)

Bce: [a (pekom.)

Pernctpaums cobbitmin: Owmnbka
3aBepLueHus

Bce: Ja (pekoMm.)

Bce: [a (pekoM.)

Bce: [a (pekoM.)

Perncrtpaumnsa cobbimnii: Ycnex
npoBepKu

Bce: Het (pekom.)

Bce: HeT (pekom.)

Bce: HeT (pekom.)

Pernctpaums cobbitmin: Owmnbka
npoBepKu

Bce: Ja (pekoMm.)

Bce: [a (pekoM.)

Bce: [a (pekoM.)

Peakuuns Ha oTkas: JencTteus

Bce: 3abnoknposatb
KOMMbloTep (peKkoMm.)

Bce: 3abnokmMpoBaTb
KOMMbloTep (peKkoMm.)

BCce: 3abn10kMpoBaThb
KOMMbloTep (peKkoMm.)

Pacnucanune

1B6: MNMpwu 3arpy3ke OCun
no pacnucaHuio
(pekom.)

1B,1r,14: MNpw
3arpy3ske OC nnu vawe
(pekom.)

Bce: Mpwu 3arpy3ke OC
MK Yaile (pekom.)

Bce: Mpwu 3arpy3ke OC
MK yalle (pekom.)

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa

FocypapcTBeHHble UH(hOPMaLMOHHbIE CUCTEMbI

Mpu onpeaeneHHbIX BapuaHTax HacTponkn cuctema Secret Net Studio obecneunsaet
cooTBeTCcTBME TpeboBaHUSAM ANS rocyAapCTBEHHbIX MH(OPMALMOHHbIX CUCTEM, U3-
JNNIOXEHHbIM B CleaAyownxX HOpMaTUBHO-METOANYECKN X AOKYMEHTAX:!

e "Mepbl 3aWNTbl MHMOPMaLUM B roCyAapCTBEHHbIX MHHOPMALMOHHbIX cucTeMax”
(mnokymeHT yTBepxaAeH ®CTIK Poccun 11 deBpans 2014 r.).

e "TpeboBaHus O 3awumTe WH@OpPMaLMKM, HE COCTaBMAOWEN rOoCyAapCTBEHHYIO
TanHy, coaepxallencs B rocyaapCTBEHHbIX MHMOPMaUNOHHbIX cnctemax"” (yTeep-
»xAaeHbl npnkasom @CTIOK Poccnn o1 11 dpespans 2013 r. N2 17).

Ons knaccos 3awmuweHHoctn TMC K1, K2, K3 1 K4 onpeaeneHbl 6a3oBbie Habopbl Mep
3awnTbl MHdopMaunn. OpraHmM3auMOHHbIe W TeXHWYecKne Mepbl 3alunTbl WH-
dopmaumm gomkHbl obecneunBaTb peanmsaunto cleayowmnX OCHOBHbIX TpeboBaHWin:

e  naeHTUdUKaUNA U ayTeHTUdMKaLMA CybbeKToB AOCTYNa u 06beKTOB AOCTYNa;
e ynpasfieHne JoCTyrnoM cybbeKToB focTyna K obbekTaM AoCcTyna;

e QOrpaHu4yeHue NporpaMmMHON cpeabl;

e  33aluMTa MaLIMHHBbIX HOCUTENEN MHOoPMaLNK;

e perucrtpaums cobbiTnin 6e30nacHocTy;

¢ aHTMBMpPYCHas 3awWwmTa;

e obHapyxeHune (NpenoTBpalleHne) BTOPXKEHUN;

e  KOHTpOsb (aHanM3) 3aWMnLLEHHOCTU MHDOPMaLnn;

®  LEesIOCTHOCTb MH(OPMALMOHHOM CUCTEMbI U MHMOPMaUWnK;

e [OCTYNMHOCTb WHpOPpMaLmK;

e 3aluuMTa cpeabl BUpTyanmsaunu;

e 3aluMTa TEXHUYECKUX CPeACTB;

e 3aWuTa MHMOOPMALMOHHON CUCTEMbI, €€ CPEeACTB, CUCTEM CBA3U U Nepeaaydn AaHHbIX.
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Mcnonb3oBaHue CpencTB AOBEPEHHOMN 3arpy3Kku

B N'MC knaccoB K1 n K2 gomkHbl MpUMEHSATLCA CPeACTBa AOBEPEHHOM 3arpys3ku ore-
pauMoHHOM cucTtembl. B KadectBe cpeacTBa [AOBEPEHHOW 3arpyskm MOXeT Wuc-
nonb3oBaTbCcs nsgenme "lMporpaMMHo-annapaTHblii koMmnaekc "Cobonb".

O6GecneueHue HenpepbIBHOCTU (hYHKLIMOHUPOBAHMUA

Ons obecneyeHns HenpepbiBHOCTU (yHKUMOHMpoBaHusa Secret Net Studio B TMC
BCeX KJ1aCCOB 3allMLLEHHOCTM pEKOMEHAYEeTCs B KaXAoM goMeHe 6e30macHOCTU uc-
nonb30BaThb He MeHee ABYX cepBepoB 6e3onacHoCTH.

MapameTpsbl nonutuk Secret Net Studio

Ona cooTBeTCTBMSA KraccaMm 3awumuweHHoctn TMC pomkHbl 6biITb HACTpoeHbl na-
paMeTpbl MNOAUTUK, MNEPEUYNCNIeHHble B cneaytowen Tabnuue. Hacrpoiika Bbl-

nonHsertca B LieHTpe ynpaBneHus Ha Bknagke "Hacrtporikn", pasgen "Monmtnkn".
YcnoBHble 0603HaYeHns:
e "[1a" — BKAOUNTbL NapameTp;

"HeT" — OTK/IOUNTL NapaMeTp;

o (06£3.) — pencreme 0653aTeNbHO 415 BbIMOSIHEHUS;

(pekoM.) — pencrBme peKkoMeHAayeTCs Ast BbINOSHEHUS

e "-" — 3HaueHue NapameTpa Ha YCMOTPEHWE alMUHNCTpaTopa 6e30MNacHoCTM.

Ta6n.12 MNapameTpbl NOAUTUK

Knaccbl 3awymmerHHocrun rmc
Mapamerp

K1 K2 K3
Fpynna "Bxop B cucremy"”
MakcuManbHbIn He 6onee 5 (0653.) He 6onee 15 (pekoMm.) He 6onee 15 (pekom.)
nepuvos
HEeaKTMBHOCTU A0
6,10KMpPOBKM
3KpaHa
3anpert [a (pekoMm.) [a (pekoM.) [a (pekom.)
BTOPMYHOMO BX0OAA
B CUCTEMY
KonwnuecTtso Or3pm04 Or3 808 OT3 0010 (0653.)
HeyAauHbIX (0643.) (0643.)
NonbITOK
ayTeHTUdMKaumm
Bpems OT15 o 60 OT110 no 30 OT 3 go 30 (0653.)
6nokmpoBku Npu | (0653.) (0643.)
AOCTUMXEHUU
KOM4YecTBa
HeyAauHbIX
NOMbITOK
ayTeHTudurKaummn
Pexxmnm Tonbko no naeHtTudukatopy | Tonbko no naeHTndukatTopy | CMelaHHbIN
naeHtudukaumm | (0693.) (pekoM.) (pekoM.)
nonb3oBaTtens
Pexxum YcunenHas ayteHTUdurKaums | YcuneHHasa ayteHTudukaums | YcunenHas aytTeHTudumkaums
ayTeHTUdUKauMmM | no naponto no naposnto no naposto
nonb3osaTtens (0653.) (0653.) (0693.)
MNaponbHas 3apaTb CBOM 3HAYEHMUA 3apaTb CBOM 3HAYeHUA 3apaTb CBOM 3HAYEHUA
nonuTMkKa (0643.) (0643.) (0693.)
MuHnmanbHas He meHee 8 cumBoOnoOB He meHee 6 cumBonos He meHee 6 cumBONOB
ANVHa napons (0693.) (0653.) (0653.)

Secret Net Stud
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MapameTtp

Knacchbl 3amgmuwieHHocrn rmMc

K1

K2

K3

Cpok gencteus
napons

He 6onee 60 agHeli (0653.)

He 6onee 90 gHel (0643.)

He 6onee 120 gHein (0643.)

CnoXHoCTb
napons

[a (0643.)

[a (0643.)

[a (0643.)

Fpynna ")XypHan

MakcuManbHbIn
pasMep XypHana
3almThl

He meHee 4096 (pekoM.)

He meHee 4096 (pekoM.)

He meHee 4096 (pekoM.)

Monutnka
nepesanucm
cobbITni

3atupatb cobbITMs No
Mepe HeobxoaMMocTH
(pekom.)

3atupatb cobbiTns No
Mepe HeobxoanMoCcTH
(pekom.)

3atupatb cobbITMS NO
Mepe HeobXxoaMMoCTH
(pekom.)

Y4yeTHble 3anucu ¢
npusunerunemn
npocMmoTpa
XXypHasa CUCTeMbI
3aWwmTbl

NokanbHasg rpynna
aAMUHUCTPATOPOB (PEeKOoM.)

JNlokanbHasg rpynna
aaMMHUCTpaTopoB (pekomM.)

JNlokanbHasg rpynna
aaMUHUCTpaTopoB (PEeKoM.)

YyeTHble 3anmcu ¢
npueunernen
ynpaBneHus
XKYpPHanom
CUCTEMbI 3aWnThl

NokanbHag rpynna
aAMUHMCTpaTopoB (peKoM.)

NokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

NokanbHag rpynna
agMUHUCTpaTopoB (peKoM. )

Mpynna "Knoum

nonb3oBarena”

MakcumanbeHbIn He 6onee 360 He 6onee 360 He 6onee 360
CpOK AencTBuS (pekom.) (pekom.) (pexom.)
Kto4a

MWHUManbHbIN 30 (pekoM.) 30 (pekoM.) 30 (pekomM.)
CpOK AencrTeuns

KroYa

MpeaynpexaeHune | He meHee 14 He meHee 14 He meHee 14

06 ncrteyeHumn
CpOKa AeNncTBuS
KtoYa

(pekom.)

(pekoM.)

(pekom.)

Fpynna "OnoBeweHue o TpeBorax"

JNokanbHoe
oroBeLlleHne
0 TpeBorax

BkntouyeHo (pekom.)

BkitoueHo (pekom.)

BkntoyeHo (pekomM.)

Fpynna "Kontponb RDP-nogkntoueHmnin"

MNMepeHanpasnexun
€ YCTPOICTB B
RDP-
noAKYEHNAX

COM-nopToB - 3anpeLleHo
LPT-nopToB- 3anpeLieHo
Onckos- 3anpeLleHo
YcTtporicTs Plug and Play-
3anpeLleHo NoagKtoYaThb
yAaneHHble yCTpoucTea
(pekom.)

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeleHo
Ounckos- 3anpeLleHo
YcTporicts Plug and Play-
3anpeLLeHo NoagKIYaThb
yAaneHHble yCTpoucTBa
(pekoM.)

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLleHo
Ounckos- 3anpeLleHo
YcTtporicTs Plug and Play-
3anpeLeHo nogkn4yaTb
yAaneHHble ycTponcTea
(pekom.)

Fpynna "KOHTpPOJIb aAMUHUCTPaTUBHbIX NMpU

Bunermn"

CamozawmTa
npoaykrta

BkntounTb (0643.)

BkniounTb (0643.)

BkntounTs (0643.)

YyeTHble 3anucK ¢
npusunernemn
ynpasneHus
MexaHW3MOM
camo3alwmThbl

JNokanbHas rpynna
AAMWHUCTPATOPOB (PEKOM.)

JNokanbHas rpynna
aaMUHUCTpaTopoB (peKoM.)

JlokanbHas rpynna
afMUHUCTPaTOpPOB (pEeKoM. )

Mpynna "[QuckpeunoHHOe ynpaBsieHue gocrynom"
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MapameTtp

Knacchbl 3amgmuwieHHocrn rmMc

K1

K2

K3

YyeTHble 3anucu ¢
npueunernen
ynpaBneHus
npasamu JoCTyna

JlokanbHas rpynna
aAMUHNCTPATOPOB (PEeKoM.)

JNokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

JlokanbHasa rpynna
agMUHUCTpaTopoB (peKoM. )

Fpynna "3aTtupaHue gaHHbIX"

Konunyectso
LUNKIOB
3aTMpaHus Ha
NOKanbHbIX
Anckax

He meHee 2 (0653.)

He meHee 1 (0653.)

He meHee 1 (0653.)

Konunyectso
LUMKNOB
3aTnpaHus
Ha CMEHHbIX
HocuTensax

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0643.)

Konunyectso
LNKI0B
3aTtMpaHus
ornepaTMBHOWN
namsTu

He meHee 2 (0653.)

Konunyectso
LMKII0B
3aTMpaHunsa no
KoMaHAae "YaanuTb
6e3B03BpaTHO"

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0653.)

Konunyectso
LUNKI0B
3aTmpaHus npu
YHUYTOXEHUN
AaHHbIX Ha Auckax

He meHee 2 (0653.)

He meHee 1 (0653.)

He meHee 1 (0653.)

Mpynna "MonHoMo4YHOEe ynpaBsieHue gocrynom"

HazBaHua
ypoBHel
KOHduMaeHUManb-
HOCTW

HacTpoeHo (0653.)"

Pexxmum paboTbl

KOHTpONb NOTOKOB BK/THOYEH
*
(0653.)

Pexkxum pabotbl:
CTporuni KOHTpOnb
TEPMUHaNbHbIX
NoAKOYEHN

[a (06913.)*

Fpynna "3aMkHyTas nporpamMMHas cpeaga"

YyeTHble 3anucu,
Ha KoTopble He
OENCTBYOT
npasuna
3aMKHYTOM
nporpamMMHomn
cpeanbl

JNokanbHas rpynna
aAMUHUCTPATOPOB (peKoM.)

Fpynna "Me)xceTeBou skpaH"

Mpasuna goctyna

HacTtpoeHo (pekomM.)

HacTpoeHo (pekomM.)

HacTtpoeHo (pekom.)

[MpoToKonbl BktoyeH focTyn ToNbKO AN | BkaoyeH 40CTyn TONMbKO ANd | BkatoyeH 40CTyn TONbKO ANs
npotokona IPv4 (0643.) npotokona IPv4 (0643.) npotokona IPv4 (0643.)

BkntounTb [a (pekoM.) [a (pekoM.) -

ICMP-3awmTy
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MapameTtp

Knacchbl 3amgmuwieHHocrn rmMc

K1

K2

K3

ICMP-coob weHuns:
SX0-0TBeT

MonyueHune (pekom.)

MonyyeHune (pekom.)

ICMP-coobweHuns:

Aapecar
HefoCTyneH

MonyueHune, OTnpaska
(pexkom.)

MonyueHune, OTrnpaska
(pekom.)

ICMP-coob weHuns:
Dxo0-3anpoc

Otnpaska (pekoM.)

OTnpaBka (pekoM.)

ICMP-co0b LeHuns:
XopaTancTeo
MaplpyTtusartopa

MonyueHune, OTnpaska
(pekom.)

MonyueHune, OTnpaeka
(pekom.)

ICMP-coobwenuns:
MpeBbilweHne
BPEMEHHOro
nHTepsana

MonyueHune (pekom.)

MonyyeHune (pekom.)

ICMP-coob weHuns:
3abnokmpoBaTb
OCTaNbHbIE TUMbI

[a (pekoMm.)

[a (pekom.)

OTcnexwusaTb
cocTosiHue
coeauHEeHnM

Bkn (0643.)

Bbikn (pekomM.)

Bbikn (pekoM.)

BnokupoBaTb ceTe-
Bble NMakKeTbl, He
COOTBETCTBYHOLIME
Tabnuue cocTo-
SAHUN

Bkn (0643.)

Bbikn (pekoM.)

Bbikn (pekomM.)

Pexxnm 0byueHus

BbikntoueH (pekomM.)

BbikntoyeH (pekom.)

BbiktoueH (pekom.)

Fpynna "ABTOpM3auuna ceTeBbiX COeAUHEHUN

3awuTa
coeaVHEeHUM ans
rpynnbl everyone

[a (pekoM.)

[a (pekom.)

O6paboTka
CeTeBbIX MaKETOB:
MapameTpsbl
obpaboTkm
CeTeBbIX NaKeToB

Moanwuck, NakeT uennkoM
(0653.)

Moanwuce, NakeT uennkom
(0653.)

O6paboTtka
CETeBbIX MaKETOB:
3awmTa ot replay-
aTak

[a (pekoM.)

[a (pekom.)

Oa (pekom.)

Fpynna "KoHTponb ycrpoicrs"

Cnuncok MapameTpbl 3agaHbl, Npu MapameTpbl 3agaHbl, Npu MapameTpbl 3a4aHbl, Npu

YCTPONCTB: 3TOM Ans rpynn "YcTpoicTtea | 3ToM ansa rpynn "YcTponcTtea | aToM ansg rpynn "YcTponcTea

[MapameTpsbl USB", "YcTponctea PCMCIA" | USB", "YcTpoicTtea PCMCIA" | USB", "YcTporictea PCMCIA"

KOHTpoONS n "Yctponctea IEEE1394" n "Ycrporictea IEEE1394" n "Yctponctea IEEE1394"
BKJTHOUEH PEXUM BKJTHOUEH PEXUM BKJTIOYEH PEXUM
"MoakntoyeHne ycTponcTea "MogkntoyeHune yctporictea | "lMoakntoueHune ycTpoicTea
3anpeueHo" (0643.) 3anpetueHo" (0643.) 3anpeweHo” (0693.)

Cnuncok 3apaHbl (0653.) 3apaHbl (0653.) 3apaHbl (0643.)

YCTPONCTB:

PaspeweHus

Fpynna "KoHTponb neyatn"

Cnuncok
NPUHTEPOB:
PaspeweHus

3apaHbl (0653.)

3apaHbl (0653.)

3apaHbl (0643.)

Fpynna "AHTuBmnpyc"
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Knacchbl 3amgmuwieHHocrn rmMc

MapameTtp

K1 K2 K3
MocTosHHas OnTnManbHas 3awmTa OnTuManbHas 3awmTa OnTuManbHas 3awmTa
3awmTa (pekom.) (pekoM.) (pekom.)
CkaHunpoBaHue "YrnybneHHasa appuctuka", | "YrnybnenHas agpuctunka", | "YrnybneHHas aspuctuka”,
NOAK/THYaEMbIX nponyckatb daiinel 6onee nponyckatb dainbl 6onee nponyckatb dalinbl 6onee
HocuTenewn 500 M6anT, npoBepsTb 500 M6aiT, npoBepsTb 500 M6ainT, npoBepsiTb

apXu1Bbl, MaKCMMasnbHas
B/TOXXEHHOCTb B apXxuBe 8.
PacwmpeHuns dannos:
CkaHupoBaTb Bce daiinbl.
[erictBnsa npun obHapy>XeHun
3apaxeHHbIX hannos:
Yaanatb 3apaxeHHble
dannbl, ynansemble dannbl
NOMECTUTb B KApaHTUH
(0b6s3.)

apXu1Bbl, MaKCUMasbHas
B/TOXXEHHOCTb B apXxuBe 8.
Pacwwnpenuns gannos:
CkaHupoBaTb Bce daibl.
[elictBua npu obHapy>xeHnmn
3apaxeHHbIX dannos:
Yaanatb 3apaxeHHble
darinbl, ynansemble daninbl
NOMECTUTb B KapaHTUH
(0643.)

apXuBbl, MakCMManbHas
BIOXXEHHOCTb B apxuBe 8.
PacwmpeHnuns dannos:
CkaHupoBaTb Bce daibl.
[erictBnsa Npn o6Hapy>XXeHun
3apaXKeHHbIX (harnos:
Yaanatb 3apaxeHHble
daninbl, ynansemble dannbl
NMOMEeCTUTb B KApaHTUH
(06493.)

CkaHupoBaHue rno
pacnucaHuio

Mpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenencH
o, cy66otaB 03:00"

Mpodwunb "BbicTpas
nposepka",

pacnucaHue: "ExeHeaenbH
o, cy6b6otaB 03:00"

Mpodunb "BeicTpas
nposepka",

pacnucaHue: "ExxeHeaensH
o, cybb6oraB 03:00"

(pekom.) (pekom.) (pexom.)
Fpynna "O6Hapy)xeHue BToOp>KeHuin"
BkntounTb [a (0653.) [a (0653.) [a (pekoMm.)

AETEKTOPbI aTak

Bnoknposka
aTaKyloLlero xocTta
npu
obHapyxeHun
aTtak

[Oa, Bpems 6noknpoBkn — 15
MUH. (06£3.)

[a, Bpemsa 6noknpoBkn — 15
MUH. (0653.)

[Oa, Bpems 6noknpoBkn — 15
MWH. (peKoMm.)

Mcnonb3osaTb
YepHbIi CMUCOK
IP-appecos

[a (pekoM.)

[a (pekom.)

CkaHupoBaHune
nopTos

[a (0653.)

[a (0653.)

[a (pekom.)

ARP-spoofing

[a (0653.)

[a (0653.)

[a (pekoMm.)

SYN-FLOOD

[a (0643.)

[a (0653.)

[a (pekom.)

AHOManbHbIN
Tpadumk

[Oa (0643.)

[a (0653.)

[a (pekom.)

DDoS

[a (0653.)

[a (0653.)

[a (pekom.)

DoS

[a (0643.)

[a (0643.)

[a (pekom.)

BknounTtb
CUrHaTypHble
aHanunsaTopbl

[a (0653.)

[a (0653.)

[a (pexkom.)

AHanusatop HTTP

[a (0643.)

[a (0643.)

[a (pekom.)

AHanusatop
HTTP: KoHTponb
BXoAsLero
Tpaduka

[a (0653.)

[a (0653.)

[a (pekom.)

AHanusatop
HTTP: KoHTponb
ncxoasLlero
Tpaduka

[a (0653.)

[a (0653.)

[a (pekom.)

Brnokunposatb
pULWKMHroBble
URL-agpeca

[a (pekom.)

[a (pekom.)
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MapameTtp

Knacchbl 3amgmuwieHHocrn rmMc

K1 K2 K3

Bnoknposatb
60THET ceTn

[a (pekoM.) [a (pekom.) -

*NeiicTBne sBNSETCA 06S3aTeNbHLIM, €CAN ANS peanusaumn mepbl OLUT.6 (orpaHnueHue npas
nonb3oBatenen no BBOAY MHdoOpMaumnm B cucteMmy) O6yaeT NPUMEHSATbCS MexXaHWM3M Mon-
HOMOYHOro ynpasfieHus AoCcTyrnoMm cucTembl Secret Net Studio. Ecnu ana peanusaumn yka-
3aHHOM Mepbl 3aWnTbl MPUMEHAOTCS ApPYrMe peleHus, AencTBne He obs3aTtenbHo Ans
BbIMNO/THEH NS,

MapameTpsbl Nnonb3oBaTenemn

[na cooTBeTcTBMA KnaccaM 3awmuieHHoctn MTMC aomkHbl 6blITb HACTpOeHbl Na-
paMeTpbl MOSb30BaTeNIei, NepeuncneHHblie B crieaytoller Tabnuue. Hacrpoiika na-
paMeTpoB OCYLLECTBNSAETCA B LleHTpe ynpaBfieHus MNonb30BaTensMn B AMANIOFrOBOM
OKHE HaCTpOMKWN CBOMCTB MO/b30BaTeNs.

YcnoBHble 0603HaYeHU N :

e "[1a" — BKIOUMTb NapaMeTp;

e "Her" — oTkNOUMNTL NapameTp;

e (0643.) — poencremne obs3aTENbHO AN1S BbINMOMHEHUS

e (pekoM.) — AeNCTBME peKOMEHAYETCA AN BbINOMHEHUS;

e "-" —3HayeHMe NapaMeTpa Ha YCMOTpEHUE aAMUHNCTPaTopa 6€30MnacHoOCTH.

Ta6n.13 MapameTpbl Nosib3oBaTtenen

Mapamertp

Knaccbl 3amymuieHHocrn rMcC

K1 K2 K3

Mpynna napamertpoB "UaeHTudpmkarop" B ananore "Mapamerpbl 6e30nacHocTn

SNeKTPOHHbIN naeHTuduKaTop MpuceoeH (0643.) MpuceoeH (pekom.) -
nonb3osaTtens
NHTerpaums c NMAK "Cobonb" [a (pekoM.) [Ja (pekoM.) -

Mpynna napamerpoB "[loctyn" B guanore "MapameTpbl 6esonacHocTn"

YpoBeHb fonycka HasHaueH - -

YMOMHOMOYEHHbIM
nosib30BaTeNsM

*
(06s3.)

lMpuBunerusa: YnpaeneHue kateropussMm | HazHauveHa - -
KOH(dMAEHUMANbHOCTH YNONHOMOYEHHbIM

nosib30BaTeNsM
*
(06s3.)

*NeiicTBue sBNSETCA 06S3aTeNbHLIM, €CAN ANS peanusaumn mepbl OLUT.6 (orpaHnueHue npas
nonb3oBatenen no BBOAY MH@oOpMaumnm B cucteMmy) O6yaeT NPUMEHSATbCS MexXaHWM3M Mon-
HOMOYHOro ynpasfieHus AocTyrnoM cucTembl Secret Net Studio. Ecnu ana peanusaumn yka-
3aHHOM Mepbl 3aWuTbl MPUMEHAOTCS APYrMe peleHus, AencTBne He obs3atenbHo Ans
BbIMNO/THEH NS,

MapameTpbl MmexaHuamos KLl u 3MNC

Ona cooTBeTcTBMA Knaccam 3awumuweHHoctn TMC pgomkHbl 6bITb HAcTpoeHbl na-
pameTpbl MexaHn3MoB KL, 1 3MNC, nepeuncneHHble B cneaytowen Tabnmue. Hacrponka
napameTpoB OCyLLeCcTBAsSeTCs B nporpamme "KOHTposb NporpamMM n AaHHbIX".

YcnoBHble 0603HaYeHn s :

e "[1a" — BKIOUMTb NapaMeTp;

e "Her" — oTKNOUMNTL NapameTp;

e (0643.) — pencreme obs3aTENbHO AN1S BbINMONHEHUS

e (pekoM.) — AeNCTBME PpeKOMEHAYETCA AN BbINOMHEHUS;

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 2 53
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMNAHMA "KOA BE3OMACHOCTK"

e "-" — 3HayeHue NapamMeTpa Ha YCMOTPEHWNE aIMUHUCTpaTopa 6€30MNacHOCTM.

Tabn.14 NMNapameTrpbl Mexanusmos KL n 3MNC

Mapamerp

Knacchbl 3amgmuieHHoctu F'MC

K1

K2

K3

Awnanor "Pe>xnMbl" B ANasnioroBoM oK

He HaCTPOMKM CBOMCTB KOMMbIOTEpPA

Pexxum 31 C BkatoyeH [a (0653.) - -
Msarkmm pexum HeT (0643.) - -
MpoBepsTb LenocTHOCTb Moaynen nepes | Aa (0643.) - -
3anycKkom

MpoBepsTb 3aronoBkn Moaynen nepes [a (pekoM.) - -
3anycKkom

KoHTponunpoBatb ncnonHseMble ckpuntbl | [a (pekom.) - -

[OvanoroBoe OKHO HACTPOWKWU MapaMeTpoB 3afaHUsA KOHTposns C3U

MeToz KOHTPOsist pecypcos

Conepxxumoe (0653.)

Conepxumoe (063.)

KOMMbloTEP (PeKoM.)

KoMnbloTep (peKoM.)

Anroputm CRC32 (pekoM.) CRC32 (pekoM.) -
Pernctpaums cobbituin: Ycnex [a (pekoMm.) [Oa (pekom.) -
3aBepLueHuns

Pernctpaumns cobbitmin: Owmnbka [a (0653.) [Oa (0653.) -
3aBepLieHuns

Pernctpaums cobbituin: Owmnbka [a (0643.) Oa (0653.) -
npoBepku

Peakumns Ha oTkas: [deicTBus 3abnokmpoBaTb 3abnokmpoBatb -

Pacnucanune

Mpwu 3arpyske OC n
no pacnucaHuio
(0643.)

Mpw 3arpyske OC un
Nno pacnucaHuio
(0693.)

[Ananorosoe OKHO HaCTPOMKM NapaMeTpoB 3afaHnsa KoOHTponsa OC (daiinbl u peecrp)

3aBepLlieHns

MeToa KOHTpONS pecypcos Coaepxunmoe Copepxumoe -
(pexom.) (pekom.)

ANroput™m CRC32 (pekomM.) CRC32 (pekoM.) -

Perncrtpaumnsa cobbituii: Ycnex [a (pekoM.) [a (pekom.) -

3aBepLieHus

Pernctpaumnsa cobbimuii: Ownbka Oa (pekoMm.) [Oa (pexkom.) -

Pernctpauns cobbiTuii: Ycrnex nposepku

HeTt (pekom.)

Het (pekom.)

KOMMbloTEp (peKoM.)

KoMnbloTep (peKoM.)

Pernctpaums cobbituin: Owmnbka [a (pekoMm.) [Oa (pekom.) -
npoBepKun
Peakumns Ha oTkas: [dencTBus 3abnokmpoBaTb 3abnokmpoBatb -

Pacnucanune

Mpwu 3arpyske OC n
no pacnucaHuio

(pekom.)

Mpw 3arpyske OC un
no pacnucaHmio
(pekom.)
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WUHopMaLMOHHbIE CUCTEMbI NePCOHANbHbIX AaHHbIX

Mpu onpeaeneHHbiX BapMaHTax HacTponku cuctema Secret Net Studio obecneunsaer
cooTBeTcTBME TpeboBaHUAaM Ans MHMOPMALMOHHbBIX CUCTEM MEePCOHAaNbHbIX AAHHbIX
(MCNAH), n3noxeHHbIM B AokyMeHTe "CocTtaB M cogepXaHue OpraHM3auMOoHHbIX U
TeXHMYeCKMX Mep rno obecneyeHmto 6€30MacHOCTM NePCOHasnbHbIX AAHHbIX MpU X 06-
paboTke B MH(OPMALMOHHbIX CMCTEMAX MEepPCOHasbHbIX AaHHbIX" (YyTBEepXAeH npu-
ka3om OCTIK Poccuum o1 18 dpepans 2013 r. N2 21).

Ons ypoBHen 3awmweHHoctn UCMNAOH 1, 2, 3 1 4 onpeneneHbl 6a3oBblie Habopbl Mep
3aWwmnTbl MHPopMaunm. OpraHM3auMOHHbIE W TEeXHUYECKME Mepbl 3alUUTbl UH-
dopmaumm gomkHbl obecneunBaTb peanv3aunto cneayowmnx OCHOBHbIX TpeboBaHWA:

e  nageHTUdMKauna n ayTeHTndukaums cybbekToB 4OCTyNna n 06beKTOB A0CTYNa;
e ynpaBfieHMe LOCTYNOM CybbeKTOB AOCTYMNa K obbeKkTaM JocTyna;
e QOrpaHu4YyeHue rNporpamMmMHON cpeabl;

e 3aWMTa MaWMUHHbIX HOCUTENEN MHGPOPMaLMM, Ha KOTOPbIX XPaHATCA U (nnaun) ob-
pabaTbiBalOTCA NepcoHasnbHble AaHHble (Janee — MalWWHHble HOCUTENu nep-
COHaNbHbIX AAHHbIX);

e perucrtpaums cobbiTnii 6e3onacHocTy;

® AHTMBMPYCHas 3awmnTa;

e obHapyxeHue (NpenoTBpaLleHne) BTOPXKEHNN;

e KOHTponb (aHanM3) 3awmnLL,EeHHOCTN NEPCOHaNbHbIX AaHHbIX;

e obecneyeHue LIENOCTHOCTU MHMOPMALMOHHOM CUCTEMbI U MEPCOHAsNbHbIX AAH-
HbIX;

e obecrneyeHne fOCTYNMHOCTU NEPCOHAsbHbIX AAHHbIX;
e  3allUTa cpeabl BUPTyanu3auunm;
e  3alUMTa TEXHMYECKUX CPEACTB;

e 3awWmMTa MHMOPMALMOHHOW TACTEMbI, €€ CPEACTB, CUCTEM CBSI3W U Nnepeaaun [aH-
HbIX;

e BbIfIBieHME MHUNAEHTOB (0AHOrO COBbITUSA UAM Fpynnbl CO6bITUI), KOTOPblie MO-
ryT npMBecTn K c6osM mam HapyeHuio dYHKUMOHMPOBAHUS UHMOPMaLMOHHOM
cmcTeMbl U (MAK) K BOSHUKHOBEHUIO Yrpo3 6€30nacHOCTU NepCcoHanbHbIX AaHHbIX
(panee — MHUMAEHTbLI), N pearnpoBaHne Ha HUX;

e ynpasneHne KoHdurypaumen MHOOPMALMOHHOW CUCTEMbI U CUCTEMbI 3alUThbI
nepcoHanbHbIX AaHHbIX.

MUcnonb3oBaHue cpencTs AOBGPEHHOﬁ 3arpyskKkm

B NCMAH ypoBHEN 1 1 2 AO/MKHbI MPUMEHSATBLCS CpeACTBa AOBEPEHHOWM 3arpy3Ku orne-
pauMoHHOM cucTembl. B KadectBe cpeacTBa [AOBEPEeHHOW 3arpyskm MOXeT WucC-
nonb3oBaTbcs nsgenue "lMporpaMMHo-annapaTHblii koMmnnekc "Cobonb".

O6ecneueHue HenpepbIBHOCTU (PYHKLMOHUPOBAHMUA

Ons obecneyeHuns HenpepblBHOCTM PYHKLUMOHMPoBaHMS Secret Net Studio B UCMAH
BCEX YPOBHEN 3alUMLLEHHOCTU PEeKOMEHAYeTCs B KaXAoM AoMeHe 6e30nmacHOCTU uc-
Nonb30BaTb HE MeHee ABYX cepBepoB 6e30MacHOCTH.

MapameTpsbl nonutuk Secret Net Studio

[Ona cooTBeTcTBUS YPOBHAM 3awwmweHHoctTn UCTMAOH fomkHbl 6bITb HAacTpoeHb! na-
paMeTpbl NOUTUK, MepeyncrieHHble B cieayowen Tabnuue. Hacrtpoinka napamMeTpos
ocywecrensgerca B LleHTpe ynpaBneHus Ha Bkiagke "Hacrtponku", pasgen "lo-
nnMTukn".

YcnoBHble 0bo3HaveHns:

e "[1a" — BKAOUNTbL NapameTp;

e "Her" — OTK/IOUMTbL NapaMeTp;

e (0643.) — pencreme obA3aTENLHO ANS BbINOMHEHUS;
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e (pekoM.) — AeNCTBME peKOMEHAYETCA AN BbINOMHEHUS;

e "-"— 3HaueHWe NapaMeTpa Ha YCMOTPEHME aAIMUHUCTpaTopa 6e30MnacHoCTy.

Ta6n.15 MapameTpbl NOANTUK

YpoBHM 3awmiieHHoctu UCNAH

Mapamertp
1 2 3 4
Fpynna "Bxoa B cucremy"”
MakcuManbHbI Nnepuog He 6onee 5 He 6onee 15 He 6onee 15 He 6onee 15
HEeaKTMBHOCTW A0 6/10KMPOBKHM (0643.) (pekom.) (pekom.) (pekom.)
aKpaHa
3anpeT BTOPMYHOro BXoaa [a (pekom.) [a (pekoM.) [a (pekoM.) [a (pekoM.)
B CUCTEMY
KonuuecTtso HeyaauHbix nonbitok | OT 3 Ao 4 Or3p08 OTr3 8010 OTr3p010
ayTeHTUdMKaumnm (0653.) (0653.) (0643.) (0643.)
Bpems 610kMpoBKM Npwm OT15 no 60 OT110 no 30 OT5 8030 O1 3 pgo 15 (0643)
AOCTUXEHUN KONnYyecTBa (0643.) (0643.) (0643.)
HeyAauHbIX MOMbITOK
ayTeHTUdMKaumnm
Pexxnm ngeHtTndunkaumm Tonbko no Tonbko no CMelaHHbIn CMellaHHbINn
rnonb3oBaTtens naeHTudukaTopy | naeHtndukatopy | (pekom.) (pekoMm.)
(0643.) (pekom.)
Pexxum ayTeHTUPMKaumm YcuneHHas YcuneHHas YcuneHHas YcuneHHas
nonb3oBaTtens ayTeHTUdMKauna | ayTeHTUduUKaums | ayTeHTudukaums | ayteHTudpukaums
no naponto no naponto no naponto no naponto
(0643.) (0643.) (0643.) (0643.)

MaponbHaa nonuTnka

3apatb CBOM
3HayeHus (0643.)

3apatb cBOM
3HayeHus (0643.)

3apaTb CBOM
3HayeHus (0693.)

3agaTb CBOMU
3HayeHus (0643.)

MuHuManbHas gnunHa napons

He meHee 8
cumBonoB (0643.)

He MeHee 6
cumBonoB (0643.)

He meHee 6
cumBonoB (0643.)

He meHee 6
cnumBonoB (0643.)

Cpok aencteusl napons

He 6onee 60
aHen (0653.)

He 6onee 90
nHen (0653.)

He 6onee 120
nHen (0653.)

He 6onee 180
nHen (06s3.)

CnoxHocTb Nnapons

[a (0653.)

Na (0653.)

Na (0653.)

[a (0643.)

Fpynna "XXypHan"

MakcuManbHbI pasmep

He meHee 4096

He meHee 4096

He meHee 4096

He meHee 4096

XXyYpHana 3almTbl (pekoM.) (pekoM.) (pekoM.) (pekoM.)

Monutuka nepesanuncu cobbiTnii | 3aTnpatb 3aTupartb 3atupatb 3atupatb
cobbITnsa no cobbITns No cobbITns no cobbITns no
mepe Mepe Mepe Mepe
HeobxoaMMoCTH HeobxoaMMOoCTH HeobxoaMMoCTH HeobXxoaMMoCTH
(pekom.) (pekom.) (pekom.) (pekom.)

YueTHble 3anucu ¢ npusunernen | JlokaneHas NokanbHas JlokanbHas JlokanbHas

NpOCMOTPa XYypHasna CUCTEMbI rpynna rpynna rpynna rpynna

3aWwmThl aAMUHUNCTPaTOPOB| aAMUHUCTPATOPOB| aAMUHUCTPATOPOB| aAMUHNCTPATOPOB
(pekom.) (pekom.) (pekom.) (pekom.)

YueTHble 3anucu ¢ npusunernen | JlokanbHas NokanbHas JlokanbHas JlokanbHas

yrnpaBieHUs XXYPHaNoOM CUCTeMbI | rpynna rpynna rpynna rpynna

3aWwmThl aAMUHUNCTPaTOPOB| aAMUHUCTPATOPOB| aAMUHUCTPATOPOB| aAMUHNCTPATOPOB
(pekom.) (pekom.) (pekom.) (pekom.)

F'pynna "Knroum nonb3osarens"”

MakcuManbHbI cpok gelicteus | He 6onee 360 He 6onee 360 He 6onee 360 He 6onee 360

K/toYa (pekoM.) (pekoM.) (pekoM.) (pekoM.)

MUWHUManbHbIN CPOK AENCTBUSA 30 (pekom.) 30 (pekom.) 30 (pekom.) 30 (pekom.)

K/1to4a
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YpoBHM 3awmuieHHoctn UCNAH

MapameTtp

1 2 3 4
MpenynpexaeHune 06 ncteyeHmnn | He meHee 14 He meHee 14 He meHee 14 He meHee 14
CpoKa AeNnCcTBuS Ktoya (pekom.) (pekoM.) (pekoM.) (pekoM.)
F'pynna "OnoBeweHue o TpeBorax"
JlokanbHOe ornoseLleHne BkntoueHo BkntoueHo BkstoyeHo BktoyeHo
o TpeBorax (pekom.) (pekom.) (pekom.) (pekom.)
Fpynna "KoHTponb RDP-nogkniouyeHnin"
MepeHanpaeneHue yctponcte B8 | COM-nopTos - COM-nopToB - - -
RDP-noakto4eHmnax 3anpeueHo 3anpeueHo

LPT-nopToB- LPT-nopToB-

3anpeLeHo 3anpeleHo

Awvckos- [Advckos-

3anpeleHo 3anpeweHo

YcTporicTs Plug YcTtponcTts Plug

and Play- and Play-

3anpeLeHo 3anpeweHo

noakno4aTb noAKNo4aThb

yAaneHHble yAaneHHble

yCTpONCTBa yCTpOKNCTBa

(pekoM.) (pekoM.)

Fpynna "KoHTpoOJib aAMUHUCTPAaTUBHbIX NpuBuaervin"

Camo3awmTa npoaykTa

Bkntountb (0643.)

Bkntountb (0643.)

BkntounTb (0653.)

BkntounTb (0653.)

YyeTHble 3anucu ¢ npusunernen | JlokanbHas JNokanbHas JlokanbHas JlokanbHasa

ynpasneHns MexaHn3MoM rpynna rpynna rpynna rpynna

camo3awmnTbl 2AMUHUNCTPATOPOB| aAMUHUCTPATOPOB| aAMUHUCTPATOPOB| aAMUHUCTPATOPOB
(pekom.) (pekom.) (pekom.) (pekom.)

Fpynna "[AnckpeunoHHOe ynpasjieHue AocTynom"

Y4yeTHble 3anucun ¢ npusunerunen | JlokanbHas JNlokanbHas JNokanbHas JNokanbHas

ynpasneHns npasamMm A40CTyna rpynna rpynna rpynna rpynna
aAMUHNCTPATOPOB| aAMUHUCTPATOPOB| aAMUHUCTPATOPOB| aAMUHNCTPATOPOB
(pekom.) (pekom.) (pekom.) (pekom.)

Fpynna "3atupaHue aaHHbIX"

KonwnuecTtBo unknos 3atupaHna | He meHee 2 He meHee 1 He meHee 1 -

Ha NOKanbHbIX ANCKaX (0643.) (0643.) (0643.)

KonwnuecTtBo umnknos 3atmpaHunsa | He meHee 2 He meHee 1 He meHee 1 -

Ha CMEHHbIX HOCUTEeNsaX (0693.) (06s3.) (06s3.)

KonwnuecTtBo unknos 3atupaHna | He meHee 2 He meHee 1 He meHee 1 -

no komaHae "Yaanutb (0643.) (0643.) (0643.)

6e3B03BpaTHO"

KonunyecTtBo Umknos 3atmpadmsa | He meHee 2 He mMeHee 1 He meHee 1 -

NMPpU YHUUYTOXEHUN Aa@HHbIX Ha (0643.) (0643.) (0643.)

AncKax

Fpynna "MonHoMoO4YHOE ynpaBsieHune fOCTYNnom

Ha3BaHusa ypoBHeli koHbuaeH- | HactpoeHo - - -
*

LManbHOCTH (0693.)

Pexxum paboTbl KoHTponb - - -

MOTOKOB BK/T1HOYEH
*
(0653.)

Pexkum pabotbl: Ctporum
KOHTPOJb TEPMUHANbHbIX
NMOAK/THYEHUI

[a (0653.)"

Fpynna "Me)ceteBoii 3KpaH"
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YpoBHM 3awmuieHHoctn UCNAH

MapameTtp
1 2 3 4
Mpasuna goctyna HactpoeHo HactpoeHo HactpoeHo HactpoeHo
(pekom.) (pekoM.) (pekoM.) (pekoM.)
[MpoTokonbl BkntoyeH goctyn | BkiatoueH goctyn | BrkitoyeH goctyn | Bkitoden goctyn
TONbKO ANS TONbKO AN TONbKO AN TONbKO AN
npotokona IPv4 npotokona IPv4 npotokona IPv4 npotokona IPv4
(0693.) (06s3.) (06s3.) (06s3.)
Bkntountb [Oa (pekom.) [a (pexkom.) - -
ICMP-3awmTy
ICMP-coobweHuns: Oxo-oTeeT MonyyeHue MonyyeHune - -
(pekom.) (pekoM.)
ICMP-coobweHunsa: Agpecat MonyyeHwue, MonyuyeHue, - -
HeaoCcTyneH OTnpaBska OTnpaBska
(pekom.) (pekom.)
ICMP-co06 LweHuns: Dx0-3anpoc OTtnpaska OTtnpaska - -
(pekom.) (pekom.)
ICMP-coobweHuns: Xoagatancteo | MonydeHue, MonyueHue, - -
MapLpyTtusa- OTnpaBska OTnpaBska
Topa (pekom.) (pekoM.)
ICMP-coobweHuns: MNpesbiweHwe | MNMonydeHue MonyyeHune - -
BPEMEHHOro MHTepBana (pekom.) (pekom.)
ICMP-coobweHuns: [Oa (pekomM.) [a (pekom.) - -
3abnoknMpoBaTb OCTasibHble TUTbI
OTcnexuneaTb COCTOsIHME Bkn (0693.) Bbikn (pekom.) Bbikn (pekoM.) Bbikn (pekom.)
coefnHeHun
BnokuposaTh ceTeBble NakeTbl, | Bkn (0653.) Bbikn (pekoM.) Bbikn (pekom.)  |BbIKA (pekoM.)
He cooTBeTCTBYlOWMe Tabnuue
COCTOSIHUI
Pexxnm 06yueHuns BbiksitoueH BbikstoueH BbiksitoueH BbiksitoueH
(pekom.) (pekom.) (pekom.) (pekom.)
Fpynna "ABTOopM3auuna ceTeBbiX coeguHeHun"
3awmTa coeanHeHnn ans [Oa (pekom.) [a (pekom.) - -
rpynnbl everyone
O6paboTka ceTeBbIX MNakeToB: Moanuck, Maketr | Moanuck, Maket - -
MapameTpbl 06 paboTku ceTeBbIX | LeNnKom (0653.) | uenmkom (0653.)
nakeToB
O6paboTka ceTeBbIX MNakeToB: Ja (pekomM.) [a (pekom.) [a (pekoMm.) [a (pekoMm.)
3awmTa oT replay-aTak
Fpynna "KoHTposab ycTrpoucTB"
Cnucok yctporcTs: MapameTpbl | NapameTpbl MapameTpbl - -
KOHTpONS 3a/laHbl, NpY 3TOM| 3aAaHbl, NPU 3TOM
ansrpynn aons rpynn
"YcTporicTBa "YcTpoiicTtBa
usB", usB",
"YcTpoiicTBa "YcTpoiicTBa
PCMCIA" n PCMCIA" n
"YcTpolictBa "YcTpoiicTtBa
IEEE1394" IEEE1394"
BKJTIOUEH PEXUM | BKJTIOYEH pexuMm
"MoakntoyeHne "MoakntoyeHne
yCTponcTBa YCTPOMNCTBA
3anpelleHo" 3anpetleHo"
(0653.) (0653.)

Cnuncok ycTpoicTs: PaspelueHuns

3anaHbl (0643.)

3anaHbl (0643.)
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YpoBHM 3awmuieHHoctn UCNAH

MapameTtp
1 2 3 4
Fpynna "KoHTponb neyatn"
Cnncok NpuHTEpOB: 3apaHbl (0643.) 3apaHbl (0643.) - -
PaspelweHus
Fpynna "AHTusunpyc"
MocTosiHHas 3awmTa OnTuManbHas OnTnmanbHas OnTumanbHas OnTnmanbHas

3awmTa (pekom.)

3awmTa (pekom.)

3awmTa (pexkom.)

3awmTa (peKkom.)

CkaHnpoBaHMe NoaKI4YaeMbIX
HocuTenen

"YrnybneHHas
3BpUCTMKa",
nponyckartb
dannbl 6onee
500 Mb6awu,
nposepsTb
apXxuBbl,
MaKkcuManbHas
B/IOXXEHHOCTb B
apxuee 8.
PacwupeHuns
dhannos:
CkaHupoBaTtb BCe
dannel. Jenctens

"YrnybneHHas
3BpUCTMKa",
nponyckartb
dannbl 6onee
500 Mb6awuT,
nposepsTb
apXuBbl,
MakcMManbHas
B/IOXXEHHOCTb B
apxuee 8.
PacwupeHuns
dannos:
CkaHupoBaTtb BCe
dannel. Jenctens

"YrnybneHHas
3BpucTUKa",
nponyckarb
dannbl 6onee
500 Mb6awuT,
nposepsiTb
apXuBbl,
MaKcuMManbHas
B/IOXXEHHOCTb B
apxuee 8.
PacwmpeHuns
dannos:
CkaHunpoBaTtb BCce
dannel. Jenctens

"YrnybnenHas
3BpuUcTMKa",
nponyckarb
daninbl 6onee
500 M6awnT,
npoBsepsiTb
apXuBbl,
MaKcuMManbHas
B/IOXXEHHOCTb B
apxuee 8.
PacwunpeHns
dannos:
CkaHunpoBaTb BCce
dannel. Jenicteus

npu npu npwu npu
obHapyxeHumn obHapyxeHnmn obHapyxeHnmn 0bHapyxeHnmn
3apaxXeHHbIX 3apaxXeHHbIX 3apaxeHHbIX 3apaxeHHbIX
dannos : ynanate| dannos : yaanats| dannos : yaanatb| Gannos : yaanatb
3apaXKeHHble 3apaXKeHHble 3apaXeHHble 3apaXKeHHble
thannsl, thannsl, dhavnsl, dhannsl,
yaansemble yaansemble yaansemble yaansemble
darnnbl noMecTnTb| daribl NOMECTUTL | danibl MOMECTUTb| (ainibl NOMECTUTb
B KapaHTWH B KapaHTWH B KapaHTuH B KapaHTuH
(0693.) (06s3.) (06s3.) (06s3.)

CkaHunpoBaHue no pacnucanuto | NMpodunb Mpodunb Mpodunb Mpodunb
"BbicTpas "BeicTpas "BeicTpas "BeicTpas
nposepka", nposepka", nposepka", nposepka",
pacnucaHue: pacnucaHue: pacnucaHue: pacnucaHue:
"ExxeHeaesnbHOo, "ExxeHenenbHo, "ExxeHenenbHo, "ExxeHenenbHo,
cyb6otaB 03:00" | cy660TaB 03:00" | cy660Ta B 03:00" | cy660Ta B 03:00"
(pekom.) (pekom.) (pekom.) (pekom.)

Fpynna "O6Hapy)xeHue BTOpXeHun"

BkntounTb AeTeKTOpbI aTak Ja (pekom.) [a (pekom.) [a (pekom.) [a (pekom.)

Bnokuposka atakytowero xocta | [a, Bpems [a, Bpems [a, Bpems [a, spems

npun obHapy>XXeHuu atak 610KMpPOBKN — 610KMpOBKN — 610KMpOBKN — 610KMpOBKN —

15 MUH. (pekoM.)

15 MUH. (pekoMm.)

15 MUH. (pekoMm.)

15 MUH. (pekoMm.)

Mcnonb3oBaTb YepHbIli CMNCOK Oa (pekom.) [a (pekom.) -

IP-appecos

CkaHupoBaHue nNopToB [Ja (pekomM.) [a (pekom.) [a (pekom.) [a (pekoMm.)
ARP-spoofing [a (pekom.) [a (pekoM.) [a (pekoM.) [a (pekoM.)
SYN-FLOOD Ja (pekom.) [a (pekom.) [a (pekom.) [a (pekoMm.)
AHOManbHbIN TpapmkK [a (pexkom.) [a (pexkom.) [a (pexkom.) [a (pexkom.)
DDoS [Oa (pekomM.) [a (pekom.) [a (pekom.) [a (pekoMm.)
DoS [a (pekom.) [a (pekoM.) [a (pekoM.) [a (pekoM.)
BknounTb CUrHATYpHble [Oa (pekom.) [a (pekom.) [a (pekom.) [a (pekoMm.)
aHanusartopbl

AHanwuzatop HTTP [Oa (pekomM.) [a (pekom.) [a (pekom.) [a (pekoMm.)
AHanuzsatop HTTP: KoHTponb [a (pekom.) [a (pekoM.) [a (pekoM.) [a (pekoM.)

BXoAsero Tpadpuka
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MapameTtp

YpoBHM 3awmuieHHoctu UCNAOH

1 2 3 4

AHanunzatop HTTP: KoHTponb [Ja (pekom.) [a (pekom.) [a (pekom.) [a (pekoMm.)
ncxopasiero Tpaduka

BnokunpoeaTb GULLNHIOBbIE [Oa (pekom.) [a (pekom.) -

URL-agpeca

BnokuposaTb 60THET ceTu [Ja (pekom.) [a (pekom.) -

*[eiicTBUE sBNSIETCS 0653aTeNbHbIM, €Clu A4S peanusaunun mepbl OLJI.6 (orpaHnyeHne npas
nonb3osBatenen no BeBoAy WHdOpMauuM B cucTeMmy) 6yAeT NPUMEHSATbCA MEXaHM3M non-
HOMOYHOro ynpasneHus AOCTynoM cucTtembl Secret Net Studio. Ecnu gna peanusauun yka-
3aHHOM Mepbl 3alWnTbl MPUMEHAOTCSA ApYrue pelleHus, AencTeme He obsi3aTtesibHo Ans
BbINOSTHEH WS,

MapameTpsbl nonb3o0BaTenem

[ns cooTBeTCTBMA YpOBHAM 3awmweHHocTM UCMAH Ao/mKHbI 6biTb HAacTpoeHbl na-
paMeTpbl NoJb30BaTeNiel, NepeuncieHHble B cleaylowein Tabauue. Hacrpoiika na-
paMeTpoB OCYLLECTBNSETCS B LleHTpe ynpaBneHus Mob30BaTensiMM B AMANIOrOBOM
OKHe HaCTpOIKK CBOMCTB Nnosib3oBaTesns.

YcnosHble 0603HaveHns:

e "[la" — BKIOUYNTb NaApaMeTp;

e "Her" — oTkNtOUNTbL NapameTp;

e (0643.) — pencreBme 0653aTeNIbHO 415 BbIMOSIHEHUS ;

e (pekoM.) — AeiCTBME PEKOMEHAYETCA AN BbINMOIHEHUS;

e "-"—3HaueHne napamMeTpa Ha yCMOTpPeHMe aaAMMHUCTpaTopa 6e3onacHoCcTu.

Ta6n.16 MapamMeTpbl Nosib30BaTenem

Mapamertp

YpoBHM 3awmumieHHoctu UCMNAOH

1 2 3 4

Fpynna napamertpoB "UaeHTudukarop" B ananore "Mapamerpbl 6e3onacHocTn”

DNEeKTPOHHbIN naeHTUnKaTop MpnceoeH MpuceoeH - -
nonb3oBaTens (0693.) (pekom.)
WHTerpaums c NAK "Cobonb" [a (pexkom.) [a (pexkom.) - -

Fpynna napamerpoB "[octyn" B ananore "MapameTpbl 6e3onacHocTn”

YpoBeHb gonycka HasHaueH - - -

YNOTHOMOYEHH bIM
nosnb30BaTensiM

*
(0693.)

Mpusunernsa: YnpasneHue HasHaueHa - - -

KaTeropunsamm

KOH(DVI,D,eHLI,VIaﬂbHOCTVI nonb3oBaTenaMm

YNOJTHOMOYEHHbIM

(06s513.)"

*[eiicTBUE sBASIETCS 06513aTebHbIM, €Clu A4S peanusaunun mepbl OLJI.6 (orpaHnyeHne npas
nonb3osatenen no BsBoAy WHdOpMauunM B cucTeMmy) 6yAeT NPUMEHSATbCA MEeXaHM3M Mnos-
HOMOYHOro ynpaeneHus A0CTynoM cucTteMbl Secret Net Studio. Ecnu gna peanumsauun yka-
3aHHOM Mepbl 3alWuTbl MPUMEHAOTCSA ApYrue pelleHus, AencTeme He obsi3aTesibHO Ans
BbINOSTHEH WS,

MapameTpbl mMmexaHnuamos KLl n 3IMNC

[ns cooTBeTCTBMA YpOBHAM 3awmweHHocTM UCMOH Ao/mKHbI 6biTb HAacTpoeHbl na-
pameTpbl MexaHuamoB KL 1 3MC, nepeuncneHHble B cieaytowei Tabnuue. Hactpoiika
napamMeTpoB OCYyLLECTB/SAETCA B NporpaMMe "KOHTPOsIb MPOrpamMM 1 AaHHbIX" .

YcnosHble 0603HaveHns:
e "[la" — BKIOUYNTb NapaMeTp;
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e "Her" — oTkNtOUNTL NapameTp;

e (0643.) — pencremne obs3aTENbHO AN1S BbINMOSHEHUS
e (pekoM.) — AeNCTBME PpeKOMEHAYETCA AN BbINOMHEHUS;

e "-"— 3HaueHWe NapaMeTpa Ha YCMOTPEHME aAIMUHUCTpaTOpa 6e30MnacHoCTy.

Ta6n.17 NapameTpbl MexaHusmos KL u 3IMC

Mapamertp

YpoBHM 3awmiieHHoctu UCNAH

1

2

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHUA KOHTpona C3

MeToa KOHTpons pecypcos Conepxumoe Conepxwumoe -
(0643.) (0643.)
Anroputm CRC32 (pekoM.) | CRC32 (pekom.) -
Perncrtpaumnsa cobbimuii: Ycnex [a (pekom.) [a (pekoM.) -
3aBepLieHus
Pernctpaumns cobbimuii: Ownbka [a (0653.) [Oa (0643.) -
3aBepLueHuns
Perncrtpaumns cobbinii: Owmnbka [a (0653.) [a (0653.) -
npoBepku
Peakuuns Ha oTkas: [encTems 3abnokuposatb | 3abnoknpoBaTb -
KOMMblOTEp KOMMNblOTEP
(pekom.) (pekom.)

Pacnucanune

Mpw 3arpyske OC
M no
pacnucaHuio
(0693.)

Mpwu 3arpyske OC
Mo
pacnucaHuio
(06s3.)

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHuA koHTpona OC (c¢ainbl n peecrp)

3aBepLlieHns

MeToa KOHTpONSA pecypcos Conepxunmoe Copepxunmoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekomM.) | CRC32 (pekoM.) -

Pernctpaums cobbituin: Ycnex [Oa (pekom.) [a (pexkoM.) -

3aBepLlueHus

Pernctpaums cobbitmin: Ownbka [Ja (pekom.) [a (pekoM.) -

Perncrtpaumnsa cobbrmnii: Ycnex
npoBepKu

Het (pekom.)

Het (pekom.)

Pernctpaums cobbitmin: Owmnbka [Ja (pekom.) [a (pekoM.) -
nposepku
Peakumns Ha oTkas: [encTeus 3abnokuposatb | 3abnoknposaTb -
KOMMblOTEP KOMMblOTEP
(pekom.) (pekom.)

PacnucaHue

Mpwn 3arpy3ske OC
M no
pacnmcaHuio
(pekom.)

Mpwn 3arpy3ske OC
M no
pacnmcaHunio
(pekom.)

WUHcbopmaumoHHble cuctembl BaHka Poccuu

Mpu onpeaeneHHbIX BapuaHTax HacTponkn cucrema Secret Net Studio obecneunsaet
cooTBeTCcTBME TpeboBaHWAM, YCTaHOBNEHHbIM BaHkoM Poccun Kk obbekTam WH-
dopmaTusaumnm (B ToM uncie AC) pMHaHCOBLIX OpraHun3aunin, U3M0XeEHHbIM B Crie-
Ayloluiem ctaHaapre:

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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e [OCTP57580.1-2017. be3onacHocCTb pMHAHCOBbLIX (baHKOBCKMX) onepaumnii. 3a-
wuta wHdopMaumm GUHAHCOBLIX OpraHusaumii. basoBblin coctaB  oOp-
raHM3aLUMOHHbIX U TEXHUYECKNX Mep (YTBEPXAEH U BBeAeH B AeicTBue Npnkasom
depepanbHOro areHTCTBa No TEXHUYECKOMY perysimpoBaHUIoO U METPONOrnm ot 8
asrycrta 2017 r. N° 822-cT).

Ons ypoBHen 3awnTtbl nHdopMmaumm NC banka Poccnm ¥3-1, ¥Y3-2 1 ¥Y3-3 onpenenexsl
6a3oBble Habopbl Mep 3awnTbl MHDOpMaunn. OpraHn3aLnMOHHbIE N TEXHNYECKNE Me-
pbl 3aWnTbl MHMOPMaLMKM AOMKHbI 0becneymMBaTh peanv3auuio cegyrowmx OCHOB-
HbIX TpebGOBaHMI ANs CNeayoLWmMX NpoLeccoB (HanpaBaeHW) 3almnTbl MHDOpMaUNK:

e npouecc 1 "ObecneyeHune 3aWwmnTbl UHGOPMALMK NMPU YN paBneHUn 4OCTYyNoM" :

e  yrpaBfieHWEe YUYETHbIMM 3aMUCAMU U MpaBaMu CyEbEKTOB IOrMYecKoro [o-
cTyna:

e unaeHTUdUKauuns, ayteHTudukauns, asTopmsauums (pasrpaHunyeHune ao-
CTyna) Npu oCyLLEeCTBIEHUM JIOFMYECKOro A0CTYNa;

e 3awmTa HGOpMaLmMKM Npun oCyLLeCTBIEHNN HU3NYECKOro A0CTYNa;
e unaeHTUdMKaLUKMS, KNaccudurkaums u y4yeT pecypcos n o6beKkToB 40OCTYNa;
e npouecc 2 "ObecneyeHmne 3alnTbl BbIYNCNTENbHbIX CETEN" :
e CerMeHTauMms 1 MexceTeBOoe 3KPaHUPOBAHUE BbIUMCIUTENbHbIX CETEN;
e BbIsIB/IeHWE CETEBbIX BTOPXXEHUI U aTakK:
e 3awwuTa MHdbopMauum, nepesaBaemMor No BblYUCIUTENbHbIM CETAM;
e 3awmnTa 6ecnpoBOAHbIX CETEN;
e npouecc 3 "KOHTpO/b LENOCTHOCTM WU 3alMLWEHHOCTU MHMOPMaUNOHHON WH-
bpacTpyKTypbl”;
e npouecc4 "3awmTa oT BpeaAoHOCHOro koaa";
e npouecc 5 "MpenorepallueHne yreuek nHoopmaummn";
e npouecc 6 "YnpaBneHne HUMAEHTaMK 3aWnTbl MHMOpMaunm":
¢  MOHWTOPMUHI U aHann3 cobblTUi 3aWwnTbl MHbOPMaLNK;
e ob6Hapy>XeHne NHUNAEHTOB 3alnTbl MHMOPMaL MK N pearMpoBaHne Ha HUX;
e npouecc 7 "3awmTa cpeapl BupTyanmsaumm";

e npouecc 8 "3awmTa MHhOopMaLMmM NpU OCyLLECTBIEHNU YAANEHHOMO JIOFrMYECKOro
[OCTyna C UCNoJib30BaHMEM MOBUIbHbIX (MEPEHOCHbIX) YCTponCTB" .

Ucnonb3oBaHue CpeaCcTB AOBEPEHHOM 3arpy3Ku

B UC baHka Poccnm ypoBHS 3awmTbl MHGOpMaummn ¥Y3-1 AomKHbI NPUMEHATLCS Cpea-
CTBa [OBEPEHHONM 3arpysku OrnepauuMoHHOM cucTeMbl. B KayecTBe cpeacTBa [0-
BEPEHHOW 3arpy3ku MOXeT WCMnofb30BaTbCa m3genve "lporpaMMHO-annapaTHbIl
komnnekc "Cobonb".

O6ecneueHune HenpepbiBHOCTU PYHKLMOHUPOBAHMUA

Ona obecneyeHnsa HenpepbiBHOCTU (yHKUMOHMpoBaHusA Secret Net Studio B NC
BaHka Poccnm Bcex ypoBHeEN 3amnTbl MHGMOPMaLMM PEKOMEHAYETCH B KAXA0M JOMEHE
6e30nacHOCTM NCNoNb30BaTh HE MEHEe ABYX cepBepoB 6e30macHoCTy.

MapameTpsbl nonutuk Secret Net Studio

[na cooTBETCTBMSA YPOBHSAM 3awmnTbl MHbopMaunm UC baHka Poccnun aomkHbl 6biTb
HaCTpOEHbl MapaMeTpbl NONUTUK, MEPEUYMNCIEHHbIE B Crieaytowen Tabnmue. Hacrpon-
Ka BbiMonHsaeTca B LleHTpe ynpaBneHus Ha Bknagke "Hactponku", pasgen "lMo-
nnMTukn".

YcnoBHble 0603HaYeHns:

e "[la" — BKIOUYNTb NapameTp;

e "HeT" — oTKNIOUYNTb NapaMeTp;

e (0653.) — pencreme obs3aTENBHO 41K BbIMOSIHEHUS;

e (pekoM.) — JelCTBME peKoOMeHAyeTCs AN1S BbIMOSIHEHUS ;

e "-" _—3HayeHMe NapaMeTpa Ha YCMOTpEHUE aAMMHUNCTPaTopa 6€30nacHoCTH.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 262
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Ta6bn.18 MNapameTpbl NONANTUK

YpoBeHb 3awimTbl MHopMmauumn UC baHka Poccum

Mapamertp

y3-1

y3-2

y3-3

F'pynna "Bxoa B cucremy"”

MakcuManbHbIn
nepvopg
HEeaKTUBHOCTM A0
610KMpOBKM
3KpaHa

He 6onee 15 (0653.)

He 6onee 15 (pekom.)

He 6onee 15 (pekom.)

3anpet
BTOPWYHOr0O BXoAa
B CUCTEMY

[a (pekoMm.)

[a (pekoM.)

[a (pekoMm.)

Bpewms
610KNMPOBKK MpU
OOCTUXEHUN
KonuyecTsa
HeyAauHbIX
NOMbITOK
ayTeHTUdMKaunm

He meHee 30 MUHYT (0643.)

He meHee 30 MUHYT (0653.)

He meHee 30 MUHYT (0643.)

Pexxum
naeHTudbunkaummn
nonb3oBaTtens

Tonbko No naeHTUdMKaTopy
(0653.)

Tonbko No naeHTudUKaTopy
(pekom.)

Bce: CMewaHHbIN
(pekom.)

Pexxum
ayTeHTUduKaunm
rnonb3oBartens

YcuneHHas ayTeHTUdMKaumnsa
no naposto
(0643.)

YcuneHHas ayteHTUdUKaumsa
no naposnto
(0643.)

YcuneHHas ayteHTudurKaunsa
no naposto
(0643.)

MaponbHas
nonunTunka

3agaTb CBOM 3Ha4YeHus
(0b6s3.)

3agatb CBOM 3HA4YEeHUs
(06s3.)

3apaTtb CBOM 3Ha4YeHus
(0693.)

MuHUManbHas
ANvHa napons

He meHee 8 cumBonoBs
(0643.)

Maponb AAMMHUCTpaTopa He
MeHee 16 cuMBONOB

He meHee 6 cumBonoB
(0643.)

Maponb AAMMHUCTpaTopa He
MeHee 16 cMMBONOB

He meHee 6 cnmBonoB
(0643.)

Maponb AAMnHUCTpaTopa He
MeHee 16 cuMBonoB

Cpok aencreums
napons

He 6onee 60 gHel (0653.)
Onsa AoMUHUCTpartopa He
6onee 90 aHel

He 6onee 90 gHel (0643.)
Onga AoMuHUCTpaTopa He
6onee 90 gHen

He 6onee 120 gHen (0643.)
Onsa AOMUHUCTpaTtopa He
6onee 90 aHewn

CnoXHoCTb [a (0653.) [a (0653.) [Oa (0653.)
napons

OnoseweHne [a (0643.) - -
nosnb3o0BaTens o

nocneaHem

yCrelHOM BXoAE B
cucremy

Fpynna "XypHan

MakcuManbHbIn
pasMep XypHana
3almThI

He meHee 4096 (pekoM.)

He meHee 4096 (pekomM.)

He meHee 4096 (pekoM.)

Monutnka
nepesanucu
cobbITnii

3atnpatb cobbITUs NO
Mepe HeobxoanMocTn
(pekom.)

3atnpatb cobbiTnsa No
Mepe HeobxoaAnMoCcTn
(pekoM.)

3aTtnpatb cobbITUs NO
mMepe HeobxoanmMocTH
(pekom.)

Y4yeTHble 3anucu

C npuBunernen
npocMoTpa
XYpHasna CUCTeMbI
3aWwmThl

JNokanbHas rpynna
aaMUHUCTpPaTOpOB (PeKoM.)

JlokanbHasa rpynna
aAMUHUCTPATOpPOB (peKoM.)

JNokanbHas rpynna
aaMUHUCTPaTopOoB (PeKoM.)

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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MapameTtp

YpoBeHb 3awnTtbl nHdopmauun UC baHka Poccum

y3-1

y3-2

y3-3

YyeTHble 3anmcu ¢
npueunernen
ynpaBneHus
XKYpPHanom
CUCTEMbI 3aWmnThl

NokanbHag rpynna
aaMUHMCTpaTopoB (peKoM.)

NokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

NokanbHag rpynna
agMUHUCTpaTopoB (peKoM. )

Fpynna "Knoum

nonb3oBarena”

06 ncteyeHumn
cpoka AencTeus
Ko4a

(pekom.)

MakcumanbeHbIn He 6onee 360 He 6onee 360 He 6onee 360
CPOK AeNnCTBuSA (pexkom.) (pexkom.) (pexkom.)
KtoYa

MWHUManbHbIN 30 (pekoM.) 30 (pekoM.) 30 (pekoM.)
CpOK AencTeuns

Knto4a

lMpenynpexaeHne | He meHee 14 He meHee 14 He meHee 14

(pekom.)

(pekom.)

F'pynna "OnoBeweHune o TpeBorax"

JlokanbHoe
oroseLleHne
0 TpeBorax

BkntoueHo (pekom.)

BkntoueHo (pekom.)

BkntoueHo (pekom.)

Fpynna "KoHtponb RDP-noakniouyeHuin"

[MepeHanpasneHun
e yCTpOICTB B
RDP-
NOAKITIOYEHNAX

COM-nopToB - 3anpeLueHo
LPT-nopToB- 3anpeLieHo
Onckos- 3anpeLleHo
YcTtporicTs Plug and Play-
3anpeLleHo NoaKIoYaThb
yAaneHHble yCTpoucTea
(pekom.)

COM-nopToB - 3anpeLueHo
LPT-nopToB- 3anpeLieHo
[Onckos- 3anpeLleHo
YcTporicts Plug and Play-
3anpeLleHo NoagKIYaThb
yAaneHHble yCTpoucTBa
(pekoM.)

COM-nopToB - 3anpeLieHo
LPT-nopToB- 3anpeLieHo
Ounckos- 3anpeLleHo
YcTtporicTs Plug and Play-
3anpeLeHo nogkno4yaTb
yAaneHHble ycTponcTea
(pekom.)

Fpynna "KOHTpPOJIb aAMUHUCTPaTUBHbIX NMpU

BUNEermm

CamozawmTa
npoaykrta

BCe: BkntounTb (0643.)

BCe: BkntounTtb (0643.)

Bce: Brnrountb (0643.)

YyeTHble 3anucK ¢
npusunernemn
ynpasneHus
MexaHW3MOM
camo3almThbl

JNokanbHas rpynna
AAMWHUCTPATOPOB (PEKOM.)

JNokanbHas rpynna
aaMUHUCTpaTopoB (peKoM.)

JlokanbHas rpynna
aAMUHUCTPATOPOB (pEeKoM. )

Mpynna "[QuckpeunoHHOe ynpaBsieHue gocrynom"

Y4yeTHble 3anucu ¢
npusunerunemn
ynpaBneHus
npasamu A0CTyna

NokanbHasg rpynna
aAMUHUCTPATOPOB (PEeKoM.)

JNlokanbHasg rpynna
aaMMHUCTpaTopoB (pekomM.)

JNlokanbHasg rpynna
aaMUHUCTpaTopoB (PEeKoM.)

Fpynna "3aTtupaHue paHHbIX"

Konunyectso
LMKII0B
3aTMpaHus Ha
JNTOKaNbHbIX
Anckax

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0653.)

Konunyectso
LUNKIOB
3aTMpaHus Ha
CMEHHbIX
HoCcUTENnaxX

He meHee 2 (0653.)

He meHee 1 (0653.)

He meHee 1 (0653.)

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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MapameTtp

YpoBeHb 3awnTtbl nHdopmauun UC baHka Poccum

y3-1

y3-2

y3-3

Konunyectso
LMKII0B
3aTmpaHus
onepaTMBHOM
namsitm

He meHee 2 (0643.)

Konunyectso
LUKII0B
3aTMpaHunsa no
KoMaHae "YaanuTtb
6e3B03BpaTHO"

He meHee 2 (0653.)

He meHee 1 (0653.)

He meHee 1 (0653.)

Konunyectso
LUMKNOB
3aTmpaHunsa npu
YHUYTOXEHUU
AAHHbIX Ha AMUCKax

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0643.)

Fpynna "MonHoMo4YHOe ynpaBseHne focrynom"

HasBaHusa
YpOBHEM
KOHdMAaeHUManb-
HOCTU

HacTtpoeHo (0643.)

Pexxmum paboTtbl

KOHTpOsb MOTOKOB BK/1HOYEH
(0b6s3.)

Pexxum pabotbl:
CTporuii KOHTpONb
TEePMUHaNbHbIX
nNoAKNOYEHN

[a (0643.)

Fpynna "Me)xceTeBou 3kpaH"

lMpasuna goctyna

HacTtpoeHo (pekoMm.)

HactpoeHo (pekom.)

HacTpoeHo (pekoMm.)

[MpoTokonbl

Bk1t0YeH AOCTYN TONbKO 4SS
npotokona IPv4 (0643.)

BkntoueH AOCTYN TONbKO ANS
npotokona IPv4 (0643.)

BKktoyeH 4OCTyn TONbKO ANst
npotokona IPv4 (0643.)

Bkntounts ICMP-
3awmTy

[a (pekoMm.)

[a (pekom.)

[a (pekom.)

ICMP-coo0b LweHuns:
SX0-0TBeT

MonyueHune (pekom.)

MonyyeHune (pekom.)

Mony4eHune (pekom.)

ICMP-coobweHuns:

Aapecar
HefoCTyneH

MonyueHune, OTnpaBka
(pexkom.)

MonyueHune, OTnpaska
(pekom.)

MonyueHune, OTnpaska
(pekom.)

ICMP-coob weHuns:
Dxo0-3anpoc

Otnpaska (pekoM.)

OTnpaBka (pekoM.)

Otnpaska (pekoM.)

ICMP-co06 LWeHuns:
XopaTancTeo
MaplpyTtusartopa

MonyueHune, OTnpaeka
(pekom.)

MonyueHune, OTnpaeka
(pekom.)

MonyyeHwne, OTnpaska
(pekom.)

ICMP-coobweHnuns:
MpeBbilweHne
BPEMEHHOro
nHTepsana

MonyueHune (pekom.)

MonyyeHune (pekom.)

MonyyeHwne (pekom.)

ICMP-coob weHuns:
3abnokmpoBaTb
OCTaNbHbIE TUMbI

[a (pekoMm.)

[a (pekom.)

[a (pekom.)

OTcnexwusaTb
cocTosiHue
coeauHEeHn

Bkn (0643.)

Bbikn (pekom.)

Bbikn (pekoM.)

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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MapameTtp

YpoBeHb 3awimTbl MH(opMmauuun UC BaHka Poccuum

y3-1

y3-2

y3-3

Bnoknposatb ceTe-
Bble NaKeTbl, HE
COOTBETCTBYHOLLIME
Tabnuue cocrto-
SAHUN

Bkn (0643.)

Bbikn (pekoM.)

Bbikn (pekom.)

Pexxnm 0byueHus

BbikntoueH (pekom.)

BbikntoyeH (pekomM.)

BbikntoueH (pekom.)

Fpynna "ABTOpM3auuna ceTeBbiX COeANHEHUN

3awuTa
coeanHeHUN ans
rpynmnbl everyone

[a (pekom.)

[a (pekom.)

O6paboTka
CeTeBbIX NAKETOB:
MapameTpsbl
06paboTkm
CeTeBbIX MaKeToB

Moanwuck, NakeT uennkoM
(0643.)

Moanuce, NMakeT uennkom
(0643.)

O6paboTtka
CETEBbIX MaKETOB:
3awmTa ot replay-
aTak

[a (pekom.)

[a (pekom.)

[a (pekom.)

Fpynna "KoHTponb ycrpoicrs"

Cnuncok [MapameTpbl 3a4aHbl, nNpu MapameTpsbl 3a4aHbl, Npu MapameTpbl 3a4aHbl, Npu

YCTPONCTB: 3TOM Ans rpynn "YcTponcTtea | 3ToM ansa rpynn "YcTponcTtea | aToM ansg rpynn "YcTponcTea

MapameTpsbl USB" BKk/ItOYEH pexunm USB" BK/TIOYEH pexuM USB" BKNIOYEH pexunm

KOHTpoOns "MoakntoyeHne ycTporcTaa "MoakntoyeHune yctporictea | "loakntoyeHne ycTponcrea
3anpelleHo" (0643.) 3anpelueHo" (0643.) 3anpelleHo" (0643.)

Cnuncok 3apaHbl (0653.) 3apaHbl (0653.) 3apaHbl (0653.)

YCTPONCTB:

PazpelueHnsa

Fpynna "KoHTponb neyatn"

Cnuncok
NMPUHTEPOB:
PazpelueHnsa

3apaHbl (0653.)

3apaHbl (0653.)

3apaHbl (0643.)

apXu1Bbl, MakCUMasbHasi
B/IOXXEHHOCTb B apxmBe 8.
PacwmpeHuns dainnos:
CkaHunpoBaTb Bce hannbl.
[enctensa npu obHapyxeHum
3apaxeHHbIX annos:
Yaanatb 3apaxeHHble
dannbl, yanansiemble dannbl
NMOMECTUTb B KApaHTUH
(0643.)

Fpynna "AHTMBUpycC

MocTosiHHas OnTumanbHas 3awmTa OnTuManbHas 3awmTa OnTuManbHas 3awmTa
3awmTa (pekom.) (pexkom.) (pekom.)

CkaHupoBaHune "YrnybneHHas apuctunka”, | "YrnybneHHas sspuctmka", |"YrnybneHHas aspucTtmka",
noAKtoYaeMbIX nponyckaTtb ¢darinbl 6onee nponyckaTtb dalinbl 6onee nponyckatb ¢ainbl 6onee
HocuTenen 500 M6aiiT, npoBepsTb 500 Mb6aiiT, npoBepsiTb 500 M6aiiT, npoBepsTb

apXu1Bbl, MakCUMasbHas
B/IOXXEHHOCTb B apxuBe 8.
Pacwnpenuns gannos:
CkaHupoBaTtb Bce aitsibl.
[enctensa npn obHapyxeHumn
3apaxeHHbIX dhannos:
Yaansatb 3apaxeHHble
tannbl, yaansemble dannbl
NOMECTUTb B KapaHTUH
(0643.)

apXxu1Bbl, MakCUManbHas
B/TOXKEHHOCTb B apxuBe 8.
PacwmnpeHnuns dainnos:
CkaHupoBaTb Bce dainbl.
OencTtensa npn obHapy>xxeHnu
3apaxKeHHbIX hansnos:
Yaanatb 3apaxeHHble
tannbl, yaansemble daninbl
NMOMEeCTUTb B KAapaHTUH
(0643.)

CkaHupoBaHue no
pacnucaHuio

Mpodunnb "BbicTpas
nposepka",

pacnucaHue: "ExxeHeaencH
o, cy66ota B 03:00"
(pekom.)

Mpodwunb "BbicTpas
nposepka",

pacnucaHue: "ExeHenenbH
0, cy66otaB 03:00"
(pekom.)

Mpodunb "BbeicTpas
nposepka",

pacnucaHue: "ExeHeaencH
0, cy66otaB 03:00"
(pekom.)

Fpynna "O6Hapy)xeHue BTOpXeHun"

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
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MapameTtp

YpoBeHb 3awnTtbl nHdopmauun UC baHka Poccum

y3-1

y3-2

y3-3

BkntounTb
L EeTEKTOPbI aTak

[a (0653.)

[a (0653.)

Ja (pekomM.)

Bnokuposka [a, Bpems 6noknposkn — 15 | la, Bpems 61okmpoBkn — 15 | Aa, Bpems 6nokmpoBkm — 15
aTakyloLlero xocTa | MUH. (0643.) MUH. (0653.) MUH. (peKoMm.)
npwm

obHapyxeHum

atak

Mcnonb3oBaTb [a (pekom.) [a (pexkom.) -

YepHbI CNUCOK

IP-anpecos

CkaHupoBaHune [Oa (06%3.) [a (0643.) Oa (pekom.)
nopToB

ARP-spoofing [a (0653.) [a (0653.) [Ja (pekomM.)
SYN-FLOOD [a (0653.) [a (0653.) [a (pekoMm.)
AHOManbHbIN [Oa (06%3.) [a (0643.) Oa (pekom.)
Tpadumk

DDoS [a (0653.) [a (0653.) [Ja (pekomM.)
DoS [a (0653.) [a (0653.) [a (pekoMm.)
Bkntountb [Oa (06%3.) [a (0643.) Oa (pekom.)
CUTHaTypHble

aHanusaTtopbl

AHanuzsatop HTTP | fa (0653.) [a (0653.) [a (pekoMm.)
AHanusarop [a (0643.) [a (0643.) [a (pekom.)
HTTP: KoHTponb

BXOASILLEro

Tpadwuka

AHanusarop [a (0643.) [a (0653.) [a (pekom.)
HTTP: KoHTponb

ncxoasLLero

Tpadumka

BnokunposaTb [a (pekoM.) [a (pekom.) -
puLWmMHroBble

URL-agpeca

Bnoknposatb [a (pekoMm.) [a (pekoM.) -

60THET ceTn

MapameTpbl Nnonb30BaTenem

[ns COOTBETCTBUS YPOBHAM 3awmnTbl MHMOopMaumm NC BaHka Poccun fomkHbI 6bITb
HaCTpoeHbl MapaMeTpbl MoJib30BaTesNell, NepeunciieHHble B cleaylolen Tabnuue.
HacTpoiika napamMeTpoB OCyLLECTBASETCS B LieHTpe ynpas/ieHus Mnosb30oBaTensiMm B
ZAManoroBoM OKHe HaCTpoWKuM CBOWCTB NoJib30BaTeNs.

YcnoBHble 0603HaUYeEHUA:

"Oa" — BKOYMTb NapameTp;

"HeT" — OoTK/IOUNTL NapaMeTp;

(0653.) — pencreme 06s3aTeNbHO 415 BbIMOJHEHUS ;

(pekoM.) — pencrBme pekoMeHAyeTCs A1st BbIMOSHEHUS;
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Ta6n.19 MNapameTpbl Nnonb3oBaTenemn

YposeHb 3awintbl MHchopMmauumn UC baHka Poccum

Mapamertp

y3-1

y3-2

y3-3

F'pynna napamerpoB "UaeHTudumkarto

p" B amanore "MapameTpbl 6e30NacHOCTU

ONeKTPOHHbIN naeHTuduKaTop
nonb3oBaTtens

MpuceoeH (0653.)

MHTerpauuns c NMAK "Cobonb"

[a (pekoM.)

Fpynna napamerpos "fQoctyn" B gnanore "Mapamerpbl 6e3onacHocTn”

YpoBeHb gonycka

HasHaueH
YAONHOMOYEHHbIM
nonb3oBaTensiM
(0653.)"

lMpuBunerua: YnpaesneHue kateropusmm
KOH®UAEHLMANBbHOCTH

HasHauveHa
YAONHOMOYEHHbIM
nonb3oBarenam

(0653.)"

MapameTpbl MmexaHuamos KLl u 3MNC

[Ons cooTBeTCTBMSA YPOBHSAM 3aWwnTbl MHpopmaunun NC baHka Poccun aomkHbl 6biTb
HacTpoeHbl napaMeTpbl MexaHu3amoB KL n 3MNC, nepeuncneHHbie B cneaylowen Ta-
6nnue. HacTporika napaMeTpoB OCyLLeCcTBseTcs B nporpaMme "KoHTposib MporpaMm m

OaHHbIX".

YcnoBHble 0603HaUYeEHUS:

e "[la" — BKIOUYUTDL

napamerp;

e "Her" — oTKNIOUNTL NapameTp;

e (0653.) — pencremne obs3aTENbHO ANS BbINOHEHUS

e (pekoM.) — AeNCTBME PEKOMEHAYETCA AN BbINMOHEHUS;

e "-" —3HayeHMe NapaMeTpa Ha YCMOTpeEHUE aAMUHUCTPaTopa 6e30nacHoCTH.

Ta6n.20 MNapameTpbl MexaHusmoB KL un 3IMNC

Mapamertp

YpoBeHb 3awimTbl MHopMmauumn UC baHka Poccum

y3-1

y3-2

y3-3

Owvanor "PeXxumbl" B ANaNIOroBoOM OK

He HACTPOMKM CBOMCTB KOMNblOoTEpa

Pexxum 31C BkatoyeH [a (0643.) Oa (0653.) -
Msarkmm pexum Het (0643.) Het (0643.) -
MpoBepsTh LeNoCTHOCTL Moaynen nepea | [a (0643.) [Ja (0653.) -
3anycKkom

MpoBepsTb 3aronoBkun Moaynen nepes [a (pexkoM.) Oa (pekom.) -
3anycKkom

KoHTponunpoBaTb UcnonHseMble ckpunTtbl | [a (pekoMm.) [a (pekoM.) -

AvanoroBoe OKHO HAaCTPOWKW NapaMeTpoB 3afaHuUs KOHTpona C3U

MeTon KOHTP OIS pecypcos

Coaepxumoe (0653.)

Copepxumoe (0653.)

Anroputm CRC32 (pekom.) CRC32 (pekom.) -
Pernctpaums cobbituin: Ycnex [a (pekoM.) [a (pekoM.) -
3aBepLieHus
Pernctpaums cobbitmin: Owmnbka [a (0643.) Oa (0653.) -
3aBepLueHus
Pernctpaums cobbitmin: Owmnbka [a (0653.) [Ja (0653.) -

npoBepKM
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YpoBeHb 3awmnTbl MHpopmaummn UC Banka Poccun

MapameTtp
y3-1 y3-2 y3-3
Peakumns Ha oTkas: [deicTBus 3abnokmpoBaTb 3abnokmpoBatb -
KoMMnbloTep (peKoM.) | koMnbtoTep (pekomM.)
PacnucaHue Mpwu 3arpyske OC n Mpw 3arpyske OC un -

no pacnucaHuio Nno pacnucaHuio
(pekom.) (pekom.)

[Ananorosoe OKHO HaCTPOMKMN NapaMeTpoB 3afaHnsa KoHTponsa OC (daiinbl u peecrp)

MeToa KOHTpONA pecypcos Coanep>xumoe Conepxumoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekomM.) CRC32 (pekoM.) -
Perncrtpaumnsa cobbimuii: Ycnex [a (pekoM.) [a (pekom.) -
3aBepLueHus

Pernctpaumns cobbimuii: Ownbka [a (pexkoM.) [a (pexkom.) -
3aBepLueHuns

Perncrtpaumnsa cobbinii: Ycnex nposepku | Het (pekom.) HeT (pekom.) -
Pernctpaums cobbituin: Owmnbka [a (pekoMm.) [Oa (pekom.) -
npoBepku

Peakuusa Ha oTkas: [leiicTBus 3abnokmpoBaTb 3abnokmpoBatb -

KoMMnbloTep (pekoM.) | koMmnbtoTep (pekomM.)

Pacnucanune Mpwu 3arpyske OC n Mpw 3arpyske OC un -
no pacnnucaHunto no pacnncaHuio
(pekom.) (pekom.)

ABTOMaTMSMpOBaHHbIe CuUCTeMbl ynpaBrneHua npon3BoaCTBeHHbIMU

n TeXHonornyeckumu nporeccamum

MNpwn onpeaeneHHbIX BapMaHTax HacTponku cuctema Secret Net Studio obecneunBaer

COOTBETCTBME TpeboBaHMAM AN aBTOMATU3UPOBAHHbLIX CUCTEM yrpaBfieHUs Npou3-

BOACTBEHHbIMW W TexHonornyecknmu npoueccamm (ACY TIM), M3NOXEHHbLIM B Che-

AyloLlemM HOpMaTUBHOM JJOKYMeEHTE:

e TpeboBaHus k obecrneveHunio 3aWnTbl MHHOPMALMN B aBTOMATU3MPOBAHHbIX CU-
cTemMax yrnpasfieHUsi MPON3BOACTBEHHBIMN N TEXHOOMMYECKMMU MpoLeccamMmm Ha
KPUTUYECKM BaXHbIX 06bekTax, MOTeHLManbHO OonacHbiX 0b6bekTax, a Takxe
obbekTax, NpeacTaBASOWMX NOBbILWEHHY OMACHOCTb 4718 XXU3HU U1 340POBbS J1t0-
Oen v 4na oKpyXKawLwen npupoaHon cpeabl (yTBepxaeHbl npnkasom GCTIK Poc-
cnmn oT 14 mapta 2014 r. N2 31).

[nsa knaccos 3awmweHHocTn ACY Tl K1, K2 1 K3 onpegeneHbl 6a3oBble Habopbl Mep

3aWwnTbl MHdopMaumn. OpraHmM3auMOHHbIE W TEXHWYECKMEe Mepbl 3alnTbl WH-

dopmaumm gomkHbl obecneumBaTb peanv3aunto cneayowmnx OCHOBHbIX TpeboBaHW:

e naeHTUdMKaUUSa n ayTeHTuduKaums;

e ynpasfieHune JOCTYroM;

e OrpaHu4yeHue NporpaMMHON cpeabl;

e  3alyMTa MaWMHHbIX HOCUTENEN MH(pOpMaLmK;

e ayauT 6e3onacHoCTH;

¢ aHTMBUPYCHas 3awuTa;

e MpenoTBpalleHME BTOPXXEHUN (KOMMbIOTEPHbIX aTak);

e obecneyeHune LLENOCTHOCTH;

e obecnedyeHune JOCTYNHOCTH;

e 3aluMTa TEXHUYECKUX CPEeACTB N CUCTEM;

e 3awmTa MHPOPMaAUMOHHOM (aBTOMATU3UPOBAHHOWM) CUCTEMBI U €€ KOMMOHEHTOB;

e pearmpoBaHMe Ha KOMMbIOTEPHbIE MHLMUAEHTbI;
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e ynpaBfieHue KoHbUrypaumnen;

e ynpaBfieHue 06HOBEHNAMN NPOrpaMMHOro obecneyeHms;

* MJlaHMpoOBaHMeE MeponpuaTMi No obecneveHunio 6esonacHoCTH;
e obecnedeHune eNCTBMIA B HEWUTATHbIX CUTyaumsax;

¢  UNHQOpMUpoBaHMeE N obyyeHne nepcoHana.

MUcnonb3oBaHue CpencTB AOBEPEHHOMN 3arpy3ku

B ACY TN knacco K1 n K2 pomkHbI NMPUMEHSTbLCSA CpeacTBa AOBEPEHHOW 3arpysKku
onepaunoHHOM cucTembl. B kauyecTBe cpeacTtBa AOBEPEHHOW 3arpy3Km MOXKET UC-
nonb3oBaTbCs nsgenue "lMporpamMMmHo-annapaTHbiii komnsekc "Cobonb".

O6GecneueHue HenpepbIBHOCTU (PYHKLMOHUPOBAHMUA

Ons obecnedyeHns HenpepbiBHOCTU pyHKUMOHMpoBaHMs Secret Net Studio B ACY TI1
BCeX KJIaCCOB 3allMLLEHHOCTM pEKOMEeHAYeTCs B KaXAOoM goMeHe 6e3onacHoOCTU wuc-
nonb30BaTb He MeHee ABYX cepBepoB 6e3onacHoCTH.

MapameTpbl nonutuk Secret Net Studio

[na cooTBeTCTBMA Kaccam 3awmeHHoctn ACY TN gomkHbl 6bITb HACTpOeHbl Napa-
MeTpbl MONNTUK, NepedncrieHHble B crieaytowen Tabnmue. Hactpolika BbINONHSAETCA B
LeHTpe ynpaBneHus Ha Bknaake "Hacrporikn", pasgen "Monntmkn".

YcnoBHbie 0603HaYeHUs:

e "[1a" — BKIOUNTbL NapameTp;

e "HeT" — OTK/IIOUMTb NapaMeTp;

e (0643.) — pencreme obs3aTENBHO ANS BbIMONHEHUS;

e (pekoM.) — JeliCTBME peKOMeHAyeTCs A5 BbIMOSIHEHUS ;

e "-" — 3HaueHue NapamMeTpa Ha YCMOTPEHUE aIMUHUCTPaTOpa 6€30MNacHOCTMH.
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Ta6bn.21 MNapameTpbl NOINTUK

Knaccbl 3awgmmieHHoctn ACY T

Mapamertp

K1

K2

K3

F'pynna "Bxoa B cucremy"”

MakcuManbHbIn

He 6onee 5 (0643.)

He 6onee 15 (pekom.)

He 6onee 15 (pekom.)

nepvog
HEeaKTUBHOCTM A0

610KMpOBKM

3KpaHa

3anpet [a (pekoM.) [a (pekoM.) [a (pekoMm.)
BTOPUYHOMO BX0AA

B CUCTEMY

KonunuecTtso Or3p04 OTr3p08 OT3 00 10 (0653.)
HeyAauHbIX (0b6s3.) (06s3.)

NOonbITOK

ayTeHTUduKaunm

Bpewms Ot 15 no 60 OT10 8o 30 OT1 3 no 30 (0653.)
6noknpoBku npu | (0643.) (06s3.)

OOCTUXEHUN

KonuyecTsa

HeyAauHbIX

NOMbITOK

ayTeHTUdmKaunm

Pexum Tonbko no naeHTudunkaTopy | Tonbko no naeHtTndukatTopy | CMeLaHHbIN
naeHtTudukaumm | (0643.) (pexkom.) (pexkom.)
nonb3oBaTens

Pexxmnm YcuneHHas ayteHTUdMKaums | YcuneHHas ayTeHTudukaums | YcuneHHas ayteHTUdmkaums
ayTeHTUdMKauumM | No naposnto rno napornto no napornto
nosb3oBarens (0653.) (0643.) (0653.)

MaponbHasa 3apaTb CBOU 3Ha4YeHUs 3apaTtb CBOM 3HAYEHUS 3apaTb CBOU 3Ha4YeHUs
nonuTmKa (0693.) (0653.) (0653.)

MuHuManbHas He meHee 8 cnmBonoB He mMeHee 6 cnmBonos He mMeHee 6 cnMBONOB

ANVHa naponga

(0b6s3.)

(0643.)

(06493.)

Cpok aencrteums
napons

He 6onee 60 gHel (0643.)

He 6onee 90 aHel (0643.)

He 6onee 120 aHew (0643.)

CnoXHoCTb
napons

[a (0653.)

[a (0653.)

[a (0653.)

Fpynna ")XypHan

MakcuManbHbIn
pasMep XypHana
3almThI

He meHee 4096 (pekoM.)

He meHee 4096 (pekomM.)

He meHee 4096 (pekoM.)

Monutnka
nepesanucu
cobbITni

3atupatb cobbITMs NO
Mepe HeobxoanmMocTn
(pekoM.)

3atnpatb cobbiTnsa No
Mepe HeobxoanMoCTH
(pekoM.)

3atupatb cobbITMs NO
mMepe HeobxoaMMocTH
(pekoM.)

YyeTHble 3anucu

C npusunervemn
npocMoTpa
XypHana cucTembl
3aWwmThl

JNokanbHas rpynna
aAMUHNCTPATOPOB (PEKOoM. )

NokanbHas rpynna
aaMUHUCTPaToOpPOB (peKoM.)

JNokanbHas rpynna
aAMUHUCTPATOPOB (pEeKoM. )

YyeTHble 3anmcu ¢
npusunernemn
yrnpasneHus
XYPHanom
CUCTEMbI 3aWmThl

JNokanbHas rpynna
aAMUHNCTPaTOPOB (PEKOoM. )

NokanbHas rpynna
aaMUHUCTPaToOpPOB (peKoM.)

JNokanbHas rpynna
aAMUHUCTPATOPOB (pEeKoM. )

Fpynna "Knwoum nonb3oBarens"
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Knacchbl 3awgmuieHHoctn ACY TN

MapameTtp

K1 K2 K3
MakcuManbHbIn He 6onee 360 He 6onee 360 He 6onee 360
CpOK AencTeus (pekom.) (pekoM.) (pekom.)
I E]
MUHWUManbHbIN 30 (pekom.) 30 (pekom.) 30 (pekom.)
CpOK LencTBuS
Koya
MpenynpexaeHune | He meHee 14 He meHee 14 He meHee 14
06 ncreyeHum (pekom.) (pekom.) (pexom.)

cpoka AencTeus
KtoYva

Mpynna "OnoBeweHue o TpeBorax"

JlokanbHoe
ornoseLleHne
0 TpeBorax

BkntoueHo (pekom.)

BkntoueHo (pekom.)

BkntoueHo (pekom.)

Fpynna "KoHTponb RDP-nogknouyeHuin"

lMepeHanpasnexun
€ yCTpOICTB B
RDP-
NOAKOYEHUSAX

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLieHo
[unckos- 3anpeLleHo
YcTtporicTs Plug and Play-
3anpelleHo NoaKItoYaTb
yAaneHHble yCTponcTBa
(pekom.)

COM-nopToB - 3anpeLueHo
LPT-nopToB- 3anpeweHo
[wnckos- 3anpelueHo
YcTtporicTs Plug and Play-
3anpelueHo nogkntoyaTb
yAaneHHble yCTpONCTBa
(pekom.)

COM-nopToB - 3anpeLleHo
LPT-nopToB- 3anpeLieHo
[Ownckos- 3anpeleHo
YcTtporicTs Plug and Play-
3anpeLleHo noaKtoyaTb
yAaneHHble yCTponcTea
(pexom.)

Fpynna "KOHTpPonb aAMMUHUCTPaTUBHbIX NMpU

AL

BUNermm

CamozawmTa
npoaykrta

BkntounTb (0693.)

BkntounTb (0643.)

Bkntountb (0693.)

Y4yeTHble 3anucu
C npuBunerunemn
ynpaBneHus
MexaHWU3MOM
camMo3awmTbl

NokanbHasg rpynna
aaMUHUCTpPaTOpOoB (PEeKoM. )

JNlokanbHasg rpynna
aaMMHUCTPaTopoB (pekomM.)

JNlokanbHasg rpynna
aaMUHUCTpaTopoB (PEeKoM.)

Fpynna "[AuckpeuMoHHOe ynpaBsieHue gocrynom"

YyeTHble 3anuncu
C npuBunernen
ynpaBneHus
npaeamm
Aoctyna

JNokanbHas rpynna
aAMWHUCTPATOPOB (PEKOM.)

JNokanbHas rpynna
aaMUHUCTpaTopoB (peKoM.)

JNlokanbHas rpynna
aaMUHUCTPaTOpPOB (pEeKoM. )

Fpynna "3atupaHue aaHHbIX"

Konuyectso
LMKNOB
3aTmpaHus

Ha NOKanbHbIX
Anckax

He meHee 2 (0653.)

He meHee 1 (0693.)

He meHee 1 (0643.)

Konunyectso
LUMKNOB
3aTnpaHus
Ha CMEeHHbIX
HocuTensax

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0643.)

Konunyectso
LMKII0B
3aTmpaHus
ornepaTMBHOW
namsTu

He meHee 2 (0643.)
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MapameTtp

Knacchbl 3awgmuieHHoctn ACY TN

K1

K2

K3

Konunyectso
LMKII0B
3aTMpaHus

no KoMaHae
"YoanuTtb
6e3B03BpaTHO"

He meHee 2 (0643.)

He meHee 1 (0693.)

He meHee 1 (0653.)

Konunyectso
LNK0B
3aTmpaHus

NpU YHUUTOXEHUMN
AaHHbIX

Ha AMcCKax

He meHee 2 (0653.)

He meHee 1 (06%3.)

He meHee 1 (06£3.)

Fpynna "MonHoMo4YHOe ynpaBseHne focrynom"

HasBaHusa
YpOBHEeM
KOHduaeHUManb-
HOCTU

HacTpoeHo (0653.)"

Pexxmum paboTtbl

KOHTpOsb MOTOKOB BK/1HOYEH
*
(0b6s3.)

Pexxum pabotbl:
CTporuii KOHTpONb
TEePMUHaNbHbIX
nNoAKNOYEHN

Da (06s13.)"

Fpynna "3aMkHyTas nporpaMmMHas cpega"

YueTHble 3anucu,
Ha KoTopble He
OEeNCTBYIOT
npasuna
3aMKHYTOM
nporpamMMHoM
cpeabl

NokanbHasg rpynna
aaMUHUCTpPaTOpOoB (PEeKoM. )

Fpynna "Me>)xceteBoii 3KpaH"

Mpasuna goctyna

HacTtpoeHo (pekomM.)

HacTpoeHo (pekomM.)

HacTtpoeHo (pekomM.)

[MpoTokonbl

BktoueH A0CTyn TONbKO ANst
npotokona IPv4 (0653.)

BkntoueH A0CTYN TONbKO ANt
npotokona IPv4 (0653.)

BkJitoueH f4oCcTyn ToNbKo Ans
npotokona IPv4 (0643.)

Bkntountb ICMP-
3aWmTy

[a (pekoM.)

[a (pekoMm.)

ICMP-coobweHuns:
DX0-0TBET

MonyueHune (pekom.)

MonyyeHune (pekom.)

ICMP-coo0b LweHuns:
Aapecart
HepoCcTyneH

MonyyeHune, OTnpaska
(pekom.)

MonyueHune, OTnpaska
(pekoM.)

ICMP-coobwenuns:
3Xx0-3anpoc

OTtnpaska (pekom.)

OTtnpaska (peKkom.)

ICMP-coob weHuns:
XopaTancTeo
MaplpyTtusartopa

MonyyeHune, OTnpaska
(pekom.)

MonyueHune, OTnpaska
(pekoM.)

ICMP-co06 weHus:
MpeBbiweHne
BPEMEHHOro
nHTepBana

Mony4yeHune (pekom.)

MonyyeHune (pekom.)

ICMP-co06 weHus:
3abnokmpoBatb
ocTasibHble TUMbI

[a (pekoM.)

[a (pekoMm.)
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Knacchbl 3awgmuieHHoctn ACY TN

Bble MNaKeTbl, HE
COOTBETCTBYHOLUME
Tabnuue cocTto-
AHUN

MapameTtp

K1 K2 K3
OTtcnexwusaTb Bkn (0643.) Bbikn (pekoM.) Bbikn (pekom.)
cocTosiHMe
coeauHeHumn
BnokuposaTtb cete-| Bkn (0643.) Bbikn (pekoM.) Bbikn (pexkom.)

Pexxnm 06yyeHuns

BbikntoueH (pekom.)

BbikntoueH (pekom.)

BbikntoueH (pekom.)

Fpynna "ABTOpu3auusa ceTeBbiX COEANHEHM

3awmTa
coeanHeHnn ans
rpynnbl everyone

[a (pekom.)

[a (pekom.)

O6paboTka
CeTeBbIX MaKeToB:
[MapameTpbl
o6paboTku
CeTeBbIX MaKeToB

Moanwucek, MNMakeT uennkom
(0bs3.)

Moanuce, MNMakeT LuenmMkoM
(0643.)

O6paboTka
CeTeBbIX MaKeToB:
3awuTa ot replay-
aTak

[a (pekom.)

[a (pekom.)

[a (pekom.)

Fpynna "KoHTponb ycrpoicrs"

Cnuncok [MapameTpbl 3a4aHbl, Npu [MapameTpbl 3a4aHbl, Npu MapameTpbl 3a4aHbl, Npu

YCTPONCTB: 3ToM Ans rpynn "YcTpoicTea | 3ToM ans rpynn "YcTponcTea | 3ToM a4ns rpynn "YcTpoicTaa

MapameTpsbl USB", BK/1IOYEH pEXUM USB", BKJTIOUYEH pEXUM USB", BKJTHOUYEH peXunm

KOHTpoOns "MogkntoyeHne ycTponcTea "MopgkntoyeHne ycTporcTea "MopkntoyeHne yCcTponicTBa
3anpelueHo" (0643.) 3anpelleHo" (0643.) 3anpelleHo" (0643.)

Cnuncok 3anaHbl (0643.) 3anaHbl (0643.) 3anaHbl (0643.)

YCTPONCTB:

PaspeweHus

Fpynna "KoHTponb neyarun"

Cnuncok
NPUHTEPOB:
PaspelweHus

3anaHbl (0643.)

3anaHbl (0643.)

3anaHbl (0643.)

Fpynna "AHTuUBM

pyc

apXu1Bbl, MaKCHManbHas
B/TOXXEHHOCTb B apXxuBe 8.
PacwmpeHnuns dannos:
CkaHunpoBaTb Bce daninbl.
[erictBnsa npun obHapy>XeHun
3apaXKeHHbIX hannos :
Yaanatb 3apaxeHHble
dannbl, ynansemble gannbl
NOMECTUTb B KapaHTUH
(0b6s3.)

MocTosHHas OnTnManbHas 3awmTa OnTuManbHas 3awmTa OnTuManbHas 3awmTa
3awmTa (pekom.) (pekoM.) (pekom.)

CkaHunpoBaHue "YrnybneHHasa appuctuka", | "YrnybnenHas agpuctunka", | "YrnybneHHas aspuctuka”,
NOAK/TH0YaEMbIX nponyckatb ¢darnnbl 6onee nponyckatb dainbl 6onee nponyckatb dalinbl 6onee
HocuTenewn 500 M6anT, npoBepsTb 500 M6aiT, npoBepsTb 500 M6ainT, npoBepsTb

apXu1Bbl, MaKCUMasnbHas
B/TOXEHHOCTb B apXxuBe 8.
Pacwwnpenuns gannos:
CkaHupoBaTb Bce daibl.
[elictBua npu obHapyxeHnmn
3apaXKeHHbIX halnnos :
Yaanatb 3apaxeHHble
darinel, ynansemble daninbl
NOMECTUTb B KApaHTUH
(0643.)

apXuBbl, MakCMManbHas
BIOXXEHHOCTb B apxuBe 8.
PacwmpeHnuns dannos:
CkaHupoBaTb Bce daiibl.
[erictBnsa Npn o6Hapy>XeHun
3apaxKeHHbIX harnnos :
Yaanatb 3apaxeHHble
daninbl, ynansemble dannbl
NMOMEeCTUTb B KApaHTUH
(06493.)

CkaHunpoBaHue no
pacnucaHuio

Mpodunb "BeicTpas
nposepka",

pacnucaHue: "ExeHenencH
o, cy66otaB 03:00"
(pekom.)

Mpodwunb "BbicTpas
nposepka",

pacnucaHue: "ExeHeaenbH
o, cy6b6otaB 03:00"
(pekom.)

Mpodunb "BeicTpas
nposepka",

pacnucaHue: "ExxeHeaensH
o, cybb6oraB 03:00"
(pexom.)
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Knacchbl 3awgmuieHHoctn ACY TN

AETEKTOPbI aTak

MapameTtp

K1 K2 K3
Fpynna "O6Hapy)xeHue BTOp>KeHuin"
BkntounTb [a (0653.) [a (0653.) [a (pekoMm.)

Brnoknposka
aTakyloLero xocTa
npwm
obHapyxeHun
aTtak

[Oa, Bpemsi 6noknpoBkn — 15
MUH. (0653.)

[a, Bpemsa 6noknpoBkn — 15
MUH. (0653.)

[Oa, Bpems 6noknposkn — 15
MWH. (peKoMm.)

Mcnonb3osaTb
YepHbIi CMUCOK
IP-appecos

[a (pekoM.)

[a (pekom.)

CkaHupoBaHune
nopTos

[a (0653.)

[a (0653.)

[a (pekom.)

ARP-spoofing

[a (0653.)

[a (0653.)

[a (pekoMm.)

SYN-FLOOD

[a (0643.)

[a (0643.)

[a (pekom.)

AHOManbHbIN
Tpadpumk

[a (0653.)

[a (0653.)

[a (pekom.)

DDoS

[a (0653.)

[a (0653.)

[a (pekoMm.)

DoS

[a (0643.)

[a (0643.)

[a (pekom.)

BknounTtb
CUrHaTypHble
aHanunsaTopbl

[a (0653.)

[a (0653.)

[a (pekom.)

AHanusatop HTTP

[a (0643.)

[a (0643.)

[a (pekom.)

AHanusatop
HTTP: KoHTponb
BXoAsLero
Tpaduka

[a (0653.)

[a (0653.)

[a (pekom.)

AHanusatop
HTTP: KoHTponb
ncxoasLlero
Tpaduka

[a (0653.)

[a (0653.)

[a (pekom.)

Bnokunposatb
pULWKMHroBble
URL-agpeca

[a (pekom.)

[a (pekom.)

Bnokunposatb
6oTHeT ceTn

[a (pekom.)

[a (pekom.)

*[eiicTBUE SBNSETCS 06S13aTENbHbIM, €CNN AN peanu3saunn mMepbl OLUJI1.6 (orpaHnyeHne npae nonb3oBaTesnen no
BBOAY MHdOpMauunm B cuctemy) 6yaeT NPUMEHSATbCS MEXaHU3M MOSTHOMOYHOrO yrnpasieHUs AOCTYNOM CUCTEMbI
Secret Net Studio. Ecnu ans peanusaummn yKasaHHOM Mepbl 3alWmTbl NPUMEHSIOTCSA APYTUe peLleHns, AecTBne He
06a3aTenbHO AN15 BbINONHEHUS.

MapameTpbl Nnonb3o0BaTenen

[Ons cooTBeTCcTBUSA KiaccaM 3awmuweHHocTn ACY T pomxkHbl 6biTb HACTPOEHbI Ma-
paMeTpbl Nonb30BaTeNEN, MepedYncrieHHblie B creaytouwen Tabnuue. Hacrpoika na-
paMeTpoB ocyLlecTBAsieTcs B LleHTpe ynpaBneHus nosb30BaTeNssMU B ANANOroBOM
OKHE HaCTpOMKM CBOWCTB Noib30BaTesNs.

YcnoBHble 0603HaveHns:

"[la" — BKIOUNTb MapameTp;

"Het" — oTKNIOUMTb NapamMeTp;

(0653.) — pgericrBme obs3aTenbHO 1S BbIMOJIHEHUS ;

(pekoM.) — aencTeMe peKoMeHAYeTCa A/st BblMOSHEHUS

"-" — 3HayeHMe NnapaMeTpa Ha YCMOTPEeHMne agMMHUCTpaTopa 6e3onacHoCcTu.
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Ta6n.22 MNapameTpbl Nonb3oBaTenemn

Knacchbl 3awgmuwieHHoctn ACY T

Mapamertp

K1 K2

K3

F'pynna napamerpoB "Upaentudukartop" B ananore "Mapamerpbl 6e30nacHocTn

ONeKTPOHHbIN naeHTuduKaTop
nonb3oBaTtens

MpuceoeH (0653.) MpuceoeH (pekomM.)

MHTerpauuns c NMAK "Cobonb"

[a (pekoM.) [a (pekom.)

F'pynna napamerpoB "[ocryn" B ananore "MapameTrpbl 6esonacHocTn”

YpoBeHb gonycka

HasHaueH -
YAONHOMOYEHHbIM
nonb3oBaTensiM
(0653.)"

lMpuBunerua: YnpaesneHue kateropusmm
KOH®UAEHLMANBbHOCTH

HasHauveHa -
YAONHOMOYEHHbIM
nonb3oBaTensiM
(0653.)"

*,El,eﬁcmme aBnseTca obga3arenbHbiM, ecnu Ansa peanusauun mepbl OLUJI.6 (orpaHuyeHne npas
nonb3oBatenein No BBOAY MWHdoOpMaumnm B cucteMmy) 6yAeT NPUMEHSTbCS MeXaHM3M non-
HOMOYHOIro ynpaBneHus AoCTynoM cucTtembl Secret Net Studio. Ecnu gna peanusauunm yka-
NPUMEHSIOTCA ApYyrve peleHus, AencTBue He ob6a3aTtenbHO AN

3aHHON Mepbl 3almTbl
BbINOSTHEH WS,

MapameTpbl MmexaHuamos KL m 3MNC

[Ons cooTBeTCcTBUSA KiaccaM 3awmweHHoctn ACY Tl ponmxHbl 6biTb HACTpPOEHbl Ma-
pameTpbl MexaHn3MoB KL, n 3MNC, nepeuncneHHble B cneaytowen Tabnmue. Hacrponka

rnapameTpoB OCyLLeCcTBAseTcs B nporpamme "KOHTposib NporpamMM n AaHHbIX".

YcnoBHble 0603HaveHns:

e "[la" — BKIOUYNTb NapameTp;

e "Her" — oTkNtounT

b MapaMeTp;

e (0643.) — pencreme obs3aTENBHO ANS BbIMOSHEHUS;

e (pekoM.) — mencrs

ne peKoMeHAyeTca Ans BblMOJIHEHUA,

e "-"_—3HayeHMe NapaMeTpa Ha YCMOTpEHUE agMMHUNCTPaTopa 6e30nacHocCTu.

Ta6bn.23 NMNapamerpbl MexaHusmos KL n 3MNC

Mapamertp

Knacchbl 3awgmuieHHoctn ACY TN

K1 K2

K3

Awnanor "Pexxnmbl" B AManoroBom oK

He HaCTPOMKN CBOWCTB KOMMblOTEpPA

Pexxum 31MC BkAtoYeH [a (0653.) - -
Msarkmin pexum HeT (0643.) - -
MpoBepsTb LenocTHOCTb Moaynen nepes | Aa (0643.) - -
3anyckom

MpoBepsiTb 3aronoBkn Moaynen nepes [a (pekoM.) - -
3anyckom

KoHTponunpoBaTb MCNOMHseMble CKpunTol | Ja (pekoMm.) - -

OdvanoroBoe OKHO HAaCTPOWKX NapaMeTpoB 3afaHus KOHTpona C3U

MeTon KOHTpO/IA pecypcos

Copnepxxumoe (0653.)

Conepxumoe (0653.)

ANropmTt™

CRC32 (pekoM.) CRC32 (pekoM.)

Perncrtpaumnsa cobbimunii: Ycnex
3aBepLUeHmns

[a (pekoM.) [a (pekom.)
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Knaccbl 3awgmuieHHoctn ACY TN

MapameTtp
K1 K2 K3
Pernctpaumns cobbitmin: Owmnbka [a (0653.) [Oa (0653.) -
3aBepLueHuns
Pernctpaums cobbituin: Owmnbka [a (0643.) Oa (0653.) -
npoBepku
Peakumns Ha oTkas: [deicTBus 3abnokmpoBaTb 3abnokmpoBatb -
KoMMnbloTep (pekoM.) | komnbtoTep (pekomM.)
PacnucaHue Mpwu 3arpyske OC n Mpw 3arpyske OC un -
no pacnucaHuio Nno pacnucaHuio
(0643.) (0693.)

[Ananorosoe OKHO HaCTPOMKM NapaMeTpoB 3afaHnsa KoHTponsa OC (daiinbl u peecrp)

MeToa KOHTpONA pecypcos Coanep>xumoe Conepxumoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekomM.) CRC32 (pekoM.) -
Perncrtpaumnsa cobbituii: Ycnex [a (pekoM.) [a (pekom.) -
3aBepLieHus

Pernctpaumns cobbimuii: Ownbka [a (pexkoM.) [a (pexkom.) -
3aBepLueHuns

Perncrtpaumnsa cobbinii: Ycnex nposepku | Het (pekom.) Het (pekom.) -
Pernctpaums cobbituin: Owmnbka [a (pekoMm.) [Oa (pekom.) -
npoBepku

Peakumns Ha oTkas: [elicTBus 3abnokmpoBaTb 3abnokmpoBatb -

KoMMnbloTep (pekoM.) | koMmnbtoTep (pekomM.)

PacnucaHue Mpwu 3arpyske OC n Mpw 3arpyske OC un -
no pacnncaHunto no pacnncaHuio
(pekom.) (pekom.)

Kputuueckas uidropmaumoHHas uHdpactpykrypa Poccunckon
®epepaumm
MNpwn onpeaeneHHbIX BapMaHTax HacTponku cuctema Secret Net Studio obecneunBaer
COOTBETCTBME TpeboBaHMAM No obecneveHnto 6e30nacHOCTU 3HaUYNMbIX 06 bEKTOB KpU-
TNUYeckon WHMOPMaLMOHHON MHMPACTPYKTypbl Poccuickonn ®deaepaunmn (KUWN), ns-
JIOXKE€HHbIM B HOPMaTMBHOM A0OKYyMeHTe "TpeboBaHuns no obecrneyeHmio 6e3onacHoOCTu
3HAYMMbIX O6BbEKTOB KPUTUUECKOM MHPOPMALMOHHOM MHMDPACTPYKTYpbl Poccuinckom
depepaumn” (yreepxaeHbl npukasom OCTIK Poccnm oT 25 pekabps 2017 r. N2 239).
Ons kateropuin 3Haunmoctn KUU TIM K1, K2 u K3 onpeaeneHbl 6a3oBbie Habopbl Mep
3awnTbl MHdopMaunn. OpraHmM3auMOHHbIe W TEeXHWYeCcKne Mepbl 3alnTbl WH-
dopmMaumm JomKHbI obecrneunBaTb peanusaunto CieayoLwmMx OCHOBHbIX TpeboBaHui:
e naeHTUdUKaAUUA N ayTeHTudbuKaumns;
e ynpaBfieHue AOCTYNOoM;
e OrpaHw4yeHue NporpaMmMHOM cpeabl;
* 3aliMTa MaWMHHbIX HOCUTENen nHdopmaunm;
e ayauT 6e3onacHocCTu;
® AHTMBMPYCHas 3almnTa;
e MpenoTBpalLleHne BTOPXKEHUN (KOMMbIOTEPHbIX aTak);
e obecrneyeHune LENOCTHOCTH;
e obecneyeHne JOCTYMHOCTH;
®  3aliMTa TEXHUYECKMX CPeACTB U CUCTEM;
e 3awmnTa UHGPOPMALMOHHOM (@aBTOMaTM3NUPOBAHHOM) CUCTEMbI M €€ KOMMOHEHTOB;
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pearnposaHme Ha KOMNbOTEPHbIE MHUNAEHTDI,

ynpaBfieHue KOHuUrypaumei;

ynpasneHue 06HOBIEHMSIMX MPOrpPaMMHOr0 obecrneyeHus;

nnaHMpoBaHMe Mepon pVIFITVIVI no obecneyeHmno 6630I'IaCHOCTVI;

obecneyeHne AeNCTBUIN B HELUTATHbLIX CUTyaUNsX;

NH(OpMMpoBaHME 1 06yueHne nepcoHana.

Ucnonb3oBaHue CpeacTB AOBEPEHHOMN 3arpy3Ku

B KWW kaTeropuii 3Haunmmoctn K1 n K2 omKHbI NPUMEHATbLCS CPeacTBa AOBEPEHHOMN
3arpysku onepauuoHHON cucTeMbl. B KauyecTBe cpeacTBa AOBEPEHHOWN 3arpy3ku Mo-
XKeT NCnonb3oBaTbCsa n3genue "MporpamMMHo-annapaTHbili koMnnekc "Cobosnb".

O6ecneueHune HenpepbiIBHOCTU PYHKLMOHUPOBAHMUA

Ons obecneveHnsa HenpepbiBHOCTM dYHKUMOHMpoBaHus Secret Net Studio B KUN
BCEX KaTeropuim 3Ha4YMMOCTU peKOMeHAyeTCs B KaXAoM goMeHe 6e30rmacHOCTU uc-
Nnonb30BaTb HE MeHee ABYX cepBepoB 6e30nacHoCTH.

MapameTpsbl nonutuk Secret Net Studio

Ons cooTtBeTcTBMSA KaTeropmaMm 3Haudmmoct KUW pomkHbl 6bITb HAcTpoeHbl napa-
MeTpbl MONNTUK, NepeyncrieHHble B creaytouen Tabnvuye. Hactporika BbINONHSAETCS B
LleHTpe ynpaBneHus Ha Bknagke "Hacrtporiku", pasgen "Monutukn".

YcnosHble 0603HaveHns:

"[a" — BKAOUNTb NapaMeTp;

"HeTt" — OTKNIOUNTL NapameTp;

(0653.) — pgeiicrBme obs3aTeNibHO ANS BbIMOJSIHEHUS ;

(pekoM.) — pencreme peKkoMeHAyeTCs AN BbINOSHEHUS;

Ta6n.24 NMapameTpbl NOANUTUK

-" — 3HaueHue NapaMeTpa Ha YCMOTpeHne agMMHUCTpaTopa 6€30MacHoCTH.

Mapamertp

KaTteropuu 3Haummoctn KUN

K1

K2

K3

Mpynna "Bxoa B

cucremy"

MakcuManbHbIn
nepuog
HEeaKTMBHOCTU A0
610KNpPOBKMN
3KpaHa

He 6onee 5 (0693.)

He 6onee 15 (pekom.)

He 6onee 15 (pekom.)

3anpert
BTOPUYHOro BXoAa
B CUCTEMY

[a (pekom.)

[a (pekom.)

[a (pekoMm.)

Konunyectso
HeyaAauHbIX
NOMbITOK
ayTeHTMduKaumm

OTr3p04
(0643.)

OT3 808
(0643.)

OT3 go 10 (0643.)

Bpewms
610KkMpOBKM NpU
AOCTMXKEHUU
KOnyecTBa
HeyAauHbIX
NonbITOK
ayTeHTUdDUKaunm

OT 15 no 60
(0643.)

OT10 o 30
(0643.)

OT1 3 no 30 (0643.)

Pexxum
naeHTUbuKaumm
rnonb3oBaTens

Tonbko No naeHTUbUKaTopy
(0643.)

TonbKo No naeHTUduKaTopy
(pekom.)

CMellaHHbIn
(pekom.)
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KaTteropuu 3Haummoctn KUN

MapameTtp
K1 K2 K3
Pexxum YcuneHHas ayteHTuduUKaumnsa | YcuneHHas ayteHTUduUKaums | YcuneHHas ayTeHTudukaums
ayTeHTUdMKaumm | No naposnto no naposnto no naposnto
nosnb3oBarens (0643.) (0643.) (0643.)
MaponbHas 3aaaTtb CBOM 3HAYeHus 3aaaTtb CBOWM 3HAYeHus 3apaaTtb CBOWM 3HAYeHus
nonuTmKa (0653.) (0653.) (0653.)
MuHuManbHas He meHee 8 cumBonoB (0653.)| He meHee 6 cumBonoB (0653.) | He MmeHee 6 cuMBonoB (0643.)

ANVHa napons

Cpok pencreums
napons

He 6onee 60 gHeln (0643.)

He 6onee 90 gHel (0643.)

He 6onee 120 aHen (0643.)

CNnoXHOCTb
napons

[a (0653.)

Na (0653.)

[a (0653.)

Fpynna ")XypHan

MakcuManbHbIn
pasMep XypHana
3almThI

He meHee 4096 (pekomM.)

He meHee 4096 (pekomM.)

He meHee 4096 (pekomM.)

Monutnka
nepesanucu
cobbITni

3atnpatb cobbiTnsa No
Mepe HeobxoanMoCcTH
(pekoM.)

3atmpatb cobbiTns No
Mepe HeobxoanMoCcTn
(pekoM.)

3atmpatb cobbITMs No
Mepe HeobxoanMocTn
(pekoM.)

YyeTHble 3anucu
C npuBunerven
npocmortpa
XypHana
CUCTEMbI 3aWnThl

NokanbHas rpynna
aaMUHUCTPaToOpOB (peKoM.)

NokanbHas rpynna
aaMUHUCTpaTopOoB (peKoM.)

NokanbHas rpynna
aaMUHUCTPaTopoB (peKoM.)

YueTHble 3anmncu
C npuBunerunemn
ynpaBneHuns
XXYpHasrioM
CUCTEMbI 3aLLUMThI

JlokanbHasa rpynna
aaMMHUCTpaTopoB (pekoM.)

JlokanbHasa rpynna
aaMMHUCTPaTopoB (pekomM.)

NokanbHas rpynna
aAMUHUCTPATOpPOB (peKkoM.)

Fpynna "Knioum nonb3oBarensn”

MakcuManbHbIn He 6onee 360 He 6onee 360 He 6onee 360
CpOK AencrTeuns (pekoMm.) (pekoMm.) (pekoMm.)
Knoya

MUHWUManbHbIN 30 (pekom.) 30 (pekoMm.) 30 (pekoMm.)
CpOK AeincTeus

(I E]

MpeaynpexaeHn | He meHee 14 He meHee 14 He meHee 14
e 06 ncreyeHnmn (pekom.) (pekom.) (pekom.)

CpoKa AeNCTBUS
Knto4a

F'pynna "OnoBeweHune o TpeBorax"

JlokanbHoe
ornoseLleHne
0 TpeBorax

BkntoueHo (pekom.)

BkntoueHo (pekom.)

BkntoueHo (pekom.)

rpynna "KoHtponb RDP-noaknioueHuin"

[MepeHanpasne-
HWe yCTPONCTB B
RDP-
NOAKOYEHMSAX

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLieHo
[Anckos- 3anpeLleHo
YcTpoicTs Plug and Play-
3anpeLueHo noaKI4YaTb
yAaneHHble yCTponCTBa
(pekom.)

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLieHo
[Onckos- 3anpeLleHo
YcTpoiicte Plug and Play-
3anpeLleHo noaKI4YaTb
yAaneHHble yCTpoNCTBa
(pekom.)

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLieHo
[Anckos- 3anpeLleHo
YcTpoiicts Plug and Play-
3anpeLueHo nogKI4aTb
yAaneHHble yCTponcTea
(pekom.)

Fpynna "KoHTpoOJib aAMUHUCTPAaTUBHbIX NpuBuaervn"

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
YcTaHoBKa, ynpaBfieHue, MOHUTOPUHT U ayauT

279



© KOMNAHMA "KOA BE3OMACHOCTK"

Kareropmm 3Haunmoctn KUU

MapameTtp

K1 K2 K3
Camo3awmTa BkntounTb (0653.) BkntounTb (0653.) BkntounTb (0653.)
npoaykra

YyeTHble 3anmncu
C npusunernemn
yrnpasneHus
MexaHWU3MOM
camMo3awumTbl

JlokanbHasa rpynna
aAMUHUCTPATOPOB (PEKOM.)

JlokanbHasa rpynna
aAMUHWUCTPATOPOB (PEKOM.)

NokanbHasg rpynna
aAMMHUCTPaToOpPOoB (peKkoM.)

Fpynna "Ouckpe

LUMOHHOE ynpaBsieHne gocrynom"

YyeTHble 3anuncu
C npuBunernen
ynpaBneHus
npasamu JoCTyna

JNokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

JlokanbHas rpynna
aaMUHUCTpaTopoB (peKoM.)

JNlokanbHas rpynna
aaMUHUCTpaTopoB (peKkoM.)

Fpynna "3arupa

HMe AaHHbIX"

Konunyectso
LUNKIOB
3aTMpaHus Ha
NOKanbHbIX
Anckax

He meHee 2 (0653.)

He meHee 1 (0653.)

He meHee 1 (0653.)

Konunyectso
LUMKNOB
3aTMpaHus Ha
CMEHHbIX
HocuTensax

He meHee 2 (0693.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Konwnyectso
LNKI0B
3aTtMpaHus
ornepaTMBHOW
namsTu

He meHee 2 (0643.)

Konunyectso
LMKII0B
3aTMpaHunsa no
KOMaHAae
"YoanuTtb
6e3B03BpaTHO"

He meHee 2 (0693.)

He meHee 1 (0693.)

He meHee 1 (0643.)

Konwnyectso
LUMKNOB
3aTmpaHunsa npu
YHUYTOXEHUU
OAHHbIX Ha
AncKax

He meHee 2 (0643.)

He meHee 1 (0643.)

He meHee 1 (0643.)

Fpynna "MonHoMo4YHoe ynpaBneHue focryn

OM

HasBsaHusa
ypoBHel
KOHMAEeHUNaNb-
HOCTU

HactpoeHo (06ﬂ3.)*

Pexkxnum pabotbl

KOHTpOMb MOTOKOB BK/TOYEH
*
(0643.)

Pexxum paboTbl:
Crporuii
KOHTpOsb
TEPMUHANbHbIX
MoAK/THYEHUI

DNa (0653.)"

Fpynna "3amMkHyTas nporpaMMHas cpega"”
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Kareropmm 3Haunmoctn KUU

MapameTtp

K1

K2

K3

YueTHble
3anucu, Ha
KOTOpble He
OENCTBYIOT
npasuna
3aMKHYTOM
nporpamMMHoM
cpeabl

JNokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

Fpynna "Me)ceteBoii 3KpaH"

Mpasuna goctyna

HacTpoeHo (pekomM.)

HacTpoeHo (pekomM.)

HacTpoeHo (pekomM.)

[MpoTokonbl

BkntoueH A0CTYN TONbKO ANt
npotokona IPv4 (0653.)

BkntoueH A0CTYN TONbKO ANt
npotokona IPv4 (0653.)

BktoueH AOCTYN TONbKO ANt
npotokona IPv4 (0653.)

Bkntountb ICMP-
3aWwmTy

[a (pekom.)

[a (pekoMm.)

ICMP-
coobleHns: 3xo-
oTBeT

MonyyeHune (pekom.)

MonyyeHune (pekom.)

ICMP- MonyyeHune, OTnpaska MonyyeHune, OTnpaska -
coobweHns: (pekom.) (pekom.)

Appecar

HeaoCTyneH

ICMP- OTnpaBka (pekoM.) OTnpaBka (peKkoM.) -

coobLeHuns: Ixo-
3anpoc

ICMP-
coobleHus:
XopaTtancTeo
MaplpyTtusartopa

MonyueHune, OTnpaska
(pekoM.)

MonyueHune, OTnpaska
(pekoM.)

ICMP-
coobleHus:
MpeBbilweHne
BPEMEeHHOro
nHTepBana

Mony4yeHune (pekom.)

MonyyeHune (pekom.)

ICMP-
coobweHuns:
3abnokmpoBaTb
ocTasibHble TUMbI

[a (pekoM.)

[a (pekoM.)

OTcnexwusaTb
cocTosiHue
coeauHEeHn

Bk (0643.)

Bbikn (pekom.)

Bbikn (pekom.)

BnoknpoBaTb ceTe-
Bble MakKeTbl, He
COOTBETCTBYHOLUME
Tabnuue cocTo-
SAHUN

Bkn (0643.)

Bbikn (pekoM.)

Bbikn (pekoM.)

Pexxnm 0byueHus

BbikntoyeH (pekomM.)

BbikntoueH (pekomM.)

BbikntoyeH (pekom.)

Fpynna "ABTOpM3aLuA ceTEBbIX COEAUHEHMU

3awuTa
coefVHEeHnNn ans
rpynnbl everyone

[a (pekom.)

[a (pekoMm.)

O6paboTka
CeTeBbIX MaKETOB:
MapameTpsbl
obpaboTkm

CETEBbIX MAKETOB

MNoanuce, NakeT uennkom
(0653.)

Moanuce, NakeT uennkom
(0653.)
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MapameTtp

KaTteropuu 3Haummoctn KUN

K1

K2

K3

O6paboTtka
CeTeBbIX MAKETOB:
3awwmTa ot replay-
aTtak

[a (pekom.)

[a (pekoMm.)

[a (pekoM.)

Fpynna "KoHTponb ycrpoicrs"

Cnncok MNapameTpbl 3aaaHbl, Npu MNapameTpbl 3agaHbl, Npu MapameTpbl 3agaHbl, Npu

YCTPONCTB: 3ToM Ana rpynn "YcTporicTtea | 3Tom anga rpynn "YcTponcTtea | 3Tom Ang rpynn "YcTponcrea

[MapameTpsl USB", BKJTIOUYEH pEXUM USB", BK/TIOUYEH pEXUM USB", BK/TIOUYEH pEXUM

KOHTpoONS "MoakntoyeHme ycTponcTea "MoakntoyeHme ycTponcTea "MoakntoyeHme ycTponcTaa
3anpeLlyeHo" (0693.) 3anpeLlueHo" (0693.) 3anpeLyeHo" (0643.)

Cnuncok 3agaHbl (0643.) 3apaHbl (0643.) 3apaHbl (0643.)

YCTPONCTB:

PazpeweHnsa

Fpynna "KoHTponb neyatn"

Cnuncok
NPUHTEPOB:
PazpeweHnsa

3apaHbl (0643.)

3apaHbl (0643.)

3apaHbl (0643.)

Mpynna "AHTMBUpYC

MocTosiHHas OnTuManbHas 3awmTa OnTuManbHas 3awmTa OnTuManbHas 3awmTa
3awmTa (pekom.) (pekom.) (pekom.)

CkaHupoBaHue "YrnybneHHas appuctuka", | "YrnybnenHas aspuctmka", | "YrnybneHHas aBpuctmka",
NoAK/THYaeMbIX MponyckaTtb arnbl 6onee MponyckaTtb arnbl 6onee MponyckaTtb arnbl 6onee
HocuTenen 500 Mb6aiiT, npoBepsThb 500 Mb6aiiT, npoBepsTb 500 Mb6aiiT, npoBepsTb

apXM1Bbl, MakCMMasibHas
B/IOXXEHHOCTb B apxuse 8.
Pacwmperus cdannos:
CkaHupoBaTb Bce dainbl.
OeiictBusa npu obHapyxeHuu
3apa)KeHHbIX dhaninoB:
YAansaTb 3apaxeHHsble
dannbl, ynansemble dannbl
NMOMEeCTUTb B KapaHTUH
(0653.)

apXu1Bbl, MakCMMasbHas
B/IOXXEHHOCTb B apxuse 8.
PacwmpeHus cdainnos:
CkaHunpoBaTb Bce dannbl.
[OelicTBusa npm obHapyxeHumn
3apa)KeHHbIX dhaninos:
Ypanstb 3apaxeHHble
dannbl, ynansemble dannbl
NMOMECTUTb B KApaHTUH
(0643.)

apXu1Bbl, MakCUMasbHas
BJIOXXEHHOCTb B apxuse 8.
Pacwmpenus dainos:
CkaHupoBaTb Bce dannbl.
OelictBusa npm o6HapyxeHum
3apa)KeHHbIX dhannos:
YAaanstb 3apaxeHHble
dannbl, ynansemble dannbl
NMOMECTUTb B KApaHTUH
(0643.)

CkaHunpoBaHue o
pacnuncaHuto

Mpodunnb "beicTpas
nposepka",

pacnucanue: "ExeHenenbH
0, cy66ota B 03:00" (pekom.)

Mpodunb "BoicTpas
nposepka",

pacnucanue: "ExeHenenbH
0, cy66ota B 03:00" (pekoM.)

Mpocdunb "BoicTpas
nposepka",

pacnucanue: "ExeHenenbH
0, cy66ota B 03:00" (pekom.)

Fpynna "O6Hapy)xeHue BTOpXeHuun"

BknounTtb
[EeTeKTopbl atak

[a (0643.)

[a (0643.)

[a (pekoMm.)

Brnokunposka [a, Bpemst 6noknposkn — 15 | la, Bpemsa 6nokmposkn — 15 | [a, Bpems 6nokmpoBkn — 15
aTakytoLlero MUH. (0693.) MUH. (0693.) MWUH. (peKkoM.)
X0cTa npw

obHapyxeHuu

aTtak

Mcnonb3oBaTb [a (pekoM.) [a (pekoM.) -

YepHbIi CMUCOK

IP-appecos

CkaHupoBaHue [a (0653.) [a (0653.) [a (pekoM.)
nopToB

ARP-spoofing [a (0643.) [a (0643.) [a (pekoMm.)
SYN-FLOOD Oa (0693.) [Oa (0693.) [a (pexkoMm.)
AHOManbHbIN [a (0653.) [a (0653.) [a (pekoM.)
Tpadumk

DDoS [a (0643.) [a (0643.) [a (pekoMm.)
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MapameTtp

KaTteropuu 3Haummoctn KUN

K1

K2

K3

DoS

[a (0653.)

[a (0653.)

[a (pekoM.)

BknounTtb
CUrHaTypHble
aHanusartopbl

[a (0653.)

[a (0653.)

[a (pekoM.)

AHanusatop HTTP

[a (0653.)

[a (0653.)

[a (pekoM.)

AHanusaTtop
HTTP: KoHTponb
BXOASLLEro
Tpadwuka

[a (0653.)

[a (0653.)

[a (pekoM.)

AHanusaTtop
HTTP: KoHTponb
ncxoasilero
Tpadwuka

[a (0653.)

[a (0653.)

[a (pekoM.)

BnokuposaTtb
puLWKMHroBble
URL-agpeca

[a (pekoM.)

[a (pekoM.)

Bnoknposatb
60THET ceTn

[a (pekom.)

[a (pekoMm.)

*NeicTBrE sIBNSIETCS 06513aTeNbHbIM, €CU A4S peanu3aumnn Mepbl OLUT.6 (orpaHuyeHmne npas nonb3oBaTenei no
BBOAY MHdOpMaunm B cuctemy) 6yAeT NPUMEHATLCS MEXaHU3M MOSTHOMOYHOrO yrnpasneHUs AOCTYNOM CUCTEMbI
Secret Net Studio. Ecnu ansa peanvsauunm ykasaHHOM Mepbl 3almMTbl MPUMEHSIOTCA APYrue pelleHns, 4eiCTBME He
obs3aTenbHO AN BbINOMHEHUS.

MapameTpbl Nnonb30BaTenem

Ons cooTBeTCcTBUSA KaTeropmam 3Haummoctm KWW ponmxHbl 6biTb HAcTpoeHbl Mna-
pamMeTpbl Nonb30BaTeNEN, MepedncrieHHble B ceayouwen Tabnuue. Hacrponka na-
pamMeTpoB ocyuiecTensieTcsas B LleHTpe ynpaBneHus nosb3oBaTessiMM B AWMAsIOrOBOM
OKHE HaCTpOMKM CBONCTB NoNb3oBaTenNs.

YcnoBHble 0bo3HaveHns:

Ta6n.25 MNapameTpbl Nosib3oBaTenen

"Na" — BKNIOUYNTb NapameTp;

"HeT" — OTK/IOUNTL NapaMeTp;

(0653.) — pencrBme 06513aTeNbHO A5 BbIMOSIHEHUS ;

(pexkoM.) — aeincreme pekoMeHayeTcs A8 BbiMOAHEHNS;

-" — 3HauyeHMe NapaMeTpa Ha yCMOTpeHMe aagMUHUCTpaTopa 6e30nacHoCTy.

Mapamerp

Kateropuun sHaummocru KUU

K1

K2 K3

Fpynna napamerpos "UpeHTudunkaro

p" B ananore "Mapamerpbl 6e30MacHOCTH

nonb3oBartensa

SNeKTPOHHbIN naeHTuduKaTop

MpuceoeH (0653.)

MpuceoeH (pekomM.) -

MHTerpauuns c NMAK "Cobonb"

[a (pekoM.)

[a (pekom.) -

Fpynna napamertpoB "foctyn" B ananore "MapameTpbl 6esonacHocTn"

YpoBeHb gonycka

HasHaueH
YMO/THOMOYEHHbIM
nonb3oBaTensm
(06s3.)"

Mpusunernsa: YnpasneHune Kateropnamm
KOH®UAEHLMANBHOCTK

HasHaueHa
YMO/THOMOYEHHbIM
rnosab3oBaTensam

(0653.)"
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*NeiicTBNE SBNSETCS 0653aTENbHbIM, eCNU AN peanusauun Mepbl OLJT.6 (orpaHuyeHre Npas nofb3oBaTeneit no
BBOAY MHMbOpMaunm B cucTemy) 6yAeT NPUMEHSTbCS MEXaHU3M MOSIHOMOYHOrO yrpaBneHUs AOCTYNOM CUCTEMbI
Secret Net Studio. Ecnu ansa peanvsauunm ykasaHHOM Mepbl 3almMTbl MPUMEHSIOTCA APYrue pelleHns, 4eCTBME He

06a3aTenbHO 415 BbIMONHEHUS.

MapameTpbl mexaHnuamos KLl n 3IMNC

Onsa cooTBeTcTBMS KaTeropusaMm 3Haummoctn KWW pomxkHbl 6bITb HacTpoeHbl na-
pameTpbl MexaHu3MoB KL 1 3MC, nepeuncneHHble B cneayolen Tabnuue. Hacrpoika

napameTpoB OCyLLecTBAseTcs B nporpamme "KOHTposib NporpamMM n AaHHbIX".

YcnoBHble 0603HaveHns:

e "[1a" — BKIOUUTL

napameTp;

e "Her" — OTK/IOUMTbL NapaMeTp;

e (0643.) — pencrBme 0653aTeNbHO 415 BbIMOSIHEHUS ;

e (pekoM.) — AeNCTBME PEKOMEHAYETCSA AN BbINMOIHEHUS;

e "-" — 3HaueHue NapameTpa Ha YCMOTPeHWE aIMUHNCTpaTopa 6e30MNacHoOCTM.

Ta6n.26 MapameTpbl MexaHusmoB KL u 3IMC

Mapamerp

KaTteropumu 3Haummoctn KU

K1

K2

K3

Awnanor "Pe>xnmbl" B AManoroBoM oK

He HaCTpPOI KN CBOMCTB KOMMNblOoTepa

Pexxum 3MC BkItoYeH [a (0653.) - -
MArkunii pexumm Het (0643.) - -
MpoBepsTb LenocTHOCTb Moaynen nepes | Aa (0643.) - -
3anyCcKom

[MpoBepsTb 3aronoBKM MoAynen nepes [a (pekoM.) - -
3anyckom

KoHTponunpoBatb ncnonHsemble ckpuntbl | [a (pekom.) - -

AvanoroBoe OKHO HACTPOWKKN MapaMeTpoB 3afjaHUsA KOHTponsi C3U

MeToA KOHTPONs pecypcos

Conepxunmoe (0653.)

Coaepxxunmoe (0653.)

KOMMbloTEp (PeKoM.)

KOMMbloTep (peKkoMm.)

Anroputm CRC32 (pekom.) CRC32 (pekoM.) -
Pernctpaums cobbeituin: Ycnex [a (pekom.) [a (pekom.)

3aBepLUeHns

Perncrtpaumns cobbitnii: Owmnbka [a (0653.) [a (0653.) -
3aBepLueHuns

Pernctpaums cobbitmin: Ownbka [a (0643.) Oa (0653.) -
npoBepKu

Peakuuns Ha oTkas: [JelicTteus 3abnokmposaTb 3abnokmMpoBaTb -

Pacnucanune

Mpwu 3arpyske OC n
no pacnucaHuo
(06s3.)

Mpw 3arpyske OC un
Nno pacnmcaHuio
(0b6s3.)

AnanoroBoe OKHO HAaCTPOMKM NapaMeTpoB 3afaHuA koHTpona OC (c¢ainbl n peecrp)

3aBepLlieHns

MeToa KOHTpOns pecypcoB Conepxunmoe Copepxumoe -
(pekom.) (pekom.)

Anroputm CRC32 (pekoM.) CRC32 (pekoM.) -

Perncrtpaums cobbituin: Ycnex [a (pexkoMm.) Oa (pekom.) -

3aBepLueHus

Pernctpaums cobbitmin: Owmnbka [a (pekoM.) [a (pekoM.) -

PerncTpauusi cobbITuit: Ycnex npoBepku

HeT (pekom.)

Het (pekom.)

Secret Net Studio. PykoBoacTBO agm
YcTaHoBKa, ynpaBfieHne, MOHUTOPUHT
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KaTteropuu 3Haummoctn KU

MapameTtp

K1 K2 K3
Pernctpaumns cobbitmin: Owmnbka [a (pekoM.) [a (pekoM.) -
NpoBepKu
Peakumns Ha oTkas: [encTeus 3abnoknpoBsaTb 3abnokmposarb -

KOMMbloTEp (PEKOM.) | KOMMNbioTep (peKoM.)

PacnucaHue

Mpu 3arpyske OC 1
no pacnucaHuio
(pekom.)

Mpw 3arpyske OC un -
no pacnucaHuio
(pekom.)

WUHdhopMaLMOHHbIe cUCTeMbI, NpeAHa3HauYeHHbIe Ans 06paboTku
GUoMeTpUYECKMX NepCoHaNbHbIX AaHHbLIX

Mpn onpeneneHHbIX BapuaHTax HacTponku cuctema Secret Net Studio obecneunBaer
COOTBETCTBME PEeKOMeHAALMsAM Mo HenTpanusaumn 6aHkammn yrpo3 6e3onacHoCcTH, ak-
TyanbHbIX Mpu o06paboTke, BkAYas cbop M XpaHeHue, OBUMOMETPUYECKUX TMep-

COHa/lbHbIX AOaHHbIX,

MX MpoBEepKe M nepegadye MHbOPMALMKU O CTEMEHU WX

COOTBETCTBUS MPenocTaBfieHHbIM GUMOMETPUYECKMM MNEPCOHANIbHbIM AAHHbLIM pa-
XAaHuHa PO.

PexoMeHzaaunn U310XeHbI B ceayrowmnx HopMatMBHO-METOANYECKUX AOKYMEHTAX:

YkasaHue "O nepeyHe yrpo3 6e30nacHOCTM, akTyanbHbIX Npn 06paboTke, BK/IO-
yas cbop n xpaHeHue, BoOMeTpMYECKMX NepCcoHanbHbIX AAHHbIX, UX MPOBEpKe 1
nepegade nHdopMaumMn O CTeNeHM UX COOTBETCTBUS MpenocTaBfieHHbIM 6uo-
MeTpUYECKMM NepcoHabHbIM AaHHbIM rpaxaaHnHa Poccuinckon ®degepaumu B ro-
CY[ApCTBEHHbIX opraHax, 6aHKax n MHbIX OpraHm3aumax, ykasaHHbix B ab3aue
nepsoM 4yactu 1 craten 14.1 depepanbHoro 3akoHa oT 27 utona 2006 roaa
N9149-®3 "0O6 nHpopmaumm, MHHOPMALMOHHBIX TEXHOMOMUSAX U O 3alLUTe UH-
dopmaummn", B eamHon 6GmomeTpuuyeckoirr cucteme (yTBepxaeHo LleHTpanbHbIM
baHkoM Poccuiickorn ®epepaunn (baHk Poccun) 9 uions 2018 roga N24859-
Y¥/01/01/782-18);

MeToanueckme pekoMeHAaunm No HelTpanusaunm baHkamm yrpo3s 6e3onacHoCTy,
aKTyanbHbIX Npn 06paboTke, BkItoYas cbop U xpaHeHue, BuomeTpuyeckux nep-
COHasNbHbIX AaHHbIX, UX MPOBEpKe U nepejaye MHOOPMaLUKN O CTENEHN UX CO-
OTBETCTBMSA MPeAoCTaBfieHHbIM OUMOMETPUYECKMM MepcoHasbHbIM  AAHHbIM
rpaxaaHuHa Poccuickon ®enepaunmn (yreepxaeHbl LeHTpanbHbiM BaHkoM Poc-
cunckon deaepaunm (baHk Poccun) ot 14 dpespans 2019 r. NQ 4-MP);

Mopsinok 06paboTkm, BkoYas cbop M XxpaHeHUE, NapaMeTpoB BMOMETPUYECKUX
nepcoHasabHbIX AaHHbIX B LUenax uaeHTuduKaummn, nopsaok pasMeweHns n ob-
HOBJIEHNSI BUOMETPUYECKUX MEPCOHAsIbHbIX AAHHbIX B €ANHO BMoMeTpUYecKomn
cucTeMe, a Takxke TpeboBaHus K UHPOPMaLMOHHBIM TEXHONOMMAM U TEXHUYECKUM
cpeacTBaM, npegHasHadeHHbIM ans 06paboTkn GuomeTpnyecknx nepcoHasibHbIX
AaHHbIX B Uensx nposeaeHus uaeHTudukaummn (yTBepxaeH npukasom Mwu-
HUCTepCTBa UM@POBOro pa3BmMTus, CBSA3M M MacCOBbIX KOMMYHMKaLnn Poccuiickoi
®epepaumm ot 25.06.2018 N°321).

[ns ypoBHel 3awmnThl MHGOpMaunm EBC-1 (yCMNeHHbI ypoBeHb, AN CUCTEMHO 3Ha-
UMMbIX KPEeAUTHbIX opraHm3auunin) u EBC-2 (ctaHaapTHbI ypoBeHb) onpeaeneHbl 6a-
30Bble Habopbl Mep 3aWmnTbl HdOPMaLMK. OpraHn3aumoHHbIE N TEXHUYECKNE Mepbl
3aWmnTbl MHpOPMaLUMKM AOKHbLI obecneunBaTb peann3aumio Cneayowmx OCHOBHbIX
TpeboBaHwWiA:

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT

naeHTUdUKauns, ayTeHTudunKaLms, aBTopmsauns;
ynpaBneHune JOCTYMoM;

orpaHuYeHune NporpamMMHoit cpeasi;

3alMTa MaWMHHbIX HOCUTENE MHhOoPMaLmnK;
ayauT 6e30nacHoCTu;

aHTUBMPYCHas 3almTa;
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. BbldBJIEHNE CETEBbIX BTOp)KEHVIVI N aTak;

e CerMeHTauunsa n MexceTeBoe 3KpaHpoBaHUE BblYNCITUTENIbHbIX CETEVI;
L4 KOHTPOJ1b LLETOCTHOCTU U 3alLNLLEHHOCTHU,

e 3allnTa TEXHUYECKUX CPencTB N CUCTEM;

e 3awWwmTa UHQOpMaUMKN NpU OCYLLECTB/IEHNN YAANIEHHOro JIOrMYEeCcKoro AocTyna ¢
MCnonb3oBaHWeM MObUIbHbIX (MEPEHOCHbIX) YCTPOMUCTB;

e ynpaBsiEHNeE MHUNAEHTAMUN 3alUNThbI VIHCbOpMaLI,VIVI;
¢ 3alluTa Ccpelbl BUpTyaan3saunun.

MUcnonb3oBaHue CpencTB AOBEPEHHOMN 3arpy3ku

B wnHdopmaunmoHHon cucteme EBC Bcex ypoBHeW 3awunTbl MHbOpMauuu pe-
KOMEHAYeTCs NMpMMeHeHne CpeAcTBa AOBEPEHHOM 3arpy3kn onepaumoHHON CUCTEMbI
B BuMAe annapaTHO-MNpOrpamMMHbIX MOAyNel OOBEPEHHOM 3arpy3ku YypOBHS MNathl
pacwmpeHus, ceptndunumpoaHHbix ®CTIK Poccun Ha cooTBeTCTBME TpeboBaHUSAM K
anmnapaTHO-MPorpaMMHbIM MOAYISIM IOBEPEHHOM 3arpy3ku DBM no 2 knaccy 3alunThl.

B kauecTBe cpeacTsa AOBEPEHHOM 3arpy3kuM MOXET MCNOoNb30oBaTbcsa nsgenve "lMpo-
rpamMHo-annapartHblii komnnekc "Cobonb".

O6ecneueHune HenpepbiBHOCTU PYHKLMOHUPOBAHMUA

Ona obecneuyeHns HenpepbiBHOCTU (yHKUMOHMpoBaHus Secret Net Studio B EBC
BCEX YPOBHEN 3awuTbl MHMOPMaUMW PEKOMEHAYETCHd B KaxAoM JAoMeHe 6es-
OMacHOCTM UCMoJb30BaTb HE MEHEE [IBYX cepBepoB 6e30nacHoCTH.

MapameTpsbl nonutuk Secret Net Studio

[na cooTBeTCTBUS YPOBHSAM 3awmTbl MHGopMaumm EBC gomkHbl 6biTb HACTPOEHbI Nna-
paMeTpbl MNOAUTUK, MNEepedYncrieHHble B cneaytowen Tabnuuye. Hacrpoika Bbl-
nonHsietcs B LleHTpe ynpaBneHus Ha Bknaake "Hactporikn", pasgen "Monntunkun".

YcnoBHble 0603HaYeHns:

e "[la" — BKIOUYNTb NapameTp;

e "HeT" — oTKNIOUNTb NapaMeTp;

e (0653.) — pencreme obsi3aTENbHO A/1S BbIMOSIHEHUS;

¢ (peKkoM.) — AeliCTBME PeKOMEHAYEeTCS ANS BbINMONHEHUS;

e "-" — 3HaueHue NapamMeTpa Ha YCMOTPEHUE aIMUHUCTPaTOpa 6e30MNacHOCTMU.

Tabn.27 NMNapameTpbl NOINTUK

YpoBeHb 3awmTbl MHpopmaummn EBC

MapameTp

EBC-1 EBC-2

Fpynna "Bxoa B cucremy”

MakcuManbHbI Nnepuog
HEeaKTUBHOCTW A0 6/10KMPOBKHM
3KpaHa

He 6onee 15 (0643.) He 6onee 15 (pekom.)

3anpeT BTOPMYHOro BXoAa
B CUCTEMY

[a (pekom.) [a (pekom.)

Bpemsi 610knpoBku npu
AOCTUMXKEHUW KoNuyecTsa
HeyAa4YHbIX MOMbITOK
ayTeHTUdUKaunm

He meHee 30 MUHYT (0643.) He meHee 30 MUHYT (0653.)

Pexxum naeHTudunkaumnm
nonb3oBaTtens

Tonbko No naeHTUdUKaTopy
(0643.)

Tonbko No naeHTUdUKaTopy
(pekoM.)

PexxuM ayTeHTUDMKaL MK
nonb3oBaTtens

YcuneHHast ayteHTUdmKauns
no naposo
(0653.)

YcuneHHas ayteHTMduMKauns
no naposo
(0653.)
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MapameTp

YpoBeHb 3awnTbl MHhopmauun EBC

EBC-1

EBC-2

MaponbHas nonuTnka

3apaTtb CBOM 3HAYeHus
(06s3.)

3agatb CBOM 3HAYEeHUS
(06s3.)

MuHuManbHas gnuHa napons

He meHee 8 cumBonos (0643.)
Maponb AQMUHUCTpPATOpa HE MeHee
16 cnmBsonos

He meHee 6 cumBonos (0643.)
Maponb AAMUHUCTpPaToOpa He MeHee
16 cnmBsonos

Cpok aenctens napons

He 6onee 360 gHen (0643.)
Ona AoMuHucTpaTtopa He 6onee 90
OHeN

He 6onee 360 aHelt (0653.)
Ona AoMMHucTpaTtopa He 6onee 90
noHen

CnoXHOCTb Nnapons

[a (0643.)

Fpynna "XypHan"

MakcuMasbHbIi pasmep XypHana
3alWnThI

He meHee 4096 (pekoM.)

He meHee 4096 (pekoM.)

MonunTtuka nepesanuncu cobbITnn

3atmpatb cobbITMA Mo
Mepe HeobxoAnMoCTH
(pekoM.)

3aTtnpatb cobbiTnsa No
Mepe HeobxoanMoCTH
(pekoM.)

YyeTHble 3anncu ¢ NpuBuIer1ei
NMpOoCMOTpa XypHana CUCTEMbI
3alWmThI

JNlokanbHas rpynna
aAMUHUNCTPaTopoB (peKoM.)

NokanbHas rpynna
aaMUHUCTpaTopOoB (peKoM.)

YueTHble 3anuncu ¢ HpMBMﬂerMEVI
ynpaBneHna XXypHaioM CUCTEMDI
3awmnTbl

JNokanbHas rpynna
aaMUHUCTpaTopoB (PeKoM. )

JNokanbHas rpynna
aaMUHMCTpaTopoB (peKoM.)

Fpynna "Knioum nonb3oBarens’

K/1lo4a

MakcuManbHbIA CPOK AEACTBUS He 6onee 360 He 6onee 360
Ko4a (pekom.) (pekom.)
MUWHWManbHbIN CPOK AENCTBUSA 30 (pekom.) 30 (pekom.)

MpeaynpexaeHune 06 ncteyeHnm
CpoKa AeNCcTBUS Ktoua

He MeHee 14
(pekom.)

He meHee 14
(pekom.)

Mpynna "OnoBeweHue o TpesBorax"

JlokanbHOe onoseLleHne o TpeBorax

BkntoueHo (pekom.)

BkntoueHo (pekom.)

Fpynna "KoHTponb RDP-noaknioueHuim

MNepeHanpasBneHne yCTpONCTB B
RDP-nogkntouyeHnsax

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeLieHo
[Ownckos- 3anpelueHo

YctpowncTts Plug and Play-
3anpeweHo noakno4vaTb
yOaneHHble yCTPONCTBa (peKkoM. )

COM-nopToB - 3anpeLeHo
LPT-nopToB- 3anpeleHo
[wnckos- 3anpelueHo

YctpowncTts Plug and Play-
3anpeLleHo nogKnoyaTb
yhaneHHble yCTponcTBa (pekoM. )

Fpynna "KoHTponb agMuMHMUCTpa

TUBHbIX NpUBUIErnm

Camo3awmTta npoaykTa

BCe: BkntounTtb (0643.)

Bce: BkntounTtb (0643.)

YyeTHble 3anucu ¢ npuBuaervei
yrnpasneHusi MexaHn3MoM
camo3alumThl

Bce: JlokanbHas rpynna
agMUHMCTpaTopoB (peKoM. )

Bce: JlokanbHas rpynna
agMUHUCTpaTopoB (peKoM.)

Fpynna "[AuckpeumoHHoOe ynpaBsieHMe focrynom"

YueTHble 3anucu ¢ npueuaerei
ynpaeneHusi npaBamMun 4ocTyna

NokanbHag rpynna
agMUHMCTpaTopoB (peKoM. )

NokanbHas rpynna
agMUHUCTpaTopoB (pPeKoM.)

Fpynna "3arupaHuve gaHHbIx"

KonnyecTtso UMKI0OB 3aTUpaHus Ha
NOKaNbHbIX ANCKaX

He meHee 2 (pekoMm.)

He meHee 1 (pekom.)

KonwnuecTtso LMKI0B 3aTUpaHns Ha
CMEHHbIX HOCUTEN ax

He meHee 2 (pekoM.)

He meHee 1 (pekoM.)
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MapameTp

YpoBeHb 3awnTbl MHhopmauun EBC

EBC-1

EBC-2

KonwnuecTtso unMK0B 3aTMpaHuns
onepaTMBHON NamaTh

He meHee 2 (pekoM.)

He meHee 1 (pekoM.)

Konuyectso LMKNOB 3aTnpaHunsa no
kKomaHze "YaanuTtb 6e3B803BpaTHO”

He meHee 2 (pekoM.)

He meHee 1 (pekom.)

KonunyecTBo LMKI0B 3aTUpaHus
NMPpY YHUUYTOXXEHUM AaHHbIX Ha
AnCKax

He meHee 2 (pekoM.)

He meHee 1 (pekoM.)

Fpynna "MonHoMo4HOe ynpaBseHune focrynom"”

HasBaHus ypoBHei
KOHUAEHUMANBHOCTH

HacTtpoeHo (0643.)

Pexxum pabotbl

KOoHTponb NOTOKOB BKJ1tOYeH (0643.)

Pexxum pabotbl: CTporuit KOHTpOb
TEepMUHaNbHbIX NOAKOYEHWN

[a (0643.)

Fpynna "3amMkHyTas nporpaMMHas cpega"”

YYyeTHble 3anncu, Ha KoTopble He
AENCTBYIOT Npaeuia 3aMKHYTOM
nporpamMMHON cpeabl

JNlokanbHas rpynna
aAMUHUCTPATOPOB (pPEeKoM. )

JNokanbHas rpynna
aaMUHUCTpaTopOoB (peKoM.)

Fpynna "Me)xceteBoi 3KpaH"

Mpasuna goctyna

HactpoeHo (pekom.)

HactpoeHo (pekomM.)

[MpoTokosbl

BrkstoueH A0CTyn TONbKO ANs
npotokona IPv4 (063.)

BkntoueH A0CTyn TONbKO ANt
npotokona IPv4 (06s3.)

Bxkntountb ICMP-3awmTy

[a (pekom.)

[a (pekom.)

ICMP-coobweHuns: Oxo-oTBeT

MonyyeHune (pekoMm.)

MonyueHune (pekom.)

ICMP-coobweHnunsa: Agpecat
HeaocTyneH

MonyyeHwne, OTnpaska (pekoMm.)

MonyueHune, OTnpaska (pekoMm.)

ICMP-coobweHuns: Oxo-3anpoc

OTtnpaska (peKkoMm.)

OTtnpaska (pekom.)

ICMP-coobweHunsa: Xoaatancrso
MaplpyTtusartopa

MonyyeHune, OTnpaska (pekomM.)

MonyueHune, OTnpaska (pexkom.)

ICMP-coobweHus: MNpeBbiweHne
BPEMEHHOro nHTepBana

MonyueHune (pekom.)

MonyyeHune (pekom.)

COOTBETCTBYIOLME TabnnLe cocTo-
AHUN

ICMP-coobweHunsa: 3abnokuposats | [la (pekom.) [a (pekoM.)
oCTasibHble TUMbI

OTcnexuneaTb COCTOSIHME Bkn (0643.) Bbikn (pekom.)
coeAuHEeHnM

BbnoknpoBaTb ceTeBble NakeTbl, He | Bkn (0643.) Bbikn (pekom.)

Pexxum 06yyeHuns

BbikntoueH (pekom.)

BbikntoueH (pekom.)

Fpynna "ABTOpM3auua ceTeBbiX

coeagnHeHUun

3awmTa CoeANHEHWIA AN Tpynbl
everyone

[a (pekom.)

[a (pekom.)

O6paboTka ceTeBbIX MNakeToB:
MapameTpbl 06 paboTKM ceTeBbIX
nakeToB

Moanwucek, MakeT uennkom (0653.)

Moanwuck, MakeT uenukom (063.)

O6paboTka ceTeBbIX MNakeToB:
3awmTa oT replay-atak

Oa (pekom.)

Oa (pekom.)

Fpynna "KoHTposib ycTpoucTB"
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MapameTp

YpoBeHb 3awnTbl MHhopmauun EBC

EBC-1

EBC-2

Cnucok ycTporicTs: MapameTpsbl
KOHTpONS

MapameTpbl 3a4aHbl, NpY 3TOM ANS
rpynn "YcTponcTtea USB" BkntoueH
pexum "MoaknoyeHne ycTponcraea
3anpelueHo" (0643.)

MapameTpbl 3agaHbl, Npy 3TOM AN
rpynn "Yctponctea USB" BkntoueH
pexumM "MoakntoyeHne ycTponcTaea
3anpelleHo" (0643.)

Cnuncok ycTpoicTs: PaspelueHuns

3anaHbl (0643.)

3anaHbl (0643.)

Fpynna "KoHTponb neyatun"

Cnucok npuHTepoB: PaspelleHuns

3apaHbl (0643.)

3apaHbl (0643.)

Fpynna "AHTusupyc"

MocTosiHHas 3awmTa

OnTManbHas 3awmTa (peKoMm.)

OnTnManbHas 3awmTa (pekoMm. )

CkaHupoBaHMe NoaKIYaeMbIX
HocuTenen

"YrnybneHHas aBpucTuka”,
nponyckaTtb darnbl 6onee 500
M6aiiT, npoBepsATb apX1Bbl,
MakCcuMasnbHas BNOXXEHHOCTb B
apxuBe 8. PacwmpeHus dainnos:
CkaHupoBaTtb Bce dainbl. Jenctensa
npu 06Hapy>XeHUM 3apaK eHHbIX
darinoB: Yaanstb 3apaxeHHble
thannbl, ynansemble dannbl
NOMeCTUTb B KapaHTUH(0643.)

"YrnybneHHas aBpucTuka”,
nponyckaTtb darnbl 6onee 500
M6aiT, npoBepsATb apXM1Bbl,
MakCcuManbHasl BNOXXEHHOCTb B
apxuBe 8. PacwmpeHus cdainos:
CkaHupoBaTtb Bce daisibl. Jenctensa
npu o6Hapy>XeHnn 3apaKeHHbIX
darinos: Yaanstb 3apaxeHHble
dannbl, ynansemble dannbl
NOMeCTUTb B KapaHTMH(0643.)

CkaHupoBaHMe No pacnncaHunio

Mpodunb "BeicTpas npoeepka”,
pacnucanue: "ExeHenencHo,
cy66otaB 03:00" (pekom.)

Mpodwunb "BbeicTpas nposepka”,
pacnucaHue: "ExeHenencHo,
cy660taB 03:00" (pekom.)

Fpynna "O6Hapy>keHue BTOp)Xe

BKkounTb AeTeKTopbl aTtak

[a (0653.)

[a (0653.)

BnoK1poBKa aTaKyoLero XocTa npu
o6HapyXeHuu aTak

[a, Bpems 610kMpoBkn — 15 MUH.
(06s3.)

[a, Bpemst 610kMpoBkM — 15 MUH.
(06s3.)

Mcnonb3oBatb YepHbIi cnucok IP- | [a (pekom.) [a (pekom.)
aapecos

CkaHupoBaHue nNopToB [a (0643.) [a (0653.)
ARP-spoofing Na (0653.) [a (0653.)
SYN-FLOOD [a (0643.) [a (0643.)
AHOManbHbI Tpaduk Oa (0693.) Oa (0693.)
DDoS [a (0643.) [a (0653.)
DoS Na (0653.) [a (0653.)
BKHOUMTb CUTHATYpHble [a (0643.) [a (0643.)
aHanusaTopbl

AHanusatop HTTP [a (0643.) [a (0653.)
AHanuzsatop HTTP: KoHTponb Na (0653.) [a (0653.)
BXoasuero Tpaduka

AHannzatop HTTP: KoHTponb Oa (0693.) Oa (0693.)
ncxoasilero Tpaduka

Bnoknposatb pumHrossie URL- [a (pekoM.) [a (pekoM.)
agpeca

BnokupoBaTb 60THET ceTu [a (pekom.) [a (pekom.)

MapameTpsbl Nnonb3oBaTenemn

[na cooTBETCTBMA YPOBHSAM 3alinThl MHMOpMaunn EBC A0/mMKHbI 6biTb HACTPOEHbI
napaMeTpbl Nofib30BaTeslelt, MnepeuncieHHble B creayollein Tabnuue. Hacrtpoitka
napaMeTpoB OCyLLEeCTBNsSETCA B LieHTpe ynpaBneHus nosib30BaTeNsaM1 B AMaNOrOBOM
OKHE HaCTpOMKWN CBOMCTB MO/b30BaTeNs.
YcnoBHble 0603HaYeHUs:

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa
YcTaHoBKa, ynpaBfieHue, MOHUTOPUHT U ayauT

289



"Na" — BKNIOUNTb NapameTp;
"HeT" — OTKNOUMTbL NapaMeT
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p;

(0653.) — pencrBme 06513aTeNbHO A5 BbIMOJIHEHUS;
(pekoM.) — fencrene pekoMeHayeTcs ANs BbIMONHEH WS ;

Ta6n.28 MapameTpbl Nnonb3oBaTenemn

-" — 3HauyeHMe NapaMeTpa Ha yCMOTpeHMe aagMUHMUCTpaTopa 6e30nacHoCTy.

YpoBeHb 3awnTtbl Hdopmauun EBC

Mapamerp

EBC-1

EBC-2

Fpynna napamerpos "UpeHTudpukarop” B ananore "Mapamerpbl 6e3onacHocTm

SNeKTPOHHbIN naeHTUdUKaTop Nonb3oBaTens

MpwuceoeH (0653.)

MpuceoeH (pekomM.)

MHTerpauuns c NMAK "Cobonb"

[a (pekoMm.)

[a (pekoMm.)

F'pynna napamerpoB "[ocryn" B ananore "MapameTrpbl 6esonacHocrn”

YpoBeHb gorycka

HasHaueH
YMOMHOMOYEHHbIM
nonb3oBaTensam
(06493.)

lMpuBunerua: YnpaesneHue kateropusmm
KOH®UAEHLMANBbHOCTH

HasHauyeHa
YNOHOMOYEHHbIM
nonb30oBaTeNsm
(06493.)

MapameTpbl MmexaHuamos KLl m 3MNC

[na cooTBETCTBUS YPOBHSAM 3aLmTbl HGopMaumm EBC gomkHbl 6biTb HACTPOEHbI Nna-
pameTpbl MexaHn3MoB KL, n 3IMC, nepeuncneHHble B cneaytowen Tabnmue. Hacrponka
napameTpoB OCyLLeCcTBAsSeTCsa B Nporpamme "KOHTposb NporpamMM n AaHHbIX".

YcnoBHble 0603HaYeHns:

e "[1a" — BKIOUMTb NapaMeTp;
[ ]
[ J
[ ]

Ta6n.29 MNapameTpbl MEXAHU

"HeT" — OoTKNIOUMTL NapameTp;
(0653.) — peicrBme obs3aTeNnlbHO AN1s BbIMOJIHEHUS ;
(pekoM.) — pencreme peKkoMeHAyeTCs AN BbINONHEHUS;

3moB KLl n 3INC

-" — 3HauyeHue NapaMeTpa Ha YCMOTpeHne agMMHUCTpaTopa 6€30MacHoCTH.

YpoBeHb 3awmnTbl MHcpopmauun EBC

Mapamertp

EBC-1 EBC-2
Aunanor "Pe>xnMbl" B AMaNIoOroBOM OKHE HAaCTPOMKM CBOMCTB KOMNblOoTEpa
Pexxum 31 C BkntoyeH Oa (0653.) Oa (0653.)
MArkunii pexumm HeT (0643.) Het (0643.)
MpoBepsTb LENOCTHOCTL MOAY1EN Nepes 3anyCKoM [Oa (0653.) [Oa (0653.)
[MpoBepsiTb 3aronoBKM MoAYyeN Nnepes 3anyCcKom [a (pekom.) [a (pekoMm.)
KoHTponupoBaTb UCMOTHAEMbIE CKPUNTHI [Oa (pekom.) [a (pekom.)

AvanoroBoe OKHO HAaCTPOWKX NapaMeTpoB 3afaHusA KOHTpona C3U

MeToa KOHTpOns pecypcos

Conepxumoe (0653.)

Conepxunmoe (0653.)

Anroputm CRC32 (pekoM.) CRC32 (pekoM.)
Pernctpauus cobbitnin: Ycnex 3aeseplueHuns Oa (pekom.) [a (pekom.)
Pernctpaumns cobbimuii: Ownbka 3aBepLUeHuns Oa (0643.) [a (0643.)
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MapameTtp

YpoBeHb 3awnTtbl Hhopmauun EBC

EBC-1

EBC-2

Pernctpaumns cobbitmnin: Owmnbka npoBepkun

[Oa (0653.)

[a (0653.)

Peakuuns Ha oTkas: [encrteuns

3abnokmMpoBaTh KOMNbIOTEP
(pekom.)

3abnokmMpoBaTh KOMNbIOTEP
(pekom.)

Pacnucanune

Mpw 3arpyske OC u no
pacnucanumio (0643.)

Mpwu 3arpyske OC 1 no
pacnucanumio (0643.)

[Ananorosoe OKHO HaCTPOMKM NapaMeTpoB 3afaHnsa KoHTponsa OC (daiinbl u peecrp)

MeTon KOHTp O/ pecypcoB

Copepxxumoe (pekom.)

Conepxknmoe (pexkom.)

ANropuT™ CRC32 (pekoM.) CRC32 (pekomM.)
Pernctpaumns cobbitnin: Ycnex 3aBeplueHus [Ja (pekomM.) [a (pekoM.)
Perncrtpaumnsa cobbimnii: Owmnbka 3aBepLueHmns [a (pekoMm.) [a (pekoMm.)

Pernctpauus cobbitnin: Ycnex nposepku

Het (pekom.)

Het (pekom.)

Pernctpauus cobbimuii: Owmnbka nposepkn

Oa (pekom.)

Oa (pexkom.)

Peakuus Ha oTkas: [lencTteus

3ab1okMpoBaTb KOMMbIOTEP
(pekom.)

3ab10kMpoBaTb KOMMbLIOTEP
(pekoMm.)

Pacnucanune

Mpw 3arpyske OC 1 no
pacnucaHuio (pekoMm.)

Mpw 3arpyske OC 1 no
pacnucaHuio (pekom.)

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa

YCTaHOoBKa, YnpaB/ieHUe, MOHUTOPUHT U ayauT

291



© KOMMAHMA "KOA BE3OMACHOCTK"

NpuMeHeHMe NnapameTpPOB Nocrie HaCTPOUKHU

Mpy M3MEeHEeHUM NapamMeTpoB 06bEKTOB M 3aLMTHbLIX MexaHu3MoB Secret Net Studio
He BCe 3HAYeHWs MOryT BCTYMnaTb B CMJly Cpasy Moc/ie COXpaHeHUs M3MeHeHui. He-
KOTOpble MapaMeTpbl MPUMEHSAIOTCA Ha 3allMLLAEMbIX KOMMblOTEpax MNpu onpe-

AENEHHbIX YCNOBUAX.

Huxxe nepeyncneHbl NapamMeTpbl, BCTyNawwme B CUly Nocie nepesarpyskn KoMmbio-
Tepa UM Npu CreayroweM BXoAe Nonb3oBaTeNs B cuctemy. OcTanbHble NapaMerpsl

NpUMEHSIOTCA Cpasy MOC/Ee COXPaHEHNS N3MEH

Ta6n.30 NMNapameTpsbl B LleHTpe ynpaBneH

E€HHbIX 3HAYEHUN.

Mapamertp

NMpuMmeHeHne

Bknapka "CocrossHue" ans KOMnbroTEpa — CPeACTBa BKJIOYE

HUA N OTKNTIOYEHUA MeéXaHU3MoB

[AnckpeunoHHoe ynpasreHue

lMocne nepesarpy3ku

3aTnpaHue gaHHbIX

Mocne nepesarpy3sku

KOHTpO/b yCTpOiCTB

Mocre nepesarpysku

3aMKHYyTas nporpaMMHast cpeaa

lMocne nepesarpy3ku

[MonHoOMoOYHOE ynpasreHue

[Mocne nepesarpy3ku

KoHTponb nevatn

Mocne nepesarpy3sku

3alwmTa AMCKOB U WndpoBaHme

Mocre nepesarpysku

Bknagka "Hacrpoiku", pasgen "Monutukn" — napamerpbl rpynnsbl "Bxoa B cucremy"

MaKkcuManbHbIM Nepnog HEaKTUBHOCTM A0 6/T0OKMPOBKM 3KpaHa

Mpw cnepytollem BXxoae B CUCTEMY

3anpeT BTOPMYHOro BXoAa B CUCTEMY

Mocne nepesarpy3sku

Peakumns Ha nsbsATHME naeHTUdrKaTopa

Mpv cneaylowem BXOAE B CUCTEMY

KonunyecTtso H €yAayHbIX NOMbITOK ayTeHTI/I(bI/I Kauuu

Mpu cneayoLEeM BXOAE B CUCTEMY

PaszpewnTb VIHTepaKTVIBHbIVI BXOA4 TONNbKO JOMEHHbIM NOJIb30BATENAM

Mpw cnepytollem BXxoae B CUCTEMY

Pexxum VI,CI,eHTVIq)VI Kaunun nonb3oBartens

Mpw cnepytollem Bxoae B CUCTEMY

Pexxnm ayTeHTUdMKaumMm nonb3osartens

Mpv cneayloLem BXOAE B CUCTEMY

[MaponbHasa nonuTnka

Mpu cneayoLEM BXOAE B CUCTEMY

Bknapaka "Hacrpoiku", pasgen "Monutukn" — napamerpsl rpynnbl "XXypHan"

MakcuMarnbHbIli pa3Mep XXypHana CUCTEMbI 3alnThbl

Mpwn yBennueHun — cpasy. lMpu
YMEHbLUEHUN — MOC/Ie OYUCTKN XXypHana

YyeTHble 3anmcu ¢ I'IpVIBVIJ'IeFVIef/'I NpOCMOTpa XYypHana CUCTEMbI
3awmnTbl

Mpu cneayoLLEM BXOAE B CUCTEMY

Bknapka "Hacrpoiku", pasgen "Moautukn" — napamerpsl rpynnbl "Knwouum nonb3osarens"

Bce HacTpamBaeMble napaMeTpbl rpynbl

Mpv cneayloLem BXOAE B CUCTEMY

Bknagka "Hacrpoiikn", pasgen "Monutukn" — napamertpbl rpynnbl "KoHTposib RDP

noaksroueHmnn"

MepeHanpasneHne ycTponcTs B RDP-noakntoueHmsx

Mpw cneaytoLeM TepMUHaNbHOM BXoAe

MepeHanpaeneHune 6ydepa o6MeHa B RDP-nogkntoueHmsx

Mpwn cnepylowwem TepMMHaNbLHOM BXoae

[MepeHanpaBneHune npuHTepoB B RDP-noaknto4eHumsax

I'IpM cnepywuweMm TepMMHanbHOM BXoae

Bknapgka "Hacrpoiiku", pazgen "Monutukun" — napamertpsl rpynnbl "AAMUHUCTPUPOBaHME

CUCTEeMbl 3aWmTbl"

CamosawmTa npoaykra: BkaoumTb

Mocre nepesarpysku

Camo3awmTa npoaykTa: BkiounTb KOHTPOAb aAMUHUCTPATUBHbIX
npueBunerni

lMocne nepesarpy3ku
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Mapamertp NMpuMmeHeHune
Bknapka "Hacrpoiiku", pasgen "Monautukun" — napamerpsl rpynnbl "[AMCKpeLMOHHOE yrpaBJjieHue
pocrynom"

YyeTHble 3anmcu ¢ I'IpVIBVIJ'IeFVIeﬁ ynpaBneHuns npaBaMn Aoctyna

Mpu cneayoLEM BXOAE B CUCTEMY

Bknapgka "Hacrpoiiku", pazaen "Monutukun" — napamerpsbl rpynnbl "MosHOMOYHOE yripaBsieHue

pocrynom™

PexkuM ckpbitus: CKkpblBaTb HEAOCTYMHbIE KOHPUAEHLNANbHbIE
dannbl

Mocre nepesarpysku

Pexxnm ckpbitns: OTobpaxaTtb HeAOCTYMHble KOHPUAEHLMANbHbIE
dannbl

lMocne nepesarpy3ku

Pexxum paboTbl: KOHTpONb NOTOKOB OTK/THOYEH

Mocre nepesarpysku

Pexxvm paboTbl: KOHTpOnb NOTOKOB BK/THOYEH

lMocne nepesarpy3ku

Pexxvm paboTbl: CTpormin KOHTPOAb TEPMUHAsbHbIX MOAKTOYEHNI

Mpw cnepytollem BXxoae B CUCTEMY

Pexxvm paboTbl: ABTOMaTM4eCKMI BbIGOP MaKCMManbHOr0O ypOBHS
ceccum

Mpw cnepytollem Bxoae B CUCTEMY

Bknagka "Hacrpoikun", pasgen "Monutukn" — napaMmeTrpbl rpynnbl "3aMKHyTas nporpaMMHas

cpepa"

YueTHble 3anncK, Ha KoTopble He AENCTBYIOT NpaBu/a 3aMKHYTOM
NporpamMMHol cpeasl

Mpw cnepytollem Bxoae B CUCTEMY

Bknagka "Hacrpoikun", pasaen "Monutukn" — napameTtpbl rpynnbl "3awmra gucka u

wudpoBaHMe faHHbIX"

YueTHble 3anu1cuy ¢ NpuBUIerMein Ha cosgaHne KpUNnToKoHTenHepa

Mpw cnepytollem Bxoae B CUCTEMY

Bknagka "Hacrpoikun", pasgen "Monutukn" — napamertpbl rpynnbl "KoHTposib neyatn”

MapKk1poBKa A OKYMEHTOB

Mpu cneayoLEM BXOAE B CUCTEMY

TeHeBoe KOnMunpoBaHue

Mpw cnepytollem BXxoae B CUCTEMY

Bknapka "Hacrpoiiku", pasgen "MapameTpbl" — napameTpbl rpynnbl "YnpaBjeHue TpacCMpoBKOn"

Bce HacTpamBaeMble napaMeTpbl rpynbl

| Mocre nepesarpysku

Bknagka "Hacrpoikun", pasgen "Perucrpauma cobbitTuii” — napaMerpbl rpynnbl "AHTUBUPYC

YpoBeHb perncrpaumm

| lMocne nepesarpy3ku

Ta6n.31 MapameTpbl B nporpaMmMme "KOHTposib NporpaMM U AaHHbIX"

Mapamertp

MoMeHT npuMeHeHus

Cnucok pecypcos B 3agaHum 3MC

Mpu cneayloLeM BXoAe B CUCTEMY

AnanoroBoe OKHO HAaCTPOMKMU NapamMeTpoB cy6bekTa ynpasneHusa, guanor "Pexumbl"

Pexxnm 3MC BktoueH

Mpu cneayloLeM BXoAe B CUCTEMY

M3onaumsa npouecca BKItOYEHa

lMpwn cneayolem Bxoae B CVICTeMy*

*MNpu LEeHTPanM30BaHHON HACTPOIKE BO3MOXHO MPUHYANTENLHOE NPUMEHEHWUE U3MEHEHMIA MO
KoMaHAe "lMepe3arpy3ka napamMeTpoB paboTbl Nonb3oBaTenen'” B KOHTEKCTHOM MeHI0 CyHbekToB

yrnpasneHus.
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Ta6bn.32 NMNapameTpsbl B LleHTpe ynpaBsieHUusA NnoJsib30BaTeNi MM

Mapamertp

MomMeHT npnMeHeHuns

Onepaunm ¢ y4eTHbIMU 3anNnCcsaM1: yaaneHune, 610KMpoBKa, CMeHa
napons

lMpwn cneayowem Bxoge B CUCTEMY

OKHO HaCTpoOMKM CBOMCTB nosb3oBatens, auanor "Mapamerpbl 6e3onacHocTu” — napaMeTpbl

rpynnbl "I npeHTndunkarop"

Cnuncok 3JIEKTPOHHbIX VI,EleHTVICbVIKaTOpOB nonb3oBartensa

| lMpwv cnepytolem Bxoae B CUCTEMY

OKHO HaCTpOiiKM CBOWCTB nosib3oBartens, gvanor "Mapamerpbl 6e3onacHocTU" — napameTpbl

rpynnbl "doctyn"

Bce napaMeTpbl MOJTHOMOYHOIO ynpasaeHna 40CTYNOM

| lMpwn cneayowem Bxoae B CUCTEMY

OTKpbITbIe NOPTbI AN padboTbl Secret Net Studio

[ns koppekTHOro dyHkunoHmpoBaHus Secret Net Studio Ha o6opyaoBaHMM AOMKHbI
6bITb OTKPbITbI MOPTbI, NpUBEAEHHbIE B Tabnmuax Huxe.

Ha Bcex KoMnbloTepax U cepBepax Heobxoanmo OTKPbITb NOPThbI, NpUBEAEHHbIE B Nep-

BOM Tabnmue aaHHoro pasaena.

[JononHUTEeNbHO HEO6X0AMMO OTKPbITh MOPTbl M3 OCTaslbHbIX Tabavl AAHHOro pas-
JAena Ha 06opyA0BaHMK, BbIMOHAIOLLEM COOTBETCTBYOLME DYHKLMUN.

Ta6n.33 OTKpbITbIE NOPTbI A4J/IA BCEX KOMMNbIOTEPOB U CEpBEepoOB
(o6bwecncreMHbie paspeweHus gna paborsl ¢ AD)

HasHauyeHue

TCP UubP

B3zaumopericteme ¢ AD

49152-65535 49152-65535

B3anmoperictene c DNS-cepeepom

49152-65535 53
49152-65535

NetBIOS name resolution - 137
NetBIOS datagram service - 138
NTP-CMHXpOHM3aLMA BpEMEHU - 123
Ta6n.34 OTkpbITbIE NOPTbI /I KOHTPOJ/IJIEpa AOMEHa
HasHaueHune TCP UDP
JocTyn k LDAP 389 389
[ocTtyn k LDAPS 636 -
MexaHunam GPO, apyrue BsanmogencTtems ¢ AD 445 -
Cnyx6a ceaHca NetBIOS 139 -
Kerberos ayTeHTUdurKaLms nonb3osartens 88 -
RPC-B3anmMoaencTeums 135 -
OocTtyn k Global Catalog 3268 -
[ocTtyn k Global Catalog no SSL (ecnu HacTpoeH) 3269 -
Ta6n.35 OTkpbITbIE NOPTbI A4JIA APYIMX CEPBEPOB
Ha3HauyeHue TCP UDP
DNS-cepBep 53 53
SQL-cepBep 1433 1434
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Ta6n.36 OTKpbITbIE NOPTbI AJIA CeTeBOro o6opyaoBaHus

Ha3HauyeHue TCP UDP

Network broadcast - 137
138

O6HoBneHne aHTnBMpyca n COB 43444 43444

Ta6n.37 OTkpbiTbie NOPTbI A/1A pabotbl Bcex Chb Secret Net Studio

HazHauyeHue TCP UubP
NHTepdeic ynpaBneHus cepeepa ayteHTUduKkauum | 42100 -
LleHTp pacnpocTpaHeHus kntoyen Kerberos 42088 42088
CmeHa napons nonb3osatens Kerberos 42464 42464
B3aumMogencTteume c LleHTpoM ynpaeneHus 443 -
B3anmogericteue c Secret Net LDS 50000%* -
B3anmogerictemne c Secret Net LDS no SSL 50001%* -
B3aumopericteume c Secret Net-GC LDS 50002%* -
B3anmogericteune c Secret Net-GC LDS no SSL 50003* -

* [opT ncnonb3yeTcs No yMoA4aHuio, ecnuv npu yctaHoske Cb He ykasaH apyroi nopr.

Ta6n.38 OTKpbITbIE NOPTbI A4/1A paboTbl poanTEIbCKOro n nogumHeHHoro Cb
Secret Net Studio

HasHauyeHune TCP UDP
RPC-B3anmopeiictens 135 -
B3anmogerictene mexxay Cb no HTTP 443 -

Tabn.39 OTkpbiTbie NOPTbI ANnA pa6orbl Cb, KOTOPOMY NOAUYMUHEH KJIMEHT
Secret Net Studio

HasHauyeHue TCP UDP
RPC-B3anmMoaencTeums 135 -
B3aumogenicteme Cb n knneHta no HTTP 443 -
ABTOMaTM4yeckas yCTaHOBKa K/IMeHTa 139 137

Ta60.40 OTkpbiTbIE NOPTbI A4J1A paboTbl cepBepa o6HoBNeHUun Secret Net

Studio
HasHauyeHue TCP UubP
O6HoBneHne aHTuBMpyca n COB 43444 43444

Ta6bn.41 OTkpbiTbie NOPThI AnA pabortbl knneHTa Secret Net Studio

HasHauyeHue TCP UDP

ABTOMaTMyecKas ycTaHoBKa knuvenTa ¢ Cb 445 137

RPC-B3anmMogaericteme ¢ Cb npu ueHTpanusoBaHHon | 135 -
yCTaHOBKE K/TMeHTa

AnnapaTtHasa nogaepxka 21326 -
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Ha3HauyeHue TCP ubDP
CuHXpOHM3aunsa HacTpoek mexaHnsmos KL, 3MC 21327 -
CornacoBaHue kntoyeii ipsec, npotokon ISAKMP - 42200

cornacoBaHus napamMeTpoB 6e3onacHoCcTn

O6HosneHne aHTnBMpyca n COB 43444 43444

MO ana ncnonb3oBaHusA noaaepxmBaemMmbix USB-knro4ven n cmapr-
KapT

Ons ncnonb3oBaHunsa B cucteme Secret Net Studio noanepxmneaembix USB-kntouen n
CMapT-KapT Ha KOMMblOTEpe AO/MKHO ObiTb yCTaHOBNEHO gononHuTenbHoe MO co-
OTBETCTBYIOLWMNX MPON3BOANTENEN YCTPONCTB. YCTaHOBKY Heobxoammoro MO MOXHO
BbIMO/IHUTb C YCTAaHOBOYHOr 0 Ancka cncrembl Secret Net Studio. Katanoru c dannamm
ans ycraHosku MO nepeuncnersl B cneayiollen Tabnuue.

Tun cpeacTBa Katanorwu c daiinamm gns ycraHoBKU

USB-Kknt04n 1 cMapT-KapTbl

Rutoken S, Rutoken 3L, Rutoken Lite \Tools\Tokens\RuToken\

JaCarta PKI, JaCarta PKI Flash, JaCarta FOCT, JaCarta | \Tools\Tokens\Aladdin\JaCartaUC\
[OCT Flash

eToken PRO (Java)’r \Tools\Tokens\Aladdin\JaCartaUC\
+
\Tools\Tokens\Aladdin\eToken\
ESMART Token, ESMART Token MOCT \Tools\Tokens\eSmart\

CunTbIBaTENM CMapT-KapT

Athena ASEDrive \Tools\Tokens\Aladdin\Acedrv\

*Mpu uMcnonb3oBaHWM MaeHTUdMKaTOpoB eToken anst paboTbl CO CTaHAAPTHLIMM Cep-
Tudunkatamm Microsoft Heo6xoaMMO AOMONHUTENBHO YCTaHOBUTbL Habop ApaiBepoB U yTUIUT
SafeNet Authentication Client, npegocTaBnsembin npon3BoANTENEM YCTPONCTB.

KaTtanoru yctaHOBKM KNnneHTa

Mpn ycrtaHoBke knueHTckoro MO Secret Net Studio co3patoTcs YeTbipe CUCTEMHbIE
nepemMeHHble OKpyxeHus LocalProtectionDir, NetworkProtectionDir, AntivirusDir u
LocalControlCenterDir, B KOTOpble 3annCbiBalOTCA MYTWU K KaTanoraM yCTaHOBKWN Kn-
€HTa 1 ero OCHOBHbIX MOACUCTEM.

MpaBa AOCTyna Ha KaTanor YCTaHOBKW KJMEHTa HacneaylTcs OT pOAUTENbCKOro
obbekTa.
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CBepneHna o6 ycrtaHoBKe u HacTtpouke CYBl1 MS SQL

YcraHoBKy cepBepa MS SQL Heo6xoaMMO BbINOMHUTL B COOTBETCTBUM C Tpe-
6oBaHusAMK npomssoanTens. MNepedeHb TpeboBaHMII NPUBOANTCA Ha CaliTe KOMNaHUN
Microsoft.

B yacTtHocTu, nepen ycraHoBkon cepsepa MS SQL pomkHa 6biTb BbIMOAHEHa ycTa-
HoBka koMnoHeHTa .NET Framework coOoTBETCTBYHOLLEN BEPCUUN N SA3bIKOBOIO NakeTa
[OJ151 3TOro KOMMoHeHTa (NMpu ncnonb3oBaHUM pycckon pedakumn CYBA).

O6Lw K1 NopsaaoK AEeNCTBMIN oNns yCTaHOBKKU cepBepa MS SQL c ncnonb3oBaHmneM bec-
NAaTHO pacrnpocTpaHsemoro BapuaHTa CYB[ (Ha npumepe OC Windows Server 2008
R2 n CYB[ Bepcnun MS SQL Server 2012 SP1 Express):

1. Bkaountb B OC koMnoHeHT .NET Framework 3.5.

2. YcraHoBuTb .NET Framework 4.5. lna 3Toro 3anycruTe Ha UCNONHeHue gainn
dotNetFx45_Full_x86_x64.exe ns kartasnora \Tools\Microsoft\Prerequisites.

3. YcraHoBuTb s3blkoBon nakeT K .NET Framework 4.5. [1na 3Toro B TOM Xe Ka-
Tanore 3anycrute Ha ncnonHeHmne dann dotNetFx45LP_Full_x86_x64ru.exe.

4. YcraHoBuTb cepBep MS SQL. [ns 3Toro 3anyctuTe Ha MUCNONHeHue dann
SQLEXPRWT_x64_ENU.exe nnm SQLEXPRWT_x86_ENU.exe (B 3aBUCMMOCTU OT
paspsigHocTm OC).

KoppekTHOe B3ammogencreme cepBepa 6esonacHoctu u CYB[T MS SQL obec-
MeynBaeTca MNpu BbIMOJHEHUM Cneaylwmx YCIOBUMI Ha KOMMblOTepe cepsepa
MS SQL:

e BK/IIOYEH PEXMM NOAAEPXKKN COPTUPOBKMN KMPUINNLbI ANs dk3eMnnspa 6asbl gaH-
HbIX — A/19 3TOro Npu YCTaHOBKe 3K3eMnnspa HeobxoanMMo B napameTpax cop-
TUPOBKW ANns kKomnoHeHTa Database Engine ykasaTtb 3HauveHue Cyrillic_General_
CI_AS (B pasgene "Server Configuration", Bknagka "Collation");

e BKJ/IIOYEH pEXUM ayTeHTudukaumm, obecneymBarnMin NpoBePKY MOATMHHOCTU
SQL Server n Windows, — ans 3Toro Ha cepsepe MS SQL Heo6x0aMMOo BKIOUUTb
CMeLLaHHbIN peXxnm ayTeHTudunkaumm (mixed mode).

Ecnu cepsep MS SQL ycTaHoB/EH Ha OTAEIbHOM KOMMbtoTepe (He Ha KOMMbloTepe cep-
Bepa 6e30MnacHoCT), A0NOSHUTENBbHO TPeByeTcs BbINOAHUTL Ceaytolwme AeincTBUS

e B bpaHamMayape (ecnm OH BKJ/OYEH) paspelmnTb UCMOJfb30BaHME nopTa Ans Co-
eanHeHuns ¢ CYB[ (no ymonuyaHuto nopt 1433). MNpu 3ToM Ha cepBepe MS SQL
NopT Ao/MKeH ObiTb OTKPbIT Ha BXOoAsWMe cOoeaMHeHMs, a Ha cepsepe 6e3-
OMacHOCTM — Ha ucxoasime;

e BKJ/IOUMTb pexuM noaaepxku npotokona TCP/IP. PexuM no yMmonyaHuio OT-
K/OYEeH NpW MCNonb3oBaHWMM CBOBGOAHO pacnpocTpaHsemMoro BapuaHTa SQL
Server Express. YnpaBneHune pexxnmMoM OCyLLECTBASAETCS C MOMOLLbI KOMMOHEHTA
SQL Server Configuration Manager n3 cocrasa MO MS SQL Server. [insa Bkto-
YeHMs pexuMa nepenamte K pasgeny "SQL Server Network Configuration /
Protocols for <ums_sk3emnnspa_b/>" v BbI30BUTE OKHO HAaCTPOM KN CBONCTB 3/1e-
meHTa "TCP/IP". B ananore "Protocol" ykaxute 3HaueHue "Yes" ana napametpa
"Enabled" n 3atem B ananore "IP Addresses" npoBepbTe 3Ha4YeHWS NapaMeTpoB
"TCP Dynamic Ports" n "TCP Ports" ans Bcex IP-agpecoB: napameTpaM AO/MKHbI
6bITb NPUCBOEHbI MNYCTOE 3Ha4YeHue 1 3HadyeHune "1433" cooTBeTCTBEHHO. MNpnMep
Avanora c napaMeTpaMu HaCTpOMKWN NpeacTaBfieH Ha CNeayoLWweM PUCYHKe.
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Sql Server Configuration Manager
®aiin deiicteme  Bug  Cnpaska

=%z B H

@ Aucnetuep kordurypaunm SOL Server (Nlokz | WYua nporokona
H Cmyxten SOL Server % Shared Memory
_E CeTeean koHpurypauua SOL Server (32-p ¥ Named Pipes
% Kondurypauns knuenta Native Client 5C Y TCR/IP
v _E CeTesan koHdurypauua SOL Server
B NMpotokone ana MSSOLSERVER
Ef MpoTokoner ana SOLEXPRESS
@ Kendurypauns kanenta Native Client 5C

CocTosHue
Brnroueno

Orenrouen

Ceoiictea: TCP/IP *
MpoTokon  IP-aapeca
TCP Dynamic Ports o ~
TCP Part
E 1pa
Active Aa
Enabled Het
IP Address 127.0.01
TCP Dynamic Ports o
TCP Part
E 1ps
Active ar]
Enabled Het
IP Address feB0::5efe:192.168.10.4%5
TCP Dynamic Ports o
TCP Part
E 1pan
TCP Dynamic Ports 0
TCP Port 1433
W
TCP Port
TCP port
OTHeHa MPUMEHWTE Cnpaexa

MpumeyaHue. Mpyu BKMOYEHHON TpaccupoBke (cM. CTP.172) cBefeHus o B3aumopeicTeum ¢ CYB[ coxpa-
HS0TCS Ha cepBepe b6esonacHocTu B log-haiinax SnTrace.log n SB.txt (pa3melaroTcs B katanore Tpac-
cupoBkM, no ymonuaHuio 310 Cilogs). [aHHble B ykasaHHbIX baiinax MOryT WCrons30BaThCs Ans

ONarHoCTukn n p06neM CoeNHEeHKA.
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U3meHeHuns B IS npu ycTtaHOBKe cepBepa 6e3onacHOCTU

Mpw ycTaHoBKe cepBepa 6e30MacHOCTU M3MEHSIIOTCA HEKOTOpble MapaMeTpbl KOMMo-
HeHTOB IIS. MapamMeTpaM NpMCBaNBaOTCA 3HAYEH U, HEO6X0ANMbIE ANt KOPPEKTHOMO
(bYHKUMOHMPOBaHUS cepaepa.

B IIS dopmMupyetca cneuunanbHbii canT SecretNetStudioSite. [ns canta Bbi-
MNOJIHAETCA:

e yCTaHoBKa AocTyna no SSL;
e npuesska (binding) npotokona "https" no agpecam "*:443:" .

MpumeyaHue. Mpuesska npotokona "https” ans caiita SecretNetStudioSite fobaBnsieTcs Bo Bpems ycTa-
HOBKM cepBepa 6e30MacHOCTH, a TaKKe NpU reHepaLn HOBOTo cepTudmkaTa ans cepeepa.

MopT 443 Heobxoamm Ans hyHKUMOHMPOBAHUS cepBepa De30MacHOCTW, NO3TOMY AMNS UCKIIOYEHUS KOH-
nmkTOB Npn foBaBNEHMM NPUBSA3KM OLHOBPEMEHHO YAANAOTCA NPUBA3KW ANs 3TOr0 NOPTa Ha OCTarb-
HbIx caitTax IS, pa3BepHyTbIX Ha KOMMbIOTEPE. B CBA3N € 3TMM MOXeT ObITh HapyLleHa paboTocnocobHOCTb
APYrVX CaiiTOB M NPUIOXKEHUIA, CNONb3ytoLLnX B 1S nopT 443.

B pononHuTenbHbIX NapameTpax nyna npunoxeHun SecretNetStudioPool ycra-
HaBJINBAKOTCA 3Ha4YeHNA ANng cneayrwmnx napaMeTpoB:

Uma napamerpa 3HauyeHue
Pazpen (General)
queuelLength 10000
Paznen processModel
identityType ApplicationPoolldentity
idleTimeout 0.00:00:00
pingingEnabled false
Pazgen recycling
periodicRestart.memory 0
periodicRestart.privateMemory 0
periodicRestart.time 0.00:00:00
periodicRestart.requests 0
periodicRestart.schedule OTK/ItOYEeHaA

B cekumMsX calTOB yCTaHaBMBAKOTCA 3HAUYEHM S 41a C/leAy oL MX napaMeTpoB:
Uma napamerpa 3HauyeHue

Cekuus canTa system.webServer/serverRuntime

appConcurrentRequestLimit 100000

uploadReadAheadSize 104857600

Cekumsa cata windowsAuthentication

| true

enabled

Cekuus canTta anonymousAuthentication

enabled | false

Cekuus canta handlers

accessPolicy | Read,Execute
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MU3meHeHMe napameTpoB coeanHeHnsa Cb ¢ bl

CepBep 6e3onacHOCTM noak/oyaeTcs K 6ase gaHHbIX, yKa3aHHOM nNpu ycraHoBke Cb.
Mpn Heob6xoAMMOCTN MOXHO CO3AaTb HOBYO Bl 1 U3MEHUTb NapaMeTpbl COEANHEH NS
CB c b1 6e3 nepeycraHoBku N0 cepeepa 6e3onacHoOCTy.

U3MeHeHMe yYeTHbIX AaHHbIX ANA NoAKNYeHUA K B[]

Ecnn cpeactBammn CYB[ 6b1M M3MEHEHbI MMS U/WNM Naposib YYeTHOW 3anucu, uc-
nonb3yemon Ans noaknodeHus k b, HeobxoaAMMO BHECTN HOBbIE yUYeTHbIE AaHHbIE B
KOHdUrypaumoHHbIn darn Cb. Mpoueaypa BbiNnonHSeTCa Ha koMnbiloTepe Ch.

Ana naMeHeHusn Y4YEeTHbIX AaHHbIX:

1. B kartanore ycTaHOBNEHHOro cepBepa 6e30MacHOCTM 3anycTuTe YTUAUTY
OmsDBPasswordChange.exe 4yepe3 KOHTEKCTHOE MeHI C nMpaBaMu aaMu-
HUCTpaTopa.

Ha SKpaHe NoaBUTCA OKHO, NpeacTtaB/IeHHOE Ha PUCYHKE HUXe.

\H MzmeneHne yqeTHOR nHGopMaLmnI *
M3MEHEHWE YHETHOM MHDOPMELIK ANA NOAKNOYEHKA K B cepeepa BesonacHocTi —
Secret Met Studio w

YKEHUTE PACNONOHEHME KoHBUrypaLmoHHoro daiina cepsepa BesonacHoCTH
(ServerConfig, xml):

YiamuTe pacnonoxeHue B : | ‘

YiakuTe MMa cxembl B | ‘

HMMAa nonesoBaTensa: | |

Mapons: | |

MNoaTEEp#AEHWE Napons: | |

Co3naTk HoBYtO Basy aaHHbIxX

WMmMa aamuHucTpaTopa BA: | |

MNapons: | |

Puc.5 OkHo ytuantbl OmsDBPasswordChange.exe

2. B okHe yTuaMTbl YyKaxuTe pasMeleHne KoHdUrypaunmoHHoro darna
ServerConfig.xml. ng 3TOro HaXXxMmMTE KHOMKY CnpaBa OT CTPOKX A5 yKa3aHus
nyTv n Bbibepute dann B ctaHgaptHom ananore OC Windows.

Monga c pacnonoxeHuem B, nMeHeM cxembl B[l N UMeHeM nonb3oBaTensa Ana Ao-
ctyna k B[l 3anosHATCA aBTOMaTUYECKU.

3. BBeanTe HOBble y4yeTHble AaHHble Nosib3oBaTena B nons "Mms nonb3oBartens”,
"Maponb" n "MoarBepxaeHne napons”.

4. HaxmuTe kHonky "CoxXpaHUTb U3MEHeHUS".
5. [lepezarpysuTe KoOMNbOTEP.
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U3meHeHUe napameTpoB noaknoyeHus K bJ]

Mpn Heo6xoANMOCTM MOXHO M3MEHUTb NapamMeTpbl nogkatoveHns Cb k b :
e unMsa unu IP-agpec KoMnbloTEPa, KOTOPbIN SBNsSeTCs cepsepom CYB/;

e M4 3Kk3emnnapa b Ha 3ToM cepBepe;

e noptT anga noaknodeHus Cb k BJ.

MpumeyaHue. M3meHeHne napamMeTpoB MOXeT NoHaZobuUTLCS, Hanpumep, ecnu B[] nepeHeceHa Ha apy-
ron cepeep CYB[. B saHHOM cnyyae Heobxoanmo cpeacteamn CYBL, co3gaTtb Ha HOBOM CEPBEPE YHETHYHO
3anucb ans nogkntodeHns Cb k BJ. lMocne cosgaHns yyeTHoW 3anucu, ecnu ee ums u/unu naponb oT-
NMYaloTCs OT NpedblayLLel YYeTHOWM 3anuch, HYKHO U3MEHUTb Y4YeTHble [aHHble, ¢ koTopbiMu CB Bbi-
nonHseT nogkmoyeHne k BL (cm. Bbiwe).

Ana naMmeHeHus napaMeTpoB NOAK/TIOYEHUA:

1. B kartanore ycCTaHOBMEHHOro cepsBepa 6e30nMacHOCTM 3anycTuTe YTUANUTY
OmsDBPasswordChange.exe u4epe3 KOHTEKCTHOE MeHK C npaBaMu agMu-
HUCTpaTopa.

Ha akpaHe nosaBMTCS OKHO yTunuThbl (cM. Puc.5 Ha cTtp.300).

2. YkaxwuTe pasMmelleHune koHduUrypaumoHHoro davna ServerConfig.xml. ns aToro
HaXXMUTE KHOMKY Cnpasa OT CTPOKWU AN15 yKa3aHus NyTu u Bbibepute dann B cTaH-
naptHom auanore OC Windows.

Mona c pacnonoxeHuneM B, nMeHeM cxembl B[]l n UMeHeM nonb3osaTtens ansa ao-
cTyna Kk B/l 3anonHaTCcs aBToOMaTu4ecku.

3. W3MeHuTe 3HadeHWe Nons c pacnonoxeHunem b1, ncnonb3ys cneaywownii dopmat
CTPOKM:

<umsi_mm_IP-aapec_cepBepa MS SQL>\<ums_sk3emrinispa B> ,<nopr>

MpumeyaHue.

* Ecnn cepsep CYB[] ycraHoBneH Ha komnbtoTepe ¢ Cb 1 MCNONb3yeTcs CTaHAapTHOE UMS K-
3emnnapa MSSQLSERVER, To ums nnu IP-agpec cepsepa CYB[] ykasbiBaTth He HYXHO.

¢ Ecnu onst noaKmnioyeHns MComnb3yeTcst NOPT N0 YMONMYaHMio, TO MOPT MOXHO He YKa3biBaTb.

4. BeauTe Naposib N NOATBEPXAEHWE Mapofs YYETHOM 3anMcu, NCNosb3yeMon ans
noakntoyeHuns K 6.

5. HaxmuTte kHonky "CoxpaHuUTb U3MEHEHUSA".
6. [lepesarpy3mTe KOMMNbtOTEP.

Co3aaHune HoBou B[]

C nomouwbto ytunutel OmsDBPasswordChange.exe MoxHO co3gaTb HOBYyk B[ ans
Secret Net Studio Ha ocHoBe 6o B[1, nMetowerica Ha cepsepe CYB/.

Ansa cospaHua BA:

1. B kartanore ycCraHOBAEHHOro cepBepa 6e3omacHOCTM 3anyCcTuTe YTUAUTY
OmsDBPasswordChange.exe u4epe3 KOHTEKCTHOE MeHK C MpaBaMu agMu-
HUCTpaTopa.

Ha akpaHe nosaBmuTCA OKHO yTUAnTbI (cM. Puc.5 Ha cTp.300).

2. YKaxwuTe pasMelleHne KoHdurypaumnoHHoro danna ServerConfig.xml. ns aTtoro
Ha)XMUTE KHOMKY Crpasa OT CTPOKM AJ151 YKasaHus nyTn n Bblbepute daiin B CTaH-
naptHoM guanore OC Windows.

Monga c pacnonoxeHunem B, nMeHeM cxembl Bl N UMeHeM nonb3oBaTensa Ansa Ao-
ctyna k B[l 3anosHATCA aBTOMaTUYECKU.

3. YkaxwuTe pacnonoxeHue B[], nmetowerca Ha cepBepe CYB/[, vcnonb3lysa cne-
aywowmnin dopmMar:
<ums_wm_IP-agpec_cepeepa MS SQL>\<umsi_sksemrinigpa B> ,<nopr>
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MpumeyaHue.

* Ecnm cepsep CYB[] yctaHoBneH Ha komnbtoTepe ¢ Cb 1 ucnonbayeTcs ctaHaapTHBbIA 3k3emMnisp
MSSQLSERVER, To ums unu IP-agpec cepsepa CYB/ ykasbiBaTb He HykHO.

¢ Ecnu oinst noaKmnioyeHus MCNomnb3yeTcst NOPT N0 YMONMYaHMio, TO MOPT MOXHO He YKa3biBaTb.

BeeanTte nms cxembl b1 Secret Net Studio, koTopas 6yaeT co3gaHa.

BeeanTe nMs, naponb U NOATBEPXKAEHME Napons YY4EeTHOW 3anncK, kotopas byaeT
ncnonb3oBaTbca anga noaknoveHna Cb k B.

B obnactn "CosgaTb HOBY 6a3y AaHHbIX" BBeAMTE YYETHbIE AAHHbIE agMW-
HuctpaTtopa b1, nmetowieiica Ha cepsepe CYB/.

HaxmuTte kHonky "Co3pate B".

B ykasaHHon B[] 6yaet co3gaHa cxema B[] Secret Net Studio n yuyeTHas 3anucb
ans noakntoveHuns Cb k bA.

HaxmuTe kHonky "CoxpaHuUTb U3MEHeHns".
Mepesarpy3unTe KOMMAbIOTEP.

O6HoBneHue B

O6HoBNeHne B[] MoxxeT NoHagobuTbea Npu obHoBNeHUKU Secret Net Studio ¢ Bepcum
8.4 1 HMXXe 0o aKTyanbHOM BEpCUU.

BHumanue! Mepen 06HOBNEHWEM pekoMeHayeTCs caenaTh peaepBHyto konuto BL cpeacteamu CYB[. |

Ans o6HoBneHuns bA:

1. B kaTtanore ycCraHOBNEeHHOro cepBepa 6e30MacHOCTM 3anycTuTe MporpaMmy
OmsDBPasswordChange.exe 4yepe3 KOHTEKCTHOE MEHK C nMpaBaMu aaMu-
HUCTpaTopa.

Ha sakpaHe nosiBuTCA OKHO nporpammsl (cM. Puc.5 Ha cTp.300).

2. YkaxwuTe pasMmelleHne kKoHdurypaumoHHoro davna ServerConfig.xml. ns aToro
Ha)XMMUTE KHOMKY CripaBa OT CTPOKM A1l YKa3aHWs nyTn u BblbepuTe daiin B cTaH-
naptHom ananore OC Windows.

Monsa c pacnonoxeHuneMm B, nMeHeM cxembl Bl n UMeHeM nonb3oBaTens ansa ao-
cTtyna k B[] 3anosHaTCa apToMaTUYEeCKU.

3. BBeanTe uMs, naposb 1 NOATBEPXAEHME NApONs yY4ETHOM 3anmncu, UCNob3yeMon
ans noakntoveHns Cb k bA.

MpumeyaHue. Ha gaHHOM aTare MOXHO CO3AaTb HOBYIO Y4ETHYIO 3anuch Ans nogkntoueHust Cb k B,

4. B obnactn "Co3gatb HOBYHO 6a3y AaHHbIX" BBEAUTE YYETHble AaHHble aaMu-
HUCTpaTopa nmewwencs b.

5. Haxmwute kHonky "Co3aatb BA".

Ha akpaHe nosiButcs coobuieHune "basa AaHHbIX 6yaeT obHoBNEHA A0 aKTyalbHOWN
Bepcuu. Nepen npouenypor peKkoMeHAyeTCs caenaTb pe3epBHYH0 Konui".

6. Haxmnte kHonky "OK".
basza paHHbIX 6yaeT obHoBneHa. byaeT co3gaH HOBbIM NONb30BaTeNb ANS NOA-
kntodeHuns Cb k bA.

7. [lepesarpys3uTe KOMMbIOTEP.
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Oco6eHHOCTU NCnonb30BaHUS pe3epBHOro cepeepa 6e3onacHoOCTU

YTtobbl 0becneuntb 6ecnepeboiHoe YHKUMOHMPOBAHWE 3allMLLIAEMbIX KOMIMblO-
TepoB, NOAYMHEHHbIX cepBepy 6e30nacHOCTU, cneayeT NpeaycMOTpeTb Hannuume pe-
3epBHOrO0 cepBepa B 3TOM Xe JoMeHe 6e3onacHocTtu. PesepBHbi cepsep
6e30nacHOCTM AOMKEH HAaX0ANTbCA B MOCTOSSHHOW AOCTYMHOCTW AN PErynspHON CUH-
XPOHU3ALMMN C OCHOBHbIM CEPBEPOM.

Mpu BbiIXoAe M3 CTPOS OCHOBHOrO cepBepa 6€30MacHOCTM HEe MpOoMCXOAWUT aB-
TOMATMUYECKOro nepenoaynHeHns KOMMNbIOTEPOB pe3epBHOMY cepBepy. [oaunHeHue
pe3epBHOMY CEpPBEPY MOXHO BbIMOSIHUTL B LieHTpe ynpaBneHus. [1s 3Toro BbiBeamTe
KOMMbIOTEPbI U3 MOAYMHEHUS MpedblAyLeMy CepBepy M 3aTeM MoaYMHUTE MX pe-
3epBHOMY CepBepy.

Mpn 3TOM BO3MOXHbI CUTyaUMUK, KOraa Nnocie nepenogynHeHns Ha KOMMbloTepax BO3-
HUKaeT cboli Npu onpeaeneHMn HOBOrO cepBepa 6e30MacHOCTU. DTO MOXET Mpouc-
XOOUTb W3-3a HEefOCTYMHOCTW cepBepa WM OTCYTCTBUS MHGbOPMauMM O HeM B
NIOKasIbHOM XpaHuauuie. HanpuMmep, ecnv pesepBHblli cepBep 6bln YCTaHOBNEH, a
OCHOBHOII CepBep BbILEN U3 CTPOSi B TO BPEMSI, KOrAa KOMMbOTEp KAMeHTa 6blf1 OT-
K/oYeH. B 3TOM cilyyae areHT Ha KOMMbOTEpe He CMOXET 06HapyXXUTb HOBbI cepBep
M n3-3a 3Toro 6yaeT PyHKUMOHMPOBATb HEKOPPEKTHO. B 4yacTHOCTM, MOryT BO3-
HUKHYTb Npo6/ieMbl BXOJA B CUCTEMY B PEXMME YCUIIEHHOW ayTEHTUhMKALUM U B ApY-
rMX MexaHu3Max 3almTol.
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BoccTaHOBREeHUe HEKOPPEKTHO yAaneHHoro cepeepa 6e3onacHoCTU

Ons dyHKuMoHupoBaHua cepsepa 6€30nacHOCTM MCNONb3YHTCA ABa kaTanora LDAP:
rnobanbHbin U AOMEHHbIN. MeXay 3TMMM KaTasioraMu BbINOMNHAETCH CUHXPOHMU3aL 1S,
O0AHAKO B OCTa/IbHOM OHU HEe3aBMCUMbI APYT OT Apyra.

nobanbHbIM KaTanor sSBASETCS eAMHCTBEHHbIM ANs BCero sieca 6esonacHoctu, B TO
Xe BpeMs 41s KaXaoro AgoMeHa 6e30nacHOCTM B 1eCy CO34aeTcs CBOM AOMEHHbIN Ka-
Tanor. Kaxablii cepBep 6e30MacHOCTM B JieCy OTHOCUTCA K €AUMHCTBEHHOMY Trfo-
6anbHOMY KaTasiory U K HEKOTOPOMY AOMEHHOMY KaTasiory, B 3aBMCMMOCTM OT TOro, B
Kakol fgoMeH 6e30nacHOCTM OH BXOAUT.

MepeHoC ponen Mmacrtepa cxembl U Mactepa umeHosaHua LDAP Ha
Aapyrom cepeep 6esonacHoctTm

B kaxgom katanore LDAP (rnobasnbHOM nnm noKanbHOM) CyLLECTBYHOT CepBepbl, KO-
TOPbIM MPUCBOEHbI CneumnanbHble poM, @ UMEHHO pOJib MacTepa CXeMbl U pofib Ma-
cTepa WMEHOBAHWS, MO3BOMSAKOLME BbIMNOMHATL pPa3/IMYHbIE OMNepauun BHYTPU
kaTanora. Mo ymonyaHuio o6e ponm npmceamBaloTCa NepPBOMYy cepBepy B kaTtanore (B
cnyyae rnobanbHOro Katasora 3To NepBbli cepBep B siecy 6e30nacHoCTH, B C/lyyae 4o-
MEHHOr0 KaTasnora — rnepeblli cepBep B AOMEHE).

Ecnn no kakoi-nM6o npuunHe KoMnboTep, KOTOPOMY MPUCBOEHbI POSN, HEAOCTYMEH,
TO HEKOTOPbIe ornepaLnn BHYTPU KaTanora 6yay HEBO3MOXHbI.

Ona ncnpaeneHna cuTyaumn HeobxoauMMO BOCCTAHOBUTbL AOCTYMHOCTb cepBepa Mau
BbIMOJIHUTb MEPEHOC posien MacTepa CXeMbl M MacTepa MMEHOBaHMUS Ha APYron cepeep
6e3onacHocTu.

MpumeyaHue. B obuiem cnyyae B katarnore LDAP pa3sHble pony MOryT ObiTb NPUCBOEHBI pa3HbIM Cep-
Bepam — MacTepOM CXEMbI MOXET SBMSTLCA OZWH CepBep, a MacTepoM UMeHoBaHus apyrol. OgHako ans
KOPPEKTHOro (PyHKLMOHMPOBaHNS CcepBepoB 6e3onacHocTu Heobxogumo, utobbl 06e ponu npu-
Hagnexanu ogHomy cepBepy be3onacHOCTM kak B rmobarnbHoM, Tak U B JOMEHHOM kaTanore. pu nepe-
Hoce pone HeobxoauMmo creanTb 3a TeM, YTobbl B paMkax neca B rnobansHOM KaTtarnore oauH cepeep
SBNANCA KaKk MactepoM CXeMbl, TaK W MacTepoM UMeHOBaHUsA. Takxe B pamkax Kaxgoro JoMeHa He-
KOTOpbIN cepBep 6€30MacHOCTK JOMKEH ABMATLCA M MAacTepPOM CXeMbl, U MacTepOM UMEHOBaHMS O0-
MEHHOrO KaTanora.

[anbHelwune onepaunm onncaHbl C Y4eToM TOro, YTo 06e posiu NpUCBOEHbI OAHOMY
cepsepy.

MpuunHbLI HEQOCTYNHOCTU MacTepa CXeMbl

BblaensioT ABe OCHOBHble MPUYNHDbI, NO KOTOPbIM MacTep CXeMbl MOXET OKa3aTbCAd
HeAOCTyneH B rnob6anbHOM UK JIOKANbHOM KaTasore:

1. CepBep 6€30MacHOCTM, BbIMOMHSAIOLINI POSib MacTepa CxXeMbl, 6bi1 yaaneH 13 feca
unu goMeHa 6esonacHocTu. Mo yMONYaHUIO MacTepoM CXeMbl B rfobasibHOM Ka-
Tanore SABMSIETCA MeEpBbIN cepsBep B flecy. AHANOMMYHO, MacTepoM CXeMbl B Ji0-
KafbHOM KaTasiore SBfSeTCs MepBbiii cepeep B AoMeHe 6e3onacHocTv. Ecam
yOanuTb MepBbiii cepBep B fiecy, TO TakKoW Nec notepsieT Macrepa CXeMbl F1o-
6anbHOro KaTtanora. Eciv B HEKOTOPOM AOMeHe yaannTb MepBblit cepsep B A0-
MeHe, TO TaKoW JOMEH NoTepseT MacTepa CXeMbl IOMEHHOrO KaTasora.

2. CepBep 6e30nacHOCTW, BbINOJHSAKOLWMA pofib Mactepa cxembl, 6bln NOTEpsiH
(HanpumMep, MawmnHa 6bia puanyeckn oTKIYeHa OT ceTn 1 6onblle HUKorga He
BKJIHOYanachb) UM HeKoppeKTHO yaaneH (6e3 BBoaa naponen agMMHUCTPaTopoB A0-
MeHa 1 neca 6e3onacHoCcTU, B pe3ynbTaTe 4Yero nHdopMaLmsa o cepsepe ocranach
B KaTtasnore). B 3ToM ciiyyae KaTanor yepes HeKOTOpoe BpeMs AMarHOCTUPYET, UTO
MacTep CXeMbl ANTENbHOE BPEMS HE BbIXOAM Ha CBSA3b, U ByaeT cunTaTb, YTO Ma-
CTep CxXeMbl OTCYTCTBYeT.

Mpo6nemMsbl, BO3HMKaIOLWME NPU OTCYTCTBMM MacTepa CXeMbl

Ecnn mactep cxembl rnobanbHOro katanora 61 yAaneH, To Npn yCTaHOBKE HOBbIX CeP-
BEpPOB 6e30nacHOCTV B A@HHbIN 1eC MOXET NOSIBASATLCS cnegytoulas owl nbka:
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B ' Secret Met Studio - Cepeep GesonacHocT hd

He Y43N0Ck CNPESENNVTE MMA KOMMNBHITEDRD, MCMONHARLLEND pOb
MECTERd CXEMEBI B LEHTPANNIOEIHHOM XPaHWAWLLE,
npD,ﬂ,DJDKEHME YCTEHOEKK HEBOIMOMHO,

AHanorM4yHo, eciv B HEKOTOPOM AoMeHe 6e30MacHOCTV B ero JOMEHHOM KaTasiore yaa-
JIeH MacTep CXeMbl, TO NpU MOMbITKE YCTAaHOBUTbL HOBbI cepBep 6€30MacHOCTM B AaH-
Hbl1 JOMEH MOXET MOSIBMSATLCA BbllleyKa3aHHas ownbKa.

Ecnun cepBep MacTepa cxeMbl r106asbHOro Man AOMEHHOrO KaTtanora 6bi NoTepsiH Mo
Kakol-mbo npunumHe (He cyllecTByeT, bbi1 HEKOPPEKTHO yAaneH), TO B npouecce
YCTaHOBKM HOBOIO cepBepa NosIBUTCS creaytowas owmnbka:

B Secret Met Studio - Cepeep BesonacHocTi X

I Server: 'PDC.2020.local:30002" User: '20201ocaliuserf’ Error: Server Down
. (0=5371).

MpocmoTp poneun B rmobanbHOM U AOMEHHOM KaTtanorax

Ona Toro 4tobbl BbISICHUTb, KakKoW CepBep SIBMSETCS MacTepoOM CXEMbl U MacTepoMm
MMEHOBaHMS, MOXHO BOCMONb30BaTbCa yTuamnTon Dsmgmt, Bxoasawen B coctas OC
Windows:

1. Ha koMnbloTepe, Ha KOTOPOM yCTaHOBMeHa cepBepHas Bepcus OC Windows, 3any-
CTUTE KOHCONb KOMaHAHOW cTpoku (cmd.exe) OT MMeHU agMMHUCTpaTopa Jieca
(ecnm nnaHupyeTcs NpoCcMOTp ponel B rnobanbHOM KaTtanore) nam otT UMeHU aaMu-
HMCTpaTopa AOMeHa (ec/v NiaHnpyeTcs NPOCMOTP posiel B IOMEHHOM KaTasnore).

2. BBeauTe KOMaHAy 3anycka yTUINTbI:
dsmgmt

3. BnosiBuBLIEelcs cTpoke dsmgmt: BBeauTe KOMaHAy yrnpaBieHus:

roles

4. BnosBuBLelica cTpoke fsmo maintenance: BBeanTe KOMaHAy ynpaBieHus:

connections

5. B nosBuBLlencsa cTpoke server connections: BBeaMTe KOMaHAay ynpasieHus:
connect to server <muMsi_koMneoTepa>:<HOMEp mnopra>

6. B napameTrpax koMaHgbl ykaxxute nonHoe DNS-ums komnbloTepa cepsepa 6es-
OMacHOCTX, NpUHaANeXaLlero fecy, ec/im HY>XXHO NpPOCMOTPeTb ponu B fecy (uam
npuHagnexalwero MHTepecylowemy aoMeHy 6e30MacHOCTU, eCiM HYXHO npo-
CMOTPETb POsIM B KOHKPETHOM JOMEHHOM KaTasiore) n Homep nopTa (3HayeHue nop-
Ta Mo yMonyaHuio ans rnobanbHoro katanora paBHo 50002, ans AOMeEHHOro
katanora — 50000).

7. Tlocne coegnHeHUs C yKa3aHHbIM KOMMbIOTEPOM B CTPOKE server connections:
BBEANTE KOMaHAay':

quit

8. B crpoke fsmo maintenance: BBeauTe KOMaHAy yrnpaBeHus:
select operation target

9. B crpoke select operation target: BBegute koMaHAy ynpaBneHus:

list roles for connected server
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B pe3ynbTaTe BbiNOJIHEHMS BbllLeyKa3aHHOM KOMaHabl Ha aKpaH 6yaeT BbiBEAEHO CO-
obeHne NpnuMepHoO CrieayoLero coaepXaHms:

Server "pdc:50002" knows about 2 roles

Schema - CN=NTDS Settings\OADEL:98e3bb5c-8645-400£-8436-
8905e8c53b54 ,CN=2016FD$SecretNet-GC\OADEL: 8098b33f-16ec-44fa-
85d9-ff74aacea953,CN=Servers,CN=Default-First-Site-

Name ,CN=Sites,CN=Configuration,CN={00D201E5-F194-489D-9A9C-
6B28E33C2ADE}

Naming Master - CN=NTDS Settings\OADEL:98e3bb5c-8645-400f-
8436-8905e8c53b54,CN=2016FD$SecretNet-GC\OADEL: 8098b33f-16ec-
44fa-85d9-ff74aacea953,CN=Servers,CN=Default-First-Site-

Name ,CN=Sites,CN=Configuration,CN={00D201E5-F194-489D-9A9C-
6B28E33C2ADE}

JaHHoe coobuieHne coaepxunT npucrtasky DEL u nms cepsepa. 3To 3HaUUT, 4TO cep-
Bep yAaseH.

B cucreMHoM xypHane cnyx6bel ADAM (Secretnet-GC) 6yaeT 3aperncrpupoBaHo cne-
aymoulee cobbiTue:

Event ID 2091: Ownership of the following FSMO role is set to
a server which is deleted or does not exist. Operations which
require contacting a FSMO operation master will fail until
this condition is corrected.

B cnyyae ecnu mactep cxembl He 6bin yganeH unun xe OH 6bil notepsH (BCS MH-
dopMaumsa o cepeepe octanacb B CMCTeMe), pe3ysbTaT BbiBoda koMaHAabl list roles
for connected server 6yaeT npyMepHO cneayowmMm:

Server "pdc:50002" knows about 2 roles

Schema - CN=NTDS Settings,CN=BOSS$SecretNet-
GC,CN=Servers,CN=Default-First-Site-N

ame ,CN=Sites,CN=Configuration,CN={20256F81-63B0-46B4-991C-
74AC57F17622}

Naming Master - CN=NTDS Settings,CN=BOSS$SecretNet-
GC,CN=Servers,CN=Default-
First-Site-Name,CN=Sites,CN=Configuration,CN={20256F81-63B0-
46B4-991C-74AC57F176

22}

JaHHoe coobweHne He copaepXxuT nomeTok DEL HanpoTueB MMeH cepBepoB, WUC-
MOJSIHALWNX POSIN MacTepa CXeMbl M MacTepa MMEHOBAHUA.

MepeHoc ponen

MepeHocC ponen BbINOHAETCS C NOMOLbIO yTuaMTbl Dsmgmt n3 coctasa OC Windows.

BHumaHnwme! lNocne nepeHoca poreit MacTepa CxeMbl U MacTepa MMEHOBaHMS Ha ApYroil koMnbioTep 6y-
JeT yTpayeHa BO3MOXHOCTb UCMONL30BaHNS B 3TOM KayecTBe Ans npedblgyliero komnototepa. Mostomy
nepeHoc pone17| HEOGXOJJ,VIMO BbIMOMHATL TOJIbKO B Cry4ae HEBO3MOXHOCTW BOCCTAaHOBEHUA CbYHK-
LIMOHMpOBaHNA 3TOro cepBepa. Ecnn cepsep 6e3onacHocTu, € KOTOPOro 6biny nepeHeceHbl posni (oka oH
ObIn HeZOCTyNeH) CHOBa NOSIBUTCA B necy (Mnu JomeHe 6e30nacHoCTy), 3T0 NPUBEAET K HApYyLLEHMIO pa-
BoTocnocobHoCTH, Tak Kak B katanore LDAP 6yaeT 6onee ogHoro cepeepa ¢ AaHHbIMU PONSMU.

Ansa nepeHoca ponei Macrepa cxeMbl U MacTtepa uMeHoBaHusa LDAP:

1. Ha komnbloTepe cepeepa 6e30MacHOCTM, KOTOPbI ByaeT MCNonb30BaThCs B Ka-
YyecTBe MacTepa CXeMbl U MacTepa MMEHOBaHMUS, 3anNyCTUTe KOHCOMb KOMaHAHOW
CTpokM (cmd.exe) oT MMeHN aaAMMHUCTpaTopa Neca (ecnu nNaaHupyeTcs nepeHoc
ponen B rnobanbHOM KaTanore) nam ot UMeHU agMUHUCTpaTopa AoMeHa (ecnm nna-
HUPYETCHA NepeHoC ponen B LJOMEHHOM KaTasore).

2. BBeauTe KOMaHAy 3anycka yTUINTbI:

dsmgmt

3. BnosiBuBLIEelcs cTpoke dsmgmt: BBeauTe KOMaHAy yrnpaBieHus:

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 306
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



4.

5.

9.

© KOMMAHMA "KOA BE3OMACHOCTK"

roles

B nosisusLuelica ctpoke fsmo maintenance: BBeaMTE KOMaHAy yrnpaBieHust:

connections

B nosBuBLLENCA CTpoke server connections: BBeAnTe KOMaHAy yrnpasfieHns:
connect to server <mMsi_koMneoTepa>:<HOMEp nopra>

B napameTpax koMmaHAapl ykaxkute nonHoe DNS-umsa koMmnbioTepa cepsepa 6e3-
OMacHOCTU, KOTOPbI ByAeT MCNOb30BaTbCs B KAYECTBE MacTepa cxeMbl (MK 3Ha-

veHue localhost), n Homep noprta (3HadeHme nopTa MO YMONYaHUIO ANA
rnobanbHoOro katanora pasHo 50002, ana gomeHHoro katanora — 50000).

[Mocne coeanHeHnsd € yKa3aHHbIM KOMMbIOTEPOM B CTPOKE server connections:
BBEAUTE KOMaHAY:

quit

B ctpoke fsmo maintenance: BBeanTe KOMaHAy ynpaBneHus:

seize schema master

Mo nosBuBLIENnca NHdOPMaL MK O pe3ynbTaTe BbIMOMHEHNS KOMaHAbl ybeamTecs,
4YTO pOsib MacTepa CXeM NpUCBOEHA HY>XHOMY cepBepy 6e3onacHocTw.

B ctpoke fsmo maintenance: BBeanTe KOMaHAy ynpaBneHus:

seize naming master

10.0Mo nosiBuBLIECA MHGDOPMaLMK O pe3y/ibTaTe BbINOSHEHMUS KOMaHAbl y6eamTech,

4TO pOsib MacTepa MMEHOBAHUSA NPUCBOEHA HYXHOMY cepBepy 6e30MacHoCTH.

11.7locne npncBoeHMs ponen Mactepa CXxeMbl N MacTepa UMEHOBaHWS 3aBepLunTe pa-

60Ty C yTUINTOM C NOMOLLbIO KOMaHAbI quit.
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CepBep 06HOBNEHUA

JaHHbIN pa3gen NpuioXKeHUs COAepPXUT AONONHUTENbHYO MHMOPMaLMIo 0 cepeepe
obHoBneHum Secret Net Studio.

3arpy3ka 06GHOBMNEHUI C CeTeBOro pecypca

Ana 3arpy3skun o6HOBJ/IEHMIH C CeTeBoro pecypca:
1. YcraHosuTe MO cepBepa 06HOBNEHMWIA HA KOMMbIOTEPE C AOCTYMNOM K UHTEPHETY.

2. HacrponTe o6HoBReHUe c cepBepa koMmnaHuu "Kop besonacHoctn" (cm. ctp.120)
n ybeanTechb B TOM, YTO 3arpy3ka 06HOBNIEHMI BbIMOHAETCS YCMeLWHO.

3. CospaiTe ceTeBOW pecypc U NpeaocTaBbTe aBTOPU30BAHHbIM MOSIb30BaTENSAM A0-
CTYyN K HEMY.

4. HacrtponTe knmMeHTbl Secret Net Studio nnmn kackagHble cepBepbl 06HOBAEHUI Ha
06HOBNEHME N3 CO3JaHHOro CeTEBOro pecypca.

5. Hacrpolite cuHxpoHu3aumto cogepxummoro nanku C:\ProgramData\Security Code
\Secret Net Studio\Server\Update Server\Packages, Haxogsuiencss Ha ycTa-
HOBJIEHHOM cepBepe 06HOBMIEHUI, C CO3AaHHbIM CETEBbLIM PECYPCOM.

MpumeyaHue. HacTpoUTb CUHXPOHM3ALMIO AAHHBIX MOXHO C MOMOLYbIO M0G0 YTUNUTLI ANs pe-
NnvKaLwmm kaTanoros, Hanpumep, Robocopy.

MepeHOC 0GHOBNEHUIA BPYYHYO

Mpn HeobxoanMoOCTN NepeHoca 06HOBNEHNI BPYYHYHO CKONMMPYHTE CoAepXXMMoe nar-
kn C:\ProgramData\Security Code\Secret Net Studio\Server\Update Server
\Packages nnm cMHXpOHMN3MpPYEMOW C HEM nanku (CM. BbllE€) HA CbEMHbIN HOCUTESb
MHdOpMaLUM 1 MepeHecnTe 3TO COAEPXKMMOEe Ha cepBep 06HOBIEHUI B 3aKPbITOM ce-
TW B @aHANOrM4HY0 nanky.

YTunura obHoBnEeHus

B cocrtaB MO Secret Net Studio BxoguT yTunuTa ansi aBTOHOMHOro O6HOBIEHUS aH-
TUBUPYCHbIX 6a3. [pun 3anycKe yTUIMTbl OCYLLECTBISIETCS NMPOBEPKa TEKYLLEN BEPCUM
aHTMBUPYCHbIX 6a3 A YCTaHOBMEHHOro aHTmMBMpyca. [py HeobxoaAMMOCTM Bbl-
MOJSIHAETCS YCTaHOBKA aKTyasibHbIX O6HOBIEHWI, KOTOPbIE COAEPXKATCS B YTUIMTE.

Mpu ycTraHoBKEe OGHOBNEHWI BbIMOMHSAETCA NMpPOBEPKA COBMECTMMOCTU COAEPXKMMOIO
3arpy>XeHHOro apxmBa C BepcMell NpoayKTa, YCTaHOBJEHHOro Ha 3allMlLaeMoM
KoMnbtoTepe. TakxKe BbINONHSAETCA BepudmKaumsa 1 NpoBepka LLeNoCTHOCTU apxXuBa.

YTUNNTY MOXHO CKadaTb Ha cainTe komnaHum "Kog besonacHoctu".

Ansa 3arpyskum 1M 3anycka yTUauThbl:
1. MepengmTe no ccoinke https://updates.securitycode.ru:43444.

2. YT06bI CKaYaTb YTUANTY, HAXKMUTE HA CCbINIKY:
e '"MakeT 06bHOBNEHU aHTMBUPYCHOM 6a3bl";
e "[lakeT 06HOBNEHUI aHTMBUPYCHOW 6a3bl (TexHonormsa Kaspersky)".

MpumeyaHue. B umeHm haiina ykasaHa Bepcus aHTUBMPYCHOM 6a3bl, KOTOpast COAEPXMUTCS B YTu-
nmte.

3. Ha 3alWuiuLaeMoM KOMMbOTEPE 3anycTUTE Ha MCMOMIHEHWUE 3arpyXXeHHbIn dain
YTUAMTLI. Ha 3KpaHe nosiBUTCA COObLLEeHME O pe3ynbTaTe OBHOBAEHWUS aH-
TUBUPYCHbIX 6a3.

MpumeyaHue. Mpu otcyTcTBIUN HEOOXOAMMOTO CBOOOLHOMO MeCTa Ha aucke 0BHOBNEHUS He OyayT
YCTaHOBMEHbI.

Ecnn Bo BpeMsi npuMeHeHUs 06HOBNEHNS Npou3oLwen cboil, BO3BpaT K npeablayLlemn
Bepcuu 6a3 Npon3onaeT aBTOMaTUYECKH.
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YcTpaHeHne HemcnpaBHOCTEN

Mpn BO3HMKHOBEHMM Npobnem B paboTe cepeepa 06HoBneHni Secret Net Studio cne-
AyeT NPOCMOTPETb CObbLITUS ayamTa B XypHane kameHTa Secret Net Studio (ecnu oH
yCTaHOBNEH Ha KoMnbloTepe), B XypHane Windows (ecnn KJIMEHT He YyCTaHOBJIEH)
WM B XYypHane cepBepa 06HOBNEHUA.

Mpn HeobxoouMMOCTM BO3MOXHO BbINOSHEHMe BoccTaHoBneHus O cepeepa 06-
HOBJIEHUN.
Ans BOCCTaHOBJIeHUA cepBepa 06HOB/IEHU !

1. 3anyctute Ha ucnonHeHme dann UpdateServer.msi, Haxoaswmncs Ha ycra-
HOBOYHOM amcke Secret Net Studio B nanke \Tools\SecurityCode\Update
Server\x64 mnnn \Tools\SecurityCode\Update Server\Win32 (B 3aBMCMMOCTU OT
BEPCUW YCTaHOBMIEHHOW Ha KoMnbioTepe OC Windows).

ﬂporpaMMa BbIMNO/IHUT NOArOTOBUTENbHbIE AENCTBUS U BbIBEAET HA 3KpaH ananor
NpUBETCTBUA.

2. Haxmute kHonky "[anee".

Ha akpaHe nosiButcsa gmanor "M3ameHeHne, BOCCTaHOBMEHUE MU YAaNeHne ycTa-
HOBKM".

ﬁ ¥cramoeka Secret Met Studic - Cepeep oGHoeneHMi - X

HaMexeHne, BOCCTAHOBNEHWE WK YOANEHHE YCTAHOBKH

F T
BubepuTe onepaumsd, KOTOPYID CNeayeT BuMNOAHMTE.

*

MEMeHHTE

MozBoNAET M3MEHWTE N3PAMETPH YCTIHOBKH KOMNOHEHTOS.

BOCCTaHOBUTE
Wenpaenedune ownboK B NOCNegHeR YCTaHOBKE MyTeM
BOCCTaHOBNEHWA OTCYTCTEYIOWMX W NoBpexAeHHLX thalinos, Apn...
YAanuTe
Yoanenwe Secret Net Studio - Cepeep ofHoBReHMA C KOMNLOTEPA.

Hazan 1 OTMEHE
3. Haxmwnte kHonky "BoccraHoBuTb".
Ha skpaHe nosaBuTCA cneayownii gmanor.
Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 309
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ﬂ ¥cramoeka Secret Met Studic - Cepeep oGHoeneHMi - X

Boe roTOBO K BOCCTaHOBNEHWH Secret Net Studio - Cepeep obH...

HasMuTe KHONKY "BOCCTAHOBMTE , UTODM BOCCTIHOBHTE YCTAHOBKY Secret
Net Studio - Cepeep ofHoBneHni. HaxmmuTe kHonky "Hazan", yrobu
NPOBEPHTE KA H3MEHHTE NAPAMETPH YCTAHOBKM. HAMMHUTE KHONKY
“Ormena”, utobs BWATH M3 MACTEpa.

4. Haxmute KHonky "BocctaHoBuTb", 4TOb6bl HaYyaTb NMPOLECC BOCCTAHOBIEHNS Cep-
Bepa 06HoBNeHUN. Mocne ycrnewHoro BOCCTaHOB/IEHNSA Ha 3KpaHe NosSBUTCS Ana-
Jlor € coobLiEeHMEM 0 3aBEPLUEHMWN YCTAaHOBKM.

5. HaxmwuTte kHonky "loTOBO".
YcraHoBka gononHutensHoro N0 BpyuHyo

Mpn HeobxoAMMOCTU BO3MOXHA pyYHas HACTPOMKa KOMMbIOTEpa nepej yCTaHOBKOWM
cepsepa 06HOBNEHU.

MpumeyaHue. Mpu 3anycke ycraHosku MO cepBepa 06HOBNEHUI ¢ TOMOLLbIO daina SnAutoRun.exe unu
UpdateServer.exe 0ONONHUTEMbHbIE KOMNOHEHTbI YCTAHABMBAKOTCA aBTOMATUYECKM.

Ana yctaHOBKM AononHuTtenbHoro MNOo:

1. YcraHoBuTe pacnpocTpaHseMblit KoMnoHeHT Microsoft Visual C++ Redistributable
2017. Ons 3TOro 3anyCctute C YCTAHOBOYHOrO AuMcka wm3 Katanora \Tools\
Microsoft\Prerequisites dann vcredist_x64 nnn vcredist_x86 (B 3aBMCMMOCTU OT
BEpPCMM YCTAHOBNIEHHOM Ha KoMnbtoTepe OC Windows) 1 cneagynTe ykasaHusaMm mMa-
CTepa yCTaHOBKM.

2. YcraHoBuTe cepsep IIS Bepcun 7 unu BoblLwe.

MpumeyaHue. SSL-cepTucukaT, ycraHaBnnBaeMsli Ans cepsepa lIS, sBnsietcs camo3aBepeHHbIM.

3. YcraHoBuTe Microsoft .NET Framework 4.5.

I'Iapameprl CeTeBOro B3auMoaeucTBeust

HanMmeHoBaHue napamerpa, NOAICHEHUe 3HaueHusa

Fpynna napamerpos "BpemMsa oxxnpaHma"

PaspeweHnsa nmein DNS 30-1000c
CoeanHeHMs C cepBepoM 30-1000c
OTnpaBKu 3anpoca Ha cepsep 30-1000c
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 0
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HanMeHoBaHue napamerTpa, NOSAICHEHUE

3HauyeHus

OKOHuYaHUS nepepaum cneapylowero 6soka

OnpepensieT BpeMEHHOW MHTEPBas, B TEUEHNE KOTOPOIro OXXMAAETCA NOATBEPXKAEHME O AOCTaBKE
nnu coobueHne 06 owmnbke gocTtaBkm 6110Ka. NMapaMeTp npeaHasHayYeH AJ1s1 KOPPEKTHOro
OTCIEXUNBaHUSA BPEMEHU XM3HW ornepaunit, CBA3aHHbIX C nepeaadyert MOTOKOBbIX AaHHbIX MO
ceTn. OnpeaenseTcsa NponyckHoW CNoCO6HOCTbIO CETU: YEM OHA BbiLLE, TEM MEHbLLE MOXET 6bITb
BPEMEHHOW MHTEepBas. B criyyae yMeHbLUEHNSA 3HAYEH WS NapaMeTpa A0 HeA0MYyCTUMOro YPOBHS
KOppekTHas paboTa TpaHCMOPTHOM NOACUCTEMbI MOXKET 6bITb HapyLUeHa. YCKopuTb paboTy
TpaHCMOPTHOM NOACUCTEMbI MapaMeTp He MoXeT

30-1000c

Co6bITuil anst paboueil ctaHUUM

OnpeanensieT NPoOMEXyTOK BPEMEHM, YEPE3 KOTOPLI CEPBEPOM OTMPaBNSETCS KOHTPOSbHbI
3anpoc. MNapameTp npeaHasHaueH A/ KOHTPONS COeANHEHUS. MPUHUMM KOHTPOJISt OCHOBaH Ha
neprvoANYECcKoi OTNpaBKke CNy>Xe6HOoro 3anpoca v NosyyeHuy oTBeTa Ha Hero. B crnyyae
Mony4YeHns KOPPEKTHOro OTBETa COeAMHEHNE cumTaeTcst paboTaowmm. MNpu nonyyeHun
HEKOpPEKTHOrO OTBETA U/IN MO UCTEYEHUN BPEMEHW OXUAAHUS OTBETa (CM. CneayLmi
napameTp) COeiMHEHWE CYMTAETCS OTKITIOYEHHbIM. MpY YBENMYEHWUM 3HAYEHMS NapaMeTpa
TepsieTCsl ONepaTMBHOCTb NOYYEHUs AOCTOBEPHON MHMDOPMaLMMN O COCTOSSHUUN COeAUHEHUS

30-1000c

CepBepoM OTBETa Ha KOHTPOJIbHbIA 3anpoc
Onpeaenser MakCMManbHOE BPEMS OXXMAAHUS OTBETA Ha OTMPaBEHHbIA KOHTPObHbIA 3anpoc.
MapameTp NnpeaHasHayeH 415t KOHTPOsS YyCTaHOBEHHOro CoeAAMHEHNS

30-1000c

Fpynna napamerpoB "Pa3mep 6510ka"

Ana npueMa fgaHHbIX OT cepBepa

Onpepenset pasmep 6ydepa TpaHCNOPTHOM NOACUCTEMbI 4151 MPUEMA NMOTOKOBbIX AaHHbIX.
MapameTp npeaHasHaveH 4N ONTUMM3aUMKW NpoLecca nepeaadm rno CETM NOTOKOBOM
nHdopmauunmn. Ero 3HayeHme onpeaensieTcs nponycKHON CrnocobHOCTLIO CETU: YeM OHa Bblille,
TeMm 6onblue MOXeT 6biTb pa3mep 6ydepa

48-10240 K6

Ans nepepavm AaHHbIX Ha cepsBep

MapameTp npeaHasHayeH 419 ONTUMU3aLMK Npolecca nepeaaym no CeTu NOTOKOBOM
nHdbopmaumn. Ero 3HayeHne onpeaenseTcs NponyckHOM CNOCOBHOCTbIO CETU: YEM OHa BbliLLE,
TeM 6onblue MOXeT 6biTb pa3zmep 610ka

48-10240 K6

F'pynna napamerpos "lMepenogknoyeHue"

BknounTb nepenoaknroyeHme

Onpepensert, 6yaeT 1M NpON3BOANTLCS aBTOMATUYECKOE NepenoKitoyeHme K cepBepy
6e30macHOCTU B Cy4ae HeyAaum NOAKIIOUYEHUS U B C/lyYae NOTEPU COEANHEHNS C CEPBEPOM.
Ecnv fgaHHbI napaMeTp OTK/II0YEH, TO MOAK/II0YEHME K CEpBEPY MOC/1e NOTePN COEANHEHNS
BbIMOJTHAETCS BPYUHYIO

Bkn/BbIkn

WHTepBan Mexxay NonbiTKaMu rnepenoakioueHus

Onpeaensier NPoMexXyToK BpeMeHM, Yepes KOTOPbI NPOM3BOAMTCS MNOBTOPHAs MOMbITKa
ABTOMaTMYECKOrO MepenoAKIoHEHNS K cepBepy 6€30MacHOCTM MoC/ie NoTEPU COeAUHEHNS C
CEepBEPOM UJ/IN B C/lyHae HeyAaun NoaKIoUeH s

30-1000c

Mapamerp "O6HOBNeHne kKoHdUrypaumn"

MapameTp MOXeT NPUHMMaTb OAHO U3 CNEAYIOLUMX 3HAYEHWI:
e PyuHoe. No kHonke "O6HOBUTb KOH(pUrypaumo";
¢ ABTOMaTuuyeckoe. Mo cobbiTnio 06 NsMmeHeHMn KoHbUrypaumm

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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MapameTpbl LBETOBOro othopMIieHMA 3anmcen XXypHanosB

Mpun HacTpolrike napaMeTpoB paboThl LleHTpa ynpasneHus (cMm. ctp.139) MoxHo cdhop-
MMpOBaTb CMMCOK MpaBui, onpedensalowmx LUBeT Tekcta u doHa oTobpaxaeMbix 3a-
nMCcem >KypHasnoB B 3aBMCUMOCTM OT 3ajaHHbiX YycnoBui. CnMCOK npasBun
npeacraeneH B rpynne "Packpacka cobbiTMin" ananora HacTpomkn napameTpos.

MpyMep cnucka npaBu NpeacTaB/ieH Ha PUCYHKE HUXe.

(8 Hactpoiiku LienTpa ynpasnerus

Packpacka cobeiTni

CeTessle HacTpoiiki

Cobermns cucremsl

Mcrounmk

LocalProtectio
LocalProtectio
LocalProtectio
LocalProtectio
LocalProtectio
LocalProtectio
LocalProtectio

LocalProtectio

LocalProtectio
a4
Hacmpodiku &

Kateropua

1

2

3

4

7

8

9

10

OBuywme col
Bxon/Bbixc
MNonHomox
Kontpone

3amrnyTan
Pacwuper
Pasrpanmy

Perucrpay

BpemenHsie daine

Cobritna Leet dona

Packpacka cobuimui

ﬂVIL[EHEMpQEBHVE

Mpuenaerun

CramacTuka

3EyKOBEIE ONOBEWEHA O TPEEOIaX
3anpoc HacTpoex ynpasnsemeix cibexTos

MNoauTikn

&
g
7
:

3aKpuiTe

YnpaBneHue crnvcKoM npaBusl OCYLLECTBASETCA C NOMOLLbIO KHOMOK, PACnOfIOXKEHHbIX
noa CnCKom:

KHonka OnucaHue

B3AaTb 3HauyeHuna | Bo3BpallaeT MCXOAHbIA CMNCOK NPaBu/l, NCNONb3YEMbIA MO YMOTYaHWUIO

no yMoJsi4aHuio

UmnoptupoBaTtb | 3arpyXaeT CM1COK NpaBusl, COXPaHEHHbIN B (panne

dkcnopTupoBaTb| CoxpaHseT TeKyLmii CNMCOK npasun B danne

PepakTtupoBaTtb | Bbi3biBaeT Ananorosoe OKHO 419 HACTPOMKN NapaMeTpoB BbiIbpaHHOro
npaeuna (CM. HUXxe)

Ao6aButb [obaBnseT HOBOe NpaBwnI0 B CMNCOK. [4/19 HOBOro Npasnia BbINONHAETCA
HacTpoWKa napaMeTpoB B ANASIOrOBOM OKHE (CM. HUXE)

Ypanutb Ypanset BbIOpaHHbIN 3/1EMEHT U3 CNUCKa

Hacrtpouka napamerpoB npasuna

MpuMMep AMANOroBOro OKHA HaCTPOWMKM MapaMeTpoB MpaBuia MpeacTaBfeH Ha pu-

CYHKe HUXe.
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Cobeitua

Werounuk:

Kateropua: 7 -

Cobeitua:

Packpacka cobbimwii
Liser pona: v

Leer Texcra:

LocalProtection hd

1051 -

Ecnm B cnmcke Het HEDsKCIﬂMMCIﬁ KATENOpK, BNALLIATE € KO/ B CTPOKY.
Ecnm B cnincke HeT HeoBxoaMMOTo CoBLITMA, BNULIKTE Er0 KOA Yepes
Touky ¢ 3anaToii: 1045; 2045. Yrobel 3a4aTe N6y KATETOPKID MAK
coBbITHE, OCTABLTE NONE MYCTHIM.

.

m Cruena

ansa HaCTpOﬁKM napaMeTpoB npaBuna:

1.

3.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa
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B rpynne nonei "CobbiTna" HacTponTe napaMeTpbl aHanm3a cobbITUiA:

NcTOouHMK

Coaep>XUT UMsI KOMMOHEHTa UM MNOACUCTEMbI, KOTOPOE YKa3bIBaeTCsl NpW pernctpaumm
Ccob6bITUIA B KaUecTBE NCTOUYHMKA. BbibepnTe HY>XHbI MCTOYHUK

KaTteropus

CoAepXXUT UMCNOBON KOA KaTeropmmn cobbiTnin. BeibepuTe KOA HYXXHOWM KaTteropnm us
pacKpbIBaloLLErocs CNMCKa Un BBeAUTE 3HaYeHne Bpy4Hyto. Cnncok KkaTeropui,
AOCTYNHbIX ANs Bbi6bopa, GOpMMPYETCS B 3aBUCMMOCTU OT YKa3aHHOro MCTOYHMKA

CobbiTusa

Coaep>XuUT uncnosble naeHTUduUKaTopbl CO6bITUIA. BoibepnTe naeHTUHUKATOPbI HY>XHbIX
Co6bITUI U3 pacKpbIBAKOLLEroCcs CNMcKa Ui BBeANTE 3HayeHne BpyyHyto. Cnmucok
CO6bITUIA, AOCTYNHbIX 4715 Bbi6Opa, GOpPMUPYETCS B 3aBUCMMOCTU OT yKa3aHHOM

KaTeropuu. Heckonbko MaeHTUPUKATOPOB pa3fenstoTcs CMMBoOioM ";

MpumeyaHue. CeegeHns o COOLITUSX MOXKHO NOMYYNTb MPU MPOCMOTPE 3anucen XypHana Ha BKnag-
ke "ObLee"” (cM. cTp.207). CTOUHMKM, KOAbI KaTEropuii  UAEHTUMKATOPLI COOLITUI NPeaCTaBNEHbI,
COOTBETCTBEHHO, B CriefyoLLvx nonsix Bknagku: "Merounuk”, "Kog kateropun” n "Cobbitne”.

B rpynne nonewn "Packpacka cobblTMin" HacTponTe napaMeTpbl LBETOBOrO OPOpM-
neHnsa doHa u TekcTa CTpPoK B Tabnuue 3anucen. [1ns Bbi30Ba CPeACTB UBMEHEHUS
LBeTa Ha)kMMTe KHOMKY B MpaBoin 4acTtu nons.

HaxmunTe kHonky "MpuMeHnTs".
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BoccTaHoBneHue XypHanoB U3 apXuBoB

3anucu LeHTpasM30BaHHbIX XypHasoB, NoMelleHHble B apxuB 13 B[] cepsepa 6e3-
OMacHOCTK, MOryT 6bITb CHOBa BOCCTaHOB/IEHbI B H6a3e AaHHbIX cepBepa C NMOMOLLbLO
LleHTpa ynpaBneHus. BocCTaHOBMAEHHbIE 3anucy MoryT 6biTb 3arpyXeHbl 4ns npo-
CMOTpa TaK Xe, KaK 1 Apyrue 3anucum, Xxpaswmecs s bJ.

BHumaHue! BbinonHsTh BOCCTAHOBMEHWE apXMBOB MOXET TONbKO MOMb30BaTenb, KOTOPOMY Npeno-
cTaBneHa npusunerus "ApxmBmpoBaH1e/BOCCTaHOBNEHME XKypHarnoB".

[Ans BOCCTaHOBJIEHUA 3anucen U3 apxmaa:

1. B agnarpamme ynpasBieHWs UM B CNUCKe 06bEeKTOB BbI30BUTE KOHTEKCTHOE MEHIO
cepsepa 6e3onacHOCTK, packpoinTe nogmeHto "ApxusupoBaHue" n Bblbepute Ko-
MaHAay "BoCCTaHOBUTb apXmB XypHanoB".

Ha skpaHe nosiBUTCA AManor, CoAepXallmii CrMCOK AOCTYMHbIX ANs BOCCTa-
HOB/IEHNSA apXMBOB.

2. BbibepuTe HYXHbI apXxvB, XYpHasbl (€C/IM apXMB COAEPXWUT HECKONbKO XYp-
HasnoB) N HaXMUTe KHOMKY "BoccTtaHoBUTL".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 4
YcTaHoBKa, ynpassieHue, MOHUTOPUHT N ayanT



© KOMMAHMA "KOA BE3OMACHOCTK"

PekomeHpaumu no o6cnyxusaHuro CYB[1 ana cepBepa
6e3onacHocTn

OCHOBHOW MPUUYMHON CHUXXEHUS MPOU3BOAUTENBHOCTM cepBepa 6€30MacHOCTU SiB-
NISETCS HEenpaBW/IbHOE WM HECBOEBPEMEHHOE BbIMOSIHEHWE pPEerfiaMeHTHbIX Mpo-
ueayp B CYBA MS SQL Server (SQL-cepep). CepBep 6e3onacHocTn paboTaeT C
HarpysKkoi n obcny>XnBaeT 04HOBPEMEHHO 60/1bLLOE KONMMYECTBO KIIMEHTOB. HacTpoeH-
Hble aBTOMaTU4Yeckne AeNCTBUS, BbiNoNHseMble SQL-cepBepoM, HEAOCTATOYHbI ANs
3ddekTnBHOM paboTbl cepBepa 6€30MacHOCTU.

Ons yBenuuyeHms NpomM3BOAMTENLHOCTM cepBepa 6e3onmacHOCTM HeobxoanMo aB-
TOMaTU3npoBaTb MpouUEeCC BbIMNOJIHEHUA pernaMeHTHbIX npoueayp, WCNoJib3ysa
BCTPOEHHble cpeacTea SQL-cepBepa. PekoMeHayeTcs perynspHoO BbINONHATb U KOHTPO-
NIMpOoBaTh C/ieayoLlme pernamMmeHTHble Npouenypbl :

e JfedparMeHTauMs U pemHaeKcauma MHAEKCOB;
e (06HOBNEHUE CTAaTUCTUK;

e pe3epBHOE KoMMpoBaHMe 6a3bl AaHHbIX;

* apXMBWPOBAHMUE XKYPHANOB.

[NedparmeHTaums u penHaeKcaums UHAEKCoB

[ns yckopeHns o6paboTku 3anpocos k b/l cepsepa 6e3onacHocTn Ha SQL-cepBepe aB-
TOMATUYECKUN CO34a0TCA cneunanbHble 06beKkTbl — MHAEKCDbI. |/|H,EI,eKCbI coaepxat cBe-
AeHund and noncka no MaCcCnBaM B 6aze AaHHbIX.

B npouecce akcnnyataumun cepepa 6e3onacHOCTU cofepxummoe 6asbl AaHHbIX Me-
HseTcs. Hanbonee o6beMHble nameHeHus B B[] cBa3aHbl, Kak npaBmio, ¢ 06paboTkon
LLeHTpaNn30BaHHbIX XYypHanoB. B yacTHoCTK, nocne apxnmBMpoBaHUS XXYPHaNoB Bbl-
cBoboXaaeTcs YacTb OTBeAeHHOW naMaTu B 6a3e AaHHbIX. OTU U3MEHEHMUSs CO Bpe-
MeHeM MOryT NpUBOAMTb K (pparMeHTaunm AaHHbIX, YTO B CBOKO ovepeab NoBAMSET Ha
Npon3BOANTENbHOCTb CepBepa.

YT06bl NOaaepXMBaTh HOPMasbHbIM peXxnm paboTbl 6a3bl AaHHbIX, pEKOMeHayeTcs pe-
rynsipHo 3anyckaTtb npoueaypy AedparmMeHTaunm/pemHaekcaumm nHaekcos Ha SQL-
cepepe (B cpeaHeM pAoCTaTOMHO OAHOrO pa3a B Hegeno). [poueaypa Ae-
dparmMeHTaunn/pemHaeKkcaumm  nHAekcos He  TpebyeT  OCTaHOBKM  (PyHK-
LMOHUPOBaHMNA cepBepa, OAHAKO Afs ONTUMANbHOrO BbIMO/IHEHUS peKOMeHAyeTcs
3anyckaTb KOMaHAy B MOMEHTbl HaMeHbLUEeNn Harpy3Ku.

Ona pedparmeHTauum/pevHaeKcaunn NHAEKCOB MOXHO MCMONb30BaTh dais, npu-
flaraemblii Ha yCTaHOBOYHOM AMCKE KOMMJIeKTa NocTaBku cuctemsl Secret Net Studio.
Mepea ucnosib3oBaHneM aiinia BbiMoMHUTE CleayoLne AeUCTBUSA:

1. Ha SQL-cepsepe co3galiTe KaTanor Ha JloKasibHOM ANCKE.

2. CkonupyihTe B Hero C YCTAaHOBOYHOrO JAMCKa COAEPXMMOe KaTanora
\Tools\SecurityCode\ClearMSSQL\.

Mocne atoro 3anycrtute Ha wucnonHeHwe dann rebuild_index.sgl Bo BpeMa Hau-
MeHbllen 3arpyxeHHoctn SQL-cepeepa. Onsa 3anycka danna B onpeaeneHHbli Mo-
MEHT MOXHO MCMOJIb30BaTb 3apaHee CO3A4aHHbIN NJaH 06CnyXMBaHUS.

Ana cospaHusa niaHa o6cny>xuBaHUA:

1. Otkpomnte MS SQL Server Management Studio.

2. B OKHe CTpyKTYypbl packpoiTe BeTBb gepeBa "Management".

3. Bbi30BUTE KOHTEKCTHOe MeH obbekTa "Maintenance Plans" n Bbibepute KO-
mMaHay "New Maintenance Plan...".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 5
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4z Microsoft SQL Server Management Studio
File Edit VYiew Debug Tools Window Help
Plr ) D @ | G NewQuey [y i | 4 <0 B
Object Explorer > 0 x
Connect~ 3 % m T [Z] &
= L__'}, HERMES-2KER2. oms.ru (SQL Server 11.0.3000 - sa)
= [ Databases
3 Systern Databases
1 Database Snapshots
[_] SN7_SERVER_SCHEMA
[ Security
[ Server Objects
3 Replication
3 AlwaysOn High Availability
[ Management
‘;;‘g Policy Management
@ Data Collection
.;3 Resource Governor
Ei1 Extended Events

0OEHEB

] Maiotenance Plan
Eas Mew Maintenance Plan...
éj [» Maintenance Plan Wizard
C
g L View History
[ Integ Reports »
If) sqL
Refresh

4. HacTpoiiTe pacnvcaHue 3anycka niaHa 06cinyXxXuBaHus.

e

|| Add Subplan |14 | @ ] |.] Manage Connections ... = ] | i Servers ...

Name Rebuildindexes
Description
Subplan Description Schedule Ru
Subplan_1 Subplan_1 Not scheduled (On Demand) EE s
0 New Job Schedule [E=SEEn ]
Name: Rebuildindexes. Subplan_1
Schedule type: [Recuming ] @ Enabies
13.12.2016 11:43:30
Frequency
s Era—
Recurs every: 1 | weekis)on
[7] Monday [] Wednesday [ Friday [¥] Saturday
[] Tuesday [] Thursday [7] Sunday
Daily frequency
@ Occurs once at 0:00:00 $
Occurs every: 1 ourfs Starting at
Ending at- 23:59.59
Duration
Start date: 13122016 @~ ) Enddate: 13.12.2016
@ No end date:
Summary
Description: Qccurs every week on Saturday at 0:00:00. Schedule will be used starting on 13.12.2016.

5. MMepeHecuTe M3 naHenn wuHcTpymeHToB "Toolbox" anemeHT "Execute T-SQL
Statement Task" n HacTpolTe ero, ckonmposaB coaepxumoe daina rebuild_
index.sql B none "T-SQL Statement:".

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 6
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[ 4 Larabase snapsnots

& | J SN7_SERVER_SCHEMA Subplan Diescription
% [l Security Subplan_1 £ Subplan_1
% [ Server Objects E '
4 [ Replication
# [ AlwaysOn High Availability
= [ Management
& ;: Policy Management
@ (4 Data Collection Execute T-SQL Statement Task
& _;H Resource Governor Execute TSQL on Local server con
& [ﬂ Extended Events [ Execution time out: 0
~
5 j gdslnst:;:r;ieu:?ns il _2-, Execute T-SQL Statement Task &
T P
d u L Connection: :Lecal server connection 'l [ New... l
oolbox > 1 x
4 Maintenance Plan Tasks Executoniume Ut 0
Rk Pointer T-5QL statement:
#d Back Up Database Task
! begin -
| & Check Database Integrity Task declare @databaseName sysname = N'SN7_SERVER_SCHEMA'; L
[&)  Execute SQL Server Agent Job Task declare @rebuildFloor float = 40; 3
j Execute T-SQL Statement Task declare @schemaName sysname;
_% History Cleanup Task declare @tableName sysname;
®3  Maintenance Cleanup Task declare @indexhame sysname;
a Notify Operator Task declare @fragmentation float;
48 Rebuild Index Task
;:“_ Reorganize Index Task declare @command nvarchar(300);
= Shrink Database Task print N'Rebuild index started at: ' + convert{ nvarchar(100), SYSDATETIME(), 20 );
Wi Update Statistics Task < = N =
4 General
There are no usable controls in this group. Drag an i 0K ] Cancel J [ ionloS0l | [ Lelp
item nntn thic tevt tn add it tn the tanlhoy

6. [lns 3aBeplueHNS UBMEHEHUNI HaXxMUTe KHornKy "OK".

Mpn wuncnonb3oBaHnn SQL-cepeepa Express-pepakunm HeobxoauMMo co3gaTtb rne-
puoaMyeckoe 3agaHue B njaaHuposLmke 3agaHnin Windows Ha 3anyck KOMaHAHOro
¢danna co cnegyoLWw MM cogepxxaHueMm:

osql.exe -d [mmMsz_cxemsl BJ]] -i rebuild index.sql
rae [umsi_cxembl_B/]] - nms cxembl b1 Secret Net Studio.

Mpumep:

osql.exe -d SN7_SERVER SCHEMA -i rebuild index.sql

MpumeyaHue. 3anyck 3agaHust OCYLLECTBNISIETCS OT MOMb3OBATENS, BXOASLEr0 B rpynny agmu-
HucTpaTopoB SQL-cepsepa.

OOHOBNEeHWe CTaTUCTUK

SQL-cepBep hopMUPYET MNaH 3anpoca Ha OCHOBaHUM CTaTUCTMUECKON MHbopMaLnn
0 pacrpefienieHnn 3HavYeHnin B MHaeKcax 1 Tabnmuax. CtaTucrnyeckas MHbopmauma
cobupaeTcss Ha OCHOBaHWKM obpasla AaHHbIX. ABTOMaTMuyeckoe ObHOBMIEHWE Mpoumc-
XOANT Npu nUaMeHeHun obpasua AaHHbIX. MHoraa aToro HeaoctatouHo SQL-cepeepy
N5 CTabUNbHOMO NOCTPOEHUSA OMNTMMAsbHOIO MlaHa BbINOMIHEHMSA BCEX 3arpocoB.

[Ona rapaHTum npaeuabHon paboTbl SQL-cepBepa peKkoMeHAyeTCs peryaspHo 3anyc-

KaTb npouenypy obHoBNeHUs CcTaTUcTuk 6a3bl AaHHbIX (B CpeaHeM AOCTaTOYHO of-

HOro pasa B AeHb). lNpoueaypa obHoBNeHUSA CTaTUCTMK 6asbl AaHHbIX He TpebyeTt

OCTaHOBKM PYHKLMOHNPOBAHMSA cepBepa, OA4HAaK0 A5 ONTUMasibHOrO BbIMO/IHEHUS pe-
KOMEeHAyeTCs 3anyckaTb KOMaHAy B MOMEHTbl HauMEHbLLIEN Harpy3sKu.

Ana co3pgaHuAa n1aHa O6HOBIEHUA CTaTUCTUK:

1. Ortkporite MS SQL Server Management Studio.

2. B OKHe CTpyKTypbl packpolTe BeTBb gepeBa "Management".

3. BbI30BMTE KOHTEKCTHOE MeH 0bbekTa "Maintenance Plans" u BbibepuTte Ko-
MaHay "New Maintenance Plan...".

4. HacTpoiiTe pacnucaHue 3anycka: 0AuH pas B CYTKWU B MOSIHOYb.

5. TlepeHecnte M3 naHenu uHcTpymeHToB "Toolbox" snemeHT "Update Statistics
Task" n HacTpoliTe ero.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 7
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i fel e Ilﬂ Add Subplan = | 8 | 4 Manage Connections ... + 7] |  Servers ..
S HERMES-2KB8R2.oms.ru (SQL Server 11.0.30(: —— ;
RebuildIndexes

| 3@ Databases

3 System Databases Description

[ Database Snapshots

U SN7_SERVER_SCHEMA Subplan Description Sc
| £ Security Subplan_1 Subplan_1 Oc
| 3 Server Objects £
| [ Replication
| 3 AlwaysOn High Availability
| 3 Management

-;E Policy Management

& Dota Collection b Update Statistics Task 'mﬁ Update Statistics Task

j Resource Governor Update Statistics on Local 3 P

] Bxtended Events .

B E Maintenance Plans &ﬁﬁbﬂlﬁiﬁiﬁiﬁ Connection: [Loca\ server connection vl [

4 QL Server Logs - glcla?mg o e Databasel(s): [ Specific detabases

1 +
lI Object: [ Tables and Views

intenance Plan Tasks Brecute T-50L Smtement ||| selection: [

Pointer Ejﬂ Execute TSQL on Local send

Execution time out: 0 Update:

Back Up Database Task
Check Database Integrity Task @ Al existing statistics
Execute SQL Server Agent Job Task
Execute T-SQL Statement Task

History Cleanup Task (0 Index statistics only

() Column statistics only

Maintenance Cleanup Task
Notify Operater Task Sean type:
Rebuild Index Task @ Full scan
Reorganize Index Task
Shrink Database Task

Update Statistics Task

(@) Sample by |50

eral

[ ok || cance |[ viewrsa |

e are no usable controls in this group. Drag an
tem onto this text to add it to the toolbox. A

6. [obaBbTe B NnaH 3agaHue Ha cOpoc Kelwa XpaHUMbIX npoueayp, NepeMectus 13
naHenun nHcrpymeHToB "Toolbox" anemeHT "Execute T-SQL Statement Task", n B
none "T-SQL Statement:" pobasbTe komaHay "DBCC FREEPROCCACHE".

om-1ecl' Y= TEAS 7] Add Subplan |3 ‘3 ) | .l Manage Connections .. ~ ] | (& Servers ...

7 [ HERMES-2KBR2.oms.ru (SQL Server 11.0.30( ~
= 3 Databases

# 3 System Databases Description

# (3 Database Snapshots
+ | SN7_SERVER_SCHEMA Subplan Description

(3 Security | E Subplan_1 | Subplan_1

(23 Server Objects E

3 Replication

(3 AlwaysOn High Availability

3 Management

5 42 Policy Management

7 = Data Collection Update Statistics Task

o] _j Resource Governor  Update Statistics on Loca

% [] BEtended Events . Databases: SN7_SERVER) q
o e i Object: Tables and views| | Connection: Local server connection '] E

All existing statistics
- _i ?QL ?ewer Logs S Scan type: Full scan Execution time out:

m 3
T-SQL statement:
l .

| Maintenance Plan Tasks .} Execute T-5QL Statemel | DBCC FREEPROCCACHE

Pointer L 7| Execute TSQL on Local o8
* I_J Execution time out: 0
Back Up Database Task I

Name RebuildIndexes

I BEEE

% Execute T-SQL Statement Task

Check Database Integrity Task
Execute SQL Server Agent Job Task
Execute T-SQL Statement Task
History Cleanup Task
Maintenance Cleanup Task

Notify Operator Task

Rebuild Index Task

Reorganize Index Task “
Shrink Database Task
Update Statistics Task [ OK J [ Cancel View T-5QL

BPCEPEREHC®R

7. [ns 3aBeplUEHNS UBMEHEHUI HaXxMUTe KHonKy "OK".

Mpn wncnonb3oBaHnm SQL-cepeepa Express-pepakunm HeobxoauMMo co3gaTtb ne-
puoanyeckoe 3agaHue B naaHuposLmke 3agaHnin Windows Ha 3anyck KOMaHAHOro
¢danna co cnegyow MM cogepxxaHueMm:

osql.exe -d SN7_SERVER SCHEMA -i update_ statistic.sql

Copepxunmoe daiina update_statistics.sql 4omkHO 6bITb CeayoWnM.

Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 31 8
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USE SN7_SERVER SCHEMA;

EXEC sp msforeachtable N'UPDATE STATISTICS ? WITH FULLSCAN';
GO

DBCC FREEPROCCACHE;

GO

MpumeyaHue. 3anyck 3afaHus OCYLECTBNSIETCA OT MOMb30BATENs, BXOASLWEr0 B Ipynny agmu-
HucTtpaTtopos SQL-cepsepa.

Pe3epBHOe konupoBaHue 0a3bl AaHHbIX

[Ons BocctaHoBneHus 6asbl AaHHbIX B Cyyae cbos HeobxoanmMo co3aaThb MnaH pe-
3epBHOr0 KOMMPOBaHUSA. PekoMeHayeTcs aenaTb MOSMHYKO pe3epBHYI Konuio 6asbl
AaHHbIX (B CpegHeM AOCTaTOYHO O4HOMO pasa B HeAeso) U XypHana TpaH3akuui (B
cpeAHeM JOCTaTOYHO OAHOrO pasa B AeHb).

Ansa co3paHMA NJiaHa NoOJIHOW pe3epBHON KonNuMU 6a3bl AAHHbIX:

1. Ortkporite MS SQL Server Management Studio.

2. B okHe CTpyKTypbl packpoiTe BeTBb AepeBa "Management".

3. Bbi30oBMTE KOHTEKCTHOe MeH obbekTa "Maintenance Plans" u Bbibepute Ko-
maHay "New Maintenance Plan...".
4. HacrpounTe pacnucaHue 3anycka: OAvMH pas B Heaento.

5. lNepeHecuTe M3 naHenn uHcTpyMmeHTOB "Toolbox" anemeHT "Back Up Database
Task" n HacTponTe ero, BbibpaB Tvn pesepBHoW konuu "Full' n 6aszy "SN7_
SERVER_SCHEMA".

poject Boplorer e et o ez |
Connect~ &/ ¥ m T 2] .5 Add Subgn 7 |
o] Add Subplan 2 | i ] Back Up Database Task -
& [ Security -
S Object Name: Rebuildindexes [
& (3 Server Objects | Connection: [Local server connection
% [ Replication Description
@ (3 AlwaysOn High Availability | Backup type: [Fun
= (L3 Management Subplan
@ 0 Policy Management Subplan, 1 ‘ Database(s): ISp:cmc databases
¥ |7 Data Collection T arTTT LT
7 [%] Resource Governor @ Database
# |] Extended Events -
(3 Maintenance Plans E Files and filegroups:
) Rebuildindexes ‘ [Z] Copy-only Backup
@ 3 SQL Server Logs Back Up Database Task |
13 Database Mail P—
¥ Distributed Transaction Ceordinatol Dstabases: N7 SERVER_Sq Backup set will expire:
@ 2 Legacy Type: Full =
% (3 Integration Services Catalogs i Spperd odstig
F S— R Backup Compression (Defaul l 27.12.2016
T
I -1 x Backupto: @ Disk () Tape
4 Maintenance Plan Tasks Back up databases across one or more files:
Rk Pointer
#f  Back Up Database Task
|§ Check Datsbase Integrity Task
B  Execute SQL Server Agent Job Task
% Execute T-SQL Statement Task
[B History Cleanup Task
*J Maintenance Cleanup Task
Notify Operator Task @ Create a backup file for every database
4% Rebuild Index Task Create a sub-directory for each database
%%, ReorganizelIndex Task Folder: C:\Microsoft QL Server\MSSQLLL.MSSQLSERVER\MSSQL\Backup
4 Shrink Database Task Backup file extension:
Wl Update Statistics Task
o1 Verify backup integrity
There sre no usable controls in this group. Drag an Set backup compression: | Use the defoult server setting
item onto this text to add it to the toolbox.
[ & ][ conea View T-5QL

6. [1ns 3aBepieHns U3MEeHEeHUN HaxxMmTe KHonky "OK".

Ansa co3paHMA NJlaHa pe3epBHON KOMUM XXypHasia TpaH3aKL1i:
1. Ortkporite MS SQL Server Management Studio.
2. B OKHe CTpyKTypbl packpolTe BeTBb gepeBa "Management".

3. BbI30BMTE KOHTEKCTHOE MeH 0bbekTa "Maintenance Plans" u Bbibepute Ko-
MaHay "New Maintenance Plan...".

4. HacTpoiiTe pacnucaHue 3anycKka: oAuH pas B HeAE!o.

Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 31 9
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5. TllepeHecnTte 13 naHenn MHcTpyMeHTOB "Toolbox" snemeHT "Back Up Database
Task" n HacTponTe ero, Bbibpas Tnn pesepBHoOM konuu "Transaction Log" n 6asy
"SN7_SERVER_SCHEMA".

bject Explorer MR Rebuildindexes - sa [Design]”™ X
lonnect~ %) ¥ m T 3] .5 . Sl
Secur = iz Add Subplan |34 |£8 # ) Back Up Database Task - —
G urit -
— Server?‘:'b'ects Name RebuidIndexes -
o et Connection: Local server connection
@ (3 Replication Description
@ [ AlwaysOn High Availability || Backuptype: Transaction Log
= 3 Management Subplan _
" ; Policy Management Subplan_1 Database(s): Specific databases
@ () Data Collection Backup component
@ (%)) Resource Governor
% |] Bxtended Events
= [ Maintenance Plans E
‘i) Rebuildindexes Copy-only Backup
# (3 SQL Server Logs Back Up Database Task
~1 Database Mail . Backup Database on Local of .
M Distributed Transaction Coordinatol | Dstabases: SN7_SERVER_Sq Backup set will expire:
& (3 Legacy =) Type: Full 1
¥ [ Integration Services Catalogs e Mmbﬁ?@(
. e . Backup Compression (Defad] 2712.2016
T
4 Maintenance Plan Tasks Back up databases across one or more files:
K Pointer .
#  Back Up Database Task
& Check Database Integrity Task
5 Execute SQL Server Agent Job Task
& Execute T-SQL Statement Task
[® History Cleanup Task ——
% Maintenance Cleanup Task —
& Moty Operator Task @ Create a backup file for every database
4, Rebuild Index Task Create a sub-directory for each database
35, ReorganizeIndex Task Folder: C:\Microsoft SQL Server\MSSQLLL.MSSQLSERVER\MSSQL\Backup
i Shrink Database Tack Backup file extension:
Wi Update Statistics Task
=) Verify backup integrity
There are no usable controls in this group. Drag an Set backup compression: | Use the default server setting
item onto this text to add it to the toolbox.
oK } [ Cancel | [ View T-SQL

6. [1ns 3aBepwieHns U3MEHEeHUN HaxxMmTe KHonky "OK".

Mpn ncnonb3oBaHnn SQL-cepBepa Express-pegakunm HeobxoaMMo cosgaTh Aga ne-
prnoanyeckmx 3agaHns B NaHMpoBLUMKe 3aaaHnii Windows ans co3gaHus pesepBHOU
Konuu Bcen 6a3bl AaHHbIX 1 pe3epBHON KOMUK XypHana TpaH3aKuni.

[ns co3gaHus pe3epBHOI KOnmmn BCen 6a3bl AaHHbIX CoOAepXXaHMe KoMaHaHoro danna
OO/MKHO 6bITb ClieayowmnMm:

osql.exe -d SN7_SERVER SCHEMA -q "BACKUP DATABASE SN7_SERVER
SCHEMA TO DISK='C:\SN7_SERVER Data.bak'"

MyTb k danny C:\SN7_SERVER_Data.bak cnegyer 3aMeHUTb Ha peanbHbI NyTb K
hanny c pesepBHOM KOMNUeEN.

Ona co3gaHns pe3epBHOM KOMWW XXypHana TpaH3akuMi AaHHbIX coaepXaHue Ko-
MaHAHOro gannia o/mMKHO 6bITb CneayoWwmnM:

osql.exe -d SN7_SERVER SCHEMA -q "BACKUP LOG SN7_SERVER
SCHEMA TO DISK='C:\SN7_SERVER_Log.bak' "

Myte k danny C:\SN7_SERVER_Log.bak cnegyet 3ameHnTb Ha peanbHbIN NyTb K
¢anny c pesepBHON KOMUEN.

MpumeyaHue. 3anyck 3apaHuit OCYLWECTBRSETCH OT MOMb30BaTENs, BXOAALIEro B rpynny aamu-
HucTpaTopoB SQL-cepsepa.

PerynsipHbll KOHTPO/b BbIMO/IHEHUS MNJAHOB 06CNyXMBaHUS 6a3bl AaHHbIX obec-
neynBaeT yBeNMUYEHME NPON3BOAMTENIbHOCTU cepBepa 6€30MacHoOCT!.

[ns npoBepKu BbINOJIHEHMUA CO3A4AaHHOro nNJjaHa oécny)xxmBaHusa 6a3bl gaH-
HbIX:

1. Ortkporite MS SQL Server Management Studio.

2. B okHe CTpyKTypbl packpoiTe BeTBb AepeBa "Management”.

3. Bbl30BUTE KOHTEKCTHOE MeH obbekTa "Maintenance Plans" n BbibepuTe KO-
mMaHay "View History".
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Object Explorer = 1§ RebuildIndexes - sa [Design]
Connect~ 3} 3} = T 2] .5 0 Addeubolan
@ (3 Security {[F] Log File Viewer - HERMES-2KBRZ.oms.ru
[# [ Server Objects - -
[ [ Replication 5"_’“ (L7 LoadLog | Export [£]Refresh “F Filter ...
# 3 AlwaysOn High Availability V| Rebuidindexes Log file summary: No fiter applied
= [ Management 7] Remote Mairtenarice Plans Date ¥ Plan Name SubPlan Nar
2% Policy Management 5 [F]Job Histery
Data Collection # [7]SQL Server Agent
Resource Governor # [[] Database Mai
Extended Events
| 3 Maintenance Plans
‘1) Rebuildindexes
= 3 SQL Server Logs
»j Database Mail
@ Distributed Transaction
= 3 Legacy
@ 3 Integration Services Catalo
m
4 Maintenance Plan Tasks
Rk Pointer
2  Back Up Database Task Status
|& Check Database Integrity Task Last Refresh:
[  Execute SQL Server Agent Job
- I- |+ 12.12.2016 12:56:06
L] ecute T-50QL Statement Tasl
[ History Cleanup Task Fiiter: None
®g Maintenance Cleanup Task T Viewfiter settings ‘ -
& Notify Operator Task Seleciad midetat:
9y Rebuild Index Task Exogees
%% Reorganize Index Task @ Done (0 records).
|41 Shrink Database Task
i) Update Statistics Task
4 General

4. [nda 3aBeplieHns NpocMoTpa HaxxMmnTe kHonky "Close".

ApxuBupoBaHue XypHanoB

Ona SQL-cepBepa Express-pepakumun akTyanbHa npoueaypa apxXMBWMpPOBaHUS XYp-
HanoB (CM. cTp.207). MNMpu npeBbilleHUN OrpaHNyYeHns Ha 06beM H6asbl AaHHbIX cep-
Bep 6e3o0macHOCTM OKasblBaeTcs B HepaboyeM coctosiHMM. PacnucaHue
apxuBMpoBaHUs HacTpameaeTca U3 pacyeta 100 MB Ha ogHoOro knveHTa B AeHb. lNpo-
CTpaHCTBO 6a3bl AaHHbIX A1 OAHOrO K/IMEHTa 3aBUCUT OT KOMYECTBa CObbITUIA Tpe-
BOI M YacToTbl cbopa >KypHanoB.
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UHTerpaumsa Secret Net Studio ¢ SIEM-cuctemamu

NmeeTca BO3MOXHOCTb MHTerpauun Secret Net Studio ¢ SIEM-cucremamu. Mo mMepe
cbopa xypHanoB Secret Net Studio ¢ paboumx craHumii aaHHble MOryT 6bITb one-
paTuBHO npeaoctasneHbl SIEM-cncreme 13 b1, pabotatowen nog ynpasneHmnem CYB
MS SQL Server.

CxeMa NoTOKOB AaHHbIX NPy MHTerpaummn Ha npumepe SIEM-cucremol ArcSight npea-
CTaBJIeHa Ha PUCYHKE HUXeE.

Paboune ctaHumnm ¢ SNS5

CepBep onepaTWBHOrO ynpaenedna SNS

SmartConnector

B[l cepeepa onepaTMBHOrO ArcSight

ynpaeneHna SNS Cepeep ArcSight

Ona nHTerpaumn Secret Net Studio ¢ SIEM-cucremolri Heo6xXo0AMMO BbINOAHWUTL Che-
aynune oencrems:

* HaACTpouTb UTeHue XypHanos n3 b MS SQL Server ans Secret Net Studio (MoxHO
Mcnonb3oBaTb NpeacTaBfeHne AaHHbIX HUXE);

e HACTpoOUTb coeaMHeHue, aganTtep nnn yesegomneHus ana SIEM-cucremel.

MosicHeHme. [Ins HacTpoiiku coeanHeHns obpaTuTeCh K JOKyMEeHTaumMu Ha ucnonb3yemyio SIEM-cu-
cTemy.

[ANnA HacTpoWku uTeHus >xypHanoB u3 B[] MS SQL Server ana Secret Net
Studio:

1. CospanTe npeacrasneHumne (view) c nomowbto cnegytowero SQL-ckpunTa.
/*
your DB name instead of "SN7_SERVER_SCHEMA"
*/

USE [SN7_SERVER _SCHEMA]
GO

EXEC sp_configure ‘clr enabled', '1';
RECONFIGURE;
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GO
/ B
creates stored function and view

*/

/ B
load dll
*/

/ £ 3
Beware!
drops function and assembly if it exists to avoid name collision

*/

IF OBJECT_ID('dbo.GetDescription') IS NOT NULL
DROP FUNCTION dbo.GetDescription;
GO

IF (select top 1 count(x.[name]) from
(select
a.[name]
from sys.assembly _files f
full outer join sys.assemblies a
on f.assembly_id=a.assembly_id
full outer join sys.assembly_modules m
on a.assembly_id=m.assembly _id
) as x where [name] like '%ByteDataToDeviceInfoConverterAsm') = 1
DROP ASSEMBLY ByteDataToDeviceInfoConverterAsm
GO

IF EXISTS (SELECT 1
FROM SYSOBJECTS
WHERE ID = OBJECT_ID('SECRETNETLOG')
AND TYPE ='V')

DROP VIEW SECRETNETLOG

GO

CREATE ASSEMBLY ByteDataToDeviceInfoConverterAsm
FROM 'C:\CLRDeviceInfoConverter\DBConverter.dll';
GO

/*
create function from assembly

*/

CREATE FUNCTION dbo.GetDescription (@data varbinary (max), @eventid
int, @eventmessage nvarchar(max), @locale nvarchar(5))

RETURNS nvarchar(max)
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AS EXTERNAL NAME [ByteDataToDeviceInfoConverterAsm].
[ByteDataToDeviceInfoConverter.CLRConverter].[GetDescription];
GO

/*¥**xx% Opject: View [dbo]. [SERVICEEVENTLOGS] Script Date: 13.11.2018
11:24:41 ***xx%/

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

/* View: SECRETNETLOG

don't forget to set locale at dbo.GetDescription(E.DATA, E.EVENTID, "ru-RU");
possible locales are: en-US, ru-RU, es-ES;

*/

CREATE VIEW SECRETNETLOG ( ID, TIMEWRITTEN, STATION, CATEGORY,
EVENTID, EVENTMESSAGE, TYPE, COMPUTER, USERSID, USERDOMAINNAME,
USERNAME )

AS
SELECT T.EVENTLOGRECID,
T.TIMEWRITTEN,
C.MNAME,
CAST (T.CATEGORYMESSAGE as nvarchar(512)),
T.EVENTID,

CAST (dbo.GetDescription (T.DATA, T.EVENTID, T.EVENTMESSAGE ,'ru-
RU’) as nvarchar(MAX)),

T.TYPEDESCRIPTION,
T.COMPUTERNAME,
T.USERSID,
T.USERDOMAINNAME,
T.USERNAME

FROM EVENTLOGRECT, EVENTLOG T1, SERVICE T2, SERVICEPROVIDER T3
WHERE T1.LOGTYPE=4 AND T.EVENTLOGRECID > 0 AND

T.EVENTLOGID = T1.EVENTLOGID AND T1.SERVICEID = T2.SERVICEID
AND T2.PROVIDERID = T3.PROVIDERID

GO
2. YkaxuTe nyTb K nocraBnsemomy ganny DBConverter.dll B 6n1oke:

CREATE ASSEMBLY ByteDataToDeviceInfoConverterAsm FROM
'C:\CLRDeviceInfoConverter\DBConverter.dll’;

GO
3. YkaxuTte Tpebyemyto nokanmsauuto (‘en-US’, 'ru-RU', 'es-ES'") B cTpoke:
CAST (dbo.GetDescription(T.DATA, T.EVENTID, 'ru-RU') as nvarchar(1024))
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NHdopMaums o KonoHKax co3aaHHOM0 NPeaCcTaB/eHUs NpMBeAeHa B TabnunLe Huxe.

Tvin Makc.
UMAa KONOHKK Ha3HauyeHue

AAHHbIX pasmep
ib Int - CnyxebHbli naeHTnduKaTop cobbitmus
TIMEWRITTEN [ata/Bpems| — Bpemsi BO3HWKHOBEHUS COBbITUSA
STATION Crpoka 255 Nms pabodeli cTaHUMKM, C KOTOPOWM Noy4YeH

XypHan

CATEGORY Crpoka 512 Kateropus cobbitns
EVENTID Int - NpeHTndunkaTtop cobbitns
EVENTMESSAGE Crpoka 2Gb OnuncaHune cobbITns
TYPE Crpoka 255 Twn cobbiTns
COMPUTER Crpoka 128 KoMnbloTep, KOTOpbIN Bbi3Ban HacTynjieHne

cobbitna (cootBeTcTBYET nonto "Komnbetotep" B
cTaHgapTHoM LogViewer)

USERSID Crpoka 128 SID nonb3oBarens
USERDOMAINNAME| Crpoka 128 [omeH nonb3oBarens
USERNAME Crpoka 128 Nmsa nonb3osarens
Secret Net Studio. PykoBoacTBO agMMHMUCTpaTOpa 32 5

YCTaHOoBKa, YnpaB/ieHUe, MOHUTOPUHT U ayauT



© KOMMAHMA "KOA BE3OMACHOCTK"

eHepauusa u ycTaHoOBKa cepTudmkaTa cepepa 6e3onacHoOCTH
I'Ipouep,ypa BbIMOJIHAETCA Ha KOMMNbOTEPE CEPBEPA 6e30macHoCTH.

Ana reHepauuu u yCTaHOBKM HOBoOro ceptudukara Cb:

1. B meHw "Myck" OC Windows B rpynne "Koa BesonacHocTtn" BbibepuTe 3N1eMEHT
"CepTtudukatbl”.

Ha sakpaHe nosBuUTCS AManoroBoe OKHO HaCTpOI‘/JI KWN:

OnepatueHoe ynpaeneHue, CepTudmkar cepeepa. *
leHEpaLMA M YCTEHOEKE CepTUdMKETE ] Cepsuc ]

CeoiicTea ceptiduKaTa

[1nA reHepaLim HoBOro CepTUEMKATA, NPEOHasHa4YEHHoro AnA paboTh
% no npotokony HTTPS, sanonHuTe cnemytowme nona:

Opranmsaws (0): ||

Wma ana nokasa ([CN): |COMPUTER-2

Moapazaesnenmne (OU): |

Cpok aefcTEWA CEPTUGMKETA:

¢ (27.042018 x| no [27.042019 |

PasmeuleHne

E:\ YikaxuTe, rig CNeyeT paSMECTUTE BHOBb COSOAHHBIA CEPTURMKET
~q  CepEEPa GesonacHocTH:

+ PasmecTuTs cepvdmkate IS
¥ Pasmecits cepdmkar s LDS

™ CoxpaHiTs cepTMduMKaT & daitn:

[
0K | COmenHa | HDMMEHMTb|

2. Brpynne nonen "CeBolicTBa cepTudmkaTta"” yKaxKmnTe Hy>KHble 3Ha4YeHuns.

MpumeyaHue. Mons "Oprannsauus” u "Mogpa3snenerne"” Heobs3aTenbHbI 1S 3aMN0MHEHMS.

3. Brpynne nonen "Pa3mMelieHune" ykaxuTe MecTa pa3MmeLlleHns ceptudmkara v Ha-
XMUTE KHOMKY "MpuMeHnTh".

Mpn Hannuuun B IIS ycTaHOBNEHHOro paHee ceptudukaTa Ha 3KpaHe NOABUTCSH
3anpoc Ha NpoAOC/HKEHME 3anmMcn HOBOrro ceptTudukaTa.

4. Haxmute kHonky "OK" B ananore 3anpoca.
Ha akpaHe nosBuTcs gnanor:

OTkpbiTe ceccun >

BeeauTe, NOManyHcTa, MMA W Napors aAMMHUCTPaTopa besonacHocTu:

Wma: |

Maponk: |

Wonk30BaTh NAPaMETPL! YYETHOA 38NMCH TEKYLLETD
Nonb30BaTENA

OTMeHa

5. VYKkaxuTe ydeTHble AaHHble MOJSIb30BaTesNsl, MMEIOLLEro nNpaBa Ha 3anuncb B Xpa-
HUAMWe 06bEKTOB LLEHTPA/IM30BAHHOMO YN paBeHUS, N HaxXMUTe KHonky "OK".
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MosicHeHme. Ecnv Tekywmiz nonb3oBaTtenb MMEET NpaBa Ha 3anucb— oTMeTbTe none "Mcnonb-
30BaTb NapameTpbl YY4ETHOW 3anucy Tekyllero nonb3osatens”. Ecnv npasa He npegocTaBneHbl —
BBEAWTE [aHHble COOTBETCTBYHLIE YYeTHON 3anucy. Mo ymonyaHuMio npaBamMn Ha 3anucb B Xpa-
HunMLLe obnaaaroT NoNb30BaTeNy, BXOASLLME B rpynny afMUHUCTPATOPOB AOMEHa He30nacHoCTy.

Mocne ycTaHOBKM HOBOMO cepTUdMKaTa Ha 3KpaHe NosBUTCS coobLieHne 06 3ToM.
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O HacTpoMKe 3aLlMLLEeHHOro coeauHEeHUs co cnyxbamu

B cucreme Secret Net Studio npeaycMoTpeH peXuM YCUJIEHHOM 3aliuTbl AOCTyna K
XpaHuUnunuly o6bEeKTOB LLEHTPaNM30BaHHOro ynpasneHus Secret Net Studio. B 3Tom pe-
XUMe ceTeBble obpalleHns Kk cnyxbam AD LDS, BbINnoNHSAEMble KOMMOHEHTaMU CU-
cteMmbl Secret Net Studio, ocywiecTBnstoTca € MCNOMb30BaHWEM NpoTokonoB SSL/TLS.
JaHHble NpoTOoKOoNbI NpeayCcMaTpUBalOT NPoOBEPKY NOAJIMHHOCTU KOMMNbIOTEpa, Ha KO-
TOpPOM pa3BepHyTa c/y)ba kKaTanoroB (cepep 6e30nacHOCTM), U peannsyoT QYHK-
Lnmn yctaHoBneHuns 6e3onacHoro coegMHeHns C UCMnosib30BaHMeEM cepTuduKaTos.

Ona ncnonb30BaHMA pexmMma YCUIEHHOW 3aluTbl B CUcTeMe Ao/mkHa 6biTb opra-
HW30BaHa M HacTpoeHa MHMPACTPYKTypa OTKPbITbiX kao4ven (PKI). Peannsauuns PKI
MoxeT obecneunBaTbCsa ctaHAapTHbIMK cpeactBamm OC Windows mnm MO CTOPOHHMX
npoussognTenen. Hnxe B JaHHOM pasgene NpuBoAAaTCcs obliune ceeaeHUs O nopsake
opraHusaunm n Hactponku PKI c npuMmeHeHneM ctaHaapTHbIX cpeacts OC.

3awuta B3aumopgeuncteua c AD LDS

[Ons 3awmnTbl B3aumoaencremns co ciyxbamm AD LDS HacTtponka PKI BbinonHsaeTcs B
cneaytouem nopsake:

1. B poBepeHHOM ueHTpe cepTudmkaumnm (Certification Authority, LIC) 3anpocute
cepTudunkaT ana cepsepa besonacHocTu. ns ceptudmrkata HeobxoaMMo yKkasaTb
nonHoe J[OMEeHHOe WMS KOMMbikoTepa cepsBepa 6e30nMacHOCTM M MeToh MC-
nonb3oBaHus "lMpoBepka noanvHHOCTU cepeepa” (Server Authentication). MNo-
JIy4eHHbIN cepTudUKaT MMNOPTUPYNTE B XpaHUIULLE B KOHTEKCTE KOMMNbIOTEPa,
pazgen "JinuHoe" (unum "JinuHeie").

MpumeyaHue. Ecnu B cucteme otcyterayet LIC, Ans opraHM3aunm 3aLlmLLEHHbIX COELNHEHNA MOX-
HO 1CMONb30BaTh CaMO3aBePEHHbIN CepTUdUKaT, CO3haHHbIN Ha cepBepe besonacHocTu. JToT cep-
TUUKaT B JanbHeNLLIeM NPUMEHSETCS U Kak cepTudmkaT KomnbioTepa, U kak ceptudukat LiC.

2. YcTaHOBUTE MONYyYeHHbI ceptTudmkat B IIS. [ina 3TOro 3anycrute gucnertyep
cnyx6 IIS (IIS Manager) m B 3aBUCMMOCTM OT Bepcuun OC BbINOMAHUTE CO-
OTBETCTBYIOLLME AENCTBUSA:

e B nepapxmyeckom cnmcke packpomTe paszen canToB, BbI30BUTE KOHTEKCTHOE
MeH10 3niemeHTa "SecretNetStudioSite" n BbibepnTe komaHay "N3MeHUTb npu-
Baskun" (Edit Bindings).

e B nosBMBLIEMCS CMUCKE MPUBSA30K CalTa BbI30BUTE AManor HacTpPOMKW Ans
anemeHTa ¢ TMNoM "https" n BbIbepuTe NoNyYeHHbIN cepTuduKaT B Cnmucke
SSL-cepTndunkaTos.

e [locne ycraHoBKM cepTudukaTta BbIMonHUTE nepesanyck IIS ¢ nomowbio co-
OTBeTCTBYIOmeVI KOMaHAbl ynpaB/leHNd B KOHTEKCTHOM MEHK 3JIEMEHTa
"SecretNetStudioSite".

3. [pepocraBbTe HeobxoauMMble paspeleHus Ansa AocTyna K danny kaoya cep-
Tndukata. Ansa atoro B nporpaMmme poBOAHUK nepenanTe K KaTanory rno ymon-
YaHM0, B KOTOPOM XpaHATCS koum. MectononoxeHue kaTtanora B OC Windows
Server 2012: %ProgramData% \Microsoft\Crypto\RSA\MachineKeys. B apyrux
Bepeuax OC: %ALLUSERSPROFILE%\Application Data\Microsoft\Crypto\RSA
\MachineKeys. B kaTasnore BbI30BMTEe OKHO HAaCTPOMKWN CBOMCTB (haina kno4ya cep-
TudukaTa (onpeaenmTb HYXHbIM darn B CNMCKE MOXHO NO AAaTE U BPEMEHW CO-
3[aHuS), NnepenaMTe Ha BKNaaky "besonacHocTb" M o6aBbTe B CMUCOK HYXHYHO
YYETHY0 3anmnCb C pa3pelleHnsIMu No ymonyaHuio. ims pobasnsemon yyeTHom 3a-
NMCKU 3aBUCUT OT TOrO, Ha KaKOM KOMMbIOTEPE YCTaHOBNEH cepBep 6e30nacHoCTU:

e ecnm Cb ycTaHOB/IEH Ha KOHTpoO/iepe AOMeHa — y4yeTHas 3anumcb C UMeHeM
OMS_LDS_xxx$;

e ecwm Cb ycraHoBfneH Ha ntob0OM ApyroM KOMMblOTEpe — Yy4yeTHas 3anucb C
nmeHem NETWORK SERVICE.
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Ha koMnbloTepe cepBepa 6€30MacHOCTM MMMNOPTUPYIHTE cepTuduKaT cepsepa B
pasgen "JinyHoe" (nnn "JInuHble") XpaHUIMLL, B KOHTEKCTE 3K3eMNASApoB Cyx6
SecretNet n SecretNet-GC. 1ns 3T0oro 3arpysmte ocHacTky "Ceptudukartol" B pe-
XXUME yrpaBieHns ceptTuduKaTaMmm KOMMNbIOTEPA U B peXuMe ynpasieHus cep-
TndunkatTamm Kaxaom cnyxbel (T. e. 3arpyxarTcsd Tpy OCHACTKW). BbinonHuTte
3KCMopT cepTudmnKaTa cepeepa BMECTE C 3aKpbITbIM K/IHOYOM U3 pasgena "JinuyHoe"
(nnn "JInyHble") ocHacTkmM C cepTudmukaTaMm KOMMbIOTEPA W 3aTeM WUMMOpPT
B pasgenbl "ADAM_ SecretNet\InuHoe" n "ADAM_ SecretNet-GC\lnuHoe" (nnm
"ADAM_SecretNet\JInuHbie" n "ADAM_SecretNet-GC\J1lnuyHble") 0CHaCTOK ¢ cep-
Tndunkatamm cnyx6b. Nocne 3Toro NpegocrtaBbTe paspeleHnus Ans Aoctyna K
darnam Kven UMNOPTUPOBaHHbIX cepTudUKaTos (CM. AencTBue 3).

Ecnv nmMeetcs ele oanH cepsep 6€30MacHOCTU, BbIMOIHUTE NepPeUYNC/IEHHbIE Bbl-
e AeCTBMSA MPUMEHUTENIbHO K 3TOMY CEpBEpY.

3arpy3ute LeHTp ynpasneHus ceptudukatamm cepsepa 6esonacHoctn (C no-
Mowblo 3nemMeHTa "CeptudwukaTbl" B pasgene ocHoBHoro MeHio "Koa be-
30MacHOCTM") U BbINO/IHUTE CUMHXPOHM3ALUNIO cepTuduKaTa, YCTaHOBIEHHOIO B
IS, ¢ ceptndunkaTom cepsepa 6e3onacHoOCTM. 1519 3TOro B AMAsIOrOBOM OKHE Ha-
CTpPOMKM nepengnte Ha Bknagky "CepBuc" u  Haxmute KHoMKy "CuH-
XpOHU3MpoBaTh".

OTKpoiiTe KOHDUrypaunoHHbIn dainn ServerConfig.xml, KoTopbIli pa3MelLaeTcs B
Karanore yCTaHOBKM cepsepa 6e3onacHocTy. Harnante napameTp
UseSSLConnection n nameHunte 3HauyeHue false Ha true. B napameTtpe Name (pac-
MOSIOXEH HUXE) U3MEHUTE 3HaYeHne Ha NoJsIHOe AOMEHHOe NMS KOMIMbloTepa cep-
Bepa 6e3onacHocTn. CoxpaHUTe NU3MEHEHWNS N Nepe3arpy3nTe KOMNbloTep.

Ons BkNyeHMs WndpoBaHUSA Ha KOMMbOTEpPaxX, NMOAYMHEHHbIX cepBepy 6e3-
OMacHOCTU, YCTaHOBUTE Ha HUX cepTuduKaT cepsepa 6e30MacHOCTM U KOpHEBOM
ceptTudunKaT B XpaHMUIMULLE B KOHTEKCTE KOMMNbloTepa:

e ceptudumkaT cepBepa 6e3onacHOCTM ycTaHoBUTe B pasgen "JinuyHoe" (nnm
"NTnyHbie");

e KOpHeBOM cepTudunkKaT yctaHoBuUTe B pasgen "[loBepeHHble KOpHEBble LEeH-
Tpbl cepTudunkaumnmn”.

BkntounTe pexunM yCUNeHHOoM 3awmnTbl TpaduKa Ha 3almLiaeMbiX KOMMNbIOTEPaX.
Ons aToro B LleHTpe ynpaBneHuns Bbibepute HyXHble 06bekTbl B naHenn "Kom-
nbtoTepbl”, nepenante Ha Bknaaky "CocrtosHue" n BkaoumTe napametp "LUn-
¢dpoBaThb ynpaBnslWmMn ceteBoit Tpadpuk". MNapaMeTp HaAuYHET AENCTBOBaTb Ha
KOMMbIOTEPAxX MNOCTE X NepesarpysKu.

CobObITusA, perucTpupyemsbie B XXypHarne cepBepa 6e3onacHocTuH

Ta6n.42 Cob6biTUA BCEX KaTeropuil cepeepa 6e3o0nacHoCTn

HasBaHue

ID OnucaHue

YCTaHOBJ/IEHO
coeauHeHue C
cepsBepoM

1 YCTaHOBEHO CoeAnHEHME Mexay paboyel cTaHUMel n cepBepoM
6e3onacHocTy.
B none "OnucaHne" ykasbiBaroTca:

® M0b30BaTeNb;

e SID nonb3oBaTtens;

* KOMMblOTEP;

e SID KkoMnbloTEpa;

e ID ceccuun

3aBeplieHo
coeguHeHue C
cepBepoMm

2 3aBepLueHo coeanHeHne mexay paboden ctaHumeln n ceppepom
6e3onacHocTH.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* KOMMbIOTEP;

e SID koMnbloTepa;

e ID ceccuun
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HasBaHue

ID

OnucaHue

OTkKas B yCTaHOBKe
coeanHeHunsn

MpounsoLen oTkas B yCTaHOB/IEHUWN COeANHEHNS Mexay paboyei cTaHumeln 1
cepsepoM 6e30nacHOCTU.
B none "OnucaHne" ykasbiBaroTca:

* rnonb3oBaTesnb;

e SID nonb3oBaTtens;

® KOMMblOTEP;

e SID koMnblOTEPA;

e ID ceccun;

* MpWYMHa oTKasa

3anpoc
KOH(Urypaumm
onepaTtuBHOro
ynpasneHus

OTI'IpaBJ'IeH 3anpoc Ha nosiy4yeHue KOHCbVIpraLI,VIM onepatnBHOro ynpasneHusa

Ownbka nonyvyeHus
KOH(Urypaumm
onepaTtuBHOro
ynpasneHus

Bo Bpemsa nonyyeHnsa koHdUrypaunm onepaTMBHOro yrnpasneHus npomsoLna
owunbka.
OnucaHune ownbkm ykasaHo B none "OnucaHne"

U3meHeHune
KOH(Urypaumm
onepaTtuBHOro
ynpasneHus

MN3mMeHeHa KoHdUrypaums onepaTtMBHOro yrnpaBneHus.
B none "OnucaHwne" ykasbiBaroTca:
* N0Ab30BaTeNb;
e SID nonb3oBaTtens;
® KOMMbOTEP;
e SID koMnbloTEPA;
® C034aHO 06bEeKTOoB;
® N3MeHeHO 06beKToB;
* yaaneHo o6beKTOB;
e obHoBneHa koHd. MC3;
e yaaneHue kKoHd. MC3;
® M3MeHeHbl HacTporiku: (c6op xypHanos: <SID
nonb3oBatenen>,apxmempoBaHune: <SID nonb3oBaTtener>, No4ToBas
paccbinka o Tpesorax: <SID nonb3oBaTtenen>, ceteBble HAaCTPONKn: <SID
nonb3oBatenen>)

Owunbka nsmeHeHunn
KOH(Urypaumm
onepaTtMBHOro
ynpasJsieHus

Bo BpeMs u3MeHeHnst KOHdUrypaumnmn onepaTMBHOro yrnpasieHus npomsoLuna
owunbka.
B none "OnucaHne" ykasbiBatoTcs:
® NoNnb30BaTenNb;
e SID nonb3osaTtens;
* KOMMbIOTEP;
e SID komnbloTepa;
e C034aHO 06BHEKTOB;
® M3MEHEHO 06bEKTOB;
* yaaneHo o6bEKTOB;
e o06HOBMIEeHa KOHG. MC3;
e yaaneHue koHdp. MC3;
® KN3MeHeHbl HacTponkn: (cbop xypHanos: <SID
nonb3oBatenen>,apxmemposaHune: <SID nonb3oBartener>, NoyToBas
pacchbinika o TpeBorax: <SID nonb3oBaTtenein>, ceTeBble HaCTPOMKkM: <SID
rnonb3oBaTenen=>);
e onucaHue ownbKmM

BbinonHeHune
KOMaHAbl

10

3anyLeH npouecc BbINOHEHNSA KOMaHAbI.
B none "OnucaHne" ykasbiBaroTca:

* M0b30BaTeNb;

e SID nonb3oBaTtens;

* KOMMbHOTEP;

e SID koMmnbloTepa;

* KOMaHAa;

e areHThHl
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HasBaHue

ID

OnucaHue

Owmnbka
BbINOJIHEHUS
KOMaHAbl

12

Bo Bpems 3anyLeHHOoro npouecca BbiNo/IHEHMSI KOMaHAbl Mpon3oLwia ownbKa.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* KOMMbIOTEP;

e SID komnbloTepa;

e KOMaHAa;

® areHThbl;

e onucaHue ownbKM

3anpoc Ha
apxuBupoBaHue
>KypHanos

13

OTnpasneH 3anpoc Ha apxXMBMPOBaHME COAEPXKMMOro XypHanos B 6ase
AaHHbIX cepBepa 6e30nacHoCTU.
B none "OnucaHne" ykasbiBaroTca:

* N0b30BaTeNb;

e SID nonb3oBaTtens;

* KOMMbHOTEP;

e SID koMmnbloTEpa;

® TUMbl XYpPHanos;

e onucaHue;

® BpEeMeHHas oTceuka

3anpoc Ha
apxuMBUpoOBaHue
YKYPHaNnoB BbiNoOJIHEH

14

OTnpaBneHHbI 3anpoc Ha apXMBUPOBaHME COAEPKMMOro XXYpPHanoB B 6ase
OaHHbIX cepBepa 6€30MacHOCTM BbIMOMHEH.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* KOMMbIOTEP;

e SID koMnbloTepa;

® TUMbl XYpPHanos;

e onucaHue;

* BpeMeHHas oTceyka

Owmnbka
apxXvuBUpPOBaHUSNA
YKypHanos

15

Bo BpeMs apxuBMpOBaHMs COAEPXKMMOro XXYpPHanoB B 6a3e AaHHbIX cepBepa
6e3onacHocT npounsowna ownbka.
B none "OnucaHne" ykasbiBaroTca:

® onb30BaTenb;

e SID nonb3oBaTtens;

* KOMMbHOTEP;

e SID koMmnbloTepa;

® TWUMNbl XYpPHanos;

e onucaHue;

® BpEMEHHas OTCeuKa;

e onucaHue ownbkm

Hauvanocb
apxuBupoBaHue
XXypHanos no
pacnucaHuio

16

3anyLeH Npouecc apxXmBMpoOBaHMS COAEPXXMMOro XypHanoB B 6a3e aHHbIX
cepBepa 6e30MacHOCTM COrlacHO YCTaHOBNEHHOMY pacrnuncaHuio.
B none "OnucaHune" ykasbiBatoTcs:

e TUMbl XYPHanNos;

e onucaHue;

® BpeMeHHas oTceyka

ApxuBupoBaHune
YXYpHanos no
pacnucaHuio
BbIMNOJIHEHO

17

Mpouecc apXMBMPOBaHUSA COAEPXXMNMOrO XXYPHasnoB B 6a3e AaHHbIX cepBepa
6e30MacHOCTM, COrflacHO YCTaHOBIEHHOMY pPacnMCaHWto, BbIMOSTHEH.
B none "OnucaHune" ykasbiBatoTcs:

e TUMbl XYPHanNos;

e onucaHue;

® BpeMeHHas oTceyka
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HasBaHue ID OnucaHue
Ownbka 18 Bo BpeMs npouecca apxvBMpoBaHUSA COAEPXXMUMOro XXypHanos B 6ase gaHHbIX
apxuBUpoBaHuSN cepsepa 6e30MacHOCTM, COrNacHO YCTaHOBIEHHOMY pacnucaHunio, npon3oLuna
XXypHanos no owunbka.
pacnucaHuio B none "OnucaHne" ykasbiBaroTca:
® TUMbI XXYPHaNoB;
® OnucaHue;
® BpeMeHHas OTceuka;
® onuncaHue ownbKkn
3anpoc Ha 19 OTnpasneH 3anpoc Ha BOCCTaHOB/IEHWE COAEPXMMOro XypHanos B 6ase
BOCCTaHOBJIEHMueE AaHHbIX cepBepa 6e30nacHOCTM U3 apXxuBa.
XXYpHaNnioB U3 apxuBa B none "OnucaHne" ykasbiBaroTca:
* nonb3oBaTesnb;
e SID nonb3oBaTtens;
® KOMMblOTEP;
e SID koMmnbloTEpa;
® TUMbI XYpPHanos
3anpoc Ha 20 OTnpaBsneHHbIM 3anpoc Ha BOCCTAHOB/IEHME COAEPXMMOro XypHarnos B 6ase
BOCCTaHOBJIEHue AaHHbIX cepBepa 6e30MacHOCTN U3 apX1Ba BbINOSTHEH.
YXYpPHaJIOB U3 apxuMBa B none "OnucaHune" ykasbiBaroTcs:
BbIMNOJIHEH * ronb3oBaTenb;
e SID nonb3oBaTtens;
* KOMMbHOTEP;
e SID KoMnblOTEPA;
® TUNbI XYpPHanoB
Owunbka 21 Bo BpeMsi BOCCTaHOBEHMS COAEPXKMMOro XXypHanoBs B 6a3e AaHHbIX cepBepa
BOCCTaHOBJ/IEHUSA 6e30nacHOCTM M3 apxmBa NpounsoLuna owmbka.
>XYpHaJiOB U3 apxmBa B none "OnucaHne" ykasbiBatoTcs:
® Mo0nb30BaTeNb;
e SID nonb3oBaTtens;
* KOMMbIOTEP;
e SID koMNbIOTEPA;
® TUMbI XXYPHaNoB.;
e onucaHue ownbKM
OnoselweHuns o 23 YcnelwHas 3arpy3Ka OrnoBeLLeHN 0 cobbITUSIX TPEBOMM Ha cepBep
TpeBorax ycrnewHo 6e3onacHocTH.
3arpy»<eHbl Ha B none "OnucaHune" ykasbiBaloTcs:
cepsep * KOMMbIOTEP;
e SID koMnblOTEPA;
e UAID (yHuKanbHbI naeHtudunkatop 61oka HC, noa kotopbiM 610K
coxpaHeH B CYB/1);
® KOMMYECTBO OMNOBELLEHN I
Ownbka npmn 24 Bo BpeMs 3arpy3ku onoBeLleHnin 0 CObbITUAX TPEBOrN Ha CepBep
3arpyske 6e3onacHOCT Npoun3olsia ownbka.
onoBeLleHui o B none "OnucaHune" ykasbiBaroTcs:
TpeBorax Ha cepseep e KOMMbIOTEP;
e SID koMnbloTEpa;
e UAID (yHukanbHbIi naeHtngukatop 61oka HCA, nog kotopbiM 610K
coxpaHeH B CYB/1);
® KOJIMYECTBO OMOBELUEHWUN;
® onucaHue ownbKM
MonyueH >xypHan c 25 3arpyxeH xypHan c pabouel ctaHumu B 6a3y AaHHbIX cepBepa

pa6oueit cTaHUUMU

6e3onacHocTH.

B none "OnucaHne" ykasbiBaroTca:
* KOMMbIOTEP;

e SID koMNbOTEPA;

® TUMNbI XXYpPHanos
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HasBaHue

ID

OnucaHue

Owwnbka nonyyeHus
»ypHana c pa6bouei
cTaHuMm

26

Bo Bpems 3arpy3ku xypHana c pabouei ctaHumn B 6a3y AaHHbIX cepBepa
6e3onacHoCcTM NnpounsoLna owmbka.
B none "OnucaHne" ykasbiBaroTca:

® KOMMblOTEP;

e SID komnbloTepa;

® TUMbI XXYPHaNoB;

® onucaHue ownbKku

XypHan nonyuyeH
U1 NpocMoTpa

27

XypHan 3arpyxeH B 6a3y AaHHbIX cepBepa 6e3onacHOCTV 418 NpOCMOTpa ero
COAEep>XMMOro.
B none "OnucaHne" ykasbiBaroTca:
* N0Ab30BaTeNb;
e SID nonb3oBaTtens;
® KOMMbIOTEP;
e SID koMnbloTEPA;
® TUN XYypHana;
e 3anpoc

Ownbka nonyvyeHus
XKypHana gnsa
npocMmoTpa

28

Bo BpeMs 3arpy3ku xxypHana B 6a3y AaHHbIX cepBepa 6e30nacHoOCTM AN
NpOCMOTpa ero COAEP>XXKMMOro Npomn3oLuna ownbka.
B none "OnucaHune" ykasbiBaroTcs:

® MoAb30BaTeNb;

e SID nonb3oBaTtens;

* KOMMblOTEP;

e SID KkoMnbloTEPa;

* TUN XYypHana;

® 3anpoc;

® onucaHue ownbKku

UHnunmnposaHue
npoueaypbl
noJsiyMeHus >xypHana

(oB)

29

ABTOMaTMUECKOe BK/TIOUEHME NpoLeaypbl 3arpy3ku xypHana(os) B 6a3y
AaHHbIX cepBepa 6e3onacHOCTH.
B none "OnucaHne" ykasbiBaroTcs:

* nonb3oBaTesnb;

e SID nonb3oBaTtens;

® KOMMblOTEP;

e SID koMnblOTEPA;

® TUN XYpHana;

e 3anpoc

Hauano c6opa
YKYpHanos

30

3anyuweH npouecc cbopa xypHanos B 6a3y AaHHbIX cepBepa 6e3onacHoCcTy.
B none "OnucaHne" ykasbiBaroTca:

* N0Ab30BaTeNb;

e SID nonb3oBaTtens;

® KOMMbIOTEP;

e SID koMnbloTEPA;

® areHThl;

® TUMNbI XYpPHanos

C60p >xypHanos
yCnewHo 3aBeplueH

31

3anyueHHbI npouecc cbopa xypHanos B 6a3y AaHHbIX cepBepa
6e30nacHOCTM yCMNeLHO 3aBepLUeH.
B none "OnucaHne" ykasbiBaroTca:

* nonb3oBaTesnb;

e SID nonb3oBaTtens;

* KOMMblOTEP;

e SID KkoMnbloTEpa;

® areHThl;

® TUMNbI XYpPHanos
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HasBaHue

ID

OnucaHue

Owunbka npu cébope
>KypHanos

32

Bo Bpems cbopa xypHanos B 6a3y AaHHbIx cepBepa 6€30MacHOCTX Npou3oLua
owmnbka.
B none "OnucaHne" ykasbiBaroTca:

* rnonb3oBaTesnb;

e SID nonb3oBaTtens;

® KOMMblOTEP;

e SID koMnblOTEPA;

® areHThl;

® TUMbl XXYPHaNoB.;

® onuncaHue ownbKku

Hauar c6op
>XXYpHanos no
pacnucaHuio

33

3anyueH npouecc cbopa xypHanos B 6a3y aaHHbIX cepBepa 6e3onacHocTn
COrflacHo YCTaHOB/IEHHOMY pacnucaHumio.
B none "OnucaHne" ykasbiBaroTCa:

® KOMMbIOTEP;

e SID koMmnbloTEpa;

® areHThl;

® TUMbI XYpPHanos

C60p >kypHanos no
pacnucaHuio
ycCnewHo 3aBeplueH

34

3anyuweHHbI npouecc cbopa xypHanos B 6a3y AaHHbIX cepBepa
6e30nacHOCTM, COrnacHoO YCTAaHOB/IEHHOMY PacnuCaHuio, YCNELWHO 3aBepLUeH.
B none "OnucaHune" ykasbiBaroTcs:

® KOMMblOTEP;

e SID koMnbloTEpa;

e areHThl;

® TUMNbI XYpPHanos

Owunbka npu cébope
XYPHanoB no
pacnucaHuio

35

Bo Bpems c6opa xypHanos B 6a3y AaHHbIX cepBepa 6e3onacHoCcTn, cornacHo
YyCTaHOB/IEHHOMY pacrnuncaHunio, npousoLsna owmnbka.
B none "OnucaHne" ykasbiBatoTcs:

* KOMMblOTEP;

e SID KkoMnbloTEPa;

e areHThl;

® TUMbI XXYPHaNoB;

® onucaHue ownbKku

U3meHeHa
KOHdurypaums Oy

36

MN3mMeHeHa KoHbUrypaumst onepaTtMBHOro yrnpaBneHus.
B none "OnucaHne" ykasbiBatoTcs:
* KOMMblOTEP;
e SID KkoMnbloTEPa;
® CMUCOK MAEHTU(PMKATOPOB N3MEHEHHbIX 06 HEKTOB YNpaBfieHUs: areHToB U
cepBepoB

Ownbka npun
N3MEeHeHUn
KOH(puUrypauum Oy

37

Bo BpeMs n3MeHeHns KoHDUrypaummn onepaTtmBHOro ynpasaeHns npomsoLuna
owmnbka.
B none "OnucaHwne" ykasbiBaroTca:

* KOMMbIOTEP;

e SID komMnbloTepa;

® CMUCOK MAEHTUPMKATOPOB N3MEHEHHbIX 06 HEKTOB YNpaBfeHNs: areHToB n

cepBepoB;
® oOnuncaHue ownbKkn

KButupoBaHue
Tpesor

38

MoaTeepxaeHWe npuema cobbiTUiA TPEBOT.
B none "OnucaHne" ykasbiBaroTca:
* ronb3oBaTesnb;
e SID nonb3oBartens;
* KOMMbHOTEP;
e SID koMnbloTEPA;
* KBUTUPOBaHUE;
® YPOBHM yrpo3: (HM3KMI| NOBbILEHHbIN | BLICOKUIA) NN
NAEHTUDUKATOPbI: <CMUCOK MAEHTUDUKATOPOB KBUTUPYEMbIX TPEBOr > ;
* KOMMeHTapui
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HasBaHue

ID

OnucaHue

Ownbka npun
KBUTUPOBaHUM
Tpesor

39

Bo Bpemsa noaTBepxaeHust cObbITMIA TpEBOr Mpon3oLwsia ownbKa.
B none "OnucaHune" ykasbiBatoTcs:

* nonb3oBaTensb;

e SID nonb3oBaTtens;

® KOMMblOTEP;

e SID komnbloTepa;

® KBUTUPOBAHWE;

® YPOBHM yrpo3: (HU3KMI| NOBbLIWEHHbIN| BbICOKMIA) UK

naeHTMdKnKaTopbl: <CNUCOK NAEHTUPUKATOPOB KBUTUPYEMbIX TPEBOI > ;
® KOMMEHTapwuii;
e onucaHue ownbkmn

Ownbka npmn
MOAK/IIOYEHUMN K
BblllecTosILEeMY
cepBepy

40

Bo BpeMsa NoAKI0YEHMS K BbILLECTOsALEMY cepBepy 6e30nacHOCTM Nnpon3owna
owunbka.
B none "OnucaHune" ykasbiBaroTcs:

® aapec NoAKIYEHUS;

e SID cepBepa;

e ID ceccun;

e onucaHue ownbkm

HauyaTo nocrpoeHue
oryera

280

3anyueH npouecc popMMpoBaHMS OTHETA.
B none "OnucaHne" ykasbiBaroTCs:

* nonb3oBaTesnb;

e SID nonb3oBaTtens;

* KOMMblOTEP;

e SID KkoMnbloTEPa;

e TUM;

® areHThHl

Owumnbka Havana
NOCTPOEeHUsA oT4yeTa

281

Bo Bpems 3anyLeHHoro npowuecca hopMMpoBaHUa oT4eTa npom3soLuna owmnbka.
B none "OnucaHune" ykasbiBaroTcs:

® Nob30BaTeNb;

e SID nonb3oBaTtens;

* KOMMbIOTEP;

e SID koMnbloTEPA;

e TUN;

® areHThl;

® onucaHue ownbKM

MocrpoeHune ortuyera
ycnewHo 3aBepleHo

282

dopMMpoBaHMe OTHETa YCMELHO 3aBepLUEHO.
B none "OnucaHne" ykasbiBatoTcs:

* Monb30BaTenb;

e SID nonb3oBaTtens;

* KOMMbHOTEP;

e SID koMNblOTEPA;

e TUN;

e areHThl

OwnbKa NnocTrpoeHunsn
otyera

283

Bo Bpemsa ¢hopMMpoBaHMA oTYeTa Npom3oLunia owmnbKa.
B none "OnucaHwne" ykasbiBaroTca:

* N0Nb30BaTeNb;

e SID nonb3oBaTtens;

* KOMMbIOTEP;

e SID koMnblOTEPA;

e TUM;

® areHThl;

® onuncaHue ownbKku
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HasBaHune ID OnucaHue
OTMeHa npouecca 290 | OtmeHa npouecca hopMMpPOBaHUS OTYETA.
MOCTPOEHM1s oT4yeTa B none "OnuncaHne" ykasbiBaoTCS:

* ronb3oBaTensb;

e SID nonb3oBaTtens;
® KOMMblOTEP;

e SID komnbloTepa;

e TUM;
e areHThl

OwnbkKa OTMEHbI 291 | Bo BpeMsi 0OTMeHbl npouecca hopMMpoBaHNA OTHeTa Npom3soLuna owmnbka.

npouyecca B none "OnucaHune" ykasbiBatoTcs:

NnOCTPOEHMUA oT4vEeTa e [ONb30OBaTeNb;

e SID nonb3oBaTtens;
® KOMMblOTEpP;

e SID koMNblOTEPA;

e TUN;

® areHThl;

e onucaHue own6KM

MonyuyeHune 300 | 3anyLieH npouecc NonyyYyeHns paclumpeHHon nHdopmMauum 06 areHTe
pacluMpeHHOoMn OonepaTMBHOrO yrpasieHuns.

nHdbopMmauumn ob B none "OnucaHune" ykasbiBaloTcs:

areHte OY e nonb3oBaTenb;

e SID nonb3oBaTtens;
® KOMMblOTEP;

e SID koMnbloTEpa;

® 1Ms areHTa;

e ID areHTa;

® TWM areHTa;

e KJlacC areHTa

Owunbka nonyuenus | 301 | BoBpemsa 3anyLleHHOro npowuecca nonyyeHns paclumpeHHon nHgopmMaunm ob

paclunpeHHoMn areHTe onepaTMBHOro yrnpasieHns nponsolsa ownbka.
nHdpopmayum ob B none "OnucaHune" ykasbiBatoTcs:
areHTte OY * ronb30BaTenb;

e SID nonb3oBaTtens;
® KOMMbKOTEP;

e SID koMnblOTEPA;

® Mg areHTa;

e ID areHTa;

® TWN areHTa;

e K/acc areHTa;

® onucaHue ownbkm

N3MeHeHune 400 | i3MeHeHne NUUEH3UM Ha UCMONIb30BaHMe KOMMOHEHTOB cnuctembl Secret Net
JINLEeH3Un Studio.
B none "OnucaHne" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

® KOMMbHOTEP;

e SID koMnbloTepa;

e (pobaeneHbl| yaaneHbl| N3MeHEHbI) TMLEH3UN

Ownbka npun 401 | Bo BpeMs U3MEHEHUS NTULEH3UN Ha UCTMONb30BaHNE KOMMOHEHTOB CUCTEMbI
U3MEHEHUM Secret Net Studio npousowna owmnbKa.
NINLIEH3UMN B none "OnucaHwne" ykasbiBaroTca:

e nonb3oBaTenb;
e SID nonb3oBaTtens;

® KOMMblOTEP;

e SID koMnblOTEPA;

e (pobaeneHbl| yaaneHbl| U3MeHeHbl) TULEH3UN;
® onuncaHue ownbKkn
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HasBaHue ID OnucaHue
U3MeHeHue HacTpoek | 500 | M3mMeHeHMe HacTpoek cepBepa 6e3onacHoCTy.
cepBepa B none "OnucaHune" ykasbiBatoTcs:
® NoNnb30BaTenNb;
e SID nonb3oBaTtens;
* KOMMbHOTEP;
e SID komnbloTepa;
* HacTpownka
Ownbka npun 501 | Bo BpeMs namMeHeHns HacTpoek cepeepa 6e30nacHOCTM npou3soLna owmnbka.
U3MEHEHMMN HacTpoekK B none "OnucaHwne" ykasbiBaloTcs:
cepsepa * ronb3oBaTenb;
e SID nonb3oBaTtens;
* KOMMbIOTEP;
e SID komnbloTepa;
* HaCcTpoWnka;
* onucaHue ownbKM
N3MeHeHue 502 | U3MeHeHMe rpynnoBbIX MOINTUK AOMeHa 6e30nacHOCTH.
rpynnoBbIiX MNOJINTUK B none "OnucaHune" ykasbiBatoTcs:
AOMEeHa * Mo0nb30BaTeNb;
6e3onacHocTn e SID nonb3oBaTtens;
* NM$ KOMMbIOTEPA;
e SID koMNbIOTEPA;
® UN3MEHEeHbl rPynnoBble NOINTUKN AJ11 06 bEKTOB
Ownbka npun 503 | Bo BpeMsi U3MeHeHMs rpynmnoBbiX MONUTMK AOMeHa 6e3onacHOCTM Npou3sowna
U3MEHEHUM owmnbka.
rpynnoBbiX NOJIUTUK B none "OnucaHune" ykasbiBaloTcs:
AOMEHa ® [0/1b30BaTENb;
6e3onacHocTyn  SID nonb3oBarens;
* UM$ KOMMblOTEPA;
e SID koMnbloTEPA;
® WN3MEeHeHbl rPyNnoBble NOANTUKN AN 06 bEKTOB;
e onucaHue ownbKM
3anpoc rpynnosbix 504 | OtnpaeneH 3anpoc rpynnoBbIX NOAUTMK AOMEHa 6e30nacHoCTy.
NONIUTUK AOMEHa B none "OnucaHne" ykasbiBaroTca:
6esonacHocTH e 1IMS KOMMbIOTEPA;
e SID koMnblOTEPA;
e pynnoBble NOINTUKN
Owunbka npu 3anpoce | 505 | Bo Bpemsa 3anpoca rpynnoBbiX NOAUTMK AOMeHa 6e30onacHoOCT1 npousowna
rpynnoBbiX NMOJIMTUK owunbka.
AOMEeHa B none "OnucaHne" ykasbiBaroTca:
6esonacHocTn e 1IMS KOMMbIOTEPA;
e SID koMnblOTEPA;
® pynnoBble NOINTUKN;
e onucaHue own6KM
HauaTto yBegomnenme | 506 | 3anyuieH npouecc yBeaoM/IeHMNS areHToB 06 M3MeHEHUM rPyNnoBbIX MOTNTUK
areHToB 06 AomMeHa 6e3onacHocTw.
Nn3MeHeHuun B none "OnucaHne" ykasbiBaloTca:
rpynnoBbiX NOJINTUK e cepBepbl;
AoOMeHa e KOHTelHepbl AD
6e3onacHocTHn
Owwnbka Havana 507 | Bo BpeMs 3anyLUeHHOro npouecca yBe4oMIeHNS areHToB 06 n3MeHeHnn

yBeaoMJieHus
areHToB 06
N3MEHEeHuUn
rpynnosBbiX MOJINTUK
AOMEeHa
6e3onacHoCcTHn

rpynnoBbIX NONTUK AOMeHa 6e30nacHOCTM Npon3oLuna owmnbka.
B none "OnucaHune" ykasbiBatoTcs:

® cepBepbl;

e KOHTeliHepbl AD;

e onucaHue ownbkm
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HasBaHue ID OnucaHue
YBeaoMmneHue 508 | YBenomneHue areHToB 06 M3MEHEHWUW TPYMNMNOBbIX MOUTUK AOMEHA
areHToB 06 6e30MacHOCTV yCNewHo 3aBepLUeHO.
U3MEeHEeHun B none "OnucaHne" ykasbiBaroTca:
rpynnosBbiX MOJINTUK e CepBepbl;
AoMeHa e KOHTeliHepbl AD
6e3onacHocTHn
yCrnewHo 3aBepLieHo
Owunbka 509 | Bo BpeMsi yBeAOMSIEHWS areHTOB 06 M3MEHEHMWN FPYMNMOBbIX MOANTUK OMEHA
yBeAoMJIEHUsN 6e3onacHoOCT Npounsolwsa ownbka.
areHToB 06 B none "OnucaHune" ykasbiBatoTcs:
U3MEHEHUNn e CepBepbl;
rpynnoBbiX NMOJIMTUK e KOHTelHepbl AD;
AomeéHa e onucaHune ownbKm
6e3onacHocTHN
YBepomneHue o6 510 | YBegomneHune 06 MU3MEHEHMWN HACTPOEK POANTENBCKOrO cepBepa
MW3MEHEHMMN HacTpoek 6e3onacHoCcTU.
POANTEN bCKOIO B none "OnucaHune" ykasbiBaroTCs:
cepsepa e SID cepBepa;

e HacTpoika
Owmnbka 511 | BoBpeMs yBegomsieHUs 06 U3MEHEHMWN HAaCTPOEK POAUTENBCKOrO cepBepa
yBepomsieHmsn o6 6e3onacHocT npounsowna ownbka.
M3MEeHEeHUU HacTpoek B none "OnucaHne" ykasbiBaroTca:
poauTesibCKOro e SID cepBepa;
cepsepa * HacTpoWka;

e onucaHue own6KM
U3meHeHue 3apaHma | 512 | I3MeHeHMe 3alaH1s ONepaTUBHOro ynpasiieHus.
ornepaTuBHOrro B none "OnucaHune" ykasbiBaloTcs:
ynpasneHuns * onb30BaTenNb;

e SID nonb3oBaTtens;

* [EeNCTBUE;

e ID 3agaHus;

e KaTeropus;

e HOMep;

® KOMaHAa;

e Bepcua MNO;

® KOIMYECTBO KOMMbIOTEPOB
Owunbka nameHenms | 513 | Bo BpeMsa n3MeHeHMs 3aaaHMs onepaTMBHOMO ynpasaeHus nponsowna
3apgaHus owunbka.
onepaTruBHOro B none "OnucaHune" ykasbiBatoTcs:
ynpasneHus ® Mo0Ab30BaTeNb;

e SID nonb3oBaTtens;

e [encTeue;

e ID 3agaHusg;

e KaTeropwus;

e HOMep;

* KOMaHAa;

e Bepcuallo;

® KOMMYECTBO KOMMbIOTEPOB;

e onucaHue ownbkm
U3meHeHMne B 514 | U3MeHeHWe B peno3nTopumn.

penosutopuu

B none "OnucaHune" ykasbiBaroTCa:
® MoAb30BaTeNb;
e SID nonb3oBaTtens;
* [felCcTBUE;
e Bepcua MNO;
e karteropusa NO
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HasBaHue

ID

OnucaHue

Owunbka pabotbl C
peno3uTopueM

515

Bo Bpems paboTbl C peno3ntoprem nponsoLuna owmnbka.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* [eliCcTBMUE;

e Bepcua MNO;

e karteropus MNO;

* onucaHue ownbKM

N3MeHeHue B
KOH(Urypaumm
MeXXCeTeBOoro 3KpaHa

516

MN3MeHeHne B KOH(DUIypaLmm MEXCETEBOr0 3KpaHa.
Monb3oBaTenb ykasaH B nosne "OnucaHue"

Owunbka paborbl
KOH(Urypaumemn
ME)XCETeBOoro 3KpaHa

517

Bo Bpems paboTbl ¢ KOHbUTypaumnen MeXXCETEBOro 3KpaHa npomsoLuna
owunbka.
B none "OnucaHne" ykasbiBatoTcs:

e nonb3oBaTesnb;

® onucaHue ownbkm

HauaTto
pa3BepTbiBaHue MO

518

3anyLeH npouecc yCTaHOBKW NporpaMMHoro obecneyeHns Ha pabouyto
CTaHuMio.
B none "OnucaHune" ykasbiBatoTcs:

* 1MS KOMMNbOTEPA;

e SID KkoMnbloTEPa;

e Bepcua MNO;

e ID 3agaHusa

3aBeplieHo
pasBeprtbiBaHue NO

519

MpoLecc ycTaHOBKM NporpaMMHoro obecnedeHmst Ha pabouyyto CTaHLUMIo
yCMeLHO 3aBepLUeH.
B none "OnucaHne" ykasbiBatoTcs:

* Ms KOMMblOTEPA;

e SID koMnbloTEPA;

e Bepcua MNO;

e ID 3agaHus

Ownbka
pasBepTtbiBaHus MNO

520

Bo BpeMs ycTaHOBKM NporpaMMHoro obecneveHns Ha pabouyto CTaHUMI0
npousoLna owmnbka.
B none "OnucaHne" ykasbiBaroTcs:

* NM$ KOMMblOTEPA;

e SID koMnbloTepa;

e BepcuaMO;

e ID 3apaHunsg;

® oOnucaHue ownbKkn

Hauato yaanenue NO

525

3anyLeH npouecc yaaneHuns nporpaMMHoro obecneveHns Ha paboyein
CTaHuuu.
B none "OnucaHne" ykasbiBaroTca:

* NM$ KOMMbIOTEPA;

e SID koMnblOTEPA;

e Bepcua MNO;

e ID 3apnaHus

3aBeplieHo
yaaneHue NO

526

Mpouecc yaaneHmns nporpaMMHoro obecrneyeHunst Ha pabouen cTaHUMmn
yCMeLWHO 3aBepLUeH.
B none "OnucaHne" ykasbiBaroTca:

* UMs KOMMblOTEPA;

e SID koMnbloTEPA;

e BepcuallO;

e ID 3agaHus

KomaHpa
ynpasneHus JaCarta

527

3anyLueH npouecc BbINOJTHEHNA KOMaHAbl ynpaBieHna JaCarta

Ownbka KoMaHAbl
ynpasnenusn JaCarta

528

Bo BpeMs 3anyLeHHOoro npouecca BbiNOMHEHNSA KOMaHAbI ynpasneHus JaCarta

npov3oLuna owmbKa.
OnucaHue owmnbkn ykasaHo B none "OnucaxHue"
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nacnopta NnNo

HasBaHue ID OnucaHue
Mocne pennukauumn 600 | Mocne konnpoBaHMS AaHHbIX 0OHapY>XeHO HOBOE MoBpeXAeHne
o6Hapy>keHO HOoBoe KOHMUrypauum.
nospexaeHue B none "OnucaHune" ykasbiBatoTcs:
KOHuUrypauunmn ® [OTEPSAHHbIE areHThl;

e areHTbl-aybnukarbl;

® oOTepsiHHbIE CEPBEepbI;

e cepBepbl-AybaunKaThbl
MoBpexxaeHune 601 | MoBpexaeHne KoHdUrypauum He 06Hapy>XeHo Nnocse KONMpoBaHUS AAaHHbIX.
KOHchUrypaumm He B none "OnucaHune" ykasbiBatoTcs:
o6Hapy»xeHo nocne ® NOTEpPSHHbIE areHThbl;
penaunkauum e areHTbl-ay6nuKaTbl;

® oOTepsiHHbIE CEPBEpbI;

e cepsepbl-a4ybnunkarhbl
KomaHpa ypaneHus 602 | KomaHaa yaaneHusa noBpexaeHHou 3anncm ns LDS.
noBpeXXAeHHON YpaneHHble 06bekTbl LDS ykasaHbl B none "OnucaxHne"
3anucu u3 LDS
Pennukauus 603 | KonnpoBaHue KOH(Urypaumm onepaTtmeHoOro yrpasieHus.
KOH(purypauum Oy B none "OnucaHune" ykasbiBaroTcs:

* KOMMbHOTEP;

e SID koMmnbloTEpa;

® CMUCOK MAEHTUPMKATOPOB N3MEHEHHbIX 06 bEKTOB yNpaBfeHns: areHToB n

cepBepoB
Owunbka pennukaumm | 604 | Bo Bpems KONMpoBaHMSA KOHPUIypaLmMm onepaTtmBHOro ynpasneHns
KOHpurypauumn Oy npousowa owmnbka.
B none "OnucaHne" ykasbiBatoTcs:

* KOMMblOTEP;

e SID KkoMnbloTEPa;

® CMUCOK MAEHTU(DUKATOPOB U3MEHEHHbIX 06BEKTOB YNPaBleHWs: areHTOB U

cepBepoB;

® onucaHue ownbKM
yTBepxaeHue 605 | YTBepxAeHue nacrnopTa nporpaMMHOro obecneyeHns paboder cTaHUUN.
nacnopta No B none "OnucaHne" ykasbiBatoTcs:

® Mo0Ab30BaTeNb;

e SID nonb3oBaTtens;

e 06BbeKT(bl)
Owunbka 606 | Bo Bpems yTBep>xAeHWUs nacnopTa NporpaMMHoro obecneveHns paboyei
yTBepXXAeHus CTaHuuuM npounsoLuna owmnbka.
nacnopta No B none "OnucaHune" ykasbiBatoTcs:

® Mo0Ab30BaTeNb;

e SID nonb3oBaTtens;

e 06BbeKkT(bl);

® onucaHue ownbKku
YnaneHue nacnopra | 607 | YganeHue nacnopTa nporpaMMHoro obecneveHusi paboyen ctaHuum.
no B none "OnucaHne" yKasbiBaoTCS:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

e 06BbeKT(bl)
Owunbka ypaneHus 608 | Bo Bpems yganeHus nacnopTa nporpaMmMHoro obecneveHuns paboven ctaHunm

npouvsowia owmnbka.
B none "OnucaHune" ykasbiBatoTcs:
® NoNnb30BaTenNb;
e SID nonb3oBaTtens;
o 06BbeKkT(bl);
e onucaHue ownbkm
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KOHTeiHepa ansa
ncxopsawero wiksa

HasBaHue ID OnucaHue
3arpy3ska npoekra 609 | 3arpyska npoekTa nacrnopTta NnporpaMMHOro obecneuyeHunsa paboyer ctaHUNK
nacnopra MO us n3 carina.
cdainna B none "OnucaHune" ykasbiBatoTcs:
* rnonb3oBaTesnb;
e SID nonb3oBaTtens;
e 06BbeKT(bl)
Owunbka 3arpyskm 610 | Bo BpeMsi 3arpy3ku NpoekTa nacnopTa NporpamMMHoro obecrneyeHns pabouen
npoekrta nacnopra CTaHuMu npousowna ownbka.
no B none "OnucaHne" ykasbiBaroTca:
* nonb3oBaTenb;
e SID nonb3oBaTtens;
e 06BbeKkT(bl);
* onucaHue ownbKM
CUHXpOHM3auuns 611 | CMHXpOHM3aUMSA NacNopToB NPOrpaMMHOro obecrneyeHns paboyen cTaHUNN.
nacnoprtos MO B none "OnucaHune" ykasbiBatoTcs:
e nonb3oBaTesnb;
e SID nonb3oBaTtens
Owunbka 612 | Bo BpeMsi CUHXPOHU3aLMmM NacnopToB NporpaMMHOro obecneyeHnsa paboyen
CMHXPOHM3aLMMn CTaHuMm npousoLlna ownbka.
nacnoprtosB MO B none "OnucaHune" ykasbiBatoTcs:
* nonb3oBaTensb;
e SID nonb3oBaTtens;
e onucaHue ownbKkm
3anyck c6opa 613 | 3anyweH npouecc c6opa AaHHbIX O COCTOSIHWUM NPOrpamMMHoON cpeabl pabouyer
AaHHbIX CMNC CTaHUuuu.
B none "OnucaHne" ykasbiBatoTcs:
* nonb3oBaTensb;
e SID nonb3oBaTtens;
e KkomnbloTep(bl)
C60p paHHbIX CMNC 614 | C60p AaHHbIX O COCTOSIHWMM NMPOrpaMMHoON cpeabl paboyer CTaHUUN 3aBepLUeH.
3aBeplueH B none "OnucaHne" ykasbiBaroTCs:
* nonb3oBaTesnb;
e SID nonb3oBaTtens;
o 06BbekT(bl)
Owmnbka B npouecce | 615 | BoBpemMsa npouecca cbopa gaHHbIX O COCTOSIHMW MPOrpamMMHON cpeabl pabouyei
c6opa gaHHbIx CIMNC CTaHuMm npomsolna ownbka.
B none "OnucaHune" ykasbiBaroTCs:
* nonb3oBaTenb;
e SID nonb3oBaTtens;
* KOMMblOTEP;
e onucaHue ownbkm
Owunbka B npouecce | 616 | BoBpemsa npouecca YteHns AaHHbIX 3 6a3bl AaHHbIX cepBepa 6e30nacHoCTH
UYTEHUA [aHHbIX U3 npousowna owmnbka.
BA OnucaHne owmnbKK ykasaHo B nose "OnucaxHue"
Owunbka B npouecce | 617 | BoBpemsa npouecca YTeHnsa KoHPUrypaumm ns xpaHunuviia npovsowna
yTteHus owmnbka
KOH(Urypauumm ms
XpaHuauwa
Co3paHue 618 | Mony4yeHue danna wntosa.
noanMcaHHoOro B none "OnucaHwne" ykasbiBaroTca:

® N0Ab30BaTenNb;
e SID nonb3oBaTtens;

* naeHTMdUKaToOp LWIK033;
* VMH WIt03a
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HasBaHue

ID

OnucaHue

Owmnbka co3pgaHun
noANUCaHHOro
KOHTelHepa ansa
ucxopasuero wsjrsa

619

Mpounsowna owmnbka BO BpeMsa NonyyeHus danna wntosa.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* naeHTMdUKaTOp WNHO33;

* VM$ WII033;

e onucaHue ownbKM

Co3paHue B
KOHdUrypaumm
BXOAALLEro wak3a

620

3anyueHa npoueaypa Co34aHns BXOASLEro Wwto3a B KoHdUrypaumm.
B none "OnucaHune" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* naeHTMdUKaATOp LWNHO33;

* UMS WN033a;

* UMs cepBepa 3a LWI30M;

® MosiHasi CUHXPOHM3aUMS;

® YaCTUYHasi CUHXPOHU3aUUS

Owunbka cospaHna B
KOH(Urypaumm
BXOASALLEro war3a

621

Mpown3sowna owmnbka Npu co3aaHnn BXOASLLENO LWt03a B KOHPUrypauum.
B none "OnucaHne" ykasbiBaroTcs:

* N01b30BaTeNb;

e SID nonb3oBaTtens;

* naeHTMdUKaToOp WIK033;

* VMS WII033;

* 1MS CepBepa 3a LWIo30M;

® MoOnHas CMHXPOHU3aumns;

® YaCcTUYHas CUHXPOHM3aUMNS;

e onucaHue ownbkm

O6HOBNIEHNE CBOMNCTB
wnr3a

622

PepgaktnpoBaHue nHdopMaumn Wwno3a.
B none "OnucaHne" ykasbiBaloTca:

* ronb3oBaTesnb;

e SID nonb3oBaTtens;

* naeHTUdMKaTOP LWt033;

* VMS LWI033;

® MofiHasi CUHXPOHM3aUMS;

® YaCTUYHas CUHXPOHU3aUUS

Owunbka obHOBNEHUNA
CBOMWCTB WJ103a

623

Mpown3sowna owmnbka Npu peaakTMpoBaHn MHdopMaumu Wio3a.
B none "OnucaHune" ykasbiBaroTCs:

® Mo0b30BaTeNb;

e SID nonb3oBaTtens;

* naeHTMdUKATOP LWIKO33;

* UMS WN033;

® onHas CUHXpPOHU3auus;

® YacTU4Has CUHXPOHM3aUKS;

e onucaHue ownbKM

YpaneHuve wsro3sa us
KOHdUrypaumm

624

3anyueHa npoueaypa yaaneHus w3a U3 KoHpurypauumm.
B none "OnucaHne" ykasbiBatoTcs:

® NoNnb30BaTenNb;

e SID nonb3oBaTtens;

* naeHTMdUKaTOp LWNHO33;

* Mg WNtO3a

Owunbka ypaneHums
wsro3a s
KOH(Urypaumm

625

Mpounsowna owmnbka Npu yaaneHun Wno3a n3 KoHbuUrypaumu.
B none "OnucaHune" ykasbiBaroTcs:

* nonb3oBaTenb;

e SID nonb3oBaTtens;

* naeHTMdUKaATOpP LWIHO33;

* VMS LWI033;

e onucaHue ownbkm
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HasBaHue ID OnucaHue
MpuHyanTenbHas 626 | 3anyLleHa npoueaypa NpUHYANTENbHON CUHXPOHM3aLUKM LWAK03a.
CUHXPOHMU3aLUnA B none "OnucaHune" ykasbiBatoTcs:
wo3a ® NoNnb30BaTenNb;
e SID nonb3oBaTtens;
* unaeHTMdMKATOp LWI03a;
* 1IMS LWI033;
® [OSIHas CUHXPOHM3aUUS;
® YaCTUYHasi CUHXPOHU3aUUS
Owmnbka 627 | Mpousowna owmnbka Npun NPUHYANTENBHON CUHXPOHM3aL MK LW03a.
NpUHYAUTENIbHOW B none "OnucaHne" ykasbiBaloTcs:
CUHXPOHU3aUnn * Monb30BaTenb;
wnto3a e SID nonb3oBaTtens;
* naeHTMdMKaTOp LW03a;
* 1MS LUMI033;
® MosiHasi CUHXPOHM3aUMS;
® YaCTWYHas CUHXPOHU3aUNS;
e onucaHue own6KM
3anpoc knuen 628 | 3anyweHa npoueaypa 3anpoca K/to4ein BOCCTaHOBNEHNS
BOCCTaHOBJIEHUA B none "OnucaHwne" ykasbiBaroTca:
* onb30BaTenb;
e SID nonb3oBaTtens;
* NpuBsA3Ka;
® MNOAYNHEHME;
e noacucTema;
Owmnbka 3anpoca 629 | Mpowusowna owmnbka Npu 3anpoce KIYen BOCCTaHOBIEHUS
KNo4en B none "OnucaHne" ykasbiBaroTca:
BOCCTAHOBJ1EHUA e onb3oBartenb;
e SID nonb3oBaTtens;
* NpuBsA3Ka;
® MNOAYNHEHME;
* noacucTema;
e onucaHue ownbKmM
Ao6aBneHune HoBoro | 630 | 3anyweHa npoueaypa Aob6aBneHns HOBOro KpunTorpaduy4ecKoro Kirya
KpunTtorpadunyeckoro B none "OnucaHne" ykasbiBaroTca:
Kn4a e onb3oBartesnb;
e SID nonb3oBaTtens;
® HOBbIN KJTHOY;
® KOMMEHTapui;
® apXMBHble KTOUM
Owmnbka nobasnenun | 631 | MNpomsowna owmnbka npu Ao6aBNEHMN HOBOMO KpUNTOorpamnyeckoro Kitoya
HOBOro B none "OnucaHne" ykasbiBaroTca:
KpMﬂTOTPad)M‘-IeCKOTO e onb3oBartesnb;
Kknto4a noMeHa e SID nonb3oBaTtens;
* K/IOY;
e onucaHue own6KM
O6HOoBNnEeHune 632 | 3anyweHa npoueaypa obHOBNEHMSA KpuntTorpadmMyeckoro Kitoya AoMeHa
KpunTorpagpuueckoro B none "OnucaHune" ykasbiBaloTcs:
K/1l0o4a AOMeéHa ® [0/1b30BaTENb;
e SID nonb3oBartens;
® CTapbli KOMMEHTapUii;
® HOBbI/ KOMMEHTapui
Ownbka obHoBNeHuna | 633 | Npousowna owmnbka Nnpm 06HOBAEHUM KpunTorpadunyeckoro Kntova JoMeHa

KpunTtorpadunuyeckoro
KJ1lOYa AOMEeHa

B none "OnucaHwne" ykasbiBaroTca:
® N0Ab30BaTenNb;
e SID nonb3oBaTtens;
* KJ/IIOY;
® onucaHue ownbku
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HasBaHue ID OnucaHue
YnaneHue 634 | 3anyleHa npoueaypa yaaneHnsa kpunTtorpadunyeckoro Kiova 4oMeHa
KpunTorpacgpuuyeckoro B none "OnucaHune" ykasbiBatoTcs:
KJ1loYa AOMeHa e ronb3oBartesnb;
e SID nonb3oBaTtens;
e yAanEHHbIN KIOY;
* KOMMEHTapwui yaanéHHOoro Kiwya;
® AKTMBHbIV KJTHOY;
* KOMMEHTapWI aKTUBHOrO KJ1to4a;
® apXMBHble KITHOUM
Owunbka ynaneums 635 | Mpownsowna owmbka Nnpu yaaneHnn Kpuntorpapmyeckoro Kirya 4oMeHa
KpunTorpaguueckoro B none "OnucaHune" ykasbiBatoTcs:
KJ1l0OYa AOMEeHa * M0Sb30BaTeNb;
e SID nonb3oBaTtens;
® KJIOUY;
* onucaHue ownbKM
O6HoBNeHMe KNwYa | 636 | 3anyuweHa npoueaypa 06HOB/IEHUS KS1l04Ya BOCCTAHOB/IEHUS
BOCCTaHOBJIeHnsA B none "OnucaHune" ykasbiBatoTcs:
* Monb30BaTenb;
e SID nonb3oBaTtens;
* KJIOUY;
® oACUCTEMA;
e yCTapeBLUM KOMMEHTapUI;
® HOBbI/ KOMMEHTapWUi
Owmnbka obHoBneHun | 637 | MNpousowna owmnbka Npu 06HOBIEHMN K/TH0Ya BOCCTAHOB/IEHUS
KJIro4ya B none "OnucaHne" ykasbiBaroTcs:
BOCCTAQHOBJ1IEHUA e [ofib30BaTesb;
e SID nonb3oBaTtens;
® KJIOUY;
® onucaHue ownbKM
YpaneHuwe kao4va 638 | 3anyuweHa npoueaypa yaaneHus Kitova BOCCTaHOBNEHUS
BOCCTaHOBJIeHUsA B none "OnucaHne" ykasbiBatoTcs:
e yAanEHHbIN KIOY;
* NoAcCUCTEMa;
* NpuBs3Ka;
o NpeHTndwnkaTop CBA3aHHOro obbeKTa;
e /IMs CBSI3aHHOroO 06beKkTa;
* KOMMEHTapWi yaanéHHoro Kir4ya
Owunbka yganeHusn 639 | Mpowusowna owmnbka Npu yaaneHnm Kintoya BOCCTaHOBEHNS
KJIro4ya B none "OnucaHwne" ykasbiBaroTca:
BOCCTAHOBJ1I€EHUA e [ofib30BaTesb;
e SID nonb3oBaTtens;
® KJIOUY;
® onucaHue ownbKM
O6Hapy>xeHue 640 | Mpu 06bHOBNEHUKN KOHpUTYypaummn obHapy>XXeH KpunTorpaduyecKmin Koy
KpunTorpadgpuueckoro AOMeHa
K/1l0Ya AOMEeHa npu B none "OnucaHne" ykasbiBaroTca:
o6HoOBNEHUN ® aKTUBHbIN KIHOY;
KOHpurypaumm e KOMMEHTapWil aKTUBHOrO KJTH04a;
® apXMBHble KTHOUM
UcuesHoBeHUne 641 | Mpyn 06HOBNEHUWN KOHMUTypaLmn ncuyes Kpuntorpadnyeckuin KoY AoMeHa
KpunTorpadgpuueckoro B none "OnucaHune" ykasbiBatoTcs:
K/1l04a AOMeHa npu e yAanEHHbIN KoY,
o6HoBneHumn ® KOMMeHTapuW yaanéHHOro Kiwua;
KOHdUrypaumm

® AKTMBHbIV KJTHOY;
® KOMMEHTapuii aKTUBHOIO KJ1K04a;
® apXMBHble KTHOUM
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HasBaHue ID OnucaHue
[AeakTuBauua 642 | OtnpaeneH 3anpoc Ha AeaKTMBaLMIO TNLLEH3 U
NINLEH3nN B none "OnucaHune" ykasbiBatoTcs:

* M0Nb30BaTesb;

e SID nonb3oBaTtens;

* MAeHTUMdMKATOPbI IMLEH3NN;
e yaeHTMdMKaTOpbl aKTUBaLMMA

Owunbka 643 | Mpousowna ownbka Npu AeakTMBaLm TULEH3UIN
AeaKTUBauum B none "OnucaHwne" ykasbiBaroTcs:
NIueH3nin e ronb3oBaTesnb;

e SID nonb3oBaTtens;
* MAEeHTUMdMKATOPbI INLLEH3NN;
e onucaHue ownbkm

O6Hapy>xeHue 644 | Mocne pennunkauum 66110 O6HaPYXeHO U3MEHEHME YEPHOro cnucka
U3MEeHEeHUs YEpPHOoro B none "OnucaHune" ykasbiBaroTCs:
cnuckKa AMUeH3nin ® KOJIMYECTBO SINLLEH3UNI B CIIMUCKE;
nocne pennukauumm e CKOMMPOMETUPOBaHHblE CepBepbI
Secret Net Studio. PykoBOoACTBO aAMUHMUCTPaTOpa 3 45
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JokymeHTauus
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