Secret Net Studio. CoBMeCTMMOCTbL C APYrMMU NporpaMMHbLIMU cpeacTBaMm

CpeactBo 3awmtbl uHopmauum Secret Net Studio
CeeneHns 0 COBMECTMMOCTM C APYrMMM NPOrpaMMHbIMMU CpeacTBaMU

[JaHHbIN JOKYMEHT COAEPXUT CBEAEHUSS O COBMECTUMOCTU U ocobeHHocTsax paboTbl C3U Secret Net Studio
Bepcmn 8.8.15891.00 C ApYyrMMM NpOrpaMMHbIMM CpeaCcTBaMm NMpu COBMECTHOM (PYHKLMOHMPOBAHUN.

lMepBas rnaBa AOKYMeHTa COAEPXUT CBEAEHUS O COBMECTUMOCTU C NPOrpaMMHbIMU CpeacTBaMu, C KOTO-
PbIMM NPpOBOAUSTIOCb TECTUPOBAHNME Ha COBMECTUMOCTb.

BTopas rnaBa [OKYMeHTa COAEPXUT CBEAEHUSI 06 M3BECTHLIX 0COBEHHOCTSAX paboTbl MPU COBMECTHOM MUC-
nonb3oBaHumM C3U Secret Net Studio ¢ MporpaMMHbIMKM CPeACTBaMW, C KOTOPbIMU HE MPOBOAUSIOCH OT-
[leNlbHoe TeCcTMpoBaHWe Ha COBMECTUMOCTb.
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1. CBepgeHua 0 COBMECTUMOCTH
1.1. Npoayktbl komnauum "Kog 6esonacHocTn”

1.1.1. Secret Net LSP

1. OGecneuynBaeTcss BO3MOXHOCTb LIEHTpanM3oBaHHOIO ynpaBrieHnsi ¢ cepBepa GesonacHocTu Secret
Net Studio knmeHTamu Secret Net LSP crnegyrowmnx Bepcuii;

e 1.11;

e 1.10;

e 1.9
1.1.2. vGate

2. ObecneuunBaeTcsa coBMecTumocTb ¢ [10 vGate cnegyoLwwmx Bepcui:
e 4.4 (Bknouyaa Hyper-V) — knmeHT Secret Net Studio coBMecTuM C areHToM ayTeHTudukKaumu
vGate, cepBepoM aBTopu3auumn, Hyper-V-areHToMm, vCenter-areHToMm;

e 4.3 (Bkato4as Hyper-V) — knueHT Secret Net Studio COBMECTMM C areHTOM ayTeHTuduKaumu
vGate, cepsepoM aBTopusaumun, Hyper-V-areHtoM, vCenter-areHTom.

3. He nopaepxmBaetcsi pasmelleHne cepeepa 6esonacHocTn Secret Net Studio n cepsepa aBTopusaumm
vGate Ha OQHOM KOMMbIOTEPE. YCTaHaBNMBANTE 3TN KOMMNOHEHTbI Ha Pa3HbIX KOMMbIOTEPaX.

1.1.3. "KoHTUHeHT"

4. Ob6ecneunBaeTcss COBMECTUMOCTb C MpPOrpaMMon ynpaBneHus LeHTpa ynpasneHuss cetbto AlKLL
"KOHTMHEHT" cneyoLmx BEpCu:

e 3.9.2;

e 3.9.1.2732.
5. O6ecneunBaeTcs COBMECTUMOCTb C MeHeaXepoM KoHdurypauun "KoHTUHEHT" crneayoLmx BEpCU:

e 4.1;
o 4.
6. Ob6ecne4ynBaetcsa coBmecTMMOCTb ¢ CK3U "KoHTuHeHT-AlN" cneyroLwmnx Bepcui:

o 4.1;
e 3.7.7 ncnonHenune 1 (Bepcus 3.7.7.651).

1.1.4. "Cob6onp"

7. Ob6ecneuynBaeTcs COBMECTUMOCTb C m3genuem "TlporpammHo-annapartHbiin komnnekc "Cobonb" cre-
OYIOLMX PEenu3os:

o 4.4;

e 4.3 (Bepcusa 4.3.352 koga pacwmpeHunsa UEFI/BIOS);

e 4.2 (Bepcuga 4.2.334 koaa pacwupenuna UEFI/BIOS);

e 3.1 (Bepcuga 3.1.3 Koaa pacwmnpeHunsa BIOS);

e 3.0.9 (Bepcusa 1.0.227 kopa pacwmpeHunsa BIOS).
8. Ecnun ucnonbayeTcs ceTeBOW pexum OyHKLMOHUPOBaHMS knveHTa Secret Net Studio, npy nH1Lmanm-
3auum MNMAK "Cobonb" Ha koMnbloTeEpax AOMEHA yYUTbIBAWTE crieayloLime TpedoBaHus:

e  1CMNOJIb3YNTE NPU perncrpaumm aaMMHUCTpaTopa OAUH U TOT XE UAEHTUhUKATOp aaMUHUCTpaTopa
(unu ero konuto). Mpu 3ToM Ha NepBOM KOMMbIOTEPE perncTpaums agMMHUCTPaTopa BbIMOJHAETCS
B peXunMe NepBMYHOM PerncTpaumm, a Ha BCEX OCTalbHbIX — B PEXMMe MOBTOPHON perncrpauuu;

e ansa komnnekcoB "Cobonb" Bepcun 3.0.9 n 3.1 ycTaHOBUTE OAMHAKOBOE 3HAayeHMe napaMeTpa
"Bepcusa kpuntorpaduyeckon cxembl";

e ansa komnnekcoB "Cobonb" Bepcum 4.3 ycTaHOBUTE AN NapaMeTpa "Bepcmss MateMaTMyecKmx

npeobpaszoBaHui" 3HaveHne "1989".

9. Tlocne oOHOBIEHUS KNIMEHTA pacyeT KOHTPOJIbHbIX CYMM B MpOrpaMMHo-annapaTtHoM komnnekce "Co-
Oonb" BLINOMHAETCS NpU BTOPOK Nepesarpyske KoMnbloTepa.
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10. MMpwu nepBon nepesarpy3ke nocne ycraHoBku nnatbl 1 MO MNAK "Cobonb" Bepcum 3.0.9 npouecc KoH-
Tponsi annapaTHOW KoHGUrypauum He obHApPYXUT M3MEHEHMS B annapaTHOM KOHUrypaumm koMnbloTepa.
lMocne BTOpON Nepes3arpy3kn yCTponcTeo byneT obHapyKeHo.

11. UeHnTpanusoBaHHble 3agaHusa KL ans MNMAK "Cobonbk" oTobpaxaloTcsi B NOKanbHOM pexume nporpam-
Mbl "KOHTpOmMb nporpaMmm un AaHHbIX" gaxe B TOM cnydae, ecnu MNAK He ycTaHOBMNEH Ha KOMMbOTEPE Unn
paboTaeT B aBTOHOMHOM peXUMe.

12. B aBTOHOMHOM pexume PYHKUNOHUPOBaHUA knueHTa Secret Net Studio ecnn agMuMHUCTpaTop BbINOI-
HUT CMEHY naporns JOMEHHOro nonb3oBaTtens, 3TOT nonb3oBaTtenb He cMoxeT BonTu B [MAK "Cobonb" no
HoBoMYy naponto. [Nonb3osaTento notpebyetca Bontu B NAK "Cobonbk" co cTapbim naponem, 3arpy3mTb Cu-
CTEMY N CaMOCTOSTENTbHO CMEHUTL CBOW Naporib.

13. TlMpu npeobpasoBaHun xypHana MAK "Cobonb" B ypHan Secret Net Studio B 3anucsax o cobbITusix
HapyLLeHMs LLeNOCTHOCTM B HEKOTOPbIX Crydasx OTCYTCTBYIOT MMEHa pecypcoB.

14. B nporpamme "KOHTponb nNporpaMm u OaHHbIX" neped CoXpaHeHWeM IobbiX M3MEHEHUN B 3adaHUsIX
KoHTpons uenoctHocth and MNAK "Cobonb" Heob6x0aAMMo BbINOMHUTL NepepacyeT KOHTPOITbHBIX CYMM.

15. Mocne BknoyeHUsa pexuma coBmecTtHoM pabotel B MAK "Cobonb" BbiNonHsaeTcs aBToMaTtuyeckasi
O4YNCTKa COAEPXKMMOrO LLaBbNOHOB KOHTPOSS LEeNTIOCTHOCTMU.

16. MMpu nogkniodeHnn Kk paboTtaroemy KomnbloTepy aucka SATA B pexnme "ropsyero BknoveHusa" (Hot-
plug) dpopmmposanHue wabnoHos KL, NMAK "Cobonb" ans pasgenoB 3Toro Amcka BO3MOXHO TOMbKO Mnocne
nepesarpysku KoMnboTEPA.

17. Mpu cuHxpoHmnsaumm HacTpoek Secret Net Studio n MNMAK "Cobonb" He CUMHXPOHM3UPYETCA MpU3HaK
OnokupoBku nonb3oeatens B OC.

18. B pexume coBmecTHon paboTbl ¢ MNMAK "Cobonb" npu nepBom Bxode nonb3opartens B OC nocne 3a-
rpy3Kn KOMMbIOTEPA HE BLIMNOSHSAETCS aBTOMaTN4eckas KoppekTupoBka napons ans exoga B NAK "Cobonb"
B NamATV ngeHtudmkaTopa B CNeayLmx criyqasx:

e ecv B uaeHTUdMKaTOpe OTCYTCTBYET Maposib Nnosb3oBaTens (Hanpumep, aaMWHUCTPATOP MPUCBOUI
nonb3oBaTento MAeHTUMUKATOP, 3aTeM BKOUU PEXMM XpaHEHUs Maposis, HO He MpenbsBUN MAEH-
TudukaTtop);

e ecnu naponb ans Bxoaa B MNAK "Cobonb" He coBnagaeT ¢ naposieM Ans Bxoda B cucteMy (Hanpwu-
Mep, He 6bis1 NpeabsBfeH naeHTUMdUKaAToOp Npu CMeHe Napons).

Pekomenpaumm: Monb3oBaTenb MOXET OTKOPPEKTMPOBATL NMaponb B MAEHTU(MKATOPE B NPOLECCE MOBTOPHOIO BXOAA B Cu-
ctemy 6e3 nepesarpyskm OC.

19. B coBmecTHOM pexume c¢ MAK "Cobonb" Bepcun 3.1 MOXHO cchopmumpoBaTb 3aJaHWe Ha KOHTPO&b
LLeNTOCTHOCTM TONbKO hannos.

20. KoHTponb LenocTHOCTM pecypcoB, B NyTW KOTOPbIX NPUCYTCTBYIOT CneunanbHbie CMMBOSbI (Hanpumep,
3HaK "®"), He BbINONHSETCS.

21. [Onsa agmuHucTtpaTopa MNMAK "Cobornb" He geicTtByeT pexuM "Maponb B ngeHtndmkaTope”.

22. 3apaHHbIi  napameTp "MakcumanbHbIi  CPOK OEWCTBUS napons” He CUHXPOHU3MPYETCA C
MAK "Cobonb", Tak kak 3TOT napamMeTp He UCMNOSb3YeTCs B PEXMME COBMECTHOro mcnonb3oBaHust NMAK n
Secret Net Studio.

23. YT06bl NpucBOMTL Nonb3oBaTento nageHtndmrkatop agmmHuctpartopa MNMAK "Cobonb", naponb nonb3o-
BaTens AOMKeH coBnagaTh ¢ naponem agmuHuctpatopa NAK "Cobonb".

24. B ceTeBOM pexume YHKUMOHMPOBaHUA krveHTa Secret Net Studio ecnu gomMeHHOMY Nonb3oBaTento
npuceoeH naeHtudgukatop agmuHuctpatopa MNMAK "Cobonb" — nonb3oBaTtenes MMeeT JOCTYN Ha agMUHK-
ctpuposaHue Bcex AK "Cobonb" B cucteme (He3aBUCUMO OT TOrO, Kakme KOMMbHTEPbl NEepeyYnCrieHbl B
CMUCKe OOCTYNHbIX Nonb3oBaTento). [1pn aTOM CMEHNTbL CBOM Maporib NOMb30BaTENb MOXET TOMNbKO Ha Tex
KOMMblOTEpax, KOTopble NepevncrieHbl B cnucke (Mpy yCNOBUU HaNMMuMs Ha KOMMbIOTEPE NOOKMIOYEHHOMO
MAK "Cobonb").

25. Tlpw Bxoge € ucnonb3oBaHWeM MaeHTUdMKaTopa, MPUCBOEHHOrO Nonb3oBaTento cpeacTBamu Secret
Net Studio, B INMAK "Cobonb" MoxeT permctpupoBatbcs cobbiTre "Owmnbka KC B namatn ngeHtudmkatopa”,
€Cnn B uaeHTMdumKaTop He 3anucaHbl Naposib Nonb3oBaTens M 3akpbIThbiA KNto4d. B aToM cnydae owunbka
CBsi3aHa C HanuyMem MycToW CTPYKTYpbl B naeHTMdukaTope U He BNMAET Ha dyHKuMoHupoBaHue MMAK
"Cobonb" 1 Secret Net Studio. Peructpaumsa cobbiTva npekpaiiaeTcs nocne 3annucu B naeHtudukarop na-
pOrisi UNK 3aKPbLITOrO KNto4ya Nonb3oBaTernsi.
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1.1.5. "KoHTUMHeHT TLS-knueHT"

26. Ob6ecneunBaeTcsa coBmecTMMOCTb ¢ CK3W "KOHTUHEHT TLS-KNMeHT" crieqyowmx BEPCUi:

e 2.0.1482.0;

1.1.6. Jinn-Client
27. Ob6ecneunBaeTcsa coBmectTumocTb ¢ CK3W Jinn-Client Bepcuii 1.0.3055, 1.0.3050.3.

28. Ecnu B Secret Net Studio BKkMoYeH MexaHM3M 3aMKHYTOW NPOrpaMMHON cpefbl, TO COBMecTHas pabo-
Ta ¢ CK3U Jinn-Client obecneunBaeTcs Npu OTKMIOYEHHOM KOHTPOJSIE CKPUMTOB.

1.2. AHTUBMpPYCHbIE CpeacTBa 3aluTbl

1.2.1. O6wee

29. He nopgepxuBaetcsa coBmecTHas paboTa mexaHnama aHtMeupyca Secret Net Studio ¢ aHTUBMPYCHBIM
MO cTopoHHMX npousBoguTenen. MNMpu ncnonb3oBaHMN CTOPOHHETO aHTuBMpPYCcHoro MO pekomeHayeTcs B
HacTpoKKax aHTuBMpyca A06aBNsATb B UCKIIOYEHUS KaTarnor ycTaHoBKkM knueHTa Secret Net Studio co Bce-
MW nogkartanoramu. Ecnm HEBO3MOXHO OTKIIOYNTL MPOBEPKY BCEro karanora (U3-3a nonutuku 6e3onacHo-
CTM N Hanmu4usa UCMOSHAEeMbIX Moaynen) — obssaTtenbHo ykaxute nogkatanoru \GroupPolicy, \icheck n
\etalons. Kpome TOro, ecnu BknioyeHa TpaccupoBka paboTbl Secret Net Studio, goGaBbTe B UCKMOYEHUS
ans aHtuempyca nanky %ProgramData%\Security Code\Secret Net Studio\Logs. B npotusHom cny4dae pa-
6oTa cucTembl CyLLLECTBEHHO 3aMeAITCS, U MOTyT BO3HMKaTb COOM.

1.2.2. Mpopayktbl koMmnaHum "Jlaboparopua Kacnepckoro”

30. ObecneunBaeTcs coBMecTMMOCTb ¢ "Kaspersky Endpoint Security ana Windows" cnegylowmx Bepcun:

e 11.6;
e 10.3.3.304.

31. CosmecTHas paboTa ¢ "Kaspersky Endpoint Security ans Windows" Bo3MoOxHa co crneayoLwummn orpa-
HUYEHUAMMN:

e MNpUIOXEHMe A0MXKHO bbiTb ycTaHoBNEHO 6e3 Moaynen wudpoBaHUa ANCKOB U dannos;

e MpW COBMECTHOM paboTe MpPOoABAAOTCS 33a4EPXKU B MpoLeaype BXoJa Mosfib30BaTeNs B CUCTEMY
(Ha aTane 3arpysku npoduia Nosab3oBaTens), a Takxe npu nepexoaax no KaTtasoraMm Ha CeTeBbIX
ANCKax;

e [N5 YCNEWwHOW YCTAaHOBKN KOMMOHEHTOB CETEBOM 3aluuTbl Nepes YCTaHOBKOWM KineHTa Secret Net
Studio pekoMeHAyeTCsl YCTaHOBUTb BCe AOCTYMHble 06HOoBNeHMs Kaspersky Endpoint Security.

32. B ceTteBom pexume dyHKLUNMOHMPOBaHUA knneHTa Secret Net Studio ecnv Ha KOMNbIOTEPE YCTAHOBIIEH
komnoHeHT Kaspersky Anti-Hacker, B ero HacTpoikax HeobxoaMmo nMbo OTKMUYUTL NPOBEpPKY Tpaduka
SSL, nnbo BHecTn ncnonHsembln dann OmsHost.exe B CNMCOK JOBEPEHHbIX NpPorpaMmm 1 co3gaTb NpaBu-
na ansa noptos 443 u 389.

1.2.3. MpoaykTtbl koMmnaHum "[fokTop Beb6"

33. ObecneunBaetcs coBmecTMocTb ¢ Dr.Web Enterprise Security Suite cnegyrowmnx Bepcuii (C y4eTom
06X pekoMeHdauuii A4S COBMECTHOW paboThbl C aHTUBUPYCHBIMU CPEACTBAMU 3aLUMTHI):

o 12;
e 11.5.

34. CoBmecTHas pabota ¢ npunoxexusamn "Dr.Web Enterprise Security Suite", "Dr.Web AHTUBMpYC" ©
"Dr.Web Security Space" Bo3MOXHa CcO crneayloLwmnmMmn orpaHuyeHnsaMn:

e ecnu BkOYeH 6bpaHaMmayap, nepen ycTaHOBKOWM knuneHTa Secret Net Studio Heob6xoauMo wnm oT-
KnounTe 6paHaMaysp, AW co3gaTb MNpaBuia paspelleHus CeTeBbiX coeauvHeHur ansa LDAP-
noptoB 50000, 50002, 50003. MNocne yCTaHOBKW KAIMEHTa AOJIKHbI O6bITb CO34aHbl NpaBuia pas-
pelweHns ceTeBblX coeauHeHurt ana npoueccos Snichecksrv (nopt 21327 u ykasaHHble LDAP-
nopTbl) U SNHWSrv (nopt 21326). MNMpaBuaa MOXHO €CO34aTb HA OCHOBE 3amnMcen B CTaTUCTUKE CO-
eavHeHur 6paHamMayapa. Takxe, ecnm B CTaTUCTUKE COEAMHEHWUI MPUCYTCTBYIOT 3anumcu O NomnbIT-
Kax coegMHeHMs co CTopoHbl npouecca Windows Logon User Interface Host (Ha OC Windows 7),
HeobxoanMO co3aaTb MpaBuO AN 3TOrO Npouecca U COOTBETCTBYHoWero nopTta. lNpu oTCyTCTBMM
pa3peluarLlwmx npasma MOryT BO3HMKATb OWN6KM U cbon paboTbl CUCTEMbI — HanpuMep, oWnbKK
cnHxpoHusauymm ¢ B KU-3MNC nnn 3aBmcaHms npm pa3bnoknpoBKe KOMMbOTEPA UM NpU BbIXoAe
M3 CrsiLero pexuma;
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e Mpu nosiBNeHMn 3anpocoB 6paHAMayspa Ha pa3pelleHne CEeTEBbIX BbI30BOB ASIA 3anycKaeMblX
noacmcTeM knmeHta Secret Net Studio (Npu yCcTaHOBKe K/IMEHTa WM No3Xe B npouecce pyHKUM-
OHMpOBaHusa) — HeobxoaMMO BbIGMpaTb BapuaHT pa3pelieHns paboTbl COOTBETCTBYHOLMM CIyX-
6am no ymonuaHuio (6e3 noaTBeEpXAeHUS).

35. lpeBeHTuBHas 3awmrta Dr.Web Enterprise Security Suite ©6nokmpyeT HU3KOYpOBHEBbIE onepauunm c
OWUCKOM, B CBSI3W C YeM OroKMpYIOTCS Oornepaumn BKIHOYEHUS U OTKIHOYEHMSI MEXaHM3Ma 3allMTbl OMCKOB
Secret Net Studio. Ha cdyHKUMOHMpPOBaHWE MexaHM3Ma 3alMTbl Aucka paboTa NPeBEHTMBHOWM 3aLLUThl HE
BNusieT.

PekomeHpauuu: [Ins BknOYEHNS M OTKMIOYEHNS MeXaHW3Ma 3alinTbl auckoB Secret Net Studio npeaBapuTensHO OTKMOUMTE
MpeeHTuBHYIO 3awwuTy Dr.Web Enterprise Security Suite.

36. [lpu yctaHoBneHHoMm DrWeb agent Bepcun 12.0.1 HEBO3MOXHO YCTAHOBUTb KOMMOHEHTLI CETEBOW 3a-
wmTbl Secret Net Studio.

1.3. Apyrue cpeacrtBa 3awmuTtbl MHpOpMaUuum

1.3.1. ViPNet Client

37. Ob6ecneunBaetca coBmectTumocTb ¢ MO ViPNet Client Bepcun 4.5.3.65102. NMpu BKITHOYEHHOM KOHTPO-
ne NoTOKOB COBMECTMMOCTb 0becneymBaeTcs He B NONTHOW Mepe.

38. [Onsa koppekTHoro dyHkumoHuposaHus MO ViPNet Client npu paboTe B kOH(pMAEHUMAMNBHBIX CECCUAX
Heo6Xx04MMO BbINOMHUTL CrieaytoLine AeUCTBUS:

e Ecnu npunoxeHne knneHTa no4toBon cuctembl U3 coctaBa O ViPNet Client paHee He MCNonb30-
BaNOCb, BbIMOJIHUTE €ro 3anyck B HeKOHduAeHUManbHON ceccmn u oTnpaBbTe ntboe noytoBoe
coobuieHme.

e B nporpamMMe HacCTpOWKM MOACUCTEMbI MOSIHOMOYHOIO YMNpaB/ieHUA AOCTYMNOM BbIMOAHUTE cneay-
lowme oencTBms:

e  OTknoumnTe perncrpaunto cobbiTuin obpaienms K log-gannam MO ViPNet Client. [nsa aToro B
cnucok pasgena "BpydHyto | Obwme | Ayant" nobaBbTe cnepytouime CTPOKuU:

\infotecs\vipnet client\cryptapi.log
\infotecs\vipnet client\iplircontrol.log
\infotecs\vipnet client\Monitor.log
\infotecs\vipnet client\Monitori.log
\infotecs\vipnet client\rfacnmgr.log
\infotecs\vipnet client\rfmgr.log
\infotecs\vipnet client\rfmgrui.log

e B knwye cucremHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3pante napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnu Takoi napaMeTp OTCYTCTBYET) M Ao-
6aBbTe B CMMCOK 3HAYEHUW 3TOro NapaMeTpa creaylowme CTPoKN:

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplir.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplirmain.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\mftp.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\rf.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\wmail.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\ab.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Cli-
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ent\Monitor.exe::\infotecs\vipnet client\monitor.log
\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\mftp.ini

Mpumeyanue: Mpumepsl NyTen npuegeHsl Ans cnyyas, ecnv MO ycTaHOBMEHO B KaTanor No ymonyaHuio. HavanbHas vacTtb
nytn \Device\HarddiskVolume?2\ yka3sbieaeT Ha cuctemHblit guck C:\. MyTb K MCnonHsembiM dainam B faHHOM dopmaTe npu-
BOAMTCS B 3anmcsx xypHana Secret Net Studio — B AONOMHUTENbHBIX OMMUCaHUsIX CODbITUIA kaTeropum "ToNHOMOYHOE yrpaB-
neHve goctynom".

1.3.2. "Kpuntollpo CSP"

39. ObecneunBaeTcs cOBMeCTUMOCTb co cneaytowmmu Bepcuamm CK3U "Kpuntollpo CSP":

e 5.0.12000;
e 5.0.11455;
e 4.0.9963;
e 4.0.9944.

40. Tpwu coBmecTHoM pabote ¢ MO "Kpuntollpo" Heobxoammo ycTaHaBnuBaTb ApavBepbl U NporpaMmmMHoOe
obecrnedeHne ans paboTbl NepcoHanbHbIX MAaeHTUdUKaTopoB (Hanpumep, eToken unu Rutoken) nocne
yctaHoBku MO "Kpuntollpo". Ecnu cpeactBa noanepkm nepcoHarnbHbiX MAEHTUdUKATOpPOB Obinn ycTa-
HOBIeHbI paHee, nocne yctaHoBku MO "Kpuntollpo" nx Hy>KHO NepeycTaHOBUTb.

1.3.3. InfoWatch

41. Ob6ecneuunBaetcs coBMmecTumocTb ¢ InfoWatch Device Monitor crnegytoLmx Bepcui:

e 7.0;
e 6.11.

1.3.4. Solar Dozor

42. ObecneyvynBaeTcs COBMECTUMOCTb ¢ Solar Dozor.

1.4. CucTembl BUpTyanm3aaumm

1.4.1. O6wee

43. MexaHuam 3awuThl "[loBepeHHasa cpefa” n3 coctaBa knmeHTa Secret Net Studio He dyHKUMOHMPYET B
BUPTYarbHOM cpeae.

1.4.2. Citrix

44, Ob6ecneuynBaeTcsi COBMECTUMOCTb co criegytowmmm sepensimu MO Citrix (¢ yueTom ocobeHHoCTeN, U3-
NOXEHHbIX HMXE):

e Citrix XenApp 7 1912 LTSR;

e Citrix XenApp 7.15;

e Citrix XenDesktop 7 1912 LTSR;
e Citrix XenDesktop 7.15;

e Citrix PVD.

45, Tlpu Hanuumm Ha komnbtoTepe MO Citrix (yctaHoBneH areHT VDA m3 coctaBa kOMMoOHeHTOB Citrix)
apaneep-bunbTp YCTPOMCTB cucTtembl Secret Net Studio aBTomaTtnyeckum nepeBoguTCs B PEXUM COBME-
CTUMOCTW OJ151 KOPPEKTHOM accoumaumm dusundeckmx n normdeckmx USB-guckoB. NepBoe BKIIOUYEHNE 3TOr0
pexuma conpoBoxaaeTcs cpabaTbiBaHMEM (PYHKLMOHANbLHOrO KOHTponsa BO Bpems 3arpy3ku OC ¢ coob6-
LLieHMEeM O HapylleHun KoHdurypauumm cpefpl. Ona npogormkeHus paboTbl HEOOBXOAMMO nepesarpy3uTb
komnbtoTep. CpabaTbiBaHUe PYHKLMOHANBHOIO KOHTPOMSA NPOUCXOANT OLHOKPATHO, U cnegylowue 3arpys-
KN BbIMOJIHAKTCA WTATHO C ,El,el7ICTByIOLLI,VIM pexmmom CoOBMECTUMOCTMN. Takxe B cny4vyae yaaneHua yKadaH-
Horo komnoHeHTa MO Citrix oTknovaeTca pexum coBmectumocTn B Secret Net Studio, 4yto aHanormyHo
NPUBOAMUT K OQHOKpaTHOMY cpabaTtbiBaHMO PYHKLNMOHANBHOIO KOHTPOMS Npu CrneayoLen 3arpyske.

46. B IO Citrix ncnonb3oBaHne yCTPOWCTB Ha KOMMbIOTEPAX-KITMEHTaX MOXET ObiTb peannsoBaHo B ABYX
BapuaHTax: 1) obwee nepeHanpaeneHne USB-ycTpolicTB (generic USB redirection), npumeHsiemoe B npo-
aykte XenDesktop; u 2) nepeHanpaBneHne Yepe3 BUpTYyasbHble kaHanbl (virtual channels), npumeHsiemoe
B npoayktax XenDesktop n XenApp. MNMpn coBmecTtHon paboTe c¢ MO Citrix B cucteme Secret Net Studio
obecneynBaeTcs MOSTHOLIEHHBIA KOHTPOSb TOMNBbKO ANS YCTPOWCTB, NOAKMOYEHHbIX K BUPTyanbHOMY pabo-
Yyemy CTONYy B NEPBOM BapuaHTe — TaK Kak B 9TOM Clyyae YCTPOMWCTBO "nepenogknioyaerca” K cucteme,
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ONS Hero ycTaHaBnMBalOTCsl COOTBETCTBYIOLIME ApanBepbl U np. [ns yCTPOWCTB, NepeHanpaensiemMbix ye-
pes3 BMpTyanbHble KaHamnbl, He0O6XOAUMO MCMONb30BaTb CPEACTBA KOHTPONS M GIOKMPOBKU B MOMMTUKAX
6e3onacHocTu Citrix.

Mpumeyanue: BapuaHT obuiero nepeHanpasnerus USB-yctpoicts Citrix He NogaepxmBaeTcs Ans YCTPOMCTB, NOLKMHYEHHbIX
k noptam USB 3.0. Kpome Toro, Anst HEKOTOPbIX KNACCOB YCTPOACTB TakoW TUM NepeHanpaBneHnst OTKIIOYEH No ymonyaxuto. B
BapuaHTe NepeHanpaBrneHns Yepes BUPTYanbHbIE KaHambl HyHO Y4YNTbIBATb, YTO €CTM ANs YCTPOACTBA HE MpeayCMOTPEHO
MCMONb30BaHNe BUPTYarbHOMO KaHara, CUCTEMa BbIMOMNHSIET NepeHanpaBneHe 3Toro YCTPONCTBA NepBbIM Cnocobom.

PekomeHpaumu: lNpn HeobxoammocTu obecrneumTs KOHTPOMb YCTPOICTB cpeacTeamm Secret Net Studio HacTpoiite napameTpbl
nepeHanpasnenus B nonutukax Citrix. Ceedenns o nonutukax oM. http://support.citrix.com/proddocs/topic/xenapp-xendesktop-
76/xad-policies-article.html.  CeegmeHnss 0 KoHcpurypupoBaHum — obliero  nepeHanpasneHnss  USB-yctpoiicte  cm.
http://support.citrix.com/article/CTX137939. OcHOBHbIE MapaMeTpbl, ONpeAenstoLLe NepeHanpaBneHne YCTPOCTB:

e ans USB-yctpoiicTs:

Client USB device redirection

Client USB device redirection rules

Client USB plug and play device redirection
e NS [PYTVX YCTPOWCTB:

Client COM port redirection

Client LPT port redirection

Client Drive redirection

47. Ha komnbloTepe nopa ynpaeneHnem HecepsepHon Bepcun OC (Windows 7/8.1/10), KOTOpbIN UCNOSb-
3yeTcs ANg npefoctaBneHus BupTyanbHbIX paboumx ctonoB (XenDesktop) vnun npunoxeHun (XenApp),
MO Citrix peannsyeTt ocobbii NOpsAoK paboTbl C ceccusiMm nornb3oBaTtenen Npyu cosgaHnn NOLKIHYEHUN.
M3-3a 3TOro BO3MOXHbI CUTYyaLMM 3aUUKNUBaHMSA Unu 6GroKMpOBKU CECCU B CReayloLWmnx cnyyvasx:

e  €C/IN BKJ/TIOYEH PEXMM KOHTPOJIS MOTOKOB KOHMMAEHUMaNbHOW MHMOpMaumMM C napaMeTpoMm "cTpo-
TMIA KOHTPOJIb TEPMUHAJbHBIX MOAKIIOYEHUIA" N BXOA BbINOSHAETCS C KOMMbiOTEPA, HA KOTOPOM He
BKJIIOUYEH PEXMM KOHTPOJISt MOTOKOB;

e eC/n floKanbHO BO306HOBASETCA NpepBaHHas ceccusl Nonb3oBaTens.

PekomeHpaumm: KoppekTHoe B3aMMOZENCTBIE C MeXaHM3MOM 3almTbl Bxoga Secret Net Studio obecneunsaetcs, ecnv gns
BMPTYyanu3auun paboumx CTOMOB M NPUMOXKEHMIA MCMIONbB3YHTCA KOMMLIOTEPHI NOA YnpaBneHnem cepeepHbix Bepcuii OC.,

48. 3awmta cepsepa npunoxeHun Citrix XenApp obecnevmBaeTcs co crneaylLmMMmmn 0COBEHHOCTAMMU:

e [1na KOppeKkTHOM paboTbl NOACUCTEMbI KOHTPOSS MeyaTn OTKAUYMTE HAcTpolky "lsolate Applica-
tion" ans ony6aMKoOBaHHbIX MPUIOXEHUN.

e Perucrtpauusa neyatu AOKYMEHTOB M3 OMy6/MKOBaHHbIX MPUIOXKEHUI OCYLLECTBASIETCA Ha cepBepe
NpuIoXxeHuii (B TOM YMCie 1 NpU UCMOSIb30BaHUKN NIOKANbHOMO NPUHTEPA Ha KOMMbIOTEPE—KIINEHTE).

e [1na KOppekTHOoli paboTbl C KOHMUAEHUMANbHLIMA AOKYMEHTAMWU OTK/IOUMTE BO3MOXHOCTb MC-
NoJib30BaHMS JIOKaNbHbIX AUCKOB KOMMboTEPa (KAMEHTa) Ana ony6anMKOBaHHbIX MPUTOXEHWA.

e [lpy WCNOMb30BaHUM MexaHuM3Ma MNOSIHOMOYHOrO YMpas/ieHUs AOCTYNOM B peXuMe KOHTpOons
MOTOKOB C BKJIIOYEHHbIM [AOMOMHUTENbHBIM NapaMeTpoM "CTpOrMM KOHTPOSb TepPMWHaNbHbIX
NOAKIOYEHNIA" [N TEepMUMHANbHOrO BxOoAa B KOHMMAEHUMANbHbIX Ceccusix He cnepyer
MCNO0MAb30BaTb YYETHYIO 3annucb agMuHucTpaTtopa Citrix.

1.4.3. VMware

49. Ob6ecneunBaeTcs cOBMeCTMMOCTb ¢ cuctemamum VDI Ha 6a3ze VMware Horizon cnegyouimx sepcuin (c
y4EeTOM OCOBEHHOCTEN, UBINOXEHHBIX HUXE):

e 82103;
e 7.13.

50. [pwn paboTe ¢ BUpTyanbHbIMM MalMHamn Ha 6aze VMware BO3MOXHa CUMTyaLumsi, KOrga BUpTyasribHoe
YCTPOWCTBO HE OTNpaBnsdeT yBegomsieHne o6 M3MeHeHWM CBOero cocTtosiHudA. M3-3a atoro B gepese
YCTPONCTB MOXeT oTobOpaxaTbCa ycTapeBllas WHgopmaumss 0O yCTpoWcTBe, M B XypHane Secret
Net Studio He perncTpupyeTcs COOTBETCTBYHOLLEE COObITHE.

PekomeHpauuu: [ns uckrioueHns nogobHoro noBeaeHUst B KOHUIypaLMOHHbIiA ¢hailn BUPTYanbHOW MaluHbl JobaBbTe na-
pameTp usb.EnablePnpMgr = "TRUE".

1.4.4. Microsoft

51. ObecneynMBaeTcsl COBMECTUMOCTb C fOOLIMU LUITATHBIMKU CUCTEMAMWN TEPMUHANBHOIO A4OCTYNa B pam-
kax nogaepxunsaembix OC.
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Mpumevanue: Cnincok nogaepxueaembix OC npuseaeH B gokymeHTe "CpeacTtso 3awmTbl MHGopmaum Secret Net Studio. Py-
KOBOACTBO afMUHUCTpaTOpa. YCTaHOBKA, YNpaBreHue, MOHUTOPUHT W ayauT" (cM. pasgen "TpeboBaHus kK annapaTtHOMY 1 npo-
rpaMmmHoMy obecneyeHnto").

52. ObGecneunBaeTcsi COBMECTMMOCTb C CUCTEMaMu BUpTyanu3auum Ha 6ase cnegyrowmx OC:

e Windows Server 2019;
e Windows Server 2016;
e Windows Server 2012/2012 R2.

1.5. OdomcHbIe NnpunoXxeHus

1.5.1. Microsoft Office

53. ObecneunBaeTcsi COBMECTUMOCTb CO criegytowwmmm Bepcuammn Microsoft Office Word, Excel (c yueTom
0COOEHHOCTEN, UBNOXEHHBIX HXE):

e 2019;
e 2016;
e 2013.

54. Ecnun npoucxoadat owmnbku npu 3arpyske nnarmHoB Secret Net Studio B npunoxenus Microsoft Office,
3TU NPUNOXEHNS MOTYT OTKMIOYUTL aBTOMaTMYECKYHO 3arpysky nnarmHoB. OTO NpuBeAeT K HEBO3MOXHOCTU
KOpPPEKTHOW nepefayun napameTpoB neyaTn JOKYMEHTOB B NOACUCTEMY KOHTpPONs neyatu. B yactHocTh, He
OyaeT yuntbiBaTbCH 3aJaHHOE KONMMYECTBO KOMUW pacneyvyaTbiBaeMblX AOKYMEHTOB M MOTYT HenpaBuIibHO
obpabaTbiBaTbCA NapameTpbl NeyaTn HECKONbKUX CTpaHuL, Ha nucte. Kpome Toro, B XpaHunuiie TeHEBOro
KonumpoBaHusi ByaeT CoOXpaHATbCS He BeCb AOKYMEHT, a TOMNbKO Ta ero 4acTb, KoTopas Obina oTnpasrieHa
Ha nevaTb.

PekomeHaaumm: [ins peleHnsi npoGrembl BbIMOMHUTE CrieayoLLme AeiiCTBUS C napaMeTpamMy CUCTEMHOTO PeecTpa:

e yparute napametp (napameTpbl) HKCU\Software\Microsoft\Office\<Ver>\<App>\Resiliency\Disabledltems, roe <Ver> —
Bepcust MSOffice (15 — 2013, 16 — 2016, 2019), a <App> — npunoxenue Office (Word, Excel);

e BOCCTAHOBMTE 3HayeHne 3 ana napametpa LoadBehavior (mvn  REG_DWORD) B krlove  (kioyax)
HKLM\Software\Microsoft\Office\<App>\Addins\<Plug-in> (ecrm yctaHoBneHa 32-paspsgHas Bepcus Office B 64-
paspsigHoin OC — kntow HKLM\Software\Wow6432Node\Microsoft\Office\<App>\Addins\<Plug-in>), roe <App>— npurno-
xenne Office (Word, Excel), a <Plug-in>— wnmsa nnaruHa, cooteetcTBytowlero npunoxeHunto Office (SnMsoWord-
Agent.Addin unu SnMsoExcelAgent.Addin).

55. Ecnun nakeT Microsoft Office yctaHoBneH 6e3 nogaepxkn VBA (Visual Basic for Application), npuno-
xeHus Office PyHKUMOHMPYIOT CO cneaywmmMm 0COOEHHOCTSAMM:

e PV BK/KOYEHHOM pEXWME KOHTPOMSA MnedvaTu AN OTKPbIBAEMbIX [OKYMEHTOB MOryT BblBOAWUTLCS
npeaynpexaeHus o6 oTCyTCTBUM NOAAEPKKN MaKpOCOB U 3/1IEMEHTOB YNpaB/ieHus;

e co3aaHue u pepaktupoBaHme danna wabnoHa Normal.dot/Normal.dotm Heo6xoaMMO BbINONHATL
MNP OTK/IIOYEHHOM peXWUMe KOHTPOS nedaTu.

56. B npunoxeHusx Microsoft Office Bepcun 2013 1 Bbile NpY BKIKOYEHHOM peXnMe MapKUpOBKM C pac-
LUMpeHHoN 0bpaboTKon UTHOPUPYIOTCA NapaMeTpbl nedyaty ABYyX unu 6onee cTpaHuL Ha NUCTe, 3afaHHble
B MPUNOXeHumn (13-3a 0COBEHHOCTEN peann3aLmm nevat B 3TUX NPUOXEHUSX).

PekomeHaaumm: Mpn HeoGXOAMMOCTI NEYaTH HECKOMbKUX CTPaHIL Ha NIUCTE UCMOMb3yiiTe MapaMeTpbl B AMarore HacTPOiKi
nevaTv Ans npuHTepa.

57. TMpwn nepexoge c Microsoft Office npegpiaywux sBepcuii Ha Bepcuo Microsoft Office 2013 BoamoxHa
HEeKOppeKTHas perucTpaumsi CUCTEMHOro MHTepdenca, KOTopbld UCNONb3yeTcs Ans paboTbl NOACUCTEMBI
KOHTpons neyatu. B pesynbtaTte aT0Oro, npu BKMIOYEHHOM PEXMME MAPKMPOBKWU C pacLUMpeHHOn obpaboT-
KO, B HekoTopbIx npunoxeHusax Microsoft Office 2013 (Hanpumep, Microsoft Excel) moxeT 6rnokupoBatbcs
neyatb JOKYMEHTOB — MOCHE OTMNpPaBKM Ha neyaTb NOBTOPHO BbIBOAUTCS AMArnor HaCTPOWKWU, HO cam JOKy-
MEHT He pacneyvaTbiBaeTcs.

PekomeHpaaumu: [Ins BOCCTAHOBMEHUS BOIMOXHOCTY nevaty OTKp017ITe OKHO KOMaHZHow CTPOKM, BbIMONHMB 3anyCK OT UMEHU
aaMWHUCTPATOopPa, 1 BBEOUTE KOMaHAbI:

o ans 32-paspsigHon OC:
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
o ans 64-paspsigHon OC:
c:\windows\syswow64\regsrv32.exe c:\windows\syswow64\oleacc.dll
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
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58. B HekoTopbIx npunoxeHusax (Hanpumep, Microsoft PowerPoint 2013) npu BKOYEHHOM pexume Map-
KMPOBKM (CTaHZapTHasi Unu paclumpeHHasi obpaboTka) nnm pexume TEHEBOrO KOMMPOBAHUSA LOKYMEHTOB
npu neyYaTm MOXeT He YYMTbIBaTbCSH KONMMYECTBO KOMWIA, 3ajaHHOE B AMariore HacTPOWKWU neyaTtn B Npuno-
XeHun. B Takmx cny4vasx BhINOMHAETCS neYaTb OOHOro 3K3eMnnsipa 4OKyMeHTa.

59. Ecnu B gokymeHTe Microsoft Excel ons nucToB ykasaHbl pa3nunyHble 3HavyeHus napameTtpa "Kavectso
neyatn" (Hanpumep, Ana Tabnuusl Jlnct1 ykasaHo 3HadeHue "600 Touek Ha Atonm", a ana Tabnuubl
JInct2 — "1200 Touek Ha aronm"), Npy OTNpaBke 3TUX NIMCTOB Ha NeYvyaTb MOryT CO3AaBaTbCHA HECKOMbKO 3a-
AaHun nedatu. MNogpobHule cBegeHus o6 atom cm. http://support.microsoft.com/kb/168563. MNpn BkNOYEH-
HOM pexume MapKMpoBKWM (CTaHOapTHas WMnM pacwmpeHHas obpaboTka) nogcmucTema KOHTPOMs neyatwu
obpabaTbiBaeT NonyyYeHHble 3a4aHus neyaTtu AOKYMeHTa Mo OTAENbHOCTU, B pe3ynbTaTe 4ero 4OMnoSHu-
TENbHO MOTYT MPOSBNATLCA criefyloLlime ocobeHHOCTH:

e auanor ans BBOAA 3HAYEeHWUI B HaCTpaunBaeMble MOJIA MapKepa BbIBOAUTCA HECKOJIbKO pa3 — No
KONTn4ecTBy 3ajaHuin neyaTu;

e pacrneyaTbiBAeTCS HECKOJIbKO CTPaHMWL C MapKMpoBKOM Ha 06paTHO CTOPOHE NUCTa;
e B XypHane Secret Net Studio permcTpupyeTcsi HECKOJIbKO rpynn cobbiThiA nevyaTu.

PexomeHpaumu: YkaxuTe A0S AOKYMEHTa OfMHAKOBblE 3HauyeHns napameTpa "KavecTtBo nevatn" (cBeLenus o cnocobax us-
MEeHeHWs 3HayeHunin cM. http://support.microsoft.com/kb/168563).

60. B NPUNOXeHnn Microsoft Excel npuy nevyatn OOKyMeHTa MOXET HEeCKOJIbKO pa3 BblBOAUTLCA Ouanor
Onsi BBOAA 3HAYEeHUN B HacTpanBaemble NoJid Mapkepa. [aHHan ocobeHHOCTb npoasnaAeTcd npu cnenyko-
KX yCNoBUAX:

e  BKJIIOYEH PEXMM MApPKUPOBKU CO CTaHAApTHOM 06paboTkoii;
e MeyaTb BbINOSIHAETCS Ha NPUHTEP C aKTUBHOM PYHKUMEN ABYCTOPOHHEN NeyaTu;
e B NpuaOXeHUU BblibpaH pexunm "HaneuaTtaTb BClO KHUry" (Print Entire Workbook).

PekomeHpaumm: YkasblBaiiTe OWHAKOBbIE 3HAYEHWS B HACTpaMBaeMbIX NOMsSX Mapkepa B MOSIBASHOWMXCS Auanorax uim
BKITIOYNTE PaCLUMPEHHYH 06paboTKy Ans pexuma MapK1poBKM.

61. [Mpu BKMOYEHHOM peEXUME MAPKUPOBKM C pacluuMpeHHor obpaboTkon kaTeropusi KOHUAEHLNansHoO-
CTM pacnedaTbiBaemMoro JOKyMeHTa onpegensdeTcs cregyowmm obpasom:

e eCcnu AOKYMEHT 3arpyxeH u3 daina B npunoxeHue Microsoft Word unu Excel n He 6bin Mmoandu-
LMpOBaH nepea nevyatbio — KaTteropus KoOHbOUAEHUMANBbHOCTU MpW NeyaTu onpeaensieTcs no Ka-
Teropuun danna;

e BO BCEX OCTaJIbHbIX ClyYyasax KaTeropmsi KOHPUAEHUManbHOCTM AOKYMEHTa Npu neyaTu onpeaens-
€TCA MO YPOBHK Mpouecca, M3 KOTOPOro OCyLecTBAseTca nedyaTb (NpU OTK/IKOYEHHOM pexume
KOHTPO/IA MOTOKOB — Mpoueccy npucBamBaeTCsl YpPOBEHb KOHMOWAEHUMANbHOCTWN, paBHbIA
HauBbICWIEN KaTEropnum KOHMPUAEHUNANBHOCTU OTKPbIBABLUNXCSA (aliioB, Npu BKIIIOYEHHOM peXWn-
Me KOHTPO/S MOTOKOB — MPOLECCY NPUCBAMBAETCS YPOBEHb KOH(UAEHUNANBHOCTU CECCUM).

62. B npunoxenusax Microsoft Office nsmeHeHns JOKYMEHTa COXpPaHSATCA HEe B MCXOOHOM dhanne 3Toro
OOKYMEHTa, a B HOBOM dhawne ¢ TeM xe MMeHeM. o 3Ton npuunHe B YCrOBUSX OUCKPELIMOHHOIO W/Unu
MOMHOMOYHOIO pa3rpaHM4YeHns JOCTyNa PeKOMEeHAYEeTCA YCTaHaBMMBaTb HY)XKHble NpaBa AOCTyna 1 KaTero-
pyn KOHPUOEHUMANbHOCTM HEe HENOCPEACTBEHHO Ha cam halif, a MCNOoNb30BaTb MEXaHM3M HacnegoBaHus
ONS KaTtanoros, B KOTOPbIX coaepXaTcsa AaHHble dannbl. Ecnu xe atpnbyTel 6€30nacHOCTU 3afaHbl Hemno-
CpeacTBeHHO Ans gavina, BO3MOXHbI CrieayoLmne NposiBreHuns:

e CcHpacbiBalOTCA ABHO 3aAaHHble ANCKPELMOHHbIE NpaBa A4oCTyna Npu coxpaHeHuu daina;
e cbpacbiBaeTca UM U3MEHSETCS KaTeropus KoHGUAeHUManbHOCTU AOKYMEHTA NpU ero COXpaHeHun;

e 6noKMpyeTca OTKpbiTME daina C 3alaHHbIMK KaTeropusMM KoHdUAEHUMANbHOCTU U3 CETEBOro
pecypca.

63. YT0ObI 0GecneunTb KOPPEKTHY paboTy npunoxexHust Microsoft Word B pexmnme KOHTPOMsi NMOTOKOB,
OCYLLECTBMAETCH NnepeHanpaBneHne BblIBOAA A4S CTaHO4APTHbIX KaTanoroB XpaHeHust wabnoHoB nporpam-
Mbl. CrieiCTBMEM 3TOro SBNSETCA HE3AaBUCUMOCTb CAeNnaHHbIX U3MeHeHui wabnoHoB MS Word B ceccusix
C pas3nNMyHbIMU YPOBHAMU KOH(PUAEHLMANbHOCTU — TaK Kak UCMOMb3YyTCA pasHble KaTanorn Ans xpaHe-
HUSa parnoB WabnoHoB. TupaxnpoBaHne U3MeHeHU B WAabnoHe MOXHO BbIMNOMHUTL crneaylwmm obpa-
30M: OTKINIOYUTE PEXMM KOHTPONS NOTOKOB U B peaaktope Word BbINOMHUTE HYXHble U3MEeHeHNs LabnoHa.
3atem BovguTe B CMCTEMY C NpaBaMu agMUHUCTpaTopa, KOTOPOMY Ha3Ha4YeH HauBbICLLMI YPOBEHb OMYyC-
Ka K KOHpnaeHUMansHoONn UHopmaumm n NnpeaocTaBneHa NpuUBUIMErMs Ha yrnpasfieHne KaTeropusmMm KOH-
dmgeHumansHocTU. 3arpyante NnporpaMmmy HacTPOWKU MOACUCTEMbI MOMHOMOYHOMO YNpaBeHUst 4OCTYNOM
M 3anycTute Mpouecc HacTpPoWku napameTpoB npunoxenus Microsoft Office (gna aToro MoxHo BbiGpaTh
pasgen "Bpyunyto | Mporpammel | Microsoft Office” n HaxaTtb kHonky "HacTpouTs"). o okoHYaHUKM npouec-
Ca HaCTPOMKM BKITOYNTE PEXMM KOHTPOISA NOTOKOB.
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64. Ecnu npunoxenusa Microsoft Office Bepcum 2013 6ygyT ncnonb3oBaTbCs B PEXUME KOHTPOSIS NMOTOKOB,
nepen BKITOYEHUEM PEXMMA PEKOMEHOYETCH BbINOMHUTL OYUCTKY KaLla paHee 3arpy>KeHHbIX JOKYMEHTOB U
OTKIMOYNTb K3LLIMPOBaHWe (4519 BPEMEHHbIX KOnui hannoB YyCTaHOBUTb PEXUM yAaneHUs Nocne 3aKpbiTus)
UM OrpaHnynTbL BpeMsi XpaHeHuns dpannos B kalle. [Ina ynpaBneHua napameTpamm Kalla JOKYMEHTOB UC-
nonb3yetca komnoHeHT "LleHTp otnpasku Office 2013". 3anyck 4aHHOro KOMNOHEHTa Heo6X0AMMO BbINOI-
HUTb KaKk MUHUMYM OOWMH pa3 And aBTOMaTUYeCcKOoro co3faHus katanora kawa. [ocne atoro MoxeT ObiTb
BbINOSIHEHA HACTPOWKa nepeHanpasneH1st BbiIBOAa hannoB C NOMOLLbI0 NPOrpaMmbl HACTPOWKK NoacucTe-
Mbl MOMIHOMOYHOTIO yNpaBneHnst 4OCTYMNOM.

1.5.2. OpenOffice

65. OGecne4ynBaeTca COBMECTMMOCTL € npunoxeHnem OpenOffice Bepcun 4.1.9.

66. [nsa pabotbl ¢ npunoxerHnem OpenOffice B koHUAEHUMANbHLIX CECCUSIX PEKOMEHAYETCSA B Mporpam-
M€ HaCTPOWMKM ANs pexuma KOHTPOISIA MOTOKOB BbIMOSIHUTL HACTPOWKY MapameTpoB paboTkl 3TOr0 MpuIio-
XeHus. lNMpouecc HaCTPOMKM MOXHO 3anyCTUTb HEMOCPEACTBEHHO AN MpunoxeHus (pasgen "BpyuHyto |
Mporpammel | Openoffice.org") nnu BKNIOYNUTL PEXMM aBTOMATUYECKON HAaCTPOMKU NPUIOXEHUNA B pa3gene
"Bpyynyto | Mporpammbl" 1 3atem nNnbo BbINOMHUTL HACTPOMKY CUCTEMbI C TEKYLLMMK napameTpamm (pas-
aen "AsTomaTunyeckun"), nnbo HacTpouTb Npocunu nonb3osatenen (pasgen "Bpy4yHyto | MNone3osaTtenn").
Ecnun HacTpoika npunoxeHus He BbINOMHANACb, BO BpeMsi paboTbl B KOHDUAEHUMANbHbIX Ceccusax npu
NonbITKE COXPaHEHNS N3MEHEHUI MOTYT yAansaTbCs HeKOHUAeHUManbHble dansbl, PacnosnoXeHHbIe B He-
KOH(MAEHUMamNbHbIX KaTanorax.

1.5.3. LibreOffice

67. OGecne4ynBaeTca coBMECTMMOCTb co naketom LibreOffice Bepcun 7.1.1.

1.6. MNMpoayxrbl koMmnaHnum Adobe Systems

1.6.1. Adobe Reader

68. ObGecneuynBaeTcs COBMECTUMOCTb C PYCCKMMW U aHIMMACKMMK Bepcusimm npunoxennss Adobe Acrobat
Reader DC (15.0) ¢ y4eTOM OCOBEHHOCTEWN, U3IOXEHHbIX HUXE.

69. Ecnu B npunoxeHun Adobe Reader gencTByeT 3alumLLeHHbIA pexnm npu 3anycke (Protected Mode at
startup), NposBRATCA cneayloLme 0Co6eHHOCTH:

e HEBO3MOXHO BbIMNO/HUTbL KOMMPOBaHME MHGOPMaLMKN U3 M30NMPOBaHHOrO npouecca Adobe Reader
B 3TOT Xe npouecc;

e MPU BK/IOYEHHOM pEXUMe KOHTPOJIA MOTOKOB MepBbIit 3anyck npunoxeHusa Adobe Reader Hy>HO
BbINOSIHUTbL B HEKOHMUAEHLUNANLHOW ceccun. MHauve npu pabote B KOHMUAEHUMANbHBIX CECCUAX
MOryT BO3HMKaTb C60M MpuM NeyaTu 4OKYMEHTOB.

PekomeHaaumm: 3allyLLEHHbI PEXM MOXHO OTKIHOUMTL B ANarOrOBOM OKHE HACTPOWKM CBOMCTB NpUNOXeHWs. [ins Bbi3oBa
[JMarnoroBoro OKHa MCMOMb3yiTe COOTBETCTBYHOLLYIO KOMAHAY MEHI0 B 3aBUCUMOCTW OT BEPCUW W NOKaNN3aLMK NPUMOXKEHNS!
(Hanpumep, "PenaktupoBanue | YctaHosku" unn "Edit | Preferences”). B guanoroBom okHe nepeiauTte k pasgeny, B KOTOPOM
npeacTaBneH napameTp "BKIiounTb 3alUmLLIEHHbIR pexum npu 3anycke” ("Enable Protected Mode at startup”) u yganute otmer-
Ky 13 3TOTO Monsi. YkasaHHbIi napameTp MOXET ObITb NMPeACTaBNeH, B 3aBUCMMOCTY OT BEPCUM 1 JTOKANN3aLmMmn NPUIOXEHNS, B
pasgene "3awwuTa (NoBbIWEHHBIA ypoBeHb)" (“Security (Enhanced)”) unm "OcHoBHele" ("General”). Mocne oTknoueHNs pexuMa
nepesanycTuTe NpUoXeHue.

70. B npunoxeHun Adobe Reader npu pabote B kOHUOEHUMANBHOW CECCUN HE CriefyeT BHOCUTb U3Me-
HEeHUS B OTKPbITbIA HEKOH(UOEHUManbHbIA dans, KOTopbli pacnonoXeH B HEKOHUAEHUNANbLHOM KaTano-
re. MHadye npu nonbiTke COXpPaHEHUs M3MeHeHun charn OyaeT yaaneH B UCXOOHOM pasMeLleHun wu
nepeMeLLieH BO BPEMEHHbIN KaTanor (Mpu 3TOM B XXypHare 6yayT coxpaHeHbl cBegeHUsa 06 3Tom cobbITun).
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2. OcobeHHOoCTM paboTbl ¢ apyrum NO

2.1. "KontuHeHT-AIl"

71. [Mpu coBmecTHOM dpyHKUMOHMpoBaHUM ¢ CK3U "KoHTuHeHT-Al" Bepcun 3.7.5 B XypHane npunoxeHuin
Windows moryT peructpupoBaTtbcs cobbiTus "3anpolueHHasa Bepcus siapa He nogaepxmsaeTca”. 3Tu co-
ObITUA He OKa3blBAKOT HUKAKOro BNUSHMSA Ha paboTocnocobHOCTL 06oMX NPoAykToB. [ns nogasneHus ux
pernctpaumm B kntoye cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnCCO cospganTte
(ecnu oH otcytcTByeT) napametp NoReportError (Tun REG_DWORD) 1 npucBonTe emy 3Ha4yeHue, OTnmny-
HO€E OT Hyns.

2.2. ViPNet CSP

72. Ecnu Ha komnbloTepe yctaHoBreHo 10 "ViPNet CSP" u "Kpuntollpo CSP", pexum COBMECTUMOCTU C
Microsoft CryptoAPI gomkeH OblTb BKITHOUYEH TOSIBKO B OOHOM M3 3TUX NPoAyKToB. MHave mMoryT nepuognye-
CKU BO3HMKaTb cbon paboTbl cuctembl. CBEAEHUS O HACTPOMKE COBMECTHOW paboTbl MPOAYKTOB CM. B AO-
KymeHTauun Ha T[1O "ViPNet CSP". Tlpm ycTtaHoBke knueHta Secret Net Studio aBToMaTtuyecku
npoeepsietca Hanuume MO "ViPNet CSP" n "Kpuntollpo CSP", n B cnyyae obGHapyXeHuUsi HeCcTabunbHOM
KOHMrypauum yctaHoBKa NpepbiBaeTcs C Bblgavyeln COOTBETCTBYOLWEro coobuwenus. Ecnn ykasanHoe O
yCTaHaBNMBaETCsl MOCMe YCTAHOBKWM KIMEHTa, pPeKOMeHOyeTCcsl cHadana ycTaHoBuTb npogykt "ViPNet
CSP", 3atem "Kpuntollpo CSP" n nocne aToro HaCTpoUTb UX COBMECTHYIO paboTy.

2.3. Symantec AntiVirus

73. [Mpu coBmecTHom paboTte ¢ MO Symantec AntiVirus Bepcun 10.0 MoryT permctpmpoBaTbCa HapyLLeHUs
LLerIoCTHOCTM U3-3a TOro, YTO AaHHOE NPUNOXEHNE B KaXOOM ceaHce perncrpupyet u yaandeTt cobCcTBeH-
HYl0 cnyx0y B peecTpe.

PexomeHpaumun: [lpu HeobxoaumocT uCnonb3oBaHust Symantec AntiVirus CHUMWTE C  KOHTPONSt BETBM peecTpa
HKLM\System\CurrentControlSet\Services\EraserUtilDrv10500 n HKLM\System\CurrentControlSet\Services.

2.4. Bbpay3epbl

74. MexaHnsm koHTponsa ckpuntoB C3U Secret Net Studio KOHTpPONUpPYET BbIMNOMHEHME CLiEHapUeB, CO-
3[aHHbIX MO TexHomnorum Active Scripts. Ecnu npunoxeHne ucnonb3yeT APYryro TEXHOMOrni obpaboTku
cueHapues (Hanpumep, 6paysep Mozilla Firefox), B 3ToM npunoxeHun nepexsaT CLUeHapueB He OCYLLeCTB-
nsieTcs.

75. WN3-3a ocobeHHOCTeW (hopMUMPOBaHWUSE U 3arpy3ky CLEHapueB Ha MHOMMX MONynsipHbIX WMHTEPHEeT-
pecypcax NpoMCXoAuUT aBToMaTudeckas Moandukaums ogHUX U TeX e CLeHapueB Npu obpalleHusix K pa-
Hee 3arpy)XeHHbIM cTpaHuuaM. OTO MPMBOAUT K HEBO3MOXHOCTM MOSTHOLLEHHOrO KOHTPOMS WCMOMHEHWS
cueHapueB (ckpunToB) B Bpay3epe — MOCKOMbKy OOHOBMSieMble CLEHapuM Npu 3arpy3ke CTpaHuL, BOCNpu-
HUMAIOTCS KaK HEU3BECTHbIE, U CUCTEMA PETMCTPUPYET COOTBETCTBYIOLME COObLITUS B XXypHare.

Pexomenpaumm: Ecniv Bpaysep (Hanpumep, Internet Explorer) ncnonb3ayeTcs ans 3arpyski M NpocMOTPa CTPaHuL, 13 MHTEPHe-
Ta, BKIIOYUTE ANS UCNONHAEMOro hailna 3Toro nNpoLecca YHKLMK UCKMIOYEHNUS KOHTPOMS CKpUNTOB. [1ns 9TOro 0TMEThTE Ao-
MOMNHWTENbHBIN NapaMeTp "PaspelleHo BhINONHATL Mtobble ckpunTbl' B Ananore "KOHTPOmb nporpaMM W AaHHbIX" HACTPOKM
napameTpoB pecypca.

2.5. Microsoft Access

76. [Mpu BKNIOYEHHOM MeXaHU3Me 3aTUpaHUs AaHHbIX MOXET MPOU3ONTU YHUUTOXEHUE COOEPXKUMOro
dannos 6a3 gaHHbIX Microsoft Access, ecnv B napameTpax ACCesS BKIOYEH pexuM "CknmaTb Npu 3akpbl-
TMK". 3TO NPONCXOAUT U3-3a 0OCOBEHHOCTUN MpoLeaypbl cxatust annos B nporpamme Microsoft Access —
npuv cxaTuy NnporpaMMa ygansieT CyLecTBYLWMN hann n 3aMeHSAET ero cxxaTbIM.

2.6. Docker

77. Secret Net Studio 6nokupyet paboty MO Docker BO nM3bexaHNe CHMXEHUSI YPOBHS 3aLLMLLEHHOCTU
CUCTEMBbI.
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2.7. Windows Sandbox

78. Secret Net Studio 6nokupyet paboty MO Windows Sandbox BO nsbexaHne CHUKEHUS YPOBHS 3aLln-
LLIEHHOCTW CMCTEMBI.

2.8. HP Client Security

79. Ws-3a ocobeHHocTen peanunsaumm N0 HP Client Security (mpegyctaHaBnMBaeTCcs Ha HEKOTOPbLIX MO-
[ensx koMmnbioTepoB koMmnaHun HP), nocne yctaHoBkn C3U Secret Net Studio HEBO3MOXXHO MCNonb3oBaTb
BuomMeTprYECKyt0 aBTOPM3aLMIO C UCMONb30BaHNEM OTNEYaTKOB NasnbLUeB B ykasaHHoM [10.

2.9. PDF24 Creator

80. [pwu ncnonb3oBaHum MO PDF24 Creator Bepcuu 7 1 Bbille MOryT BO3HUKATb OLLIMOKM BO BpeMsi npe-
obpasoBaHusa JoKymeHTOB B dhopmat PDF, cBA3aHHble C HEBO3MOXHOCTbIO ObpalleHns K BUpPTyanbHOMY
NPUHTEPY NPUTNOXEHUS.

PekomeHpaaumm: Mpu BO3HUKHOBEHWM OLLMGOK YkaxuTe npuHTep PDF24 PDF B kayecTBe NpuHTEpa No YMOMYaHuio (Ha Bpems
npeobpa3oBaHnst BOKYMEHTa).

000 "KOA BE3OINACHOCTH"

MouToBbIN agpec: | 115127, MockBa, a/a 66
TenedoH: | (495) 982-30-20
E-mail: | info@securitycode.ru
Web: | https://lwww.securitycode.ru
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